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EXECUTIVE SUMMARY
Programmable Electronic Systems (PES) are becoming increasingly commonplace in boiler control.
The monitoring and control facilities provided by these systems may be very sophisticated, allowing
automatic shutdown, remote monitoring and a facility to automatically indicate at a remote
engineering site that a fault has been detected. As a result of this, there is pressure to reduce the
manning levels and place an increased reliance on the safety-related control systems.
The existing HSE guidance note, PM5, on automatically controlled boilers predates the use of PES in
boiler control and the recently published standards, e.g., BS EN 61508, which cover these
technologies.
This report is the first in a series of reports describing analyses, which are intended to provide
information that will allow a state-of-the-art revision of PM5 to be made.

OBJECTIVES
To carry out risk analyses on three diverse boiler installations. These analyses, and the data and
assumptions within them, will form the baseline for additional work related to the application of BS
EN 61508 to boiler installations.

MAIN FINDINGS
1)

The analysis of three widely diverse boiler installations has led to a estimates of risk, which,
bearing in mind that a number of conservative assumptions have been made, are in the tolerable
range.

2)

Safety valves: Although generic data are available giving the apparent failure rates of safety
valves and pressure relief valves, because of the predominance of systematic failures of such
valves, there remains a need for failure rate data to be collected for safety valves used under
strict maintenance regimes. If this is not done, users following such regimes may be penalized
by the use of an unrealistically high failure rate. The failure-rate data should include lift
pressures and flow rates appropriate to potential boiler bursting pressures and not just the set
pressure ± 10%.

3)

Specific components: The author encountered difficulty in obtaining failure-rate data for a
number of components and assumptions had to be made. In order to apply the quantified
reliability aspects of BS EN 61508, it will be necessary for such data to be readily available.
The author presumes that, with the widespread use of BS EN 61508, manufacturers will put in
place monitoring regimes allowing such data to be collected and make these data available to
system designers.

4)

It would appear not to be uncommon for several (or all) of the pressure sensors and switches for
a boiler to be connected to the boiler shell by means of a single small-diameter pipe. This
leaves the pressure-control and protection systems susceptible to a foreseeable common-cause
failure that could lead to a demand on the safety valves.

5)

A quantified analysis allows the dependence of the overall risk on the failure rate of individual
components and the system architecture around them to be determined. By applying variations
to the analysis, it is possible to determine the most cost-effective means of decreasing the risk.

6)

To carry out a meaningful analysis of a boiler installation, a detailed knowledge of the entire
system; its mode (and sequence) of operation, and its environment is required. In addition, the
analysis of the intricate control structure of a boiler installation is complex and many
(conservative) assumptions, based on sound engineering judgement, are likely to be necessary.
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MAIN RECOMMENDATIONS
1)

Means should be developed which will allow the rate of dangerous failures of boiler safety
valves to be more accurately determined.

2)

Designers should be aware of the potential for common-cause failures to affect the integrity of
more than one safety-related system associated with a particular safety function.

3)

Manufacturers and users of safety-related systems should consider possible means for
determining the failure rate of safety-related components. In the absence of component-specific
data, data covering generally similar (but not necessarily designed for safety-related
applications) components must be used. This is likely to lead to an overestimate of the
dangerous failure rate of the system, as any assumptions that are made must be conservative.
Ideally, manufacturers should set up a scheme whereby all components, which have failed in a
potentially dangerous mode, should be returned/reported to them, if only for logging. This will
allow failure-rate predictions, made at the design stage, to be confirmed/revised and, possibly,
improved. Failure rates determined in this way will be appropriate to the exact conditions for
which future reliability predictions will apply.

4)

Failure rate data developed for complex subsystems should ideally refer to each function of the
subsystem, which contributes to the operation of a safety-related system. For example, the
failure rate of a device for proving gas valves should refer to the failure rate of the path
between the input from the appropriate pressure switch to the relevant output, e.g., that
preventing ignition, and not just the device as a whole.

5)

The coverage of internal, and external, diagnostic functions, in relation to the overall failure
rate of safety-related subsystems (especially where these are complex, for example, PLC
based), should be determined by manufacturers. Ideally, the test coverage should refer to
individual safety functions carried out by the subsystems.

6)

Quantified analyses should be carried out in order to ensure that the required integrity of all
safety-related systems is achieved and to allow the overall risk to be reduced in the most cost
effective way.

7)

A number of difficulties, outlined in the conclusions, were identified whilst carrying out the
quantified analyses described in this report. These difficulties, and the recommendations
resulting from them, should be addressed in the proposed revision of Guidance Document PM5.

8)

Further work is needed to determine the practicality of using BS EN 61508 in the design of
boiler installations and the need to specify, for example, operating profiles. The work described
in this report covers only the quantification of risk. Other areas, such as the difficulty of
determining SIL requirements and meeting the requirements for systematic, random hardware
and safety management aspects of integrity, need also to be examined.

9)

The analyses described in this report cover only those systems used in the control of the three
installations that were examined, so the hazards associated with gas leakage were not
considered. There is likely to be a future trend towards increased automation and, hence,
reduced manning. As a result, systems to prevent hazards associated with leaking gas, which is
detectable in very low concentrations by a boilerman’s sense of smell, will become increasingly
important. Therefore, if a reduction in manning is being considered, the incorporation of
systems for ensuring safety when gas leakage occurs should be considered.
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1

INTRODUCTION

As the use of Programmable Electronic Systems (PES) becomes more prevalent, their use in boiler
control becomes increasingly commonplace. The monitoring and control facilities provided by these
systems may be very sophisticated, allowing automatic shutdown, remote monitoring and a facility to
automatically indicate at a remote engineering site that a fault has been detected. As a result of this,
there is pressure to reduce the manning levels and place an increased reliance on the safety-related
control systems. Guidance, providing a means of justifying the integrity of the control and monitoring
systems, must be in place before an increase in the reliance on these systems can be considered to be
acceptable.
The existing HSE guidance note on automatically controlled boilers (Reference 1) predates the
increased use of PES in boiler control. Therefore, it is considered necessary to update the guidance,
taking into account recently published standards, i.e., BS EN 61508 (Reference 2). These
methodologies follow a risk-based approach and take into account the entire lifecycle of the
equipment.
This report is the first of a series of reports, which consider the application of BS EN 61508 to boiler
control systems. This report describes initial quantitative analyses of the control/protection systems of
three boiler installations having diverse designs and capacities. Three industrial boiler control systems
were examined and an individual-risk analysis based on ALARP (As Low As Reasonable Practicable,
See Reference 3) principles was carried out in order to determine a baseline for the subsequent reports
on this subject, which will culminate in the revision of the HSE guidance document. The second
report in the series will consider the application of BS EN 61508 to the three installations so as to
determine the Safety Integrity Levels (SILs) of the various safety-related systems in use at the
installations.
The analyses are not intended to determine whether the installations meet the requirements of BS EN
61508, as the three systems went into service prior to the publication of this standard. Instead, the
analyses will be used to estimate the dangerous failure rate due to random hardware failures of typical
boiler installations. The estimate can then be used to develop guidance based on BS EN 61508.
The analyses consider only the random hardware failure aspects of the integrity1 of the installations
that were examined and did not consider dangerous failures resulting from systematic failures such as
those associated with the design or software. The reader should be aware that there are other aspects
that could not be included in a quantitative analysis, such as safety management procedures in relation
to design, maintenance and modification, Other aspects that have an influence on integrity, such as
verification of the design, documentation, competency and training have not been considered.
The steering group for the project consists of the following persons.

˹
˹
˹
˹
˹
˹

Mr W (Bill) Black, Blacksafe Consulting Ltd
Mr D Lindsley, Lindsley Consultants Limited
Mr P Pearson, Dalkia Utilities Services
Mr G Hawkins, HSE HIDCD5
Mr S Brown, HSE NSD4C
Dr A M Wray, HSL

A peer review of this report, and the quantified analyses described in it, was carried out by Mr I
Wright, RM (risk management) Consultants Ltd.

1

Integrity as a concept includes systematic aspects and these have not been considered in this quantitative analysis.

1
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OUTLINE OF THE EXAMINED INSTALLATIONS

The boilers that were examined were selected with the aim of providing a diversity of boiler types,
sizes and sites; however, the selection process was limited to those boilers for which access could
conveniently be arranged or of a type where pressure to reduce manning levels is most acute. In
addition, commonplace system designs were required in order to maximize the applicability of the
guidance resulting from the project. Three boilers were selected as follows.
2.1

Installation 1

Installation 1 is a large installation capable of producing 90 tons2 of steam per hour (77MW) at a
pressure of 21.53 barg and a temperature of up to 350°C using three fire-tube boilers, each equipped
with two gas-fired burners and front-smokebox superheaters.
Whilst the boilers are off-line, they are maintained at just below saturation temperature at their normal
operating pressure using steam from those boilers that are on-line. This enables the off-line boilers
automatically to be brought on-line with the minimum possible delay if the steam demand rises. The
ease with which the number of on-line boilers can quickly be changed enables the boiler installation
to accommodate the fluctuating demand rate at the site.
The boiler house is normally unmanned with all safety functions being carried out automatically;
however, the installation is visited twice per day for a period averaging about 4 hours and, at other
times, the control system can summon engineering assistance using a modem and the public switched
telephone network (PSTN). This enables an engineer to be called out, for example, if the system has
shut down on the detection of a fault.
The installation passed its performance test on 14/5/99 prior to coming into service.
Whilst visiting the site, the author observed that the nearest building is some 30 paces away from the
boiler house and that this contains automated equipment with no persons visible at the time of
observation. Two other buildings, a fire station, said to be manned by 4 persons at all times, and a
workshop, are about 100 paces away. Although a road is located between the boiler house and the
nearest building, the author saw no one in the vicinity of the boiler house, other than the engineers
hosting his visit to the site.
2.2
Installation 2
Installation 2 is used for heating and steam supplies within a children’s hospital. The four fire-tube
boilers are contained in a brick-built boiler house some 70m from the main hospital building and 15m
from a public road; however, a footpath to an entrance to the hospital site is located adjacent to one
wall of the boilerhouse.
The boilers, which supply steam at a pressure of about 123psi, are as follows:

˹

23,000 lbs/hour de-rated to 10,000 lbs/hour (3.8MW). This boiler is used as a cold
standby and is powered from a diverse (to the other on-site boilers) supply of fuel, gas
oil, for emergencies. At the time of the author’s visit, this boiler was undergoing
maintenance, otherwise, this boiler could have been brought on-line within 4 to 6 hours;

2

The units used for the dimensions of each boiler are those supplied to the author. The boiler ratings shown in parentheses
(in MW) refer to thermal input. If the reader wishes to convert to other units, it may be useful to note that 1 barg=14.5 psi.

3

The working pressure is 21.5 barg and the design pressure of each boiler shell is 23 barg.

2

˹
˹
˹

20,000 lbs/hour (6.9MW) fuelled by heavy oil or gas;
15,000 lbs/hour (4.6MW) fuelled by heavy oil or gas, and
20,000 lbs/hour (6.9MW) fuelled by heavy oil or gas.

Each boiler is fitted with a single burner.
Because of a need for the availability of steam at all times, the hospital required significant
redundancy in the installation. Therefore, although at the time of the author’s visit, one boiler (Boiler
3) was able to provide the full steam load whilst running at 90% of its capacity and the steam load did
not fluctuate significantly, three of the boilers (Boilers 2, 3 and 4) were operating continually on a hot
standby basis. Boiler 1 allows continued operation in the event of the loss of both primary fuels. A
diesel generator located within the boiler house allows for the loss of the mains electrical supply.
The boiler house is normally unmanned with all safety functions being carried out automatically;
however, the installation is visited once per day and, at other times, the control system can summon
engineering assistance using a modem and the PSTN. This enables an engineer to be called out, for
example, if the system has shut down on the detection of a fault.
If Boiler 1 were brought into operation, the boiler house would continuously be manned, the control
system of this boiler not having been brought up to the level of automation of the other three.
2.3

Installation 3

Installation 3 is a relatively small gas-fired vertical tubeless boiler in a laundry. This boiler is capable
of producing about 960kg of steam per hour at a pressure, which the author observed to be indicated
as being between 100 and 120psi, using a single 600kW gas burner. The design pressure of the boiler
is 1.137N/mm2 (11.37Bar).
The boiler is not located in a separate boiler house, but within the building containing the laundry
equipment. A concrete-block wall, of about the same height as the boiler and fitted with wooden
doors, separates the area where the boiler is located from the laundry area. There is no cover over the
top of the wall, so the boiler shares the same air space as the laundry equipment. At the time of the
author’s visit, 6 people were working in the laundry area.
Both the boiler and the installation are fitted with safety valves. A safety valve was observed to be
downstream of a reducing valve in order to protect only the installation. However, as the capacity of
this valve is unknown to the author, only the safety valve fitted to the boiler will be considered in the
assessment.
The pressure vessel was tested on 8/4/97, following its manufacture. This suggests that the boiler
came into service in the final quarter of 1997.

3

3

HAZARDS AND SAFETY FUNCTIONS

3.1
Potential hazards
A generalized list of the hazards associated with boiler installations would include the following.

˹
˹
˹
˹

Excessive pressure.

˹
˹

Furnace explosion – resulting from burner faults, e.g., loss of forced draught.

˹

Flue-gas explosion. This will not be considered in this analysis because none of the
installations:

Low water level
High water level (See steam main failure.)
Excessive steam temperature (Although excessive temperature may apply to the
superheaters fitted to one of the boiler installations described in this report, this is not
directly monitored by the safety-related control system.)
Furnace implosion – not considered to be a problem with the small boilers described in
this report so has been excluded from this project. Furnace implosion may need to be
considered in a full risk assessment or for other boiler designs (e.g., water-tube boilers).

v

include induced draught fans, which could lead to oxygen being introduced into
the flue gases, or

v

include systems designed to monitor the flue gases for the purpose of preventing
flue-gas explosions.

˹

External explosion – resulting from, for example, gas leaks. The analyses described in
this report were restricted to the boilers and their control systems. Although gas and fire
sensors were fitted to two of the installations, they formed part of the building fabric and
were not part of the boilers or their control systems. Therefore, this hazard was excluded
from the analysis. A boilerman, if present, can smell a very low concentration of gas.
Therefore, as a result of the present trend for increased de-manning of boilers, this hazard
will become an important factor in the risk assessment for future installations.

˹

Pressure vessel failure – within the scope of this project only in relation to scale
formation, which could lead to local overheating. This hazard has been excluded from
the scope of the quantitative analysis, as the boiler control systems provide no protection
against it. However, details of the procedures carried out at the three installations are
included. The causes of pressure-vessel failure (e.g., fatigue cracking), and the measures
taken to combat them, would need to be considered in a full risk assessment.

˹

Steam main failure – within the scope of this project only in relation to water reaching
the steam main resulting from incorrect water-level control. Following discussions with
the operator of one of the installations, it was decided to exclude this hazard from the
quantitative analysis. This decision was made on the basis that the most probable events
leading to the hazard were: poor pipework design downstream of the boiler; poor
drainage and steam trapping, and poor operational procedures (such as not “warming
through” and opening valves too quickly) and need not necessarily be within the control
of the boiler control system. As a result, the events leading to the hazard could not
immediately be considered using reliability principles. This hazard must be considered in
any risk assessment on an individual basis.

˹

Maintenance – this study cannot consider operational practices used during maintenance,
so is limited to only normal operation. However, the analyses do take routine periodic
maintenance tests into account.

4

˹

Partial failures – the analyses do not incorporate a full HAZOP analysis of, for example,
the PLC failing during the start-up sequence and leading to a short purge.

The safety-related systems preventing or mitigating these hazards will be different for each
installation. Therefore, each installation will be considered individually. Only the safety functions
listed here will be considered in this examination. Other potential hazards, which are not directly
related to the boiler, for example, water reaching a steam turbine, are considered to be outside the
scope of this project but may not be outside a full risk assessment of an installation. Other hazards can
arise as a result of steam not being available to external equipment; however, these are dependent on
the design and operation of the external equipment so are beyond the scope of these analyses, which
cover only boiler-related hazards.
3.2

Safety-related control functions: Installation 1
˹
Water-level control

˹
˹
˹
˹

Pressure control
Manual daily check of water quality
Burner shutdown on loss of flame (or ignition failure)
Burner shutdown (prevention of ignition) on loss of forced draught

The CO2 level in the flue gas is monitored, but only to indicate a need for burner maintenance. The
monitoring does not form part of a shutdown sequence.
3.3

Safety-related control functions: Installation 2
˹
Water-level control

˹
˹
˹
˹
˹
˹
˹
3.4

Pressure control
Manual weekly check of water quality (and continuous monitoring of dissolved solids)
Burner shutdown on loss of flame (or ignition failure)
Burner shutdown (prevention of ignition) on loss of forced draught
Shut-down on low gas pressure
Shut-down on the detection of gas
Shut-down on an external fire

Safety-related control functions: Installation 3
˹
Water-level control

˹
˹
˹
˹

Pressure control
Burner shutdown on loss of flame (or ignition failure)
Burner shutdown (prevention of ignition) on loss of forced draught
Shut-down on low gas pressure

5
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DETERMINING THE TARGET FAILURE RATES – THE ALARP CONCEPT

The use of BS EN 61508 requires designers to set targets for, and determine the integrity of, systems
in terms of Safety Integrity Levels (SILs). (The standard also includes requirements for hardware,
software and safety management associated with the safety integrity level found to be necessary.)
These incorporate both qualitative and quantitative requirements. To design a system using BS EN
61508, a target hazard rate must first be determined by risk assessment. This section will briefly
illustrate the principles for determining the target failure rate appropriate for each of the boiler
functions; however, because additional aspects must be considered in order to determine each SIL,
SIL determination will not be considered. (This will be the subject of a subsequent report.)
The risk-based approach of BS EN 61508 requires that SILs are specified on the basis of hazard and
risk assessment and that the design of any safety-related system is adequate to provide the specified
integrity. Therefore, this section of this report will briefly illustrate the risk-based approach in
ensuring that the level of risk is as low as reasonably practicable.
The HSE document Tolerability of risk from nuclear power stations, Reference 3, and Reducing risks,
protecting people, Reference 12, indicate that a probability of death of 10-3 per year is always
intolerable for a worker and 10-4 per year is intolerable for a member of the public. In the other
direction, a probability of death of 10-6 per year would be considered to be broadly acceptable.
Based on these overriding criteria, we can make an overall estimate of the target failure4 rate
requirements for boiler safety functions. (These may subsequently be redefined in terms of the Safety
Integrity Levels (SILs) described in BS EN 61508, when additional criteria have been considered.) An
overview of this process is shown in Table 1.

Table 1: General estimate of system integrity requirements based on Reference 3
Rate of death
Number of workers/members of the public at risk

Unit
1.E-06 per year
1

1.E-03
1

1.E-04
1

1.E-05
1

Explosion frequency to achieve this probability
Number of safety functions

1.14E-01
1

1.14E-02
1

1.14E-03
1

1.14E-04 per 106 hrs
1

Required frequency of failure of each safety function

1.14E-01

1.14E-02

1.14E-03

1.14E-04 per 106 hrs

Notes to Table 1, which is for only illustrative purposes
1) For convenience, it has been assumed that there is one continuous safety function and one person at risk.
2) It should be noted that the values shown in the second and third columns (10-3 and 10-4 per year,
respectively) are worst-case figures. Even in industries normally considered to be hazardous
(e.g., construction and mining), the actual risk should be less, possibly by a factor of 10, than the value shown
in Column 2. Similarly, the actual risk to the public will be less than the value shown in Column 3, by a similar
factor. (See Reference 12.)
The columns of Table 1 indicate the minimum failure rate that will ensure an annual probability of
death of:

4

Although this report refers to failures, readers should continue to remain aware that only failures, which lead to an increase
in danger, are being considered. Failures leading to a more safe state, e.g., to a shutdown, may lead to unsafe consequences in
the plant/equipment being supplied with steam; however, their consideration is outside the scope of the analyses considered
by this report.
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˹
˹
˹

˹

second column: 10-3, the intolerable level for a worker;
third column: 10-4, the intolerable level for a member of the public;
fourth (shaded) column: 10-5, this is not an unreasonable level of risk for either a worker
or a member of the public (assuming the cost of reducing the risk below this level is not
small), and
fifth column: 10-6, this is considered to be a broadly acceptable level of risk for either a
worker or a member of the public, i.e., it is of the order of the background risk due to
normal living conditions.

Clearly, the values shown in the second and third columns are unacceptable where members of the
public may be at risk, so the third and fifth columns define the range of tolerable risk, with the value
in the fourth column being at the logarithmic mean of the range between intolerable and broadly
acceptable. The position within this range should be determined on a “reasonably practicable” basis,
which may involve a trade-off between the costs and benefits dependent on the chosen integrity.
In the absence of any other considerations, one approach would be to accept the values shown in the
fourth column as being As Low As Reasonably Practicable (ALARP). Note that Table 1 assumes:

˹

one person would be killed if a safety function were to fail. Clearly, this need not
necessarily be the case if the boiler is not in an isolated environment (e.g., next to a
school or hospital), or if the installation is manned for only short periods. It should be
noted that it is the individual risk, i.e., the risk experienced by a particular individual,
which will be referred to in this report. Individual risk would be reduced if a person were
in the vicinity of the boiler for a shorter period; however, the individual risk would not
be increased if many persons were in the vicinity. In this case, a larger number of persons
would individually experience the same risk, and

˹

there is only one safety function preventing an explosion of the boiler. If there were more
than one safety function, each would have to have a lower failure rate in order to
maintain the same overall level of risk.

Note also that where there is a risk of multiple fatalities occurring in one event, the ALARP principle
requires that societal concerns should be considered when determining the level of tolerability.
Once the risk from an installation has been shown to be in the ALARP range, the level of risk and the
cost to achieve that level can be traded against each other in order to achieve a risk that is actually as
low as reasonably practicable. For example, it would be difficult to justify a failure to add a relatively
inexpensive protection system, if this could lead to a significant reduction in risk; however, if the
expense were high, and the reduction in risk were relatively small, the justification would be less
difficult.
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5

RATES OF DEMANDS ON THE SAFETY-RELATED SYSTEMS

The previous section shows a means of determining the required hazard rate associated with each
safety-related system assuming a continuous demand on the system, i.e., if the safety-related system
were to fail, the hazard would inevitably be realized. In practice, the control system may be
sufficiently complex to make the estimation of its failure rate difficult to determine. Because of this,
the designers may choose not to define the control system as a safety-related system, but ensure that
the other safety-related protection systems, charged with ensuring that the hazard cannot be realized if
the control system were to fail, have an adequate integrity. In this case, in order to estimate the overall
hazard rate, the demand rate on each of the protection systems must be known.
A demand on a protection system can arise from a number of causes. These include:

˹

the occurrence of an external event, for example, failure of the water supply could lead to
a demand on the low-water protection system;

˹

a failure of part of a control system, for example, failure of the feedwater pump could
lead to a demand on the low-water protection system, or

˹

either of the above together with the failure of the primary protection system, for
example, if the proportional gas valve fails open and the pressure switch fails, this will
lead to a demand on the safety valve.

In order to determine the hazard rate resulting from the failure of a particular protection system, the
rate of demands on that protection system and its average probability of failure on demand (PFD)
must be known. The PFD can be estimated using reliability analysis. The demand rate can be
determined in a number of ways, depending on the causes of the demands. For example, the demand
rate due to:

˹

the failure of the water supply can (conservatively) be estimated or obtained from
records;

˹
˹

the failure rate of the control system can be estimated using reliability analysis, or
demands resulting from a combined demand on another protection system together with a
failure of that system can be obtained from the product of the rate of demands on that
system and its PFD.

In the case of Installations 1 and 2, details of any faults requiring the attendance of an engineer are
transmitted, using a modem and the public switched telephone network (PSTN), to a central office
and are automatically recorded. To these are subsequently added the engineer’s description of the
problem and the actions he took to correct it.
This information was made available to the author who has used it to estimate the rate of demands on
each of the safety-related protection systems associated with Installations 1 & 2 as is shown in Table
2. These data effectively use a “poacher” as a “gamekeeper”; however, it is known that no
catastrophic boiler failures occurred during the period of monitoring, so it must be assumed that no
failures of the monitored protection systems occurred during the period of monitoring.
The demand rates calculated in this report cover all of the demands on the protection system leading
to an engineer being called out. Therefore, it should not be assumed that they refer to only the failure
rate of the main control system. For example, the demand rate on the low-water protection system(s)
could include demands resulting from the loss of mains-water pressure, the failures of feed-water
pumps and fluctuations in the water level resulting from rapid variations in steam load. In addition,
because of there being more than one boiler at each site, an apparent failure of one boiler, may lead to
a stand-by boiler automatically being brought on-line. Therefore, failures may not affect the supply of
steam from the overall installation.
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T a bl e 2 : D e m a n d ra te s fo r th e s a fe ty -re l a te d pro te cti o n s y s te m s
In s t allat io n 1
In s t allat io n 2
St art o f m o n it o rin g p erio d
20 /0 6/19 99
0 1 /0 9 /1 9 9 9
E n d o f m o n it o rin g p erio d
26 /0 2/20 01
2 6 /0 2 /2 0 0 1
D u rat io n o f m o n it o rin g
617
d ay s
544
d ay s
D u rat io n o f m o n it o rin g
14808
h o u rs
13056
h o u rs
N u m b er o f b o ilers
3
3
B u rn ers p er b o iler
2
1
F ault
N u m ber
R at e (/h r)
N u m ber
R at e (/hr)
H igh w at er lev el
7
1 .5 8 E -0 4
8
2 .0 4 E -0 4
L o w w at er lev el
15
3 .3 8 E -0 4
5
1 .2 8 E -0 4
A ir p res s lo w
8
1 .8 0 E -0 4
0
F ailu re t o ligh t
18
2 .0 3 E -0 4
15
3 .8 3 E -0 4
F o rced -d raft fau lt
3
6 .7 5 E -0 5
3
7 .6 6 E -0 5
Sh ell p res s u re lo w
1
2 .2 5 E -0 5
0
D eaerat o r t em p lo w
1
2 .2 5 E -0 5
1
2 .5 5 E -0 5

A v erage
rat e
1 .7 9 E-0 4
2 .3 9 E-0 4
9 .5 7 E-0 5
2 .5 8 E-0 4
7 .1 8 E -0 5
1 .2 0 E-0 5
2 .3 9 E-0 5

Notes to Table 2
1) There was a total of 21 Low Water Level entries for Installation 1; however, several of these
occurred in a small group shortly after commissioning (when the optimal water level was being
determined) and were apparently associated with the setting up of the system. As the water level
can fluctuate significantly when the boiler goes on- and off-line (for example, as a result of swell
caused by bubble formation during pressure reductions), until the optimal operating level had
been established, spurious ephemeral low-water-level indications occurred. Six entries appeared
to have been the result of “teething” problems and have been excluded from the data for Table 2
in order to give a more realistic value for the demand rate expected from the boilers at Installation
1 under normal running conditions.
2) The demand rates have units of per boiler per hour except for “Failure to light”, which has units
of per burner per hour.
3) Only 3 boilers are assumed to form part of Installation 2 because the fourth acts as a cold standby,
so effectively is unused.
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6

THE SAFETY-RELATED SYSTEMS AT EACH INSTALLATION

The author visited each of the installations and was supplied with circuit diagrams of the control and
protection systems for each site. The relevant details of these will now be described.
For reasons of anonymity, all commercial devices referred to in this report will be assigned arbitrary
types to allow unambiguous reference within the report and have no other purpose. For example, the
capacitance water level probes used in both Installations 1 and 2 will be referred to as being of type
CP1. In this case, CP1 refers to the type of probe, i.e., all probes of type CP1 are from the same
manufacturer and identical.
6.1
Installation 1: Details of the control and protection systems
The boiler house at Installation 1 is normally unmanned apart from twice-daily visits by an engineer.
Therefore, only automatic means of control/protection will be taken into account in this analysis.
The site monitor, referred to in these descriptions and figures, is the monitoring system, which, on the
identification of a fault, contacts the central office using the PSTN in order to summon engineering
assistance. This device may also be used to change some site parameters, monitor the operation of any
of the boilers and control their outputs from a remote location. It is the site monitor that controls the
overall output of the installation; however, the safety of each boiler is handled by its individual
control/safety systems and does not in any way rely on this remote monitoring system.
6.1.1 Water-level
6.1.1.1

Control system

The water level within each boiler is controlled using four water-level probes, inserted in pairs into
two apertures within each boiler. These probes are used to provide the water-level control together
with high (H1), 2nd high (H2), low (L1) and 2nd low (L2) alarms.
The water level is controlled using a capacitance level probe5, referred to within this report as a
capacitance probe of type CP1. (See Figure 1.) The 4-20mA signal from this controls an LT1 level
transmitter6 that drives the modulating valve controlling the rate of feed-water input. The 4-20mA
signal is also monitored by the site monitor used to provide event indications and summon
engineering support, as required.
A failure of the water-level control system to maintain the correct level of water within a boiler may
result from a failure of the control system itself (including feed valves). However, it may also result
from a failure of a dump valve to close or from a loss of the feedwater supply. As these latter two
causes are likely to dominate the demand rate on the low water protection system, no estimate will be
made of the failure rate of the water-level control system from the reliability of the level control
system. Instead, a demand rate of 3.28E-04 per boiler per hour, obtained from the installation event
log as shown in Table 2, will be used.

5

The probe of type CP1 is a capacitance probe, being completely insulated from the water. An AC signal is fed to the
electrode, and the capacitance between the probe and the surrounding water is measured in order to obtain a level indication.
All other probes consist of one, or more, electrodes whose resistance to ground (i.e., the boiler shell) changes on contact with
the water surface.

6

The LT1 level transmitter monitors the water level by means of the CP1 capacitance probe and, by means of a 4-to-20mA
output, controls the proportional modulation valve which varies the rate of feedwater supply.
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6.1.1.2

Control and protection systems: Low water level

(Control)
Modulating water feed valve
and controller

LT1

Probe CP1

Site monitor
(L1)
L1TB
Probe SP1

(L2)
Probe SP1

LWA1

K8

Burner-control PLC

K4

L2TB
LWA1

Gas
valves

K9
Safety monitor

Extent of safety-related systems
Figure 1: Schematic of the water-level control and low-water protection systems

As the demand rate on the low-water protection systems has been taken from the monitoring log for
the site (which includes demands from all sources), the water-level control system need not be
considered in detail.
Sensors L1 and L2 are each of Type SP1. These each take the form of a single electrode used to sense
the water surface. These sensors are in different apertures in the boiler shell.
Each sensor is monitored by an LWA1 unit, which de-energizes a relay (K8 or K9) when a low water
condition is reached. Because of the lengths of the SP1 electrodes, K8 is de-energized when the first
low water level is reached and K9 is de-energized on reaching the second low water level. The author
understands that each LWA1 unit incorporates a dual-channel architecture having cross monitoring
between the channels. In addition, the LWA1 units monitor the SP1 electrodes. As a result, they will
cause the system to fail to safety if a (single) fault is detected in either the LWA1 units or the
electrodes.
K8 and K9 signal the burner PLC to shut down the burner; however, a contact of K9 is monitored by
the Safety Monitor7, which, via contactors K4, leads to closure of the gas valves when L2 is reached.
Following this, manual intervention is required to restart the burner.
There are two main gas valves in series, with a third valve connected between them giving a bleed to
atmosphere. No pressure sensor is fitted between the valves; however, the positions of the valves are
monitored. Therefore, minor leakage of the upstream valve, as would result from a seal failure, will be
vented to atmosphere and a major leakage, as would result from the valve failing to close, will be
detected by the monitoring switch. Similarly, a minor leakage of the downstream valve will be

7

The Safety Monitor is a device, which monitors the operation of the PLC controlling a burner. Although not programmable
in the same way as a microprocessor-based device, the Safety Monitor can be programmed to monitor a relatively simple
control sequence. Any deviation from the normal sequence will result in the Safety Monitor causing the burner to be shut
down. Because of the diversity between the technologies of the Safety Monitor and the PLC, the probability of a common
cause failure affecting them both is minimal.
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compensated for by a lack of differential pressure across the valve when the vent valve is open to
atmosphere.
L1TB and L2TB, both shown on Figure 1, are normally closed test buttons for manually testing the
operation of the L1 and L2 protection systems8.
It will be noted that two low-water-level amplifiers, each of which is of a dual-channel design with
cross monitoring9, are used. In addition to the internal self-checking carried out by these devices, they
also monitor the state of their associated sensor and are intended to provide high-integrity protection.
The dual-channel design has been followed by the designers from the level probes to K4 and after K4
at the gas valves; however, at K4, the dual-channel design becomes a single channel, where the failure
of this single component could lead to a failure of the entire protection system. Therefore, the entire
low water level protection system (i.e., L1 and L2) must be considered to be of a single-channel
design.
Taking into account the use of two dual-channel self monitoring level amplifiers and the Safety
Monitor, the author considers the monetary saving that has been gained by the use of a single
contactor K4 to be insignificant. Therefore, he has concluded that the use of a single contactor for K4
requires further consideration by the designer10. The relevance of this design aspect is discussed in
Section 10.

8

If either of these test buttons is operated, the burners will be shut down automatically. Pressing one of the buttons will,
therefore, provide a functional test of the entire protection system, except for the water-level probe. Because Installation 1 is
a multi-boiler installation, another boiler can take the steam load during a test. This may not be true of other installations. In
some cases, the loss of the boiler output may affect a critical process. In these cases, the test buttons may have, for example,
additional contacts, which serve to keep the gas valves energized and, so, prevent a shut-down. In these cases, a test carried
out using the test buttons will not exercise the gas valves (and, possibly, other components), so is a significantly less
complete test. Such a test would invalidate some of the assumptions made in this analysis (e.g., that the main gas valves are
functionally tested at least twice a day as described in Section 8.2.1.2).

9
. The author understands that each low-water amplifier consists (internally) of two separate amplifiers operating in parallel.
Their outputs are compared and any difference between them leads to the overall amplifier output going to the safe (i.e., low
water) state. In addition, resistors are incorporated in the sensor electrode allowing the amplifier to detect the connecting
wires being short-circuited of to the boiler shell or being open-circuit. If these conditions are detected, the amplifier output
goes to the safe state.
10

Following the operator of Installation 1 being informed that the main gas valves operated via a single-channel at K4, an
immediate redesign was carried out. The author has been informed that and the main gas valves are no longer operated by a
single contactor. However, as it was the intention of the analysis described in this report to examine typical systems, the
analysis described in this report is based on the initial design of the system.
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6.1.1.3

Control and protection systems: High water level
(Control)

Probe CP1

Modulating water feed valve
and controller

LT1

(H1)
(H1)
HWA1

Burner-control PLC

K6

(H2)
nd

(2 control)
Slam-shut valve

HWA2
MP1

(H2)

Safety monitor
HWA2

K7

(2nd control)

H1&H2
K4

Gas valves

Extent of safety-related systems
Dump valve

K32

Site monitor

Figure 2: Schematic of the water-level control and high-water protection systems
A CP1 capacitance probe is used for level sensing. An HWA1 high-level alarm is connected in
parallel to the LT1 amplifier used for level control. (See 6.1.1.2.) This is used to provide the first
indication of a high water level (H1) at a level pre-set into the HWA1. A relay, controlled by the
HWA1, is de-energized if a high-water indication is given. A contact of this relay opens in the alarm
condition removing a signal from Input X4 of the PLC controlling the burner, causing the burner to
shut down. (As H1 depends on the same capacitance probe as the modulation feed water controller,
H1 has not been included in the extent of the safety-related systems shown on Figure 2.)
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If the water level rises above the level setpoint and reaches the second control point, an electrode in
the MP111 is reached causing the upper HWA2 to close the slam-shut valve (in series with the
modulation valve controlling the rate of feedwater input). Independently of this, but using the same
electrode in the MP1, the lower HWA2 opens the dump valve (allowing water to be released from the
boiler). This level is not considered to be an alarm condition but part of the normal boiler control
function, allowing for rapid variations12 of water level as the boiler is brought into, and taken out of,
operation.
If the water continues to rise, eventually another electrode in the MP1 is reached (H2). This causes
the lower HWA2 unit to de-energize Contactor K7. Contacts of K7 are monitored by the burner
control PLC and, in addition, de-energize the plant interlock, which is monitored by the Safety
Monitor.
The site monitor monitors the following:

˹
˹
˹
˹

High water level 1 from the burner-control PLC;
High water level 2 from the burner control PLC;
the (analogue) position of the feed-water modulation valve, and
the signal controlling the position of the dump valve.

Therefore, the site monitor is able to provide the boilerman, and the central engineering station, with
information regarding high-water-level indications.

11

Probes of type MP1 are effectively four level probes packaged as a single unit. The electrodes are of different lengths
allowing signals to be obtained when the water level reaches several levels. The electrodes operate by providing a low
resistance path to the boiler shell when they become immersed.
12

A sudden increase in level (surge) can result from the formation of many small bubbles when the burners begin to heat the
water.
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6.1.2 Boiler pressure
PT1

Servo controller

Gas and air servos: Burner A

Servo controller

Gas and air servos: Burner B

L
R

B1: boiler shell pressure
Site monitor
B8: superheater outlet pressure
Main gas
valves
Burner A

Protection system 1
Burner control PLC

PS1

Safety monitor

K4
Main gas
valves
Burner B

Protection system 2
Safety valve 1: Boiler shell (37.5% of boiler output
capacity)

Safety valve 2: Boiler shell (37.5% of boiler output
capacity)

Safety valve 3: Superheater (25% of boiler output
capacity)

Extent of safety-related systems
Figure 3: Schematic of the pressure control and protection systems
Note to Figure 3:
L = Local (used for start-up and test) and R = Remote (used for normal boiler operation)
6.1.2.1

Control system

Once a boiler comes on-line, its burners are controlled according to the steam pressure. There are
three pressure transmitters associated with each boiler: PT1 (used only for Local control), B1 (on the
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boiler shell) and B8 (on the outlet of the superheater). Under normal circumstances, the firing rate is
controlled according to the pressure sensor, B8, on the superheater. However, under high steam loads,
the pressure drop across the superheater can reach about 1 bar. Therefore, to prevent the operating
pressure of the boiler being exceeded under high steam loading, it may be necessary to limit the firing
rate, using sensor B1 on the boiler shell.
This control function is carried out by the site monitor, which normally provides the input signal for
the two servo controllers controlling the proportional gas/air valves.
6.1.2.2

Protection system: High pressure

If the operating pressure of pressure switch PS1 is exceeded, the burner PLC is tripped, shutting down
the burners by means of the main gas valves.
If the pressure were to continue to rise, the safety valve in the superheater would begin to release
steam. This is set to operate at a slightly lower pressure than the safety valves in the boiler shell in
order to ensure an adequate flow of steam through the superheater.
A further rise in pressure will lead to the safety valves on the boiler shell opening.
A temperature transmitter is fitted to the boiler shell and connected to the site monitor. This
transmitter is used for only monitoring purposes.
6.1.2.3

Pressure control under low steam loading

The proportional gas valves used for normal control of the burners can be throttled back to about 17%
of full burner output. Therefore, if the steam load for any particular boiler were to drop below this, the
pressure in the boiler would rise until what would have been the protection system, controlled by
Pressure Switch PS1, operates. This is the normal mode of operation when the steam load is below
17%. In this mode, the protection system controlled by PS1 is no longer solely a protection system,
but is acting as a control system.
6.1.3 Water quality
An on-site mains supply of de-ionized water is used to supply the boilers. This is degassed in a de
aerator by heating it to 109°C. A chemical injection system automatically doses the water supplied to
the boilers in order to maintain a constant pH and both the incoming water and the outgoing steam are
monitored for their electrical resistance – mainly to ensure that corrosion does not occur in the steam
turbines fed by the boilers. Control of water quality is outside the scope of this project.
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6.1.4 Gas burner
Modulation

Servo controller

Gas & air servos

K5

Ignition
valves

K4

Main gas
valves

PS207
FD air press
High/low gas
pressure

Burner-control
PLC

Safety monitor

Burner flame
detection

Extent of safety-related systems
Figure 4: Burner control and protection systems

6.1.4.1

Control system

The boilers are automatically brought on-line according to the steam load; the number being
determined from the pressure and the flow rate in the outgoing steam line with the firing rate
controlled accordingly by the site monitor. Details of the control system are described in the section
giving details of the pressure-control system.
Basic burner functions, e.g., start-up sequencing, are handled by a PLC, monitored by a Safety
Monitor, which monitors critical PLC outputs and inputs, and will de-energize the burner valves (via
K4 and K5), if an operational failure is detected.
Figure 4 shows that, in the event of, for example, a loss of flame, the burner-control PLC may be able
to throttle back the gas and air servos. However, as it is understood that these cannot be set to provide
less than 17% of full burner output, this route has not been considered to form part of a safety-related
system.
6.1.4.2

Protection system: loss of flame (or ignition failure)

Loss of flame is detected by the ultra violet flame detector, leading to the burner-control PLC or, if
that fails, the Safety Monitor, turning off the main gas valves.
The flame detector incorporates a motorized vane, which is used to modulate the output of the sensor
in order provide a self-checking function.
6.1.4.3

Protection system: loss of forced draught

Loss of the forced draught is detected by the forced-draught pressure sensor (PS207), leading to the
burner-control PLC or, if that fails, the Safety Monitor, turning off the main gas valves.
Because the PLC also controls the forced-draught fans, a potential for common-cause failures exists
between the PLC in its function of controlling the fans and the PLC in its function for detecting
forced-draught failures. Therefore, a failure of the PLC can lead to the forced-draught fans failing to

17

run and a failure to detect the loss of forced draught resulting from this. This possibility was allowed
for in the analysis.
6.1.5 Gas leaks
Gas detectors are mounted above each boiler. These connect to a fire alarm panel, which is monitored
by the site monitor and will lead to an alarm in the central control centre for the site. Therefore, in the
event of a gas leak, both the boiler utility company and the on-site control centre will be informed but
no automatic control action will be taken.
A number of emergency-stop buttons are located around the boilerhouse, e.g., near entrance doors.
These can be operated by the fire brigade on their arrival and will shut down all of the boilers by
turning off the main gas supply valve that is located outside the boiler house.
6.1.6 Fire detection
Fusible links are mounted above each boiler. These connect to a fire alarm panel, which is monitored
by the site monitor and will lead to an alarm in the central site operator’s control centre. Therefore, in
the event of a serious fire, both the site occupier and boiler operating company will be informed but
no automatic control action will be taken.
6.2

Installation 2: Details of the control and protection systems

Boiler 1 was not operational during the author’s visit and would normally be used only as a cold
standby. In addition, a boilerman would be present at all times that Boiler 1 was operational.
Therefore, as this boiler is not representative of the boilers normally used on the site, only Boilers 2, 3
and 4 will be considered in this examination.
The installation is normally unmanned, therefore, on-site alarms will not be considered.
The installation is monitored by a plant management system. This will be referred to as the site
monitor. This system allows monitoring and control from a central office together with the
transmission of alarm indications to that office.
6.2.1 Water-level
6.2.1.1

Control system

Feedwater to the boiler is supplied by continuously running pumps, the flow to each boiler being
controlled by means of a proportional valve. The CP1 capacitance probe provides a proportional
output enabling the LT2 to control the modulating valve according to the water level and its set point.
As the water-level demand rates were obtained from the site monitoring logs, the water-level control
system need not be considered in detail.
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1st high-water Relay R1/2/3

1st high-water Relay R9
Test buttons
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Extent of low-water safety-related systems
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Figure 5: Level control and protection systems
6.2.1.2

Protection system: Low water level

Two SP1 electrodes and two LWA1 (dual-channel) low-level alarm units independently provide the
1st and 2nd low-level alarms. Test buttons13 allow each of these level alarms to be tested.
On the occurrence of a 1st low-water indication, R8 de-energizes. A normally open contact of R8
removes the signal from Terminal 9 of the BC1 burner sequence controller (and from the coil of the
starter for the motor driving the gas booster). This causes the gas valves to close and extinguish the
flame.

13

If either of these test buttons is operated, the burner will be shut down automatically. Pressing one of the buttons will,
therefore, provide a functional test of that protection system, except for the water-level probe. Because Installation 2 is a
multi-boiler installation, another boiler can take the steam load during a test. This may not be true of other installations,
where the loss of the boiler output may affect a critical process. In these cases, the test buttons may have, for example,
additional contacts, which serve to keep the gas valves energized and, so, prevent a shut-down. In these cases, a test carried
out using the test buttons will not exercise the gas valves (and, possibly, other components), so constitutes a significantly
less-complete test. Such a test would invalidate some of the assumptions made in this analysis (e.g., that the main gas valves
are functionally tested at least once a day).

19

A normally closed contact of R8 provides a signal to the site monitor when a 1st low water alarm
occurs.
If a 2nd low-water indication occurs, R7 de-energizes, causing lockout relay R1 to unlatch, leading to a
lockout of the burner. A reset will now be required before the burner can be restarted.
It should be noted that two main gas valves are used. These are plumbed in series, with a third valve,
providing a safe bleed to atmosphere, connected to the pipework between them14. A pressure sensor,
connected between the valves, allows both valves to be tested for leakage during the start-up
sequence. Proof checking of the gas valves is carried out prior to ignition by means of an SC1 gas
pressure sequence controller.
An audible sounder operates when either low-water-level alarm occurs.
6.2.1.3

Protection system: High water level

If the water level rises for any reason, the HWA1 initiates a high-level indication using the output of
the same CP1 capacitance probe that is used for water-level control. This de-energizes the High-water
limit valve, preventing the entry of water into the boiler.
A normally closed contact of R9 provides a signal to the site monitor when a first high-water
indication occurs.
Connected in parallel with the coil of R9 is an additional relay (R1, R2 or R3 for Boiler 1, 2 or 3,
respectively), which trips the appropriate feedwater pump. (Relays R1, R2 and R3 appear to have
been added after the installation of the boilers as they are shown on a separate diagram.)
A second HWA1 provides a second high-water indication. This, via Relay R40 provides an indication
to the site monitor.
An audible sounder operates when either high-water-level alarm occurs.
It should be noted that the only high-water-level protection system (H1) that has a control function
takes its output from the same level probe as that used for modulating the water input. Therefore, a
failure of this capacitance probe could lead to a common-cause failure of both the water-level control
and the high-water protection system, which could prevent the feedwater being stopped if, for
example, a failure of the capacitance probe were to occur.
The second high-water system provides no automatic protection function other than to call for
engineering assistance by a PSTN line, is not considered to have a safety-related protection function.

14

In fact, the space between the two main valves is connected via a small bleed, to the space between the pilot valves. When
the pre-ignition test is carried out and the pilot valves are tested, the test also proves the operation of the main valves.
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6.2.2 Boiler pressure
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Figure 6: Pressure control and protection systems

6.2.2.1

Protection system: High pressure

The site monitor controls boiler pressure, using analogue signals from two pressure sensors, one
mounted on the boiler and the other on the steam header. The header-mounted sensor is used for
primary control, with that on the boiler used to limit boiler pressure in the case of an excessive flow
rate.
Two pressure switches are used by the boiler control panel to provide protection in case of a primary
control failure. The first of these removes the signal from Terminal 9 of the BC1 burner sequence
controller (and from the coil of the starter for the motor powering the gas booster), so shutting down
the burner. The second (excess) pressure switch de-energizes Relay R25, causing the boiler to shut
down and to lock out via R1.
It should be noted that all of the pressure sensors fitted to the boiler are connected to it by means of a
single small-diameter copper tube. A blockage of, or leakage from, this tube could lead to a common
cause failure of all of the pressure sensors/switches and, consequently, a demand on the safety valves.
As the blockage of such a pipe would probably be the result of a systematic, rather than a random,
event, it will not be considered in the quantitative analysis; nevertheless, designers should be aware
of, and strive to eliminate, potential causes of common-cause failures.
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Two safety valves are fitted to each boiler, each capable of passing 50% of the maximum boiler
output at the rated pressure of the boiler, i.e., BOTH safety valves must be fully operational in order
to relieve the full boiler output at the designed pressure.
6.2.3 Water quality
Incoming water passes through a water softening system and is degassed in a hot-well de-aerator. A
chemical injection system automatically doses the water supplied to the boilers in order to maintain a
constant pH. Conductivity of the water within the boiler is constantly (and remotely) monitored in
order to provide an estimate of the amount of “totally dissolved solids” present in the water within
each boiler. (Regular blow-downs of the boiler contents are required in order to maintain this at an
acceptably low level as a result of the solute remaining when the water is boiled off as steam.) Control
of water quality is outside the scope of this project.
6.2.4 Gas burner
6.2.4.1

Control system

A proportional gas valve, under the control of the site monitor, handles control of the firing rate. (See
Figure 6.) A BC1 burner controller ensures the integrity of the firing sequence.
6.2.4.2

Protection system: loss of flame (or ignition failure)

An optical sensor detects the presence of a flame. The optical path to this sensor is chopped, using a
motor-driven vane, in order to modulate the signal from the sensor and, hence, prove the operation of
the sensor. The output from a flame sensor is monitored by a flame amplifier, whose output is
connected to the BC1 burner controller, which controls the main (i.e., non-proportional) gas valves for
the boiler.
6.2.4.3

Protection system: loss of forced draught

Primary and secondary pressure switches and a limit switch, for proving that the damper is in the open
position, are monitored by the BC1 burner controller.
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6.2.5 Gas leaks
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Figure 7: Gas-leak protection system
A gas sensor is mounted near the ceiling of the boilerhouse above each of the three boilers capable of
being gas fired. A three-channel gas detection monitor, whose output operates via the boiler
emergency-stop circuit, monitors the detectors. In the event of gas being detected, continuity of the
emergency-stop circuit is lost leading to Relay GR being de-energized. When this occurs the main oil
and gas supply valves for the overall installation close. (See Figure 7.)
The positioning of the gas sensors or the integrity of the gas-leak protection system will not be
considered in this analysis. However, if the analysis had been intended to support a de-manning of the
boilerhouse, a comparison of the integrity of the gas monitoring system with the equivalent provided
by the boilerman’s sense of smell, for example, would form an essential part of the analysis.
6.2.6 Fire detection
Fire detection is carried out by means of a fusible link located above the burner of each boiler. The
fusible links are wired in series in the emergency-stop circuit, which feeds the gas detection monitor
(Figure 7). If any of the fusible links operates, continuity of the emergency-stop circuit is lost leading
to Relay GR being de-energized. When this occurs, the main (incoming) oil and gas valves close. (See
Figure 7.)
In addition to the above, a fire detector, connected to the site fire alarm system, is located over each
boiler. This fire detector has no control functions, other than to summon assistance via the main
hospital fire-alarm system.
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6.3

Installation 3: Details of the control and protection systems

The boiler at Installation 3 is located in the air space of a laundry building that is normally occupied
during working hours. Therefore, it is likely that unusual noises or smells would be observed during
these times; however, the action that would be taken were they to occur is not known.
6.3.1
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Figure 8: Water level control and protection systems
Some processes in the laundry require steam for only heating (e.g., the heated roller in ironing
machines). In order to minimize water usage, heat loss, corrosion and scale formation, the condensed
steam from these processes is returned to a conditioning tank, where it mixes with the incoming
feedwater before being pumped into the boiler.
This minimises water usage but, more importantly, minimises the amount of totally dissolved solids
that enter the boiler from the water supply.
6.3.1.1

Control system

An external chamber mounted on the outside of the boiler shell, which is hydraulically connected to
the water within the boiler, contains two level probes (1 and 2). If the water level falls below the tip of
the lower probe (PL1), the feed-water pump is started. When the water level has risen to the upper
probe (PL2), the pump is stopped.
The water level is controlled by means of a simple relay circuit.
Assume that Relay PL1 is energized. In this case, its normally closed contact will de-energize the
pump contactor, so the water level will slowly fall, and the normally open contact will connect Level
Probe 1 to the coil of PL1.
If the water level falls below Level Probe 1, Control Relay PL1 will de-energize, causing the normally
open contact of PL1 to open. The coil of PL1 is now connected only to Level Probe 2. When PL1 de
energizes, PC is energized and this starts the pump, so the water level will slowly rise. As Level Probe
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1 is not connected to the coil of PL1, the water level can rise beyond this probe without re-energizing
PL1.
The water level continues to rise until it reaches Level Probe 2. At this point, PL1 energizes, and
latches via the PL1 contact. The pump now stops and will not restart until the water level has fallen
below Level Probe 1, which is now connected to the coil of PL1.
6.3.1.2

Protection system: Low water level

There are two level probes (3 and 4) fitted directly into the boiler shell so they cannot be isolated
from the boiler (as could the water-level control probes in the external chamber). These give first and
second low-water alarms (L1 and L2, respectively) when Level Relays LW1 and LW2 de-energize.
An additional relay is used to de-activate Sounder 1 when Sounder 2 is active.
L1 leads to:

˹

an audible warning being given, by means of a bell fitted to the side of the control
cabinet;

˹

a visible warning, by means of an indicator light on the control panel, and

˹

the burner being turned off.

If the low water level were the result of the boiler output exceeding the feedwater input, this would
allow the level to rise, ending the L1 condition. In this case, the alarm would be terminated and the
burner would restart.
L2 leads to:

˹

an audible warning being given, by means of a bell fitted to the side of the control
cabinet. This bell is separate from that associated with the L1 condition but otherwise
identical to it;

˹
˹

a visible warning, by means of an indicator light on the control panel, and
a lockout contactor being de-energized.

Following an L2 condition, the boiler will not restart, even if normal water level is restored, until the
boiler start button has been pressed.
At the time of the author’s visit, at least six staff were within hearing distance of the alarm bells.
6.3.1.3

Protection system: High water level

No high-water level protection system is fitted; it being considered by the manufacturer that water in
the steam line at the relatively low steam-flow rate of this boiler would be a nuisance rather than a
potential hazard.
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6.3.2 Boiler pressure
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Figure 9: Pressure control and protection systems.
6.3.2.1

Control system

The burner is controlled by two pressure switches mounted on the side of the control cabinet but
connected by tubing to the crown of the boiler. These allow the firing rate of the burner to be
controlled in two stages. (The author observed the pressure gauge on the crown of the boiler to cycle
over the range 100 to 120psi.)
One pressure switch is used to turn the burner on and off. The second pressure switch operates at a
pressure below the normal ON point and puts the burner into the high-output condition if the pressure
falls significantly below the ON pressure. Under normal conditions, the boiler will operate with the
burner set to the low firing rate; the high firing rate only coming into use when the steam load is high.
In this way, the variations in output pressure and the corresponding variations in mechanical and
thermal stresses on the boiler can be reduced relatively simply.
The Table 4, below, shows the order of the operation of the pressure switches and the action that
results. The table takes account of the hysteresis inherent in the operation of the switches.
Table 4: Order of operation of pressure switches
Pressure
Action
4 (highest) about 120psi
Burner turned off if pressure is rising
3 about 100psi
Burner turned on (to low firing rate) if pressure is falling
2
Burner goes from high to low firing rate if pressure is rising
1 (lowest)
Burner goes from low to high firing rate if pressure is falling
Because the second switch varies only the firing rate and does not turn the boiler off, it will not be
considered in the subsequent analysis. (If two safety valves were fitted to the boiler, such that only
one would need to operate to ensure the safety of the boiler at the lower firing rate, it would become
worthwhile to consider the second switch in the analysis15.)
6.3.2.2

Protection system: High pressure

A safety valve is fitted to the boiler shell.

15

If the second switch were to fail, the burner could continue to operate, but at a reduced rate. If two safety valves were
fitted, and only one of these were needed to ensure safety at the reduced rate, it would have been necessary to consider the
rate of these reduced-rate failures in a similar way to the analysis of Installation 1. However, as only one safety valve is
considered, and burner failure will be considered to require operation of this valve.
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The author understands that, on the particular installation examined, the design pressure of the boiler
was in excess of that of the rest of the installation. As a result, an additional safety valve had been
fitted to the installation pipework close to the boiler crown. The author was informed that this safety
valve was set to a lower level than that of the boiler safety valve, so it provides an additional means of
protection for the boiler. No details of this valve are available to the author; the boiler manufacturer is
not responsible for this part of the installation, and the valve can be isolated from the output of the
boiler. Therefore, the existence of this valve will not be taken into account in the analysis described in
this report.
6.3.3 Manual daily check of water quality
The boiler is fed from a small water-conditioning plant containing a resin bed for de-ionization and a
chemical dosing set.
The manufacturer’s manual for the boiler seen by the author provides a specification for the feedwater
but does not give recommendations regarding the tests to be carried out on the water. This aspect of
the boiler maintenance is considered to be outside the scope of this report.
6.3.4 Gas burner
The boiler uses a proprietary control system.
6.3.4.1

Control system

6.3.4.2

Protection system: loss of flame (or ignition failure)

The burner controller locks out on the loss of flame or ignition failure, requiring a manual reset. The
flame sensor is not of a dynamic design (i.e., it does not employ a motor-driven vane to interrupt the
radiation from the flame).
6.3.4.3

Protection system: loss of forced draught

A pressure switch is fitted to the output of the forced-draught fan. The burner controller locks out
when this indicates an insufficient pressure, requiring a manual reset.
6.3.5 Gas leaks
No gas detectors are fitted; however, as about 6 persons share the airspace surrounding the boiler,
small gas leaks may be noticed and a safe course of action taken.
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7

ROUTINE TESTS AND MAINTENANCE

A utilities company operates Installations 1 and 2. These are normally unmanned; however, a boiler
technician visits the sites daily - twice a day in the case of Installation 1 and once a day in the case of
Installation 2. During these daily visits routine tests and maintenance tasks are carried out. These
tasks are set out in the “red file” located at each site. (The “red file” is a loose-leaf folder containing
separate sheets, each being applicable to a particular task carried out on site. Each sheet indicates, for
example, when a task should be carried out and gives step-by-step details of how the task should be
carried out.) The tasks and the results of the routine tests are logged, allowing trends to be monitored
and the planning of non-routine maintenance. Details of the routine maintenance tasks for
Installations 1 and 2 were obtained from the “red files” and the log sheets.
In the case of Installation 3, the occupier of the site carries out the routine maintenance on a less
formal basis. Therefore, for this site, the author used the manual for the boiler, which was supplied to
him by the manufacturer of the boiler, as the source of information.
7.1

Tests and maintenance: Installation 1

The tests now to be described have been obtained from the planned preventative maintenance
checklists used on site by the engineer who visits the site twice daily and contained in the “red file”.
A formal Planned Preventative Maintenance system is used in which a job card, giving full details of
the task, is issued for each planned maintenance task. As a quality assurance regime is in place, in the
analysis, it will be assumed that all maintenance is carried out at the specified intervals.
The operator completes a log sheet, confirming the tests he has carried out, on a twice-daily basis.
7.1.1 Twice daily
The following are recorded for each boiler.

˹
˹
˹
˹
˹
˹
˹
˹
˹

Pressure
Temperature
Gauge cocks checked
CO2 analyser measurement
Blow down carried out
Steam meter measurement (each boiler plus main steam main)
Gas meter reading
Stand-by-to-high-fire test carried out
Burner visually inspected

The following measurements are recorded for the site.

˹
˹
˹

Main gas meter reading
Compressor running hours
Demineralized water resistance and pH

7.1.2 Weekly
In addition to the twice-daily tests:
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˹

an evaporation test is carried out. In this test, the boiler is allowed to operate with no
water supply so that the water level falls. The test verifies that the burner will
automatically shut down16;

˹
˹

the water level is raised until a high-level alarm is generated, and
the ignition electrodes in the burners are cleaned.

A specialist from a water-treatment company measures the phosphate, iron, silica and pH levels in
each boiler that has been on-line.
7.1.3 Monthly
In addition to the weekly tests the following items are checked:

˹

˹
˹
˹
˹

˹

Burners

v

Flame baffles

v

Refractory material

v

Interlocks

Economizers
Pumps
Steam meter
Gas train

v

Low-pressure sensor

v

Check operation of solenoid valves

Gas meter

7.1.4 Four-monthly
In addition to the monthly checks, engineers from the burner manufacturer inspect and service each
burner. Maintenance is carried out over a three-day period, allowing one day per boiler. For example,
in 2001, burner maintenance was scheduled for 17-19 April, 20-22 August and 10-12 December.
7.1.5 Annually
All safety valves are removed and sent away for maintenance, being returned together with a
certificate of calibration. This is carried out on a rotating basis. For example, in 2001 maintenance of
the safety valves was planned for 1 June (Boiler 3), 20 July (Boiler 1) and 26 October (Boiler 2).
In addition to this, an annual examination in accordance with the written scheme of examination is
carried out during which the safety valves are tested on-line. This is carried out by isolating the

16

During tests, which involve the testing of the water-level protection systems, the operator observes the sight glass showing
the level of water in the boiler. In the event of a failure of a protection system, the operator is able to shut down the burner.
As the first low-water indication will cause the burner to shut down, the boilerman must dump water in order to exercise the
second low-water indication.
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pressure switch on the boiler being tested, which is then operated at full output, whilst the pressure
gauge is observed, until the safety valves lift17.
7.2

Tests and maintenance: Installation 2

The tests now to be described have been obtained from the planned preventative maintenance
checklists used on site by the engineer who visits the site daily and contained in the “red file”. A
formal Planned Preventative Maintenance system is used in which a job card, giving full details of the
task, is issued for each planned task. As a quality assurance regime is in place, in the analysis, it will
be assumed that all maintenance is carried out at the specified intervals.
The installation is visited once per day, for a minimum of 1.5 to 2 hours and an average said to be
about 4 hours, taking into account occasional routine maintenance.
The technician completes an A3-sized log sheet, covering a month of operation, on a daily basis.
A “red file”, which includes a number of documents, laminated within plastic to ensure their
longevity, was contained in the boiler-room office. These documents included:

˹
˹
˹
˹
˹
˹
˹
˹
˹
˹
˹

details of the contract;
contact numbers;
safety procedures;
full instructions for carrying out each daily/weekly test;
start-up and shut down procedures;
burner/fuel system check procedures;
COSHH assessment;
sample RIDDOR form + details of injuries requiring to be reported;
details of safe operating pressures for all vessels and inspection intervals;
details of jobs requiring work permits, and
overall schematics of the installation.

7.2.1 Daily
The following tests are carried out and the results recorded on a log sheet for the installation:

˹

boiler pressure;

˹

confirmation that low water-level systems have been tested by operating the switches in
series with each level probe;

˹
˹
˹
˹

confirmation that the cocks on water level gauges have been operated;
boiler blowdown carried out;
TDS18 measurement;
feedwater test level;

17

The test is carried out after the safety valves have been serviced, so the probability of safety-valve failure during the test is
low.

18

TDS – Total Dissolved Solids. This is a measure of the concentration of solutes within the water.
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˹
˹
˹
˹
˹

(heavy) oil temperature;
feedwater temperature;
softener inlet pressure;
softener test level, and
that the water treatment system has been checked.

7.2.2 Weekly
7.2.2.1

Evaporation test

The water level is allowed to fall in each boiler as far as the second-low level at which point, a
lockout must be observed. The high-level detection systems are similarly tested. The author
understands that the control software requires that these tests are carried out once per week, otherwise
a failure is automatically reported to the central office. The operator signs the log to indicate that the
test has been carried out.
7.2.2.2

Total Dissolved Solids

The amount of Total Dissolved Solids (TDS) may be monitored from the central office and is
recorded continuously for downloading for this purpose. However, a sample of water is taken from
each boiler in order to provide a diverse test and conformation of the automatic measurement.
7.2.3 Three-monthly
Visual check carried out of burner operation.
Boiler support systems serviced, including pumps, hotwell, valves, etc. Items checked include the
following.

˹
˹
˹
˹
˹
˹
˹
˹
˹
˹
˹

All pump and other drive belts
Electrode clearances (electrodes cleaned)
Linkage screws (linkage swivels are lubricated)
Burner hinges (lubricated)
Combustion measurements.
Hotwell – full service
All steam valves operated through full range
Valve glands for leakage
Fuel tanks
Water softener – subcontractor carries out
Electrical panel

v

Lamps and switches

v

Terminals

v

Interlocks

v

Earth leakage and bonding

31

˹

7.2.3.1

v

Fuses (rating and condition)

v

Overload trip settings

Feed pumps

v

Leaks and vibration

v

Full-load current, insulation tests, fuses and overload trips

v

Discharge pressure

Generator

Visual check and full-load test (160kW) for at least 2 hours
7.2.4 Six-monthly
7.2.4.1

Burner

˹
˹

Burner bearings for wear (cup burner – oil)

˹
˹
˹
˹
˹
˹

Continuity of burner cartridge heaters

Oil valve seats
Settings of pressure switches
Operation of shaft sensor
Plunger of hinge microswitch
Plunger of gas-isolator microswitch
Combustion measurements

7.2.5 Yearly
7.2.5.1

Water softener

Test carried out by subcontractor
7.2.5.2

Electrical installation

An electrician employed by the boiler operating company carries out this test. The test includes
checking wiring, earth leakage of motors, the operation of interlocks, etc.
7.2.5.3

Generator

Service and full-load test (160kW) for at least 2 hours
7.2.5.4

Burner

Check of parts including the following.

˹
˹
˹

Refractory materials
Photo cell and ignitor
Motor bearings for wear
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˹
˹
˹
˹
˹
˹
˹
7.2.5.5

Resistance to earth of motor windings
Governor diaphragms
Lids and seats on main and ignition gas valves and vent valves
Electrical terminations
Location of socketed relays
Modulation motor and potentiometer
Combustion measurements
Boiler

Internal examination of boiler shell
Calibration of pressure gauge
Removal, dismantling and cleaning of

˹
˹
˹
˹
˹
7.3

Safety valves (setting checked to be working pressure +10%)
Crown valve
Blowdown valve
Feed check valves
Probes for water-level sensing and TDS

Tests and maintenance: Installation 3

The tests now to be described have been obtained from the manufacturer’s manual for the boiler. (The
boiler used in this installation was supplied as a unit by the manufacturer, which could carry out
regular maintenance if required. However, the author understands that no such maintenance contract
with the manufacturer is in place for Installation 3. The author is unaware of the name of the
organization carrying out the maintenance of this installation, so can give details of only the
maintenance described in the operator’s manual for the boiler.)
7.3.1 Daily
Check that the water feed pump starts and stops at the correct water levels.
Check that the burner is inhibited at the first low water level19.
Check that the burner locks out at the second low water level.
Blow down the boiler
Blow down the water gauge.

19

The operator observes the sight glass during the test so is able to shut down the burner if one or both of the protection
systems fail.
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7.3.2 Weekly
Inspect the pipework.
In addition to the daily tests, interrupt the feed supply and test the low-water protection systems.
7.3.3 Monthly
Blow down the boiler and water column completely.
Inspect the boiler for leakage.
Clean the sight glass.
7.3.4 3-monthly
Drain and isolate the boiler.
Inspect the interior of the pressure vessel.
7.3.5 6-monthly
Clean the flue passes within the boiler shell.
Lubricate the feed pump and burner motors.
Drain and flush the feedwater tank.
Remove and clean the water probes.
Clean the fan.
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8

ESTIMATION OF THE RISK ASSOCIATED WITH EACH INSTALLATION

This section carries out a quantitative analysis to determine the rate at which each of the control
functions will fail, leading to a potential hazard. In all cases, the “top event” will be an explosion, be
it as a result of a breach of the pressure containment of the boiler or the ignition of an explosive
mixture of gas and air. It should be noted that the estimation considers only the immediate on-site
risks and does not take into account indirect consequences resulting from, for example, the loss of the
steam supply to the sites. Only those hazards associated directly with the boiler control systems are
considered.
Many assumptions, based (by necessity) on engineering judgement, have had to be made in these
assessments as a result of this being an early application of quantitative analysis to boiler systems.
Many of these assumptions are site-specific, so may not be applicable elsewhere; however, they
provide an illustration of the author’s approach to this assessment. Once quantitative analyses become
extensively used, and experience has been accumulated over a significant period, it will be possible to
use this experience to refine the analyses accordingly.
The analyses described in this report were not intended to be definitive assessments, but were
intended to provide information, which would assist in the revision of Reference 1. As a result,
several assumptions, used to estimate values that have been used in the calculations, err on the side of
caution, giving the analyses a generally pessimistic outcome. However, when suitable data have been
accumulated, and it can be demonstrated that less cautious values are more appropriate, these can be
used accordingly. To achieve this, manufacturers and users of safety-related equipment used in boiler
systems will need to monitor, for example, the operating times, failure rates, failure modes,
maintenance regimes and other factors which may have a bearing on the integrity of the equipment.
The future benefit will be that, for example, it will be easier to justify future claims for reductions in
the manning levels of boilerhouses.
Throughout this analysis, only those failures that will take the boiler/burner towards a more dangerous
state, will be considered. For example, a failure, which leads to an increase in boiler pressure above
the set pressure, will be considered to be dangerous, whereas a failure, which will lead to a reduction
in pressure, is of no importance to this analysis. Therefore, all of the failure rates of the various
individual components have been selected such that the mode of failure will take the system into a
more dangerous state. The reader should remember this and should consider the word “failure” as
used in this report to mean “failure, such that the operation of the boiler is taken to a more dangerous
state”.
The analyses concentrate on the control-related aspects of the boiler and do not cover all potential
failure modes. For example, gas leaking from pipework is not considered but would need to be
covered in a definitive risk assessment of the installation. In addition, some potential hazards have
been excluded from the assessment since they are not readily amenable to a quantified approach.
These include, for example, water-hammer, poor maintenance procedures and ineffective water
treatment leading to scaling with the possibility of overheating. Therefore, the analyses cannot be
used to indicate whether the on-site risks have been determined to be “as low as reasonably
practicable” (ALARP) but they do indicate whether the various risks lie in the tolerable region. A full
ALARP judgement would need to take into account all potential hazards, the economic factors
associated with them and the systems and procedures that may be used to mitigate the hazards.
It should be noted that the analyses that follow are intended quantitatively to determine the risk
associated with each of the three installations and not to assess the installations according to the
requirements of BS EN 61508. Therefore, no allowance will be made for ceilings being placed on
system integrity as a result of low levels of fault tolerance or “safe failure fraction”.
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The analyses cover only those aspects of system integrity that may be quantified. There will be other
qualitative aspects that cannot be quantified and which may need to be taken into account when a
system is analysed. One such aspect is the quality of the software running in a PLC. The likelihood of
failure of the software would be very difficult (if not impossible) to determine, so BS EN 61508
follows a qualitative approach. In this, the use of the software in a PLC required to achieve a
particular safety integrity level requires a defined set of measures to be followed in the production of
the software.
The calculations associated with the analyses are contained in spreadsheets, which are included at the
end of the relevant appendices of the bound hardcopies of this report. The spreadsheets were designed
to be viewed using a computer. Therefore, printed copies of them do not show, for example, the
comments used to provide additional information such as the references from which relevant failure
rate data were obtained.
One of the difficulties encountered in this analysis was that of obtaining suitable component
reliability (and other) data for the analyses. Therefore, this will be the next subject considered.
8.1

General input data for the reliability analyses

In the electronics industry, many semiconductor components and other electronic devices are
sacrificed by their manufacturers to obtain reliability data. Such data are relatively easy to obtain for
semiconductor devices as it has been shown that increasing the environmental temperature increases
the stress on, and, hence, the failure rate of, these devices. Therefore, using a large number of
components in accelerated-life tests allows the manufacturers to predict, with reasonable precision,
the failure rate that will occur during normal (e.g., room temperature) operation. As a result, failure
rate data for electronic components are relatively easy to obtain.
This is not true in the case of, for example, mechanical components for which reliability data may be
scarce. The author had difficulty in obtaining suitable failure-rate data for a number of boiler-related
components. These will now be discussed.
8.1.1 Safety valves
Pressure-relief valves are used in many industries, especially, the process industries; however, even if
failure-rate data could be obtained from these industries, the data need not be applicable to safety
valves used on boilers. This could be for a number of reasons, for example:

˹

the environment in which the pressure relief valves are used may differ. (The valves may
be subjected to different: levels of corrosion, sticky or solidifying substances, erosion,
operating pressure, means of operation [e.g. pilot-operated, or not], temperature or
variations of temperature.);

˹

the pressure-relief valve may have its relieving pressure measured offline (e.g., at room
temperature rather than boiler operating temperature), or

˹

the test conditions may be inappropriate for the required application (e.g., the test may be
to prove whether the relieving pressure is +10% whereas the bursting pressure of the
vessel may be much higher).

Reference 5 provides data on the failure rates of pressure-relief valves for use on water boilers. The
data, for the rate of safety valves failing to open fully at the relieving pressure, give a failure rate of 9
x 10-6 per hour.
The use of this value will probably lead to a higher value for the rate of boiler explosion, because the
relieving pressure will normally be significantly less than the bursting pressure of the boiler shell.
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The OREDA database (Reference 7) provides failure rates for pressure-relief valves used offshore.
Unfortunately, the valves used offshore, unlike the boiler safety valves considered in this report, tend
to be pilot-operated valves and may be subjected to a vastly different environment. Therefore, this
source of data is considered inappropriate. Similarly, unlike boiler safety valves, pressure-relief
valves used in the process industries may be subject to process-related contaminants, which may
cause the valves to stick, seize, or fail to open when tested at room temperature.
Reference 9 examined the performance of 12,790 safety valves and concluded that 13% of safety
valves will not lift at 10% above the set pressure, 4.7% will not lift at 50% above the set pressure and
3% will not lift at twice the set pressure. Table 5 summarises these data (Columns 1 and 2) and
combines them with the failure rate obtained from Reference 5.
It is recognized that failures of safety valves are likely to be systematic in nature and the assumption
that they fail randomly, as has been assumed in the above sources of data, may be incorrect. However,
in the absence of more definitive data, the data described above will be used in the analysis.
It is difficult to identify the mechanism whereby a well-maintained safety valve can fail, the causes of
failure normally being assigned to poor, or inadequate maintenance. In the case of Installations 1 and
2, where the safety valves are effectively replaced each year, the failure rate data used in the analysis
are considered to be very conservative.
Reference 8 examines 866 pressure relief valves and suggests that the number of failures does not
increase linearly with time. It suggests that an assumption that the probability of failure (opening
pressure <-10% or >+10%) for any particular valve is not inconsistent with a value of 44.5%,
irrespective of its period of service. This suggests that the author’s suspicion, that the failures of
safety valves may be systematic in nature, may be true.
It would be helpful, in order to allow more accurate quantitative analysis to be carried out in the
future, for work to be carried out which will allow more meaningful failure rates of safety valves to be
determined.
Table 5: combination safety-valve failure rate from Reference 5 and variation with
pressure from Reference 9
Lift pressure
Valve failures
Failure rate
Failure rate
6
(% above set)
(%)
(/10 hours)
(/year)
10
13
8.97
0.079
20
8.3
5.73
0.050
30
6.5
4.49
0.039
40
5.6
3.86
0.034
50
4.7
3.24
0.028
60
4.5
3.11
0.027
70
4.3
2.97
0.026
80
3.1
2.14
0.019
90
3
2.07
0.018
100
3
2.07
0.018
8.1.2 Water-level sensors
The same company manufactured the water-level safety systems used on both Installation 1 and
Installation 2. Because the devices have been available for many years and BS EN61508 has been
published only recently, the manufacturer did not have reliability information available for these
systems.
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As the resources available for the assessment described in this report were not unlimited, it was not
possible for the author to carry out a detailed reliability analysis of each individual device.
Fortunately, the manufacturer was able to provide the author with details of the number of systems
sold, their approximate life before replacement and an estimate of the maximum number of devices
that had failed. This information is shown in Table 6.

Table 6: Estimation of the failure-to-danger rate for the water- level devices
Device
HWA2
LWA1
CP1
HWA1

Units Sold
In-service time
/year unit-years
unit-hours
Start year total
Failures
1985 7,233
452
41,139
360,622,201
50
1992 37,991
4221
177,292 1,554,140,434
0.5
1985 21,193
1325
120,537 1,056,628,073
50
1985 14,680
918
83,495
731,917,414
50

Assumed lifetime
Hours per year

Max. failure rate
per hr per 1e6 hrs
1.39E-07
0.1386
3.22E-10
0.0003
4.73E-08
0.0473
6.83E-08
0.0683

7 (years)
8,766

Notes to Table 6
1) The LWA1 is regarded by its manufacturer as a high-integrity safety-related device. (The author
understands that the device uses dual-channel architecture with cross-monitoring between the
individual amplifiers.) The manufacturer is unaware of any failures of this device to a dangerous
state and would expect any such failures to have been reported. Although no dangerous failures
have been reported, the probability of a dangerous failure cannot be exactly zero - it may have
been fortuitous that 1 was not recorded. Therefore, one would expect the number of failures in the
specified period to lie between 0 and 1. A value of 0.5 has been used, this being the best estimate
of the number of failures according to the available data20 using the statistical principle of
indifference, see Reference 14. However, the reader should be aware that this value has been
assumed for statistical purposes and not because a failure-to-danger has occurred. As a result, the
assumption of 0.5 may be very conservative and, as a result, the calculated failure rate may
decrease with an increase in the duration of the measurement period. [Readers should also note
that the quantitative assessment described is intended to give an estimate of the hazard rate
associated with the installations and is NOT an assessment based on the use of BS EN 61508 to
provide a case for the integrity of the control/protection systems. If the data were used for the
latter purpose (i.e., to demonstrate “proven in use”), BS EN 61508 requires that failure-rate data
have a confidence level of 70% (i.e., that there is a 70% probability that the actual failure rate will
be less than the assumed value). To provide this, it would have been necessary to assume that 1.2
failures had occurred in the measurement period, leading to a calculated failure rate, which would
be a factor of 2.4 higher than that used in this analysis.]
2) The other devices, having single-channel architectures, are not normally regarded as being safety
related. As a result, not all failed devices may be returned to the manufacturer, therefore, the
manufacturer has provided the author with what is understood to be a conservative estimate of the

20

Readers should note that, because of the low failure rate of the low-water-level amplifiers, the
overall failure rate of the low-water protection system is dominated by other components. Therefore,
the use of a value of 0.5 (or, in fact, any value between 0 and 1) does not materially affect the overall
result of the analysis.
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number that are likely to have failed in the dangerous direction. The estimate was based on the
total number of devices that had been returned to the manufacturer for any reason. Therefore, it is
likely that the actual numbers of devices that have failed in a dangerous direction are less,
possibly significantly less, than the values shown.
3) The estimate of the lifetime was provided by the manufacturer of the water-level devices based on
a knowledge of boiler refurbishment. When boiler control systems are updated, it would be
expected that all safety-related devices be replaced. The time between control-system
replacements was considered by the manufacturer to be in the range 7 to 10 years, but this will
clearly be related to the established practice of the user (and country). A conservative value of 7
years has been used to determine the failure rates.
4) If the lifetime of a boiler is 30 years and no refurbishment takes place (as assumed elsewhere in
this report), it is possible that the control system may be taken out of the “useful life” portion of
the bathtub reliability curve and into the “wear-out” phase. In this portion of the curve, devices
are no longer subject to a constant failure rate, and the rate may begin to rise exponentially. This
may be especially true in the case of equipment associated with boiler operation, where operating
temperatures may be very high, leading to accelerated ageing of components. In this case, the
assumption that the control system is replaced at 7-year intervals may no longer be conservative.
8.1.2.1

Water-level safety systems: General considerations

Figure 1 shows the control and protection systems of Installation 1 associated with low water level.
The causes of a low water level within a boiler of the type associated with Installation 1 are complex
and are not limited to failures of the main water-level control system. Because the boilers in
Installation 1 are required to come on-line in a matter of minutes, when a demand for steam arises,
they may be subjected to highly variable steam loads. These lead to large variations of water level.
Consider a boiler running under equilibrium conditions (i.e., under a constant, but low, steam load). If
a sudden demand for steam arises, the steam pressure will fall, leading to the water in the boiler
boiling vigorously - even if the burner output is not increased. This leads to many small bubbles of
steam forming within the water, leading to steam surge or swell, which will significantly raise the
water level within the boiler. Under extreme conditions, this could be to a level where water from the
boiler enters the steam main.
Conversely, whilst the boiler is running under equilibrium conditions under a constant, but high,
steam load, if the steam load is suddenly reduced, the steam pressure will rise, leading to a reduction
in the volume of bubbles. (The introduction of cold feed water, if this were done intermittently, which
is not the case at Installation 1, would have a similar effect.) This would cause the water level to fall.
Under extreme conditions, this could be to a level where heated surfaces within the boiler could be
uncovered, leading to overheating and, possibly, damage.
It follows from this that a calculation of the demand rate on the water-level protection systems, based
on the failure rate of the control system (labelled Control in Figure 1) will lead to a gross
underestimation in the case of Installation 1. Fortunately, in the case of Installations 1 and 221, the
author was able to determine the demand rate for both the high- and low-level protection systems
from the monitoring records from these sites (See Section 5.), which will be used in the quantitative

21
Installation 1 may be required to change from a zero steam load to full output, and, more importantly, vice versa, in a few
minutes. Because of this, in the case of a high-water alarm, it may not be possible to evaporate water from the boiler and, so,
reduce the water level. As a result a dump valve is operated by the high-water alarm and the boiler is shut down.
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analyses for Installations 1 and 2. Because the steam load at Installation 3 is less likely to fluctuate
(and no automatic monitoring log is produced) the demand rate on the low-water protection system
for Installation 3 will be based on the calculated failure rate for the water-level control system.
8.1.2.2

Water-level hazard: High water level

A high water level does not represent a hazard in itself in relation to a boiler, but may represent a
hazard in relation to the pipework associated with the installation, where water hammer may lead to
rupture at, for example, sharp bends.
One serious hazard may be associated with the opening of the crown valve when a boiler is brought
on line. If the crown valve is opened quickly with cold water in the pipework, the condensation that
occurs when the hot steam meets the cold water can lead to the water being forcibly drawn into the
boiler. The cold water hitting the hot crown valve at high speed can lead to the rupture of the crown
valve. If this occurs, the boilerman may be subjected to the full output of the boiler.
Water can condense in the pipework on the installation side of any boiler that is off-line (e.g., when
running on standby in a multi-boiler installation) - even if no water is carried into the pipework - as a
result of a high-water event. Therefore, for the purposes of this examination, it will be considered that
the water-hammer hazard associated with water in the pipework is an operational problem, so it has
not been taken into account in the quantitative analysis described in this report. However, water
hammer will require consideration in a full risk assessment based on BS EN 61508.
8.1.3 The lifetime of the boiler
Reliability analyses assume that, after a proof test, the item tested is in an “as new” condition. To
reach such a situation, the proof test has to be thorough and ensure that no degradation has occurred.
Using a safety valve as an example, the proof test will involve stripping the valve, examining each
component and replacing those that are in a degraded state.
Merely carrying out a functional test will demonstrate that the item works. A functional test will not
identify any components that have degraded slightly - but not to a point that operation of the item will
fail. Therefore, passing a functional test cannot be used to demonstrate that an item remains in “as
new” condition. In effect, the functional test is a proof test but with a reduced coverage.
The probability of failure on demand of a component is lT/2, where l is the failure rate of the
component and T the interval between proof tests (with 100% coverage). In the case of the safety
valves for Installations 1 and 2, which are annually returned to their manufacturer for service and
calibration, this will be the equation used to determine the probability of failure on demand.
If the coverage of the functional test is C and the interval between functional tests is t, the probability
of failure on demand becomes l(Ct+(1-C)T)/2. In effect, the functional test tests only a fraction C of
the item, leaving the rest (1-C) to be fully tested at intervals of T. (Here it is assumed that: t<<T; each
part of the device fails at the same rate, and each part of the device may have the same consequence of
failure.)
In the case of Installation 3, where maintenance is in the hands of the user, an annual examination of
the boiler is carried out; however, the safety valve may be tested to function correctly (i.e., a lift test is
carried out), but not necessarily examined with the detail required of a proof test. If no proof test will
ever be carried out, it must be assumed that T is the lifetime of the boiler, i.e., the probability of
failure on demand becomes l(Ct+(1-C)L)/2, where L is the expected lifetime of the boiler.
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Although a safety valve has been used to illustrate the use of this equation, the equation has been used
throughout the calculations where functional tests have been carried out.
Because the lifetime of the boiler is large, e.g., 30 years, compared to the period between tests, which
may be a day or less, the effect may be significant. For example, assuming a coverage of 99% for the
daily tests, the contribution from these tests [C x t] is 24 hours multiplied by 0.99 = 23.76 hours,
whereas the contribution from the lifetime [(1-C) x L] is 30 years multiplied by 0.01 = 2629.8 hours.
Therefore, the values assumed for the test coverage and the lifetime of the boiler provide a significant
contribution to the probability of failure on demand, so cannot be neglected.
The lifetime of the boiler has been used for the proof-test interval of a number of components;
however, these components may be replaced for other reasons before the boiler is scrapped. If the
reason for replacement is not associated with the dangerous failure mode of the component, it may be
acceptable to use the mean time between the replacements of the component as the ultimate proof test
interval for that component. The safety valve will again be used as an example. Safety valves
frequently fail as a result of leakage and not because they fail to open. These modes of failure may be
completely independent. If the safety valves are replaced on average, for example, every 5 years, this
value may be more appropriate than the lifetime of the boiler for use as the ultimate proof-test
interval, L. However, for the purposes of the examinations described here, a worst-case approach has
been taken, because the replacement interval of, for example, the safety valves is not known.
The reader should note that, although the shell of a boiler may have a useful life of about 30 years, the
equipment associated with it may be replaced more frequently. In the case of Installations 1 and 2, the
author understands that the control and burner systems will be replaced at least three times during the
life of the boiler shell, so the “lifetime of the boiler” would have been assumed to be 7 years in the
case of these components when estimating the integrity of the safety-related systems. However, as the
maintenance regimes at Installations 1 and 2 are such that all safety-related systems are given what is
considered to be a 100% proof test at least once per year, the parameter does not provide a
contribution to the calculations for these installations.
In the case of Installation 3, where the operation and refurbishment of the boiler is determined by the
user, a worst-case lifetime of 30 years has been assumed. Readers should note that, if it could be
assured that the interval at which inspections with a 100% coverage were carried out at, for example,
7-year intervals, the on-site risk estimated at Installation 3 would be approximately halved.
8.1.4 Gas valve leakage
If the gas valves leak prior to ignition, gas can accumulate in the firebox. Prior to ignition, the forced
draught fan is used to clear this gas from the firebox before the ignition sequence begins. Therefore, if
an undetected failure of the forced-draught fan occurs, there can be no purging of this gas and, hence,
an explosion may occur when at ignition.
In the case of Installation 2, a leakage test of the valves is carried out using pressure switches. This
test will identify serious leakage or failure of the main valves to close; however, the test will not
detect a very low leakage rate. Because of the need for Installation1 to reach full output within a few
minutes, the prestart test at Installation 1 checks only that the valves have closed – not that they are
leak free.
If a very low level of leakage were to occur and a boiler were offline for a significant period, it is
conceivable that a build-up of gas could occur in the firebox. If an undetected forced-draught failure
were then to occur, an explosion could follow.

41

It is inconceivable that leakage could occur past the main valves with the vent valve open; however, if
it were to fail closed, a small amount of leakage could occur. Therefore, in the calculations for
determining the frequency of burner explosions resulting from an undetected failure of the forced
draught fan, it will be assumed that an explosion is inevitable if a failure of the forced draught occurs
in conjunction with a failure to open of the vent valve. This is a worst-case assumption, which
considerably simplifies the analysis.
8.1.5 Loss of flame
The exact means by which a failure of the loss-of-flame function can lead to a burner explosion is not
clear. For example, it could be argued that an undetected loss of flame will lead to unburned gas being
discharged from the flue and, as there is no known ignition source, this could not lead to an explosion.
In this case, a failure of the loss-of-flame function would lead only to a demand on the pre-ignition
purge sequence.
As the boilers at Installations 1 and 2 form part of multi-boiler installations (and, in particular, dual
burners are used at Installation 1), if unburned gas were to be discharged into the flue, this would
meet the exhaust gases from other burners, which may include sources of ignition. Therefore, for the
purposes of this analysis, it will be assumed that any undetected loss of flame at Installations 1 or 2
will lead to an explosion.
No account will be taken of the probability of, for example, a second boiler being on-line at the time
of the undetected flame failure. This route has been taken on the assumption that any flame failure
will always lead to an additional boiler being brought on-line and, therefore, a source of ignition in
the flue arising.
8.1.6 Coverages of proof and functional tests
In an ideal analysis, the coverage of all tests would be calculated from a knowledge of the systems
being tested. For example, suppose a subsystem is comprised of components A and B, and a particular
test determines that only Component A is functional. The test will reveal only failures of Component
A. Therefore, the probability of failure on demand will be (lA*TA+lB*TB)/2, where TA and TB are the
periods between tests, which test components A and B, respectively. For the purposes of this
explanation, it will be assumed that TA is the period between functional tests and TB is the period
between full proof tests of the subsystem.
The overall failure rate of the subsystem is l, where l = lA + lB.
We can define the coverage of the functional test to be CA, where CA = lA / l.
Therefore, the probability of failure on demand of the subsystem becomes l(CA*TA+(1-CA)*TB)/2.
Therefore, the test coverages used in the quantitative analyses for a subsystem should be equal to that
fraction of the failure rate of the subsystem applicable to the failures that the test will reveal.
With the information available for this analysis, it has not been possible to determine those failure
modes that the various tests will detect, nor the rates of occurrence of the various failure modes, so
determination of definitive test coverages for the various systems has not been possible. Therefore, a
pragmatic approach has been taken and it has been assumed that:

˹

periodic proof tests, which require a detailed examination of a subsystem, have a test
coverage of 100%;

42

˹

functional tests, that show that the required safety function of a subsystem operates
correctly and test the same and complete path through the subsystem, have a test
coverage of 99%;

˹

functional tests, that show that the required safety function of a subsystem operates
correctly and test the same, but incomplete path through the subsystem, have a test
coverage of 90%, and

˹

functional tests that show that the required safety function of a dual redundant subsystem
operates correctly have a test coverage of 49.5%.

It is hoped that, when manufacturers have collected sufficient data and have sufficiently analysed
their systems, accurately determined test coverages will be available. This may lead to increases in the
test coverages used in analyses and, as a result, less pessimistic estimates of hazard rates.
8.2

Installation 1

8.2.1 Specific input parameters for the analysis
8.2.1.1

Safety valve(s)

The author understands that the boiler shell was manufactured to comply with the requirements of
Reference 10, so has a safety factor of >1.5 in regard to its ability to resist bursting. Therefore, it will
be assumed in the analysis that the bursting pressure of the boiler shell is 150% of the design
pressure.
Reference 10 also requires that safety valves shall maintain the pressure of the boiler within +10% of
the design pressure.
The safety valves fitted to Installation 1 are annually removed from the boiler and returned to their
manufacturer for examination and calibration. They are then returned with an accompanying
certificate. The valves are then refitted to the boiler effectively in an as-new state. This is an ideal
situation because:

˹

the manufacturer is in the best position to determine whether any, especially systematic,
problems exist with the use of the design of valve at the installation;

˹
˹

unrevealed or progressive faults can be rectified, and
the probability of failure of the replaced valve is similar to that of a new valve.

If the valves had merely been pressure tested to confirm only their operation, imminent faults (e.g.,
corrosion) having the potential for causing an imminent valve failure, may not be detected. However,
on return from the manufacturer, it is reasonable to assume that the returned valve is of the same
condition as a new valve. Therefore, the annual test will have a test coverage of 100%.
There are three safety valves fitted to each boiler in Installation 1: two on the boiler shell and one on
the superheater. The two valves on the boiler shell will each pass 37.5% of the full boiler output and
the valve on the superheater, which is set to open at a slightly lower pressure in order to maintain a
flow of steam through the superheater, will pass 25%.
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If one of the three safety valves fails to open, a capability of passing either 62.5% or 75%22 of boiler
capacity remains. Assuming a linear variation of pressure with valve capability23, such a failure
will lead to a pressure of 160% or 133% of normal. In the case of the former, the bursting pressure
(assumed to be 150% of the operating pressure) would be exceeded if the steam load on the boiler
were low.
Clearly, the load on the boiler will dictate the pressure rise; however, this analysis will adopt a
conservative viewpoint and assume that there is no steam load. A high, and continuous, steam load
placed on the boiler may prevent a boiler-shell failure, resulting from safety-valve failures – but only
while the steam load remains present. If the steam load is variable, as is the case at Installation 1,
the steam load will eventually decrease to a low level. Therefore, a high steam load will not actually
prevent an explosion, but will merely delay it. As a result, the analysis will assume that the steam load
is always low.
The published data apply to safety valves covering a wide area of applications and, more importantly,
maintenance regimes. In the author’s opinion, failures of safety valves result from systematic causes,
mainly associated with poor, or inadequate, maintenance. If a safety valve receives adequate
maintenance (as at Installation 1), its probability of failure will be very low and may be close to zero.
Alternatively, poorly maintained, or unmaintained, valves will have high probabilities of failure, i.e.,
approaching 1. If one were to monitor the failures over the UK, one could obtain an apparent failure
rate with respect to time. However, this may lead to misleading conclusions.
For example, the author is aware of an incident in which a safety valve was not regularly examined
and its outlet pipe was such that water collected in it, leading to corrosion of the spring24 and a failure
of the valve to open. If the valve had regularly been examined, the failure would have been identified.
It is difficult to conceive a cause that would lead to a dangerous mode of failure of the safety valves at
Installation 1, taking into account the maintenance regime carried out at the site.
Therefore, in the author’s opinion, the failure rate used for the safety valves at Installation 1 is
conservative, and may not be realistic for this site. However, the data are the best available to the
author and so have been used in the calculations. Nevertheless, there remains a need to collect failure
rate data for safety valves used under quality assured maintenance regimes, such as that used at
Installation 1, in order more accurately to determine the failure rate to be used in future risk
assessments based on BS EN 61508.
8.2.1.2

Gas shut-off valves

There are two main gas valves in series, which are used to cut off the gas supply to each burner. These
are pneumatically operated via solenoid valves. A third valve connected between the main valves
provides a vent to atmosphere when it is open.

22

To protect the superheater from overheating, a steady flow of steam is required. Therefore, the safety valve on the
superheater is set to open at a slightly lower pressure than the safety valves fitted to the boiler shell. If the safety valve on the
superheater were to fail whilst the steam load was low and the burners were firing, the safety valves on the boiler may not
prevent the superheater from bursting. This source of failure would need to be considered in a full analysis.
23

As the author has no information regarding the relieving characteristics of the individual safety valves, it will be assumed
in the analysis that, a danger will exist if the nominal relieving capacity of a valve would be exceeded.

24

The corrosion was so severe that the space between successive turns on the spring became filled, leading to the spring
becoming incompressible.
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Because the boilers at Installation 1 must be brought on-line within a few minutes of a demand for
steam being identified, there is insufficient time to carry out the more usual pre-start test of the gas
valves using two pressure switches to monitor the pressure between the valves.
No pressure sensor is fitted between the valves. Instead, however, the positions of the valve
mechanisms are monitored using position switches25. Contacts of these switches for the two main
valves and the vent valve are connected in series to a separate input to the PLC for each valve train.
Therefore, if either of the main valves fails fully to close or the vent valve fails fully to open, the
failure will be detected by the PLC.
Therefore, if:

˹

a single main valve fails to close or the vent valve fails to open, the PLC can de-energize
the other valves in the valve train, however

˹

if both main valves fail to close or K4 fails to de-energize26, there is little action that the
PLC can take.

Therefore, in determining the failure rate of the combined valves, the following approach was taken.
Each solenoid valve and its related pneumatically operated gas valve were treated as a single
component whose failure rate is the sum of that for the individual valves.
A Beta factor model was used to determine the rate of common-cause failures of both composite
valves. Reference 13 indicates that a value of b within the range 0.03 to 0.3 is appropriate for
identical systems. Because of the well-established nature of the design of the valves, a more optimistic
value for Beta of 0.03 will be used.
The vent valve will not be considered in the calculations for shutting off the supply. Instead, it will be
assumed that, although the vent valve will allow some gas to be released to the atmosphere if the
valve opens, because of its relatively small cross-section, the release will be insufficient materially to
affect the burner output if the main valves fail to the fully open position.
The probability of failure on demand of the main gas valves will be determined as follows. The
boilerman carries out a low-water test every 12 hours27 at which time, he will check that the burners
shut down. If a shutdown does not occur, he is able to press the emergency-stop button, which will
turn off the main gas supply. Because this test can prove that only one of the two main valves is
operational, the coverage of the test would be expected to be no more than 50% of a normal
functional test. However, because of the monitoring of the gas valve mechanisms using the position
switches, the coverage will be assumed to be the same as that for a normal functional test. Faults not
detected during the low-water test will be detected at 4-monthly intervals, when the burners are
serviced.

25

The author understands that ball valves are used. The design is such that there is significant overtravel in the rotation of the
ball allowing the switch to indicate that the valve has fully closed.
26
Following the operator of Installation 1 being informed that the main gas valves operated via a single-channel at K4, an
immediate redesign was carried out. The author has been informed that and the main gas valves are no longer operated by a
single contactor. However, as it was the intention of the analysis described in this report to examine typical systems, the
analysis is based on the initial design of the system.
27

The valves may be called upon to operate more frequently than twice per day; however, the usual operation of the boilers is
for them not to cycle frequently but for them to be either running continuously, or on standby.
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Compliance with BS 7461:1991 requires that monitoring switches fitted to gas valves must indicate
the valve to be open if the flow through the valve can exceed 10% of the flow with the valve fully
open. However, the author understands that ball valves are used in Installation 1. The use of a smaller
ball than would normally be expected for the size of valve leads to there being significant over-travel
in the angle of movement of the ball. This allows the limit switch to be located such that, for it to be
operated, the ball valve must be fully closed. The use of stainless steel balls rotating in PTFE sockets
minimises wear and, hence, leakage. Reference 11 (at Taxonomy Number 4.4.10.1.1) indicates that
the replacement rate following leakage for 1.1 to 5.0 inch ball valves generally used offshore in
process control is about 10% of their overall replacement rate following all types of failure. Because:

˹

Reference 11 suggests that leakage-related failures represent a relatively small fraction of
the overall failure rate in ball valves used for process-control valves;

˹
˹
˹

the rate of onset of leakage is not easy to estimate;

˹

the gas valves used at Installation 1 are required to change state only infrequently, so the
rate of wear is likely to be lower than for a valve used in process control,

the fluid controlled by the valves is dry and non-corrosive;
the gas valves used at Installation 1 have been specifically designed to minimize
leakage/wear, and

this limited analysis does not take valve leakage into account.
8.2.1.3

Persons at risk

Installation 1 is visited twice per day, each visit averaging about 4 hours in duration. However, it
cannot simply be assumed that the boilerman is at 100% risk for 33% of the overall time because,
whilst on-site:

˹

he would not fail to hear a safety valve blow so that, if at least one safety valve operates,
he would be able to press the emergency-stop button, for example, and independently of
any control system considered in this analysis, cut off the gas supply for the entire
installation;

˹

in the case of a burner-related event, he would be at risk only whilst in the vicinity of the
firebox or flue.

Therefore, for the purposes of this analysis, it will be assumed that:

˹

the boilerman is at risk from a burner-related event for 10% of the time that he is on-site,
this being considered to be the time that he will be in the vicinity of the ends of any one
boiler28. (There are at least 11 points of interest to the boilerman within the boilerhouse,
several of which will require significantly more of his time than will the front of the
boilers. There is no equipment on the wall of the boilerhouse faced by the burners.
Therefore, 10% is considered to be a conservative estimate.)

˹

burner-related events are contained within the boilerhouse;

28
The reader should note that Installation 1 uses two burners per boiler. This would be expected to lead to a relatively higher
prediction for the frequency of burner explosions, assuming all other factors remain the same, which would make dual
burner boilers appear to be less safe than single-burner boilers. In fact, the risk associated with the two designs may be
similar as, although the frequency of burner-related incidents would be expected to increase if more burners are used, the
severity of each incident would be expected to reduce. In the case of the analysis described here, the proportion of time that
the boilerman is at risk from a burner explosion would be reduced because of the lower severity of incidents.
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˹

the boilerman is at risk from low-water-related events for 100% of the time that he is on
site;

˹

the boilerman is at risk from pressure-related events, in which no safety valve operates,
for 100% of the time that he is on site;

˹

the boilerman is at risk from pressure-related events, in which at least one safety valve
operates, for 10 minutes after his arrival on site. It is assumed that the boilerman’s first
reaction on arrival at the site whilst a safety valve is blowing will be to determine the
cause. This will put him at risk for about 10 minutes after which time he will have been
able to shut down the relevant boiler., and

˹

the risk to persons outside the building is low. An estimate of 0.1 persons at risk for
100% of the time will be assumed. Based on the author’s site visit, this may be a
conservative estimate. The risk from those events prevented by the boilerman initiating
an emergency stop has been excluded for those pressure-related events in which a safety
valve operates.

8.2.2 Quantitative Analysis: Installation 1
Details of the analysis are given in Appendix A.
8.3

Installation 2

8.3.1 Specific input parameters for the analysis
8.3.1.1

Gas valves

There are two main gas valves, which are plumbed in series and wired in parallel. These are electro
hydraulically operated. The author understands that each valve contains a small electrically operated
hydraulic pump and a solenoid valve. Fluid from the pump pushes against a piston, which causes the
gas valve to open. Power to the motor is then removed, the pressure being maintained in the cylinder.
When the solenoid valve is de-energized, a bleed is opened, allowing the hydraulic fluid to return to
its reservoir. This enables a spring to force the piston back to its resting position, closing the gas
valve.
The author understands that this type of valve has proved itself to be very reliable over many years.
The author has conservatively assumed that the failure rate of each gas valve will be equal to that of a
process valve operated by a solenoid valve and has then applied a beta-factor of 0.03 to obtain the
common-cause failure rate of the pair of valves. This, taking into account the well-established design
of the valves, is at the bottom of the range for identical systems as specified in Reference 13.
There is a small bleed connecting the space between the two pilot valves and the space between the
two main valves. Because an automatic pre-start of the pilot gas valves is carried out, the check will
automatically prove the main valves as a result of this bleed. Therefore, the analysis assumes that the
main gas valves are tested at least once per day when the low-water protection system is tested by the
boilerman.
Because the main valves are in series, it is necessary for only one valve to close in order to shut down
the burner. Therefore, if the automatic pre-start check were not carried out, the coverage of this test in
relation to the main gas valves would be no more than 50%. Because of the pre-start check, the
normal coverage for a manual operational test (99%) has been assumed in the calculation of the
probability of failure on demand for the valves. The valves are assumed to be 100% tested during the
annual test. (The analysis will assume that:
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˹

all burner-related systems, except for the gas valves, receive a 100% proof test every six
months, and

˹

the gas valves are examined in detail, including disassembly for an inspection of the
valve seats, at the annual inspection.)

8.3.1.2

Safety valves

The maintenance carried out at Installation 2 is similar to that carried out at Installation 1. Therefore,
the comments at Section 8.2.1.1 also apply to the safety valves at Installation 2.
8.3.2 Quantitative Analysis: Installation 2
Details of the analysis are given in Appendix B.
8.4

Installation 3

In the case of Installations 1 and 2, which were operated by a utilities company, a quality assurance
regime was followed in order to ensure the adequacy of the testing and maintenance that was carried
out on the installations. In the case of Installation 3, the boiler is maintained by its user and no details
of this maintenance were available to the author. Therefore, it has been assumed that the boiler is
maintained according to the recommendations provided in the operator’s manual by the manufacturer
of the boiler.
It is beyond the scope of this analysis to consider the effect of poor maintenance leading to poor water
quality or the corrosion, foaming, scaling or other effects that this may produce. Clearly, the effect of
poor maintenance may be more far reaching than is indicated by this analysis and would need to be
considered in a full risk assessment.
8.4.1 Specific input parameters for the analysis
8.4.1.1

Safety valve

The author understands that the boiler shell was manufactured to comply with the requirements of
Reference 10, which requires that the shell is subjected to a hydrostatic test pressure of 150% of the
design pressure, i.e., a safety factor of >1.5. Reference 10 also requires that safety valves shall
maintain the pressure of the boiler within +10% of the design pressure. (See Section 8.1.1.)
The author understands that manufacturer of the boiler used in Installation 3 uses a standard plate
thickness that is, depending on the location within the boiler, as much as 3 times the thickness of that
required by Reference 10. This leads to the bursting pressure of the boiler shell being several times
the requirement and the author understands that a hydraulic pressure test on a single (new) sample of
the boiler design showed no evidence of failure at a pressure of 40bar (580psi). This is 4.83 times the
normal running pressure of the boiler and 3.57 times the safety-valve lift pressure. Nevertheless, it
will be assumed in the analysis that the bursting pressure of the boiler shell is 150% of the design
pressure.
The failure rate for the safety valve, corresponding to a pressure of 150% as described in Section
8.2.1.1, will be used in this report. In the case of Installation 3, this will lead to a very conservative
estimate of the overall failure rate for a new boiler. The safety factor will be lower in the case of an
old boiler, which may have been subjected to corrosion and, possibly, cracking. However, the
conservative approach taken by the boiler manufacturer will tend to offset the effects of such ageing.
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The author is not aware of the maintenance regime associated with Installation 3 so has taken the
following approach to the analysis.
A statutory test must be carried out annually; however, the extent of this test is not known. For the
purposes of this analysis, a worst-case assumption will be made in that the safety valve is tested but
not dismantled for detailed inspection. In this case, the test will be limited to determining that the
safety valve is able to dissipate the full boiler output without the pressure in the boiler exceeding
110% of the design pressure of the boiler. It will be assumed that such a test can determine if the
capacity of the safety valve has fallen below 80% of its designed capacity. The test will not identify
the presence of corrosion29, for example, so cannot be considered to have a coverage approaching
100%. Therefore, in order to give credit to maintenance regimes that employ an internal examination
as well as a pressure test, it was considered reasonable to assume a coverage of 80% for tests not
accompanied by an internal examination.
The normal failure mode of a safety valve results in leakage (e.g., failure to reseat after operation),
rather than failure to open. As a result, the author understands that safety valves tend to be replaced at
approximately 5-year intervals. As valve leakage and failure to open are independent phenomena, it is
reasonable to assume that the valves are effectively being replaced at regular intervals. Therefore, in
the case of Installation 3, the analysis assumes that:

˹
˹

the safety valves are tested annually with an 80% coverage, and
are replaced every 5 years, the equivalent of a 100% proof test every 5 years.

It may be that the safety valves at Installation 3 are annually examined in detail. However, in the
absence of knowledge of the actual test methodology, the author has taken the worst-case view that
only a functional test is carried out. If it had been brought to the author’s attention that a detailed
examination had been carried out, a coverage of 100% would have been used in the analysis for the
annual test.
8.4.1.2

Gas valves

The diagrams provided to the author by the boiler manufacturer indicate that a dual Class-A gas valve
is used. One half of the valve is designed for two-stage opening in order to provide a softer on-off
control regime. In addition, the valve opens slowly, avoiding the need for separate pilot valve(s). The
type of boiler used at Installation 3 has been fitted with this valve arrangement for about 6 years.
Although the author observed that Installation 3 incorporated separate main and pilot valves, it was
decided to consider the current design, as shown on the circuit diagrams, in the analysis rather than a
design that is no longer used.
Because no individual valve monitoring is carried out, a beta-factor30 model has been used to
determine the failure rate of the combined valve, assuming a b of 0.03 (the optimistic end of the range

29

Although the valve operates, there could be a level of worsening corrosion that could lead to failure relatively shortly after
the test was carried out.
30

It has been found that common-cause failures (i.e., failures having a single cause that may affect more than one system
operating in parallel) may represent a large fraction of failures. In this case, the failure rate resulting from common-cause
failures will dominate the overall failure rate, so conventional calculations based on random failures are inappropriate.
Common-cause failures may result from faulty maintenance, environmental factors, etc. Reference 13 indicates that identical
systems are likely to have a (common-cause) failure rate in the range of 3% to 30% of that of a single system. A well
established design (e.g., which incorporates filters where the ingress of a contaminant could lead to a common-cause failure)
is likely to fall at the minimum of this range, whereas a new design, or one that requires a lot of manual intervention, may fall
nearer the maximum.
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indicated in Reference 13 to apply to identical systems because of the well-established design).
Having applied the beta-factor, the valve pair will be treated as if it were a single valve.
Where a probability of failure on demand is required, a worst-case test interval of 24 hours is assumed
on the basis that the low-water level system is tested daily. (Even in the case that no maintenance is
carried out, the boiler could fail via the over-pressure route at night when there is no steam load, if the
valve does not close, so a 24-hour test period is still appropriate.) However, this is an incomplete test
with a coverage of only about 50%, based on the premise that, if either of the valves fails, the boiler
will continue to operate apparently as normal using the other valve. As the author is unaware of any
routine valve examinations at the site, it will be assumed that the remaining 50% of the combined
valve is never tested, i.e., a test interval of the life of the boiler (estimated to be 30 years) will be used
for the remaining 50%.
8.4.1.3

Failure rate of the water-level probes

The probes used in Installation 3 are simple electrodes, which, when they touch the surface of the
water, cause a relay to energize. Therefore, the likelihood of a failure to danger, other than that of a
systematic failure, is likely to be very small. The author has been made aware of a single failure
resulting from a bent probe, so failures do occur. The source of the author’s information would not be
aware of all similar failures, so it has not been possible to estimate a rate, so an assumption, based on
the experience of his source, has been made. On the basis that, out of a sample of 1000 probes
operating for a year, experience would suggest that one would not expect to see one probe fail, the
rate has very conservatively been assumed to be one failure in 106 hours (i.e., one would expect one
failure amongst 114 probes operating for a year).
8.4.1.4

Persons at risk

The boiler at Installation 3 was located in the same room as the laundry equipment; however, it was
surrounded by a wall constructed from concrete blocks, which extended above the top of the boiler. A
door (aimed away from the occupants of the laundry) was fitted in the wall but there was no roof to it;
therefore, the boiler shared the same airspace as the 6 people that the author observed to be working
in the laundry. Two more people worked in the office, which was a separate room to the laundry.
The assessment assumes that:

˹

the laundry and office workers are present for a single 8-hour shift per day for 210 days
per year;

˹

the concrete-block wall provides a 15% risk reduction against the effect of catastrophic
boiler shell failures. This reduction, which was based on engineering judgement, also
applies to persons in the near vicinity outside the building;

˹

in the case of a low-water incident, the hazard will be limited to the laundry room (i.e.,
office workers or people outside the building will not be at risk);

˹

in the case of pressure-related incidents, persons in the office and outside the building
will be at risk;

˹

the risk reduction provided by the concrete-block wall against burner-related incidents,
whose effects will be directed upwards by the vertical design of the boiler, is 80%, and

˹

during the daily tests, which are carried out before the working shift, one person will be
afforded no risk reduction by the concrete-block wall.
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8.4.1.5

Probability of a low-water incident leading to an explosion

The personnel at Installation 3 are likely to have only a rudimentary knowledge of the operation of
boilers, as would be expected at many of the installations in which the type of boiler installed at
Installation 3 is used. The manufacturer of the boiler informed the author that the approach taken in
its design was to make it robust in order to cater for this scenario. The manufacturer had experienced
boilers that had been allowed to boil completely dry, with the result that the boilers had “glowed
cherry red” on the outside of the insulation.
Three boilers had been observed by the manufacturer to have been exposed to low-water incidents in
this way and none had failed catastrophically. (In fact, the author understands that, following the
replacement of seals, the boilers were returned to service.)
The next time a boiler boils dry, it could either “glow cherry red” without incident, or there could be a
dangerous failure of the shell. If the latter occurs, one out of four boilers involved in low-water
incidents would have failed; if the former, this would be none out of four. Therefore, the probability
of a shell failure occurring as a result of a low-water incident must be in the range 0 (no failure at next
incident) to 25% (shell failure at next incident). The author will assume the middle of the range, i.e.,
that the probability of the boiler involved in the next low-water incident failing dangerously is 0.5.
This leads to the best estimate for the probability of a low-water incident leading to a dangerous shell
failure of a boiler, of the same design as that used at Installation 3, being 0.5 out of 4, i.e., 0.125.
8.4.2 Quantitative Analysis: Installation 3
Details of the analysis are given in Appendix C.
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9

DIFFICULTIES ENCOUNTERED IN THE QUANTITATIVE ANALYSES

A number of difficulties were encountered in carrying out the quantitative analyses, and these would
also be encountered if a quantitative analysis were carried out using BS EN 61508. The main
difficulties will now be described.
9.1

Scarcity of data

The failure rate of semiconductor-based electronic components increases with temperature.
Component manufacturers use this property by carrying out accelerated life tests at elevated
temperatures. They are then able to estimate the failure rates of the components under normal
operating conditions to a relatively high level of accuracy. As a result, there is a significant amount of
data on the failure rate of electronic components, which is not true in other fields. Even so, because of
increased integration and packaging improvements, the reliability of electronic components has
increased dramatically over recent years. As a result, many of these data sources may be significantly
pessimistic. (It should be noted that the use of reliability data from sources involving accelerated-life
testing might be inappropriate for use in an assessment using BS EN 61508.)
There are a number of sources of failure-rate data; however, these tend to be generic and are not
applicable to specific industrial environments, which may be more, or less, severe than the norm. For
example, the temperature in a boiler house is likely to be higher than the norm and, depending on the
fuel used, the atmosphere may carry corrosive contaminants.
Although BS EN 61508 primarily applies to electrical/electronic control-systems, it is necessary to
determine the failure rate of systems involving other technologies. Examples encountered in this
project were the safety valves used in each of the installations. Here, the majority of published data
referred to the rate of failures at a pressure of 10% above the set pressure, and not at the boiler
bursting pressure (which may be different for each boiler).
Because the high-integrity components used in safety related applications have, by definition, low
rates of failure to danger, and they are manufactured in relatively small quantities, it is difficult to
observe the actual failure rate. In these cases, where no failures have been observed over a specified
period, it must be assumed that 1.2 failures have occurred. One can then have a 70% confidence (as
required by BS EN 61508) that the actual rate will be lower than the calculated rate.
9.2

Suitability of the data

The measured opening pressures for the published failure-rate data for pressure-relief valves had
probably been measured at room temperature on a test rig, so may not relate to operational conditions.
This would be especially true if the valve in question were a pressure-relief valve from a process plant
that could be subject to contamination by sticky, or solid, substances that would be fluid only at
normal (i.e., high) process temperatures.
In a number of cases, general failure-rate data have been used for specific devices. For example, in the
case of the electro-hydraulic valves used in Installation 2, the failure-to-danger rate of a process valve
controlled by a solenoid valve has been used in order to provide what is considered to be a
conservative estimate.
9.3

Detailed information for devices

Programmable systems react in a complex and unpredictable manner if faults occur, and the nature of
the failure may depend on the time at which the fault manifests itself. As a result, it is difficult to
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determine whether a fault will result in a safe, or an unsafe, failure. Therefore, it is normally assumed
that 50% of failures are in a dangerous direction.
Programmable systems would normally be expected to incorporate diagnostic routines, which will
cause a safe course of action to be followed when a fault is detected. These may have a coverage of
up to about 99% of the system. In this particular case, the fraction of faults that may lead to a
dangerous failure is reduced by a factor of 100, which could have a significant effect on capability of
the system to achieve the random hardware failure rate associated with the SIL required for the
system – potentially an increase of 2 orders of magnitude. Therefore, the diagnostic coverage is an
important parameter in the determination of the rate of dangerous failures, so must be known
relatively accurately.
Unfortunately, it has not proven easy to obtain detailed information describing the internal circuitry,
and software, of the subsystems. However, even if such information were available, this project does
not have the resources for determining, for example, the diagnostic coverage of each of the many
subsystems covered in this analysis. Only the manufacturers of the devices, who have the appropriate
detailed technical information, could, in reality, provide this.
The author was fortunate to be supplied with data that allowed estimates to be made of the failure
rates of the water-level monitoring systems used in Installations 1 and 2. Had these not been available,
it would have been necessary to use potentially inaccurate estimates, based on similar types of
equipment used for different purposes.
9.4

Interactions between safety systems

Because of the complexities of the failure modes of some of the safety-related systems, it is not
always possible to define a single safety function that is carried out by the safety-related systems. BS
EN 61508 suggests that, for a particular safety function, one may have a control system and a number
of protection systems, all of which are independent. Although BS EN 61508 does acknowledge that,
in some cases, there is not complete independence between systems, and that this should be taken into
account when allocating the SIL, the analyses described in this report suggest that matters may not be
as straightforward as this.
For example, consider the systems used to maintain the pressure in one of the boilers of Installation 1
at a safe level. (See Section 3 of Appendix A.) The pressure hazard can be realized by four different
routes, depending not only on the various failure modes of the three safety-related control or
protection systems, but also on the value of the steam load being applied to the boiler at the time.
Each system will have a different probability of failure (and, hence, risk reduction) according to
which route is followed to reach the hazard. Therefore, defining a single SIL for each of the safety
related systems associated with the overall safety function is not straightforward.
9.5

Dependence on the demand rate

Where the demands on a safety-related protection system come from an external source, the SIL
requirement of a system may be dependent on the location of the equipment under control. For
example, the SIL required of a low-water protection system, may be dependent on the rate at which
the water supply fails. If a system is designed for use in an area where the failure rate is low and
subsequently used in an area where the failure rate is inherently high, the level of risk will be
increased. In this case, a worst case for the failure rate of the water supply would need to be set.
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10

ADVANTAGES OF THE BS EN 61508 APPROACH

An analysis based on BS EN 61508 is based on safety functions and not on any particular type or
configuration of hardware. As a result, the analysis follows the path of a function though all relevant
systems and subsystems from the sensor to the actuator and any deficient areas, on which the overall
integrity is heavily dependent, are readily identified.
The other major advantage of BS EN 61508 is that it takes into account the use of equipment based on
complex (e.g., programmable) technologies. For example, microprocessor-based equipment can be
used with some confidence if it meets the requirements of Parts 2 and 3 of BS EN 61508 that are
appropriate to the required SIL.
Although the analysis described in this report was not a full analysis using BS EN 61508 for the
reasons already given, some of the principles of “functional safety” were followed. This led to the
identification of two systems whose integrity could cost-effectively be increased. These areas were
associated with:

˹

Contactor K4 in Installation 1, where a multi-channel low-water protection system was
reduced to a single channel at one point31. A simple calculation was carried out to
determine the effect of replacing the single contactor (K4), used to control the main gas
valves at Installation 1, by two contactors functionally operating in parallel. The failure
rate of K4 was reduced by a factor32 of 10 and the effect of this change on the overall
analysis was noted. It was found that the overall risk to the boilerman predicted by the
analysis would be reduced by a factor of 2 as a result of the addition of only a single
contactor, and

˹

the high-water protection system at Installation 2, which relied on the same water-level
sensor as the water-level control system. Additional sensors and high-water amplifiers
were fitted, but were used only for summoning engineering assistance.

Although there are a number of advantages in using BS EN 61508, its use may introduce a number of
difficulties. For example:

˹

the designer of a boiler control system will wish to undertake a generic design and will
not have full information regarding demand rates, occupancy and the tolerable risk
requirements for the eventual installation. One approach would be for boiler designers to
make assumptions on an operating profile and specify this to customers. Only where the
eventual installation does not fall within this profile would it be necessary to re-examine
the need for additional risk reduction;

˹

the use of a risk-based approach requires that safety management extends to the operator
of the boiler (e.g., in relation to maintenance, periodic tests, etc.). The safety
management and the design of the safety system are interdependent.

31

Following the operator of Installation 1 being informed that the main gas valves were operated via a single-channel at K4,
an immediate redesign was carried out. The author has been informed that the main gas valves are no longer operated by a
single contactor. However, as it was the intention of this analysis described in this report to examine typical systems, the
analysis is based on the initial design of the system.

The reduction factor of 10 is equivalent to a Beta factor of 0.1. This b-factor would be appropriate if K4 were replaced by
two identical contactors functionally operating in parallel, and is at the middle of the range of b indicated by Reference 13 to
be applicable to identical systems. Therefore, applying the reduction factor allows a simple prediction to be made of the
effect of replacing K4 by two similar contactors.

32
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CONCLUSIONS

1)

The analysis of three widely diverse boiler installations has led to a estimates of risk, which,
bearing in mind that a number of conservative assumptions have been made, are in the tolerable
range.

2)

Safety valves: Although generic data are available giving the apparent failure rates of safety
valves and pressure relief valves, because of the predominance of systematic failures of such
valves, there remains a need for failure rate data to be collected for safety valves used under
strict maintenance regimes. If this is not done, users following such regimes may be penalized
by the use of an unrealistically high failure rate. The failure-rate data should include lift
pressures and flow rates appropriate to potential boiler bursting pressures and not just the set
pressure ± 10%.

3)

Specific components: The author encountered difficulty in obtaining failure-rate data for a
number of components and assumptions had to be made. In order to apply the quantified
reliability aspects of BS EN 61508, it will be necessary for such data to be readily available.
The author presumes that, with the widespread use of BS EN 61508, manufacturers will put in
place monitoring regimes allowing such data to be collected and make these data available to
system designers.

4)

It would appear not to be uncommon for several (or all) of the pressure sensors and switches for
a boiler to be connected to the boiler shell by means of a single small-diameter pipe. This
leaves the pressure-control and protection systems susceptible to a foreseeable common-cause
failure that could lead to a demand on the safety valves.

5)

A quantified analysis allows the dependence of the overall risk on the failure rate of individual
components and the system architecture around them to be determined. By applying variations
to the analysis, it is possible to determine the most cost-effective means of decreasing the risk.

6)

To carry out a meaningful analysis of a boiler installation, a detailed knowledge of the entire
system; its mode (and sequence) of operation, and its environment is required. In addition, the
analysis of the intricate control structure of a boiler installation is complex and many
(conservative) assumptions, based on sound engineering judgement, are likely to be necessary.
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RECOMMENDATIONS

1)

Means should be developed which will allow the rate of dangerous failures of boiler safety
valves to be more accurately determined.

2)

Designers should be aware of the potential for common-cause failures to affect the integrity of
more than one safety-related system associated with a particular safety function.

3)

Manufacturers and users of safety-related systems should consider possible means for
determining the failure rate of safety-related components. In the absence of component-specific
data, data covering generally similar (but not necessarily designed for safety-related
applications) components must be used. This is likely to lead to an overestimate of the
dangerous failure rate of the system, as any assumptions that are made must be conservative.
Ideally, manufacturers should set up a scheme whereby all components, which have failed in a
potentially dangerous mode, should be returned/reported to them, if only for logging. This will
allow failure-rate predictions, made at the design stage, to be confirmed/revised and, possibly,
improved. Failure rates determined in this way will be appropriate to the exact conditions for
which future reliability predictions will apply.

4)

Failure rate data developed for complex subsystems should ideally refer to each function of the
subsystem, which contributes to the operation of a safety-related system. For example, the
failure rate of a device for proving gas valves should refer to the failure rate of the path
between the input from the appropriate pressure switch to the relevant output, e.g., that
preventing ignition, and not just the device as a whole.

5)

The coverage of internal, and external, diagnostic functions, in relation to the overall failure
rate of safety-related subsystems (especially where these are complex, for example, PLC
based), should be determined by manufacturers. Ideally, the test coverage should refer to
individual safety functions carried out by the subsystems.

6)

Quantified analyses should be carried out in order to ensure that the required integrity of all
safety-related systems is achieved and to allow the overall risk to be reduced in the most cost
effective way.

7)

A number of difficulties, outlined in the conclusions, were identified whilst carrying out the
quantified analyses described in this report. These difficulties, and the recommendations
resulting from them, should be addressed in the proposed revision of Guidance Document PM5.

8)

Further work is needed to determine the practicality of using BS EN 61508 in the design of
boiler installations and the need to specify, for example, operating profiles. The work described
in this report covers only the quantification of risk. Other areas, such as the difficulty of
determining SIL requirements and meeting the requirements for systematic, random hardware
and safety management aspects of integrity, need also to be examined.

9)

The analyses described in this report cover only those systems used in the control of the three
installations that were examined, so the hazards associated with gas leakage were not
considered. There is likely to be a future trend towards increased automation and, hence,
reduced manning. As a result, systems to prevent hazards associated with leaking gas, which is
detectable in very low concentrations by a boilerman’s sense of smell, will become increasingly
important. Therefore, if a reduction in manning is being considered, the incorporation of
systems for ensuring safety when gas leakage occurs should be considered.

33

Recommendations relating to specific aspects of Installations 1, 2 or 3 are not included in this report.
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Appendix A
Quantitative Analysis of Installation 1

A1

Quantitative Analysis of Installation 1
A.1

INTRODUCTION

This Appendix describes the calculations carried out in the spreadsheet for the analysis of
Installation 2. The spreadsheet contains a number of sheets:

-

Component failure rates: This contains the raw data (failure rate data for the
components, test intervals, etc.) used in the analysis. Details are given in the
main report;

-

Water-level sensors : This contains the data supplied by the manufacture of the
water-level sensors and estimates the failure rate for these devices;

-

Low-water: The calculation of the low-water event rate;

-

Pressure : The calculation of the event rate due to excessive boiler pressure;

-

Burner: The calculation of the rate due of burner-related events, and

-

Overall risk: The calculation of the on-site and off-site risks for the installation.

The analysis assumes that the routine maintenance carried out on the installation follows the
procedures detailed in the maintenance log for the installation. This includes tests, and where
necessary repairs, carried out daily, weekly, monthly, four monthly and annually.
The calculations for the analysis was carried out using a spreadsheet, the various sheets of
which are included at the end of this appendix.
A.2

WATER-LEVEL CONTROL FUNCTION: LOW WATER LEVEL

The rate of demands, on the low-water protection systems on Installation 1, has been
calculated from monitoring data obtained from that site. Therefore, the quantitative analysis
will consider only the probability of failure on demand of the low-water protection system.
The function of the low-water protection system is to shut-down the burner when a low water
level is detected so that heated surfaces in the boiler, intended to be covered in water, are not
damaged, as such damage could lead to a possible rupture of the surface.
Figure 1 of the main report shows a schematic of the protection system, where it will be seen
to consist of two subsystems (SP1 to burner-control PLC and SP1 to safety monitor), which
drive a single contactor, K4. This controls the gas valves for both burners.
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Burner continues to
operate with a low
water level in the boiler

Burner fails to
shut down
Demand on low
water protection
systems
K4 fails to
energized
state
Gas valve train
fails open for
either/both
burner(s)
Low-water alarm L1 fails

Sensor
electrode
fails

Low-water alarm L2 fails
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Contactor
K8
fails
Sensor
amplifier
fails

Sensor
amplifier
fails

PLC
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Sensor
electrode
fails

Contactor
K9
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Figure A1: Fault tree for low-water-related failures
In order to take the potential for common-cause failures into account, a β-factor analysis will
be used, taking each pair of similar components in turn. The failure rate and/or β-factor for
each pair of components will be determined separately, as follows.

-

SP1 electrodes, which are mounted in the boiler shell. These have no identified
failure-to-danger mode other than, for example, poor installation practice leading
to short-circuits between the electrode and its protection tube. The author
understands that the LWA1 amplifiers are able to identify such short-circuits and
cause a shutdown – even if the fault is systematic resulting from, for example,
maintenance. As the failure-to-danger rate of these passive electrodes is,
therefore, likely to be low (i.e., insignificant, compared to the other components),
it will be assumed to be zero.

-

Test switches. These are used to simulate a low-water condition for the twice
daily test. Other than a short-circuit to ground, which it is assumed that the
LWA1 will detect, these have no identified failure-to-danger mode. Therefore,
the failure-to-danger rate of these passive components is likely to be low (i.e.,
insignificant, compared to the other components) so will be assumed to be zero.

-

LWA1 sensor amplifiers. The failure rate data for these devices have been
obtained from their manufacturer. It is understood that these devices are of a
dual-channel design with cross-monitoring between the channels and that they
have been designed as safety-related components. In view of this and their built-

A3

in diagnostics, a β-factor of 0.03 (i.e., at the bottom of the range specified by
Reference 13 for identical systems) has been used.

-

Relays (K8 and K9). A β-factor of 0.1 (i.e., the middle of the range specified by
Reference 13 for identical systems) has been used.

-

The burner-control PLC and the Safety monitor. The signal from both
subsystems passes through the PLC .If a common-cause failure within the PLC
occurs, it could cause both channels to fail; however, the safety monitor operates
via one channel. Therefore, in the analysis it will be assumed that the PLC is
included in one subsystem and the safety monitor in the other. These systems are
highly diverse and the safety monitor has been specifically designed to form part
of a safety-related system. Therefore, a β-factor of 0.003, i.e., at the bottom of
the range specified by Reference 13 for diverse systems, has been used to
calculate the combined failure rate of the PLC and the safety monitor.

The failure rate of the component with the larger failure rate (e.g., understood to be the PLC
in the case of the PLC/safety monitor pair) was multiplied by the appropriate β-factor and the
results summed in order to obtain the overall failure rate of the two subsystems.
To this was added the rate at which K4 would fail to the energized state together with the
overall failure rate of the gas valves, giving the overall failure rate of the low-water protection
system.
The low-water protection system is tested: twice daily using the test switches (conservatively
assumed to have 95% test coverage), weekly by means of an evaporation test (conservatively
assumed to have 99% test coverage) and annually (assumed to have 100% test coverage).
These proof test intervals were applied to the rate in order to obtain the probability of failure
on demand of the low-water protection system. Multiplying this by the measured demand rate
gives the overall low-water incident rate.
A.3

PRESSURE CONTROL FUNCTION

Because of there being 3 safety valves, two burners and proportional control valves which
close down to no lower than about 17% 1 of full output, analysis of the pressure control
function becomes quite complex as a result of the several paths by which an over
pressurization of the boiler may be reached. This will now be explained. Initially, only the
design of a single boiler and its control/safety systems will be considered. Once the operation
of these is established, the operating regime covering all three boilers will be taken into
account.
A.3.1 Control and safety systems
Proportional control of the burner allows the output to be throttled down to about 17% of full
output. If the steam load requires a lower level of burner output, the pressure will rise until
Pressure Switch PS1 is operated. This is the normal control function of the boiler; however, it
requires that the analysis takes into account the operation at low- (i.e., <17%), and high(>17%), firing rates separately.
If the steam load is at less than 17% of full output, a high-pressure hazard will occur if the
protection system (which now has the rôle of a control system) fails in conjunction with all

1

The boilers are capable of firing over a power range of 1:6.
A4

three of the safety valves. This is because, any one of the three safety valves (two on the shell
and one on the superheater) is able to cope with 17% of full output.
Regardless of the steam load, if the normal proportional control system were to fail, such that
the boiler output exceeds the steam load, and the protection system (e.g., PS1) also fails, this
will place a demand on the safety valves. The analysis conservatively assumes that the
proportional controller will go to its maximum output so, to meet this demand, all three of the
safety valves must be operational (i.e., the excess boiler output is greater than 75% of
capacity, which is the maximum steam load that can be handled by the two larger safety
valves). Therefore, the hazard will be realized if any one safety valve fails.
Because only two systems need to fail to reach the hazard if the steam load is less than 17%
of full output, the failure rate is significantly higher (even considerin g the need for only one
working safety valve), so cannot be neglected.
A further complication arises because of the two burners fitted to each boiler. If a failure leads
to only one burner operating at a higher level than it should (again, 100% of maximum output
will be assumed), this will lead to 50% of boiler output. Any two of the safety valves would
be able to dissipate this output. Therefore, for example, the failure of those components
associated with a single burner must be associated with the failure of any 2 two of the three
safety valves in order to lead to a pressure hazard, whereas a failure of a component common
to the operation of both burners must be associated with a failure of only one safety valve.
Table A1 and Figure A2 show the modes of failure of each of the channels that will be
considered to lead to a pressure-related incident. It will be seen that:

-

with a steam load of less than 17%, the proportional control system will be
throttled back to its minimum output. Protection System 1, which will be acting
as the pressure control system at this steam load, will control the pressure. If this
channel fails, a demand of less than 17% of full output will be placed on the
safety valves. As this output is less than the capacity of any 3 one of the safety
valves, all three safety valves must fail for an overpressure to occur;

-

if at any time, the proportional control system fails, leading to one burner going
to its maximum output (or not closing down when required) and Protection
System 1 also fails for that burner, a demand of 50% of full burner output will be
placed on the safety valves. Any two safety valves are required to dissipate this
output, so any two must fail for an overpressure to occur;

2

To protect the superheater from overheating, a steady flow of steam is required. Therefore,
the safety valve on the superheater is set to open at a slightly lower pressure than the safety
valves fitted to the boiler shell. If the safety valve on the superheater were to fail resulting in
only safety valves on the boiler operating whilst the steam load was low and the burners were
firing, the superheater may overheat, leading to its failure. This source of failure would need
to be considered in a full analysis, but is only mentioned here.

3

The reader should note that this is a simplified assessment, which assumes that any single
safety valve is capable of dissipating the boiler output with the burners throttled to their
minimum output. Whilst this would prevent an over-pressurization incident, it is recognized
that, if the safety valve on the superheater were to fail (bearing in mind that this valve is set to
operate at a slightly lower pressure for this reason), there may be no flow of steam through
the superheater. Operating a boiler in this way could lead to the eventual damage to the
superheater and its potential failure, so would require consideration in a full risk assessment
based on BS EN 61508.
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-

if at any time, the proportional control system fails, leading to both burners going
to their maximum output (or not closing down when required) and Protection
System 1 also fails for one burner, a demand of 50% of full burner output will be
placed on the safety valves. Any two safety valves are required to dissipate this
output, so any two must fail for an overpressure to occur, or

-

if at any time, the proportional control system fails, leading to both burners going
to their maximum output (or not closing down when required) and Protection
System 1 also fails for both burners, a demand of 100% of full burner output will
be placed on the safety valves. All three safety valves are required to dissipate
this output, so any one must fail for an overpressure to occur.
Table A1: Events (failures) leading to excessive boiler pressure

Case

Steam load

Proportional controller

Protection system

Safety valve

1

<17% only

No failure required

Either/both burner

All three valves

One burner

Same burner (or both)

Any two valves

Both burners

One burner

Any two valves

Both burners

Both burners

Any one valve

2
3

Any load

4

Because the steam load can vary, one must assume that it will eventually fall to less than
17%. If a failure of the protection system (e.g., PS1 to a contacts-closed condition) occurs,
this may not be apparent until the steam load drops below 17% at which time it will reveal
itself. Therefore, if the boiler will ever operate under these conditions and the variation of the
steam load with time is not accurately known, the worst-case condition of zero steam load at
all times must be assumed.
Pressure
failure of boiler
shell

Case 1
<17% steam load

Steam
load <17%

Steam
load >17%

All three
safety
valves
fail

Case 2

Proportional
failure
one burner

Protection
failure:
One burner

Protection
failure:
Both burners

Case 3

Any two
safety
valves fail

Protection
failure:
same burner

Case 4

Protection
failure: one
burner
Proportional
failure: both
burners

Proportional
failure: both
burners

Any two
safety
valves fail

Any one
safety
valve fails

Protection
failure: both
burners

Figure A2: Fault tree for pressure -related failures
A.3.2 Boiler operating regime and site steam load
During the author’s visit to Installation 1, all three boilers were on standby. The author
understands that they spend a large fraction of time in this condition, in which their burners
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are not operating. However, as the boilers must be able to reach full capacity within a few
minutes, they must be kept near their normal operating temperature. This is done by means of
steam injection (sparging) from the steam main. In this condition, the steam would be
supplied by a boilerhouse elsewhere on the site. (Overpressurization of the boile r(s) as a result
of the sparging is considered to be an incredible scenario, and not associated with the control
system, so will not be considered in this analysis.)
This offline condition will be referred to as Mode 1. In this mode, the main gas valves are
closed.
Mode 1, boiler on standby: An over-pressurization can occur only if:

-

at least one burner is erroneously taken through its start-up sequence;

-

the output of the boiler cannot be accepted by the steam main, i.e., the steam
main cannot accept sufficient steam or a valve between the boiler and the steam
main is not sufficiently open;

-

a failure occurs in the normal (proportional) pressure-control function;

-

the overpressure protection system fails, and

-

the relevant safety valves fail.

When Installation 1 is called upon to provide steam, the boilers come on-line in a sequence
according to the required steam load. The author understands that the most probable steam
load is high, so the installation will be mostly either on standby or be running near to the full
output of the entire installation. The control regime for the installation will initially bring the
lead boiler on-line. When this boiler approaches its full output capacity (e.g., at about 80%)
for a significant period, a second boiler will be brought online, both boilers then being
throttled back (e.g., to 40% each) in order to run most efficiently. Therefore, the boilers will
not be called upon to run at less than 17% of full output during normal automatic operation,
so it will be assumed in the ana lysis that Case 1 of Table A1 will not apply during normal
boiler operation.
This operating condition will be referred to as Mode 2. In this mode, the burner is burning
gas.
Mode 2, boiler on-line : An over-pressurization of a boiler can occur only if:

-

a failure occurs in the normal (proportional) pressure-control function;

-

the output of the boiler cannot be accepted by the steam main, i.e., the steam
main cannot accept sufficient steam or a valve between the boiler and the steam
main is not sufficiently open;

-

the overpressure protection system fails, and

-

the relevant safety valves fail.

In both modes of operation, an overpressurization can occur only if the steam main is unable
to accept the excess of steam resulting from the aberrant operation of the boiler, or the other
boilers within the boilerhouse cannot be throttled back to allow for the excess of steam.
Therefore, it is necessary to determine under what circumstances, the steam main would not
be able to accept an excess of steam.
For the purposes of the calculations described in this report, a worst-case assumption, that the
steam main will never be able to accept an excess of steam, has been made. However, in
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practice, this may not always be the case. For example, consider the following examples of
potential operating situations.

-

More than one boiler is in operation and the overall steam load is >117% of the
output of one boiler. If the control system of only one of the boilers were to fail
leading to the output of this boiler going to its maximum, and assuming the site
monitor is operational and programmed accordingly, the site monitor may be
able to throttle back the remaining boiler(s), allowing the failed boiler to run
continuously at its 100% output. If the steam load does not decrease before the
next visit by the boilerman, he may be able to restore the system to a safe
condition.

-

The steam main may be able to accept the additional steam safely as other
boilerhouses, which also supply it, may detect an increase in pressure and reduce
their outputs to compensate for the excess of steam being supplied by the failed
boiler. In any case, safety valves on the steam main may be able to dissipate the
steam. (The author has no information on the steam supply network associated
with Installation 1; however, it should be noted that, if the boiler houses are not
connected directly, are separated by pressure reducing stations, it is unlikely that
other boiler houses could allow for the excess steam.)

In order to maintain boiler pressure, if the pressure in the steam main falls as a result of an
excessive load, a valve in the output of the superheater of each boiler can be throttled back.
An aberrant closure of this valve could lead to a potential demand on the safety systems of the
relevant boiler. As the site monitor controls this valve, a common-cause failure of the site
monitor could lead to this valve being closed and the proportional gas-control valve
simultaneously being open. This, together with the fact that the steam load may fall to zero at
any time, led to the author making the worst-case assumption that the steam main will never
be able to accept an excess of steam.
A.4

BURNER-RELATED FUNCT IONS

A.4.1.1

Low gas pressure function

A loss of mains gas pressure was judged to occur at an interval of 10 years. The rate of such
losses, multiplied by the probability of failure on demand of the gas-pressure monitoring
system gives the rate of undetected gas pressure losses, which proved to give a negligible
contribution to the rate of demands on the loss-of-flame monitoring system.
Because the main gas valves and K4 are common to both the low gas-pressure function and
the loss-of-flame function, low gas-pressure events associated with these components failing
to function are considered to lead directly to a burner explosion.
A.4.2 Loss of forced draught function
The demand rate on the loss-of-forced-draught protection system was obtained by estimating
the failure rate of the forced-draught fan and associated components. Multiplying this by the
probability of failure on demand of the protection system, allowed the frequency of
undetected loss of forced-draught events to be estimated.
Estimating the probability of leakage of the main gas valves would be difficult and uncertain.
Therefore, a worst-case assumption that they always leak slightly has been made. (This may
not be unreasonable, taking into account the long periods during which the boilers at
Installation 1 may be offline.) Following from this assumption, a coincidence of an
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undetected loss of forced draught and a failure of the vent valve to open will lead to a furnace
explosion at the following start-up of the burner. (See Section 8.1.4.)
A loss of forced draught during burner operation will lead to the production of smoke but is
unlikely to lead to an explosion, as there is no ignition source other than the burner flame
itself. If the flame goes out, there would be a demand on the loss of flame protection system.
The worst-case assumption that has been used is that an explosion will occur at the next start
up of the burner.
Because the PLC controls the forced draught fans and is also involved in the detection of
forced-draught failure, a possibility of common-cause failure exists. To allow for this
possibility, the following approach was taken:
1)

the rate of forced draught failures resulting from the PLC was calculated;

2)

the rate of forced draught failures from components excluding the PLC was calculated;

3)

the probability of failure on demand of the entire forced draught protection system was
calculated, this being the probability of failure on demand of the parts of the protection
system providing protection against the failures associated with 2, above;

4)

the probability of failure on demand of the forced draught protection system but
excluding the PLC was calculated, this being the pr obability of failure on demand of
the parts of the protection system providing protection against the failures associated
with 1, above, and

5)

the overall rate of forced draught events was calculated by multiplying the values from
4) and 1) and from 3) and 2) and then summing the results.

A.4.3 Loss of flame function
The main demand rate on the loss-of-flame monitoring system was determined from the rate
at which each burner failed to light as recorded in the monitoring log for the installation.
In the absence of a detailed knowledge of the flame detector, the following approach was
used to estimate its failure rate. Firstly, the basic sensor was considered to have the failure
rate of a generic flame sensor. The sensor is continuously tested4 by means of a motor-dr iven
vane, which periodically interrupts the radiation from the flame. In the absence of failure rate
information on the overall flame sensor, it is assumed that the safe failure fraction of the unit
is that of a normal functional test - assumed to be 99% in this analysis.
In addition to this, the PLC carries out a dark test prior to the ignition sequence, which
independently proves that the overall flame detector is not erroneously indicating the presence
of a flame. This test will provide an additional check of the overall sensor prior to each
ignition sequence, so must provide an increase in integrity. Unfortunately, it is not clear that
the coverage of the internal checks carried out by the self-checking flame sensor and that of
the prestart check are mutually independent. Therefore, it would be incorrect to assume an
additional check is carried out having a coverage of 99% as this would assume that the
coverage of the additional check applied to the 1% of faults not identified by the internal
diagnostics of the self-checking flame sensor. For example, could a “noisy” sensor defeat

4

The description refers to the flame sensor as if it is being tested continuously. It probably
relies on a dynamic signal from the flame sensor, resulting from the chopping of its view of
the flame, which is converted to a fixed ON or OFF output. From an external viewpoint, there
is no difference between these interpretations; however, the former more readily resides with
the other explanations.
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both checks? With the information available to the author, the means by which both tests
would affect the analysis would be very subjective, so a conservative approach has been
taken. This, in effect, assumes that as a result of both checks, the failure rate of the flame
sensor is reduced by a factor of 100, when compared to a non-self checking flame sensor.
This does NOT mean that either the internal diagnostics within the self-checking flame sensor
or the pre-ignition dark check is ineffective, but only that the author is reticent about
considering the two tests as if they are independent. However, it should be noted that the
failure rate of the flame sensor, and, hence, this assumption provide a significant influence on
the calculation of the probability of failure on demand of the flame detection system.
The frequency of undetected loss-of-flame incidents can be calculated by multiplying the
probability of failure on demand of the overall loss-of-flame protection system by the demand
rate.
The failures to light logged in the monitoring log were not associated with equipment failure;
therefore, the author has taken the following approach to the calculations.

-

The author has been unable to obtain failure rate information for the safety
monitor, but is aware that this device had been designed to have a very high fail
safe fraction. As the safety monitor acts in parallel with the PLC in the case of
any of the logged failures to light, the PLC and the safety monitor will be
considered to act in parallel in providing protection for the logged events. To
determine the combined rate of failure of the PLC and the safety monitor acting
in parallel, a beta factor of 0.003, this being at the bottom of the expected range
for diverse systems, has been used. This value was conservatively applied to the
failure rate of the PLC, this having the significantly higher expected rate of
failures in the dangerous direction. A low value of Beta was chosen on the basis
that the safety monitor has been designed specifically for safety-related
applications and has a high degree of diversity with the PLC.

-

There will be an underlying rate of failures to light caused by hardware failures,
which did not manifest themselves during the period sampled by the monitoring
log examined by the author. However, as one contributor to this underlying rate
could be a failure of the PLC, which has been assumed to act in parallel with the
safety monitor for the logged events, the a failure of the PLC could lead to a
common-cause failure whereby only the safety monitor was available to provide
protection. Therefore, an underlying demand rate, resulting from failures of the
PLC, for which the PLC provided no contribution to the protection system, will
be present. To estimate the worst-case rate of hazards resulting from this
underlying demand rate, a demand rate of the failure rate of the PLC was used,
but no contribution from the PLC was included for the protection system. As no
failure rate was available for the safety monitor, the worst-case assumption that it
would have the same failure rate as the PLC was used. The calculation showed
this hazard rate to be negligible compared to the overall contribution from other
failures to light. Nevertheless, this rate has been included in the calculation for
completeness.

A.5

PERSONS AT RISK

The on-site personnel will be assumed to be at risk as follows.

-

Pressure -related incidents in which no safety valve operates: The boilerman
will have a 100% risk all of the time that he is on site (8 hours per working day).
A passing site worker will be assumed to be at risk for 10% of the time.
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-

Pressure -related incidents in which a safety valve operates: The boilerman is
at 100% risk, but for only 10 minutes following his twice-daily arrivals on site.
(It is assumed that he will take this time to make a decision as to what the
problem is and to take the appropriate action to correct it.)

-

Low-water incidents : The boilerman will have a 100% risk all of the time that
he is on site (8 hours per day). A passing site worker will be assumed to be at
risk for 10% of the time.

-

Burner-related incidents : The boilerman will have a 10% risk all of the time
that he is on site (8 hours per day). This assumption is based on the probability of
him being close to any particular burner. Because burner-related events are
assumed to be contained within the boilerhouse, no passing site workers will be
at risk.

Allowance is made for weekends and holidays for both the boilerman and passing site
workers.
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Installation 1, Component failure rates
Item
Overall failure rate of a relay
Failure rate of a microswitch
Rate of failure of a relay to the energized state
Self-checking flame sensor fails to detect loss of flame
Overall failure rate of a contactor
Failure rate of Contactor K4 to the energized state
Failure rate of a contactor to the energized state
Failure rate of a contactor to the de-energized state
Pressure switch - failure to operate on demand
Pressure sensor - critical failure
Rate of (pump/blower) motor failures
Rate of ignition electrode failures
Failure rate of mains gas supply
Proportional gas valve
Process-control valve - failure to close (includes actuator)
Main gas valves
Failure of single gas valve to close (includes actuator)
Gas valves: two solenoid valves controlling two process valves - failure to close
Probability of both gas valves failing to close when required
Single solenoid valve, probability of failure to open (de-energize)
Safety valves
Failure of a single safety valve to open fully at the relieving pressure
Factor to allow for boiler withstand pressure being > 150% of set pressure
Overall rate of failure rate of one out of three safety-valves at 150% of set pressure
General periods for test intervals
Twice daily
One day
One week
One month
Four months
One year
Lifetime of boiler control systems (I.e., refurbishment interval [7 years])
Test coverages
Diagnostic coverage of a manual or automatic functional test
Diagnostic coverage of push-button test for low water
Assumed fail-safe fraction of all computer-based controllers
Diagnostic coverage of a functional test of a dual redundant system
Computer-based systems
General PLC or computer system
Monitoring computer system - assumes diagnostic coverage of 60%
Probability of failure on demand of monitoring computer system
Burner-control PLC - assumes 60% diagnostic coverage
Probability of failure on demand of burner control PLC - assumes 4-monthly test
Failure rate of a single PLC output to the ON state
Failure-to-danger rate of safety monitor
Rates determined from monitoring log
Low water level demand rate
High water level demand rate
Rate of failure of burner to light per burner
Miscellaneous
Days worked by a person per year
Average time that boilerman is on site per day - two 4-hour visits
Fraction of time that boilerman will be at risk from burner explosions whilst on-site
Number of persons at risk outside boilerhouse
Fraction of time that boilers are offline (in Mode 1)

Value
0.28
0.32
0.03
0.075
2.45
0.22
0.22
2.23
0.98
1.31
5
9.51
11.42

Unit
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours

Comments
DJS
DJS

6
7.6 /10 hours

OREDA-97

6
7.60 /10 hours
6
0.23 /10 hours
8.50E-06
5.81E-05

Judgement
DJS
DJS
DJS
DJS
OREDA-97
OREDA-97
DJS
Judgement - 1 in 12 years
Judgement - 1 in 10 years

Beta factor of 0.03 (PER BURNER)
(PER BURNER)

8.97 /10 6 hours Reference 5
0.36
Reference 9
6
9.73 /10 hours
12
24
168
730.5
2922
8766
61362

hours
hours
hours
hours
hours
hours
hours

Burner maintanance period
Annual maintenance
Not actually used - all systems have a defined proof test

0.99
0.9
0.6
0.495

Judgement
Judgement

39.59
6
15.84 /10 hours
0.012
6
15.84 /10 hours
0.023
6
0.5 /10 hours
1.58

OREDA-97

6
338.00 /10 hours
6
158.00 /10 hours
6
203.00 /10 hours

230 days
8 hours
0.1
0.1
60 %
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Twice daily visits and manual tests

Judgement
Determined from maintenance data
Determined from maintenance data
Determined from maintenance data

Judgement of the site operator

Installation 1: Failure-to-danger rates for water-level sensors

Device
HWA2
LWA1
CP1
HWA1

Start year
1985
1992
1985
1985

Units sold
Number of failures
total
per year Unit-years of use Unit-hours of use
(estimated)
7,233
452
41,139
360,622,201
50
37,991
4221
177,292
1,554,140,434
0.5
21,193
1325
120,537
1,056,628,073
50
14,680
918
83,495
731,917,414
50

Assumed lifetime per unit
Working hours per year
Year data was supplied

Failure rate
per 106 hrs
per hr
1.39E-07
0.1386
3.22E-10
0.0003
4.73E-08
0.0473
6.83E-08
0.0683

7 (years)
8,766
2001

Note
If it were necessary to determine the failure rates with a 70% confidence limit, the failure rate associated with the LWA1 would be:
Failure rate
Number of failures
per 106 hrs
(estimated)
per hr
1.2
7.72E-10
0.0008
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Installation 1: Low-water

Measured low-water-level demand rate

Protection subsystems
Probe SP1 and test switches
Amplifier LWA1
K8/K9
Burner PLC/Safety monitor
Overall failure rate: Protection subsystems
K4
Overall failure rate of low-water level protection system
Overall probability of failure on demand of above systems
Probability of failure on demand of gas valves
Overall PFD of low water protection
Rate of low-water events
Mean time between low-water events

Failure rate
(/106 hours)
338.00
Component
0
0.0003
0.22
15.84

0.22
0.29

0.0118

Beta
factor

Failure rate
(/106 hours)
Component
pair

0.03
0.1
0.003

Understood to be monitored by the LWA1. Failure to danger rate assumed to be insignificant.
0.00 Beta bottom of range for identical systems
0.02 Beta middle of range for identical systems
0.05 Beta bottom of range for diverse systems
0.07

¬
1.80E-05 Daily push-button test (90% coverage), weekly evaporation test (99%) and annual proof test (100%)
1.70E-05 PER BOILER, i.e., two gas valve trains
3.50E-05
1.04E-04 per year per boiler
9633 years
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Installation 1: Pressure
Component
Proportional control system: Rate of two burners failing to a high output
Pressure transmitters B1 and B8: failure of both
Site monitor computer
Proportional controllers: failure of both (Rate assumed to be that of a PLC)
Servo-operated gas valves: failure of both
Rate of two burners failing to high output
Proportional control system: Rate of one (either) burner failing to a high output
Proportional controllers: failure of one
Servo-operated gas valves: failure of one
Rate of either burner failing to high output
Protection system: Rate of failure to valve-open state either/both burners
Pressure switch PS1
Burner control PLC
Failure rate of K4 to dangerous (energized) state
Failure rate of gas valves for either burner to open state
Rate of protection system failing to valve-open state either/both burners
Protection system: PFD - valve-open state, both burners
Pressure switch PS1
Burner control PLC
Failure rate of K4 to dangerous (energized) state
Overall failure rate
Probability of failure on demand of above assuming twice-daily test
Probability of failure on demand of gas valves for both burners
PFD of Protection System - both burners

Failure rate
(106hrs)

PFD

0.13
15.84
1.58
0.76
18.31

Beta factor of 0.1
Beta factor of 0.1
Beta factor of 0.1

15.84
7.60
46.872

Twice rate for one burner

0.98
15.84
0.22
0.46
17.49

Either valve train but not necessarily both
Some failure modes include both burners

0.98
15.84
0.22
17.04
0.0003501
0.0000009 Beta factor of 0.1
3.51E-04
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Protection system 1: PFD - valve-open state, ONLY one specific burner
Probability of failure on demand of gas valves for one burner
PFD of Protection System 1 - one specific burner
PFD of Protection System 1 - one specific burner or both

8.50E-06
8.50E-06
3.59E-04

Protection system 1: PFD - valve-open state, ONLY one, but either, burner
Probability of failure on demand of gas valves for one burner
PFD of Protection System 1 - either burner (but not both)
PFD of Protection System 1 - either burner (or both)

8.50E-06
1.70E-05
3.67E-04

Safety valves: failure rate: concurrent failure of all three valves
Probability of failure on demand: concurrent failure of all three valves

0.10

Safety valves: concurrent failure rate of any two valves
Probability of failure on demand: concurrent failure of any two valves

0.32

Safety valves: failure rate of any one valve of the three
Probability of failure on demand: failure of any one valve of three

9.73

Bata factor of 0.03 - because valve on superheater separated from others
0.00043
Bata factor of 0.1
0.00142

0.04265

Aberrant turn on of boiler on standby
Site monitor computer giving aberrant "Boiler Enable" output
Contactor K11 (boiler enable) failing to energized state
Overall rate of aberrant boiler turn-on events

15.84
0.22
16.06

Assumes failure internal and not associated with data transmission
Cannot cause spurious start-up, but can cause failure to turn off. Assume failure at any time will lead to eventual failure to turn off.

Steam main - failure to accept excessive amount of steam
Overall probability of failure of steam main to accept excessive steam

1.00 Worst possible assumption

Event rate calculations for each boiler treated individually
Rate of failure whilst operating in Mode 1
Rate of aberrant boiler start-ups

16.06

Installation 1: Pressure (cont)
Fraction of time that boiler operates in Mode 1
Rate of aberrant boiler start-ups whilst operating in Mode 1
Case 1: <17% burner output
PFD of Protection System (used as control) for any one, or both, burners
PFD: all three safety valves
Event rate for Case 1 (<17% output)
Hazard rate (Mode 1 Case 1)
Case 2
Failure rate of proportional control system: any one burner
PFD of protection system for same burner (or both)
PFD: any two safety valves
Event rate for Mode 1, Case 2
Hazard rate (Mode 1 Case 2)
Case 3
Failure rate of proportional control system: both burners
PFD of protection system for either burner (but not both)
PFD: any two safety valves
Event rate for Mode 1, Case 3
Hazard rate (Mode 1 Case 3)

60 %
9.63

0.000367
0.000427
1.51E-06
1.51E-06

46.87

0.000281
0.000359
0.001422

1.38E-09
1.38E-09

18.31

0.000110
0.000017
0.001422

2.56E-11
2.56E-11

Case 4
Failure rate of proportional control system: both burners
PFD of protection system for both burners
PFD: any one safety valve
Event rate for Mode 1, Case 4
Hazard rate (Mode 1 Case 4)

1.58E-08
1.58E-08

Pressure-related hazard rate whilst operating in standby mode (Mode 1)

1.53E-06

18.31

0.000110
0.000351
0.042653
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Rate of failure whilst operating in Mode 2
Fraction of time that boiler is operating in Mode 2
Case 2
Failure rate of proportional control system: any one burner
PFD of protection system for same burner (or both)
PFD: any two safety valves
Event rate for Mode 2, Case 2
Hazard rate for (Mode 2, Case 2)
Case 3
Failure rate of proportional control system: both burners
PFD of protection system for either burner (but not both)
PFD: any two safety valves
Event rate for Mode 2, Case 3
Hazard rate for (Mode 2, Case 3)

40 %

18.75
0.000359
0.001422
9.56E-06
9.56E-06

7.32
0.000017
0.001422
1.77E-07
1.77E-07

Case 4
Failure rate of proportional control system: both burners
PFD of protection system for both burners
PFD: any one safety valve
Event rate for Mode 2, Case 4
Hazard rate for (Mode 2, Case 4)

1.10E-04
1.10E-04

Pressure-related hazard rate whilst operating in on-line (Mode 2)

1.19E-04

7.32
0.000351
0.042653

Overall pressure-related hazard rate

1.21E-04

Overall hazard rate: no safety valve operates

1.51E-06

Overall hazard rate: at least one safety valve operates

1.19E-04

Installation 1: Burner-related
Loss of gas supply
Frequency of loss of gas supply (demand rate)

Rate
(/106 hours)
11.42

Loss-of-gas protection system
Failure rate of gas pressure switch
Failure rate of burner PLC
Probability of failure on demand of above two components
Probability of failure on demand of K4
Probability of failure on demand of main gas valves
Overall probability of failure on demand of protection system
Frequency of low gas pressure events
Rate resulting from gas valve or K4 failure

0.98
15.84
0.02
4.53E-06
8.50E-06
0.02
0.28
1.49E-04

Fraction caused by gas valve or K4 failure=
5.30E-04
Assumed to be a demand on the flame detection system
Assumed to lead directly to explosions

Loss of flame

A17

Failure of burner to light - from maintenance records
Undetected low gas pressure event (Loss of gas)
Overall rate of flame failure (demand rate on loss-of-flame protection system)

203.00
0.28
203.28

per BURNER
Can effectively ignore. But note common-cause elements

Loss-of-flame protection system
Burner flame sensor
Safety monitor and PLC acting in parallel (Beta of 0.003 applied to PLC rate)
Probability of failure on demand of K4
Probability of main gas valves failing to close when required
Overall probability of failure on demand of protection system

0.08
0.05

Frequency of concurrent failures of the PLC and SAM
Frequency of failure to shut off gas on loss of flame

0.00
0.04

Loss of forced draught
Failure rate of forced draught motor
Failure rate of star-delta contactors
Failure rate of K1
Demand rate on loss-of-forced draught protection system due to above (A - see note)

5.00
4.68
2.23
11.91

Failure rate of PLC leading to forced draught failure
Demand rate on loss-of-forced draught protection system due to PLC (B - see note)

15.84
15.84

Loss of forced draught-protection system

1.10E-04 Self-checking flame detector
6.94E-05
4.53E-06
8.50E-06
1.92E-04
See Appendix A

Forced-draught air switch
Probability of failure on demand of forced-draught air switch
Failure-to-danger rate of safety monitor and PLC operating in parallel
Probability of failure on demand of forced-draught protection system (C - see note)
Forced-draught air switch
Probability of failure on demand of forced-draught air switch
Failure-to-danger rate of safety monitor operating alone
Probability of failure on demand of forced-draught protection system (D - see note)
Overall rate of undetected forced-draught failures

0.98
0.05

0.98
1.58

Overall frequency of burner-related incidents
Frequency of burner-related incidents
Time between burner-related incidents

1.43E-03
2.31E-03
3.75E-03

0.08

Probability of one vent valve failing to open (for either pilotor main valves)
Rate of burner explosions at ignition

1.43E-03
6.94E-05
1.50E-03

1.16E-04
8.97E-06
0.08

Per boiler (all above are per burner)
6.87E-04 /year
1455 years
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Note
Because the PLC controls the FD fan and also forms part of the FD protection system, there is the potential for a failure
of the PLC to cause a common-cause failure. To allow for this, it is assumed that all PLC failures will lead to common-cause
failures. Therefore, FD failures not caused by the PLC (A) are protected against by the entire FD protection system (C).
However, FD failures caused by the PLC (B) are protected against by the FD protection system without a contribution from
the PLC (D).

Installation 1: Overall risk

Rate of shell failures due to over-pressure - no safety valve operates
Rate of shell failures due to over-pressure - at least 1 safety valve operates
Rate of low-water-level incidents
Rate of burner-related incidents (per boiler)
Overall rate per boiler
Overall incident rate for the installation

Event rate
(/106 hours)
0.0000
0.0001
0.0118
0.0784
0.0903

Boilerman
Fractional time Death rate
at risk
(/106 hours)
0.333
0.0000
0.014
0.0000
0.333
0.0039
0.033
0.0026
0.0066

0.2710
0.0024 per year
421 years/incident

0.0197
1.7E-04
5795

Other workers
Fractional time Death rate
at risk
(/106 hours)
0.100
0.0000
0.068
0.0000
0.100
0.0012
0.000
0.0000
0.0012

per year
years/death

1.1E-04 per year

Allow for weekends and annual holidays

Intolerable for a member of the public

Overall societal risk (to on-site workers)
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Note
1) The uncertainty in the above figures would not justify more than one significant figure. Four significant figures
are shown only for information and do not imply an accuracy greater than one significant figure.
2) Numbers shown as zero are not identically equal to zero. But are less than the smallest number allowed
by the number format.

1.3E-04 deaths per year

0.0036
3.1E-05
31887

per year
years/death

2.0E-05 per year
Tolerable region - weigh risk against cost
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Appendix B
Quantitative Analysis of Installation 2

B1

Quantitative Analysis of Installation 2
B.1

INTRODUCTION

This Appendix describes the calculations carried out in the spreadsheet for the analysis of
Installation 2. The spreadsheet contains a number of sheets:

-

Component failure rates: This contains the raw data (failure rate data for the
components, test intervals, etc.) used in the analysis: Details are given in the
main report;

-

Water-level sensors : This contains the data supplied by the manufacture of the
water-level sensors and estimates the failure rate for these devices;

-

Low-water: The calculation of the low-water event rate;

-

Pressure : The calculation of the event rate due to excessive boiler pressure;

-

Burner: The calculation of the rate due of burner-related events, and

-

Overall risk: The calculation of the on-site and off-site risks for the installation.

The analysis assumes that the routine maintenance carried out on the installation follows the
procedures detailed in the maintenance log for the installation. This includes tests, and where
necessary repairs, carried out daily, weekly, three monthly, six-monthly and annually.
B.2

WATER-LEVEL CONTROL FUNCTION: LOW WATER LEVEL

The rate of demands on the low-water protection systems on Installation 2 has been calculated
from monitoring data obtained from that site. Therefore, the quantitative analysis will
consider only the probability of failure on demand of the low-water protection system.
The function of the low-water protection system is to shut-down the burner when a low water
level is detected so that heated surfaces in the boiler, intended to be covered in water, are not
damaged, as such damage could lead to a possible rupture of the surface.
Figure 5 of the main report shows a schematic of the protection system, where it will be seen
that it consists of two subsystems (SP1 to Relay R7 and SP1 to Relay R8) providing inputs to
the burner controller, which, in turn, controls both of the main gas valves for the burner.
A fault tree for the low-water protections system is shown at Figure B1.
The rate of demands on the low-water alarms was determined from the monitoring log for the
site as is described in the main report.
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Low-water event

Low-water
level
demand
Low water
alarm L1 fails

Low water
alarm L2 fails

Burner
controller fails
to close gas
valves
Both main
gas valves
fail to close

Low-water
amplifier fails

Low-water
probe fails

Relay R8
fails to de
energize

Low-water
probe fails

Relay R7
fails to de
energize

Low-water
amplifier fails

Figure B1: Fault tree for low-water-related failures
The failure rate of each of the low-water alarm systems was obtained by summing the failure
rate of their components. The combined rate of the two alarm systems was then calculated
usin g a β-factor model, assuming a β-factor of 0.1 – the middle of the range for identical
systems in Reference 13.
The power to the main gas valves is controlled by R7 (before the signal passes through the
burner controller). Therefore, a failure of the burner controller is unlikely to cause the gas
valves to remain energized, so the burner controller has been assumed to have a failure rate of
zero1 by this route. The worst-case route through the burner controller is from Relay R8,
which requires the de-energization of a single relay. Therefore, in this case, the failure rate of
the burner controller has been assumed to be that of a single relay. For convenience, this has
been conservatively included as a component in both low-water alarm systems before the βfactor calculation was applied.
The probability of failure on demand (based on a daily test with a coverage of 90%, a weekly
test with a coverage of 99% and an annual proof test with a coverage of 100%) was then
calculated. Multiplying this by the demand rate gave the overall low-water event rate.

1

It would be possible for a short circuit to occur to another powered conductor within the
controller; however, the rate of such occurrences will be very small in comparison with the
rate of other causes of failure so will have a negligible contribution to the overall risk.
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B.3

PRESSURE-CONTROL FUNCTION

The author observed during his visit that there were four pressure sensors/switches attached to
each boiler at Installation 2; however, he noted that all four were connected to the boiler by
means of a single small-diameter pipe several metres in length. The probability of this pipe
becoming blocked would be difficult to take into account in a quantitative analysis, so has not
been; however, the use of a single pipe provides a relatively simple, and foreseeable, means
by which a common-cause failure could affect all four sensors.
At the time of the author’s visit (April 2001), one boiler was in operation, with the others on
stand-by. The boiler in use was running at about 90% of capacity. Therefore, although the
steam load for the hospital would not vary quickly, a second boiler would need to be brought
on-line if the load increased only slightly.
As there must always be heating at the hospital, it will be assumed that the normal overall
steam load will be about 90% of the capacity of one boiler. Therefore, one boiler will always
have a high steam load; however, the steam load of the remaining two boilers will be at
<17% 2 (i.e., off) as these will be on hot stand-by unless undergoing maintenance. (The steam
load would have to increase by 30% above the level observed by the author before the output
of a second boiler would be required to exceed 17% of its capacity.)
The analysis assumes that:

-

if the proportional control system fails dangerous ly at any time, this will lead to a
demand on Protection System 1, whose subsequent failure will lead to a demand
on both safety valves. This mode of failure has the potential to apply to any (or
all) of the three boilers at any time, and

-

if Protection System 1 fails to a dangerous state whilst a boiler is on a steam load
of less than 17%, this will lead to a demand on only one of the two safety valves,
as the boiler will be throttled back to <17% of full output. This mode of failure
has the potential to apply to only 2 of the boilers at any time because of the
hospital’s continual steam requirement.

2

As for Installation 1, the proportional valve has a 1:6 control range. Therefore, below about
17% of full output, the boiler pressure limit switch will control pressure.
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Pressure failure of
boiler shell

Case 1
<17% steam load

Steam load
<17%

Both
safety valves
fail

Protection
system fails

Case 2
any steam load

Proportional
failure

Protection
system fails

Either safety
valve fails

Steam load
>17%

Figure B.2: Fault tree for pressure -related failures
B.4

BURNER-RELATED FUNCT IONS

B.4.1.1

Low-gas-pressure function

There are two pressure switches detecting low gas pressure: one on the inlet to the gas booster
and one on the outlet.
The contacts of the former, on detection of low pressure, open, causing Rela y 41 to de
energize. Normally open contacts of this relay are used to maintain a three-second timer relay
energized. Three seconds after Relay 41 de-energizes, the timer relay de-energizes. A
normally closed contact of the timer relay controls the lockout relay, which, on de
energization, removes the power from the burner controller. This ensures that power does not
reach the main gas valves.
The failure rate of the protection system was obtained by summing the failure rates of the
various components. The probability of failure on demand was then determined and, together
with the frequency of gas supply failures, used to determine the incident rate caused by low
inlet-gas pressure.
The second pressure switch, which monitors the output pressure of the gas booster operates as
follows. The contacts of a pressure switch are maintained in the closed position by the gas
pressure. If the pressure falls, these open and de-energize Relay 34, a contact of which will
de-energize Relay 2. A normally open contact of the latter applies a signal to Input 8 of the
burner controller causing it to shut down.
The failure rate of the protection system was obtained by summing the failure rates of the
various components. In the case of the burner controller, it was observed that an input signal
was applied to the controller when low gas-boost pressure was detected. This caused a
synchronous motor to start. As the motor would be proven to operate at each start-up of the
burner, and the burner is manually started once per day, a proof test interval of 24 hours was
used in determining its probability of failure on demand.
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The exact mechanism by which a failure of the gas supply can lead to a burner explosion is
not clear – in most cases, one would expect the flame to extinguish if the gas valves remain
open. It was decided that the overall rate of low gas-pressure incidents would be considered to
be a contribution to the demand rate for the flame detection system.
This causes a problem in that the two systems are not independent, i.e., both shutdown the
burner using the same gas valves, leading to a common-cause element. To simplify the
calculations, that fraction of the undetected gas supply-failure events (about 0.15%) resulting
from the gas valves failing to close were considered to lead directly to burner explosions. This
is a worst-case assumption but the contribution to the overall burner explosion rate appears to
be small.
B.4.2 Loss-of-forced-draught function
The demand rate on the loss of forced draught protection function was determined from the
sum of the failure rates of the forced draught fan motor and the components controlling it.
Contributions to the failure rate of the protection system were considered to arise from
failures of the forced-draught pressure switch, the burner controller, the main gas valves, and
the pilot valves. However, as the power to the gas valves actually flows through the pressure
switch, the failure rate of the burner controller was considered to be zero.
An undetected forced-draught failure can occur at any time; however, the consequences
depend on when it occurs. The author has been advised that a loss of forced draught during
boiler operation will lead to a smokey flame, but is unlikely to lead to an explosion, as the
only ignition source would be the fla me, itself. However, if the loss of forced draught is
undetected at the next pre-ignition sequence, an explosion may occur if leakage occurs at the
main or pilot gas valves. The author has made a worst-case assumption that these valves will
leak so, in the absence of forced draught, there will be gas in the furnace if the vent valve fails
to open.
B.4.3 Loss-of-flame function
The demand rate on the loss-of-flame protection system was taken to be the frequency at
which the boilers failed to light, taken from the monitoring log for the site. To this has been
added the rate of undetected low gas-pressure events.
The failure rate of a self-checking flame sensor was not available. Instead, it was assumed
that the checking function will detect 99% of all failures, as for a manual test.
The probability of failure on demand of the protection system was then used to calculate the
rate of undetected failures to light the burner.
It is conceded that the majority of demands on the flame detection system will occur at, or
around ignition and that the output of the flame sensor will be checked by the burner
controller to ensure that there is no flame prior to ignition. However, as it is not clear what
improvement in the calculated integrity will be obtained by the dark check, the worst-case
assumption that this will not lead to a significant increase has been made. Therefore, for the
purpose of these calculations, the prestart check carried out by the burner controller has not
been taken into account in the calculations.
B.5

PERSONS AT RISK

It will be assumed that the individual risk associated with those on site will be as follows.
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-

Overpressure and low-water incidents : The boilerman will be at risk from
overpressure and low water incidents for 100% of the time that he will be on site
(i.e., 4 hours per day). As a footpath to the hospital passes the boiler house, a
pedestrian will be considered to be at risk for 20 hours a day.

-

Burner-related incidents : The boilerman will be at risk for 20% of the time that
he is on site, i.e., 20% of 4 hours. Burner-related explosions will be contained
within the boilerhouse, so passers-by will not be subject to any risk.

Allowance has been made for only the boilerman not being at risk at weekends and holidays.
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Installation 2: Component failure rates
Item
Overall failure rate of a relay
Rate of failure of a relay to the energized state
Failure rate of a relay to the de-energized state
Overall failure rate of a contactor
Failure rate of a contactor to the energized state
Failure rate of a contactor to the de-energized state
Pressure switch - failure to operate on demand
Pressure sensor - critical failure
Self-checking flame sensor fails to detect loss of flame
Failure rate of mains gas supply
Failure rate of burner controller for loss-of-flame input (Relay HR1, Lockout Relay BR, Contact X1)
Failure-to-danger rate of Landis & Gyr 1-11 burner controller (input via Terminal 1)
Failure-to-danger rate of Landis & Gyr 1-11 burner controller (output of AR3 driving FD fan)
Failure-to-danger rate of Landis & Gyr 1-11 burner controller (input via Terminal 4)
Failure rate of a motor (fan or small synchronous)
Failure rate of a motor starter
Failure rate of push-button switch to closed state
Failure rate of motor overload circuit breaker
Safety valves
Failure of safety valve to open fully at the relieving pressure
Factor to allow for boiler withstand pressure being > 150% of set pressure
Overall rate of failures of single safety-valve at 150% of set pressure
Proportional gas valve
Failure of process-control valve to close - includes actuator
Main solenoid-operated gas valves
Gas valves: two process valves in series - failure to close
Probability of both gas valves failing to close when required
Probability of vent valve failure
Single solenoid valve, probability of failure to open
Demand rates determined from monitoring log
Low water level demand rate
High water level demand rate
Failure of burner to light
Test intervals
One day
One week
One month
6 months
One year
Lifetime of boiler systems (I.e., period between refurbisments [7 years])
Test coverages
Coverage of a manual test, e.g., burner off at low water
Coverage of push button test for low water
Coverage of functional test of a dual-redundant system
Computer system
Computer system, Lower end of "critical failure", OREDA-97
Assumed diagnostic coverage/fail-safe fraction of all computer-based controllers
Monitoring computer system
Miscellaneous
Number of days worked per year by the boilerman
Time that boilerman is present each day (one visit per day)
Fraction of time that boilerman (when present) is at risk from burner-related explosions
Number of persons at risk outside boilerhouse

Value
0.28
0.03
0.26
2.45
0.22
2.23
0.98
1.31
0.075
11.42
0.076
0.00
0.26
0.00
5
6.32
0.2
0.87

Unit
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours

Comments
DJS
DJS
DJS
DJS
DJS
DJS
OREDA-97
OREDA-97
Judgement - as for a flame detector but assume 99% fail-safe fraction
Judgement - 1 in 10 years compared to probability of 1e-2 from RSA
Assumed to be failure to de-energize of 3 relays

DJS
DJS
DJS
DJS

6

8.97 /10 hours Reference 5
0.36
Reference 9
6
3.24 /10 hours
6

OREDA-97

6

Beta factor of 0.03

7.60 /10 hours
0.23 /10 hours
1.27E-05
6

0.0002 /10 hours
6

128 /10 hours
6
204 /10 hours
6
383 /10 hours
24
168
730.5
4383
8766
61362

hours
hours
hours
hours
hours
hours

0.99
0.9
0.495

Burner maintenance
Annual maintenance

Judgement.
Judgement.

6

39.59 /10 hours
0.6
6
15.84 /10 hours
230 days
4 hours
0.2
0.83 persons
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Determined from maintenance data
Determined from maintenance data
Determined from maintenance data

OREDA-97
Judgement
OREDA-97

Installation 2: Failure-to-danger rates for water-level sensors
Number of failures
Units Sold
total
per year Unit-years of use Unit-hours of use
(estimated)
Device
Start year
HWA2
1985
7,233
452
41,139
360,622,201
50
LWA1
1992
37,991
4221
177,292
1,554,140,434
0.5
CP1
1985
21,193
1325
120,537
1,056,628,073
50
HWA1
1985
14,680
918
83,495
731,917,414
50
Assumed lifetime per Unit
Working hours per year
Year data supplied

Failure rate
per hr
per 106 hrs
1.39E-07
0.1386
3.22E-10
0.0003
4.73E-08
0.0473
6.83E-08
0.0683

7 (years)
8,766
2001

Note
If it were necessary to determine a failure rate with a 70% confidence limit, the failure rate associated with the LWA1 would be:
Number of failures
Failure rate
(estimated)
per hr
per 106 hrs
1.2
7.72E-10
0.0008
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Installation 2: Low-water
Low water level demand rate

Failure rate
(/106 hours)
128.00

Protection subsystem 1
Level probe SP1
Amplifier LWA1
R8
Burner controller
Overall failure rate: Protection subsystem system 1

0
0.0003
0.03
0.03
0.05

Overall failure rate of both low-water protection systems
Probability of failure on demand of both protection systems
Probability of failure of both gas valves to close on demand
Overall PFD of low water protection system

0.0051

Rate of low-water events
Mean time between low-water events

0.0017

Judgement: Understood to be monitored by LWA1 so dangerous failure rate negligible
Relay: failure to energized state
As for a single de-energize-to-trip relay

3.19E-07
1.27E-05
1.30E-05

1.46E-05 per year
68448 years
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Installation 2: Pressure
Component

Failure rate
(/106 hours)

Proportional pressure control system
Pressure transmitters (shell and header)
Monitoring computer system
Proportional valve controller
Servo-operated gas valve
Failure rate of proportional control system

0.13
15.84
15.84
7.60
39.40

A beta factor of 0.1 used

Protection system 1: Pressure switch
Boiler excess-pressure limit switch
Relay R25
The above two components in parallel with the boiler-pressure limit switch
Burner controller
Sum of above two failure rates **
Probability of failure on demand of above items
Probability of failure on demand of main gas valves
Overall probability of failure on demand of protection system 1

0.98
0.03
0.10
0.00
0.10

Sum of failure rates (See **)
Failure rate of gas valves
Overall failure rate of Protection system 1

0.10
0.23
0.33

A beta factor of 0.1 used

3.86E-05

Assumes a monthly test and a 6-monthly service/proof check

1.27E-05
5.13E-05

Protection System 2: safety valves
Rate of failure of either of 2 safety valves to open at boiler withstand pressure
Probability of failure on demand of safety valves - failure of either valve

6.49

Rate of failure of both safety valves to open at boiler withstand pressure
Probability of failure on demand of safety valves - failure of both valves

0.32

0.028

A beta factor of 0.1 used
1.42E-03

Frequency of over-pressure events: proportional control failure
Failure rate of proportional control system
Probability of failure on demand of protection system 1
Probability of failure on demand of safety valves - failure of one valve
Event rate per boiler (any boiler)
Event rate for any one of the three boilers

39.40
5.13E-05
0.028
0.000057
0.000172

Frequency of over-pressure events: boiler steam load <17% of full output or on stand-by
Failure rate of Protection system 1
Probability of failure on demand of safety valves - failure of both valves
Event rate per boiler on standby
Event rate for one of 2 boilers on standby
Overall rate of pressure-related failures FOR THE INSTALATION
Mean time between high-pressure hazards per installation
Overall rate of pressure-related failures: mean rate per boiler
Mean time between high-pressure hazards per boiler

0.33
1.42E-03
0.00047
0.00093
0.0011
0.0004
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9.70E-06
103093
3.23E-06
309278

per year
years
per year
years

Installation 2: Burner
Loss of gas supply
Frequency of loss of gas supply (demand rate)
Loss-of-gas protection system
Failure rate of inlet-gas pressure switch
Relay R41
Timer Relay TDR3
Lockout Relay R1
Sum of failure rates of above components
Overall probability of failure on demand of above components
Probability of both gas valves failing to close on demand
Overall PFD of inlet gas pressure monitoring system

Frequency of low inlet-gas pressure incidents

Rate
(/106 hours)
11.42

0.98
0.03
0.03
0.03
1.06
2.32E-03
1.27E-05
2.33E-03

0.03

Loss of gas pressure
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Failure rate of gas booster motor
Failure rate of gas booster starter
Rate of demands on gas-boost pressure switch
Failure rate of gas-pressure switch
Failure rate of Relay R34 to energized state
Failure rate of R2 to energized state
Failure rate of R5 to energized state
Sum of failure rates of above components
Overall probability of failure on demand of above components
PFD of Input 18 of burner controller (assumed to be synchronous motor)
Probability of both gas valves failing to close on demand
Overall PFD of inlet gas pressure monitoring system
Fraction of PFD caused by gas valve failure
Fraction of PFD not caused by gas valve failure
Overall frequency of low gas-booster pressure incidents
Frequency of low gas pressure incidents not resulting from gas valve failure
Frequency of low gas pressure incidents resulting from gas valve failure

5
6.32
11.32
0.98
0.03
0.03
0.03
1.06
2.32E-03
6.00E-05
1.27E-05
2.39E-03
5.32E-03
9.95E-01
0.03
0.05
2.84E-04

Assumed to add to demand rate for the flame detection system
Assumed to lead to an incident

Installation 2: Burner (cont)
Loss of flame
Failure of burner to light per burner - from maintenance records
Rate of undetected low gas pressure events
Overall rate of ignition failure (demand rate)

383.00
0.05
383.05

Loss-of-flame protection system
Burner flame detector
Failure rate of burner controller - Input 14
Total failure rate of above components
Probability of failure on demand of above components
Probability of failure on demand of both gas valves to open state
Overall probability of failure on demand of protection system

Rate of undetected failures of burner to light
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Loss of forced draught
Failure rate of fan motor
Failure rate of motor-overload circuit breaker
Failure rate of motor starter
Failure rate of relay R6
Failure rate of burner controller
Overall forced draught failure rate
Forced-draught monitoring
Forced-draught pressure switch
Burner controller (Input 4)
Probaility of failure on demand of forced-draught monitoring system
Rate of undetected failures of forced draught
Rate of undetected failures of forced draught occuring during purge

0.075
0.076
0.151
3.32E-04
1.27E-05
3.44E-04

Overall frequency of burner-related incidents (Per boiler)
Frequency of burner-related incidents
Time between burner-related incidents

Assumed to lead to an incident

0.13

5.00
0.87
6.32
0.03
0.26
12.47

0.98
0.00
3.31E-05
4.13E-04
4.13E-04

Probability of vent valve failing to open at any specific time
Explosion rate, i.e., vent closed and undetected forced draught failure

Self-checking flame detector

1.58E-04
6.51E-08

Assumed to lead to an incident

0.132
1.16E-03 /year
863 years

Installation 2: Overall risk

Rate of shell failures due to over-pressure
Rate of low-water-level incidents
Rate of burner-related incidents
Overall incident rate per boiler
Overall incident rate for the installation

Boilerman
Fractional time Death rate
(/106 hours)
at risk
0.167
0.00006
0.167
0.00028
0.033
0.00441
0.00475

Event rate
6
(/10 hours)
0.0004
0.0017
0.1322
0.1343
0.4028
0.0035
283

per year
years/incident

Allow for boilerman not being at risk during weekends and holidays:

Public
Fractional time Death rate
(/106 hours)
at risk
0.833
0.00031
0.833
0.00139
0.000
0.00000
0.00170

0.01424
1.25E-04
8011

per year
years/death

7.9E-05

per year

Tolerable region - weigh risk against cost

Overall societal risk

1.2E-04

deaths per year

B14
Note
The uncertainty in the above figures would not justify more than one significant figure. Four significant figures
are shown only for information and do not imply an accuracy greater than one significant figure.

0.00509
4.46E-05
22418

per year
years/death

4.5E-05

per year

Tolerable region - weigh risk against cost

Appendix C
Quantitative Analysis of Installation 3
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Quantitative Analysis of Installation 3
C.1

INTRODUCTION

This Appendix describes the calculations carried out in the spreadsheet for the analysis of
Installation 3. The spreadsheet contains a number of sheets:

-

Component failure rates: This contains the raw data (failure rate data for the
components, test intervals, etc.) used in the analysis;

-

Low-water demand rate: The calculation for the demand rate on the low-water
protection system;

-

Low-water: The calculation of the low-water event rate;

-

Pressure : The calculation of the event rate due to excessive boiler pressure;

-

Burner: The calculation of the rate due of burner-related events, and

-

Overall risk: The calculation of the on-site and off-site risks for the installation.

The analysis assumes that the routine maintenance carried out on the installation follows the
procedures recommended in the boiler manual that was supplied by its manufacturer. Changes
from this level of maintenance (e.g., failure to carry out a daily test to verify that the boiler
shuts down when a low-water alarm occurs, or the safety-valve being given a simple
functional test instead of a full examination) will affect the estimate of the overall risk.
C.1.1 Water-level control function: Low water level
Figure 8 of the main report shows a schematic of the control and protection systems for the
level of water within the boiler. It will be seen that the pump is controlled by Contactor PC,
which is itself controlled by Relay PL1. Relay PL1 monit ors the water level in the boiler by
means of two probes. The following events may lead to a low water level.

-

Failure of the feedwater pump.

-

Contactor PC fails to the de-energized state.

-

Relay PL1 fails to the energized state.

-

The pump-interrupt switch, used to allow the low-water protection system to be
tested, fails to an open-circuit state.

-

A short circuit between the pump-on level probe and the boiler shell.

-

A boiler leak large enough to overcome the feedwater pump.

-

A loss of mains water pressure.

The sum of the rates at which these events occur gives the rate of demands on the protection
system caused by control failures.
The low-water protection system operates via two passive water-level probes each of which
operates a relay (Relays LW1 and LW2. The coil of Relay R2 is in parallel with the coil of
LW2, but note that LW2 provides a latching contact for both relays.). See Figure C1 for a
fault tree for this system. A beta factor of 0.1 is used for the redundant parts of the system
(level probes and relays LW1/LW2), together with a test interval of 24 hours.
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The operation of the low-water protection system includes two audible alarms (bells) and the
potential for shutting down the boiler by manual intervention if these are heard. Figure C2
shows the simplified architecture of the low-water protection system, where it can be seen
that the bells and on-site personnel effectively operate in parallel with the burner controller
and gas valves.
Unfortunately, the integrity of the human paths of the low-water protection system is very
uncertain. For example, the author is unaware of the level of training in the operation of
boilers that has been given to the individual workers in the laundry, nor their competence, so
is unable to predict their reaction if, for example, the low-water-levels sound. Their reaction
may be to do nothing. If they do something, the action may be to turn off the electrical power.
This would certainly silence the bells and would stop the forced-draught fan, but would have
no effect on a gas valve that has failed open and for which the workers effectively provide a
redundant alternative channel. Even if they realized that there was a need to turn off the gas
supply, it is possible that they would not know which valve would do this. (That fitted above
the boiler may neither be known to them nor easily be accessible.) As a result, the author
considers that the probability of failure on demand for the human path may be very high,
possibly approaching a value of 1, so, as a worst-case assumption, the author has omitted this
path from the calculations. (The author understands from the manufacturer of the boiler that
three similar boilers have been allowed to boil dry. Therefore, the assumption that no one will
react to the Alarm bells is not unreasonable.)
The demand rate has been multiplied by the probability of failure on demand of the low water
protection system in order to give a low-water event rate. This has them been multiplied by
the calculated probability of a low-water incident leading to a dangerous shell failure, leading
to an estimate of the overall rate of dangerous low-water incidents.
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Figure C1: Fault tree for the low-water protection system
Automatic shutdown fails

Manual shutdown fails

On-site
personnel

LW1

Probe 1

Bell 1

Probe 2

LW2

Bell 2

R2

Gas valve

Controller

Figure C2: Simplified architecture of the low-water protection system

Low water 1:
Probe and relay

Burner
controller

Gas
valve

Low water 2:
Probe, relay & R2

Bell 1

On-site
personnel

Bell 2

C.1.2 Pressure control function
Figure 9 shows that pressure is controlled by a simple hardwired control system, whose rate
of failure is simply the sum of the rates of failure in the dangerous direction of the
components. Protection is provided by a single safety valve. A second safety valve that is
fitted to the site installation is of an unknown capacity (and state of maintenance), so any
protection that it may provide will not be taken into account in the quantitative analysis.
The failure rates of the pressure-control components are summed in order to obtain the overall
failure rate of the pressure control system. Each of the failure rates for the individual
components is that which takes it in the dangerous direction, i.e., towards an increase in
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pressure. For the purpose of this analysis, a failure, which would cause the boiler to shut
down or operate at a reduced pressure, is of no importance.
If the pressure control system fails, the shell pressure will rise until it is sufficiently high to
lift the safety valve. Therefore, the failure rate of the pressure control system is equal to the
rate of demands on the safety valve. (The author understands that the feedwater pump is
unable to provide sufficient pressure to cause a pressure failure of the boiler shell, so this
potential source of demands need not be considered.)
It has been assumed that the safety valve is tested annually but that the test could merely
check that the valve opens at the set pressure, so is not a full examination of the valve.
Therefore, two alternative test regimes have been assumed for the safety valve:

-

poor maintenance: a functional test is carried out in which the safety valve is
shown to lift. This test is assumed to have a coverage of 80%1 (with the final
20% having a test interval of the life of the boiler – assumed to be 30 years), and

-

good maintenance: a full examination of the valve, in which any defect would be
identified, is carried out. This test will be assumed to have coverage of 100%, so
the lifetime of the boiler is not involved in the calculation of the probability of
failure on demand of the safety valve.

The overall hazard rate is the product of the rate of demands on the safety valve and its
probability of failure on demand.
It should be noted that a worst-case assumption has been made in regard to the normal steam
load, i.e., the steam load is assumed to be zero. This approach was taken on the assumption
that a high steam load cannot prevent a boiler explosion, it can only delay it until the steam
load reduces to the point at which the boiler pressure reaches an unsafe level it (e.g., until the
end of the working day).
C.1.3 Low gas pressure function
The demand rate on the low gas pressure function is assumed to be caused by only a failure of
the mains gas supply with a rate of one failure in ten years.
Shutdown as a result of low gas pressure is controlled by a pressure switch in series with the
same input of the burner controller as the boiler-pressure switch and low-water protection
sensors.
The probability of failure on demand of the protection system is determined from the failure
rates of the pressure switch, the burner controller, and the gas valve. It has been assumed that:

-

the pressure switch is functionally tested yearly (coverage 99%) and proof tested
(coverage 100%) at the lifetime of the boiler (thirty years). The failure rate of the
pressure switch is dominant, and

1

It could be argued that a functional test proves that the safety valve operates to its
specification, so the test coverage must be high. However, as the failure of safety valves may
be the result of deterioration resulting from a lack of maintenance (for example, resulting
from corrosion), a functional test may not be able to determine whether the onset of corrosion
is not well established. Therefore, the test coverage assumed for a functional test of the safety
valve is lower than that assumed for the other devices.
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-

the burner controller is functionally tested (coverage 99%) at the burner cycle
time as a result of normal operation and proof tested (coverage 100%) at a period
of thirty years.

The product of the demand rate and probability of failure on the demand give the loss-of-gas
incident rate. This has been treated as a demand on the loss-of-flame function.
C.1.4 Loss of forced draught function
The demand rate on the forced draught protection system arises from the failure of the fan
motor or its contactor.
The forced draught pressure switch is wired directly into the burner controller, A double 
throw switch is used allowing the switch to be tested in both the open and closed states by the
controller each time the burner prestart sequence occurs. A coverage of 99% is assumed for
this test. The product of the demand rate and the probability of failure on demand of the
combination of the forced-draught pressure switch, the burner controller, and the gas valves
determines the incident rate.
The author has discussed the probability of a loss of forced draught leading to an explosion
with a desig ner employed by an established manufacturer of burners. It was concluded that, if
the undetected failure of the forced draught occurs whilst the burner is running, it will lead to
the production of a great deal of soot and, in itself would be unlikely to lead to an explosion
and, if the flame dies, the burner may lock out. However, a hazard may exist at the next time
that the burner is ignited, as there will be no purge prior to ignition. This alone would not lead
to an explosion; however, if associated with even a minor valve leak, could lead to a
significant build up of gas over a long period and hence, an explosion at the time of the next
ignition.
The analysis takes the worst-case assumption that, as there is no vent valve in the installation,
there will always be some leakage of the gas valves, so an undetected forced draught failure
will always lead to an explosion.
C.1.5 Loss of flame function
The demand rate on the loss-of-flame protection function is assumed to arise as a result of
either:

-

a failure of the burner to light (cause: a failure of the ignition electrode; failure of
the ignition transformer), or

-

a low gas-pressure event.

The flame sensor is wired directly to the burner controller and is tested at start-up.
The probability of failure on demand of the loss-of-flame protection system is determined
from the failure rate of the components and assumes a dark test, having a coverage of 99%, is
carried out at each ignition of the boiler.
It could be argued that an undetected loss of flame may not be hazardous due to the lack of a
credible ignition source. However, a conservative view has been taken that unburned gas
discharged from the flue will not be smelled, will not rise and will eventually reach an
ignition source, for example, a passing car, a passing smoker or an arcing electrical switch.
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C.2

PERSONS ON SITE

The occupancy of the building, and, hence, the persons at risk has been assumed to be as
follows:

-

Low water: Six persons are assumed to be in the laundry for the entire working
day. The concrete-block wall will give these persons a level of protection of 15%
against boiler shell failures. The person carrying out the daily check will not be
afforded such protection.

-

Over pressure : Assumed to be a more energetic event. In this case, 6 persons in
the laundry, 2 in the office and one person outside the building will be assumed
to be at risk. This is the only event that will put office staff or external persons at
risk. The concrete wall will provide a 10% level of protection except for the
person carrying out the daily checks.

-

Burner-related incidents : Six persons in the laundry are assumed to be at risk.
The concrete -block wall around the boiler provides an 80% level of protection on
the assumption that the vertical format boiler will direct the energy of explosions
upwards and not towards the wall.

The risk has been averaged over all 8 workers at the laundry; however, it should be noted that
office workers, being subject to the risk from only pressure-related incident, should
experience a lower risk than those working in the laundry room. Allowance has been made
for holidays.
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60
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B

C

D

Installation 3: Component failure rates
Item
Safety valve
Failure of safety valve to open fully at the relieving pressure
Factor to allow for boiler withstand pressure being > 150% of set pressure
Overall rate of failure of a single safety-valve at 150% of set pressure
Probability of failure on demand of safety valve (annual 80% inspection and 5 year life)

Value

Unit

Source of data

6

8.97 /10 hours Reference 5
0.36
Reference 9
6
3.2 /10 hours
0.026

Double gas valve
Single solenoid gas valve
Double solenoid gas valve - failure to close
Probability of failure to close on demand of main double solenoid gas valve
Rate of leakage of a single main gas valve
Common-cause leakage rate of two valves in series, i.e., both main gas valves
Probability of leakage (on demand) of main gas valve(s)
Miscellaneous components
Failure rate of single level probe or its cable to "wet" state
Rate of (pump/blower) motor failures
Overall failure rate of a relay
Rate of failure of a relay to the energized state
Failure rate of a relay to the de-energized state
Overall failure rate of a contactor
Failure rate of contactor to de-energized state
Dangerous failure of the burner controller
Pressure switch - failure to operate on demand
Non self-checking flame sensor fails to detect loss of flame
Failure rate of ignition transformer
Rate of ignition electrode failures
Push button to short-circuit
Switch failure to open-circuit
Time periods
Ignition period before lockout occurs (5 seconds)
Time between boiler ignitions when boiler operating normally (20 minutes)
Duration of daily manual-test routine
Daily period that laundry is manned
Period between daily tests
Proof test interval for statutory test of 1 year
Assumed average life span of a boiler (30 years)
Assumed average life span of a safety valve (5 years)

2.83
0.08
0.0056
3.32
0.10
0.0068

6
/10 hours
/106 hours

1
5
0.28
0.03
0.24
2.45
2.23
0.03
0.98
7.5
3
5.7
0.1
0.4

/10 hours
6
/10 hours
/106 hours
6
/10 hours
6
/10 hours
/106 hours
6
/10 hours
6
/10 hours
6
/10 hours
6
/10 hours
/106 hours
6
/10 hours
/106 hours
6
/10 hours

0.0014
0.3
0.5
8
24
8766
262980
43830

Miscellaneous event rates
Failure rate of mains water supply (1 in 5 years)
Leak large enough to empty the boiler
Failure rate of mains gas supply (1 in 10 years)

6

/10 hours
6
/10 hours

0.99
0.8
0.495

Persons at risk
Number of persons working in laundry (during working day)
Number of persons in laundry office (during working day)
Average number of persons outside, but in the vicinity of, the laundry building
Number of days worked per year by average employee
Number of days during which boiler is operational

6
2
1
230 days
250 days

Other values used in the calculations
Probability of a low-water hazard leading to a catastrophic boiler failure
Risk reduction provided by internal/external concrete-blocks wall against low-water events
Risk reduction provided by internal/external concrete-blocks wall against high-pressure events
Risk reduction provided by internal concrete-block wall against burner-related incidents
Probability of a loss of flame incident leading to a burner explosion
Fraction of time that burner is lit when boiler is operating

0.13
0.15
0.1
0.8
1
0.5
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DJS
DJS
DJS
DJS
DJS
DJS
Judgement
OREDA-97
DJS
DJS
Judgement - 1 in 20 years
DJS
DJS

hours
/hour
hours
hours
hours
hours
hours
hours

6

Notes
In order not to indicate a higher precision than is appropriate, most cells in this sheet
show only a single decimal place.
Where more than one decimal place is shown, this is to help the reader in identifying
the source data and does not indicate that the data have a low uncertainty.

OREDA-97

6

22.8 /10 hours
6
1 /10 hours
6
11.4 /10 hours

Assumed test coverages
Diagnostic coverage of a functional test, e.g., burner off at low water
Coverage of annual (functional) safety-valve test
Coverage of operational (double) gas valve test

DJS
Beta factor of 0.03 used

Judgement
Judgement
Judgement

Judgement. This value is used throughout for coverage of diagnostic tests

Calculated from manufacturer's experience
Judgement
Judgement
Worst possible case assumed
Judgement

Installation 3: Low-water demand rate
Component
Feed-water pump fails to operate
Relay PL1 fails to de-energize
Contactor PC fails to energize
Short circuit of pump-on probe/cable to boiler shell/earth
Contact of pump-interrupt switch to open circuit
Overall failure rate of level-control system to low-water state
Failure rate of mains water supply
Large leak from boiler exceeds pumping rate
Total demand rate on low-water protection systems
Time between demands

value
5.00
0.03
2.23
1.00
0.44
8.69
22.82
1.00

unit
Comment
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours

6
32.51 /10 hours See Notes
0.28 per year
3.51 years

Notes:
1) The demand rate may also be a function of the steam load as a result of steam surge, etc. This is not considered above.
However, a small boiler, of a type similar to that at Installation 3, would be susceptible to sudden high steam loads if they occur
2) For comparison, low-water demand rates of 338/106 & 128/106 hours, respectively, were measured for Installations 1 and 2 (mean 239/106 hours).
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Installation 3: Low water
Component
Short circuit of probes/cables for LW1 and LW2 to boiler shell/earth
Failure of LW1 and LW2 (and R2) to energized state
Failure of burner controller to de-energize gas valve
Failure of reset button to closed-circuit
Total
Probability of main gas valve failing to close
Probability of failure of demand of automatic protection system

value
0.10
0.01
0.03
0.10
0.23

unit
Comment
/106 hours Assume beta factor of 0.1 for identical systems
6
/10 hours Assume beta factor of 0.1 for identical systems
/106 hours
/106 hours
/106 hours
0.0056
0.0059

6
0.193 /10 hours
1.69E-03 per year
590 years

Overall incident rate due to low-water level
Time between low-water incidents

Next take into account the boiler manufacturer's experience regarding probability of a low water incident leading to an explosion
6
Overall low-water hazard rate
0.0242 /10 hours
2.12E-04 per year
Mean time between low-water hazards
4723 years
Note
The architectural constraint for a non-programmable system with a fault tolerance of 1 and no diagnostics is SIL 2.
This will not constrain the calculated value for the protection systems.
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Installation 3: Pressure
Component

value unit

Comment

Pressure control failure
Double gas valve fails to close
Burner controller fails to shut down gas valve
Boiler pressure switch fails to open
Demand rate on safety valve

0.08
0.03
0.98
1.09

/106 hours
/106 hours
/106 hours
/106 hours

Safety valve (protection system) failure
Probability of failure on demand of safety valve

0.0256 Assumes an annual examination of the valve which will identify all defects

Overall rate of boiler over-pressure incidents
Overall rate of boiler over-pressure incidents
Mean time between high-pressure hazards per boiler

6
0.0279 /10 hours
0.0002 per year
4083 years
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Installation 3: Burner
Component

Value Unit

Comment

Loss of gas supply
6

11.42 /10 hours

Frequency of loss of gas supply (demand rate)

Loss-of-gas protection system
6
0.98 /10 hours
6
0.03 /10 hours

Pressure switch fails to detect loss of gas pressure
Burner controller fails to respond to input
Probability of failure on demand of above parts of protection system
Probability of failure on demand of main gas valve
Overall probability of failure on demand of protection system

0.0056
0.0056
0.0112
6
0.1280 /10 hours
1.12E-03 /year
891 years

Frequency of low gas pressure incidents
Frequency of low gas pressure incidents
Time between low gas pressure incidents

Forced draft failures
6
5.00 /10 hours
6
2.23 /10 hours
7.23 /106 hours

Failure rate of burner motor
Failure rate of burner motor contactor
Overall frequency of forced draft failures (demand rate)

Forced-draft protection system
6
0.98 /10 hours
1.29E-03
6
0.03 /10 hours
1.32E-03
5.63E-03
6.96E-03

Failure rate of forced draught pressure switch
Probability of failure on demand of forced draught pressure switch
Burner controller fails to respond to input
Probability of failure on demand of above components
Probability of failure on demand of main gas valve
Overall probability of failure on demand of protection system

Frequency of undetected forced-draft failures - assume all will lead to explosions

6

0.0503 /10 hours

Loss of flame/ignition failures
Frequency of ignition electrode failures
Failure rate of ignition transformer
Undetected low gas pressure event (See low gas pressure)
Overall demand rate on flame detection system

5.7
3
0.13
8.8

6
/10 hours
6
/10 hours
/106 hours
/106 hours

Loss-of-flame detection system
6

0.03 /10 hours
0.000036
0.005635
0.019724
0.025394

Burner controller fails to respond to input from flame sensor
Probability of failure on demand of burner controller
Probability of failure on demand of main gas valve
Probability of flame sensor failing during burner start-up sequence
Overall probability of failure on demand of protection system at ignition

Frequency of undetected loss of flame
Frequency undetected loss of flame
Time between undetected losses of flame

6
0.22428 /10 hours
0.00197 /year
508.64 years

Probability of undetected loss of flame leading to an explosion
Frequency of loss-of-flame-related explosions

1
0.22428
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Assume tested at prestart test

Installation 3: Overall risk

Hazard
Low water
Over pressure
Loss of forced draught
Loss of flame
Overall rate

Rate
0.0242
0.0279
0.0503
0.2243
0.3267
2.9E-03

Employees
Number at risk
Deaths
0.0416
1.72
2.42
0.0676
0.42
0.0212
0.42
0.0944
0.2248

Unit
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours
per year

Unit
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours

Public
Number at risk
Deaths
0.00
0.0000
0.30
0.0084
0.00
0.0000
0.00
0.0000
0.0084

Unit
/106 hours
/106 hours
/106 hours
/106 hours
/106 hours

Probability of a death

2.0E-03 per year

7.3E-05 per year

Allow for shutdown at weekends and holidays

1.2E-03 per year

5.0E-05 per year

Mean individual risk of death for each of the 8 employees

1.6E-04 per year
Intolerable for member of the public

Contribution to overall public societal risk

5.0E-05 per year
Tolerable region - weigh risk against cost

Notes:
1) The uncertainty in the above figures would not justify more than one significant figure. Four significant figures
are shown only for information and do not imply an accuracy greater than one significant figure.
2) Maintenance is assumed to be carried out as recommended by the boiler manufacturer
3) The number at risk column is the average over a 24/hour day
4) A displayed value of zero implies the value is smaller than can be shown by the number format.
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