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EXECUTIVE SUMMARY
The Control of Major Accident Hazards Regulations (1999), or COMAH, came into force in
Great Britain in April 1999. The general duty under COMAH regulation 4, requires that every
operator shall take all measures necessary to prevent major accidents and limit their
consequences to persons and the environment. This general duty is consistent with the wellknown principle in the UK of reducing risks to a level that is ‘as low as reasonably practicable’
(ALARP).
This study has performed research into the use of risk assessment in HSE's operational decisions
in the context of the COMAH regulation 4. The research focussed on the use of regulatory
guidance, risk matrices and QRA to demonstrate compliance with the ALARP principle, as
these methods have been widely used by operators to demonstrate compliance with the ALARP
principle in COMAH Safety Reports. Each approach has its strengths and weaknesses.
Comparison of the prevention, control and mitigation measures in place at an installation with
those set out in a regulatory guidance document provides an indirect assessment of risk that
gives some indication as to whether a minimum standard has been achieved. In order to
demonstrate that risks are ALARP it will normally be necessary to provide some limited risk
assessment.
Risk matrices can be used to provide a ranking of risks so that the operator can identify the
Safety Critical Events (SCEs), which may then constitute a ‘representative set’, and to identify
those situations where the risks are definitely intolerable. The SCEs are then considered further
so that risk reduction measures can be identified and prioritised.
The outputs from a QRA can be used to compare the risks directly with the published risk
thresholds defined by the ALARP principle. Additionally it can identify those events within the
analysis which contribute most to the risk at any particular location or to any particular group of
people. QRA can be linked with Cost Benefit Analysis (CBA) to determine whether risk
reduction measures should be implemented in order to demonstrate compliance with the
ALARP principle.
CBA encapsulates a series of complex and controversial issues such as the value of a human life
and the true business cost of a major accident. Such issues have to date prevented the
widespread use of CBA explicitly as part of an ALARP demonstration. It is shown in this
report that CBA is a potentially powerful tool for determining whether risk reduction measures
are necessary at an installation. Therefore it is recommended that future work should address
these sensitive issues in CBA to determine whether a consistent approach that is acceptable to
both the public and industry can be developed.
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1.

INTRODUCTION

1.1 The Control oF Major Accident Hazard Regulations 1999 (COMAH)
The Control of Major Accident Hazards Regulations (1999), or COMAH, came into force in
Great Britain in April 1999. The Regulations implemented the requirements of EC Directive
96/82/EC (the so-called Seveso II Directive). COMAH replaced another set of regulations
known as CIMAH (the Control of Industrial Major Accident Hazards Regulations 1984) which
implemented the original Seveso Directive (82/501/EC). Further information on the origins of
these Regulations and the Directives they implement can be found in the COMAH guidance
published by HSE (HSE 1999a).
Application of the Regulations depends on the quantities of hazardous materials held by an
establishment. If the quantities of hazardous materials exceed certain thresholds, then the
Regulations apply. Within the Regulations there are two levels (or ‘tiers’) of duty. Again, the
level of duty that applies is determined by the quantities of hazardous materials on the
establishment. The Regulations contain ‘lower tier’ and ‘top tier’ threshold quantities of
dangerous substances.
The general duty under COMAH, applicable to both lower tier and top tier sites, is as follows
(Reg. 4):
“Every operator shall take all measures necessary to prevent major accidents and limit
their consequences to persons and the environment.”
The HSE interpretation of this duty is that:
“By requiring measures both for prevention and mitigation, the wording of the duty
recognises that risk cannot be completely eliminated. This in turn implies that there
must be some proportionality between the risk and the measures taken to control the
risk.” (HSE 1999a)
Hence the general duty is consistent with the well-known principle in the UK of reducing risks
to a level that is ‘as low as reasonably practicable’ (ALARP). The framework within which the
ALARP principle operates has been described by HSE (HSE 1999b).
For establishments falling under the ‘top tier’ COMAH requirements, the duties include
preparation of a safety report, which must be submitted to the Competent Authority. The
purposes of a safety report are defined within the Regulations (Schedule 4, Part 1):
1.
2.
3.

“demonstrating that a major accident prevention policy and a safety management
system for implementing it have been put into effect in accordance with the information
set out in Schedule 2;
demonstrating that major accident hazards have been identified and that the necessary
measures have been taken to prevent such accidents and to limit their consequences for
persons and the environment;
demonstrating that adequate safety and reliability have been incorporated into the –
a)
b)

design and construction, and
operation and maintenance,

of any installation and equipment and infrastructure connected with its operation which
are linked to major accident hazards within the establishment;
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4.
5.

demonstrating that on-site emergency plans have been drawn up and supplying
information to enable the off-site plan to be drawn up in order to take the necessary
measures in the event of a major accident;
providing sufficient information to the competent authority to enable decisions to be
made in terms of the siting of new activities or developments around the establishment.”

Of the various demonstrations required under Schedule 4, the second on the above list has been
the subject of this research.
The guidance on the preparation of safety reports (HSE 1999c) gives some explanation of what
is meant by demonstration (para. 45):
“To make a demonstration means to show, justify or make the case / argument through
the information given.”
With specific reference to the second demonstration required under Schedule 4, the guidance
also states (paras. 112-113):
“Your arguments may be qualitative and focus on relevant good practice and sound
engineering principles. They can also rely on generic arguments in preventing or limiting
the consequences of a major accident based on a representative set of major accident
scenarios. Several sources of good practice exist which are, in order of precedence:
a)
b)
c)
d)

Prescriptive legislation;
Regulatory guidance;
Standards produced by standard-making organisations;
Guidance agreed by an organisation representing a particular sector of
industry; and
e)
Standard good practice adopted by a particular sector of industry.

If you use good practice as your sole justification of the chosen measures, then you should
ensure that:
a) The practice is relevant to your situation;
b) Any adopted standard is up to date and relevant; and
c) Where a standard allows for more than one option for conformity, the chosen option
makes the risks ALARP.”
The guidance also indicates that the complexity of the demonstration arguments presented in the
safety report are expected to increase with the complexity of the situation at the establishment
concerned. Paragraph 114 states:
“More complex situations may require the presentation of quantitative arguments
coupled with cost benefit analysis in order to provide the justification that all measures
necessary have been taken.”
1.2 Scope of Work
DNV were commissioned by the Health and Safety Executive (HSE) to perform research into
the use of risk assessment (and particularly quantitative risk assessment, or QRA) in HSE's
operational decisions. The specific area of interest was that of COMAH Regulations. Here, the
research has focussed on:
· The role of regulatory guidance in assisting operators in making the required
demonstrations in safety reports;
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·

The strengths and weaknesses in the COMAH context of a commonly used, relatively
simple risk assessment technique, the risk matrix;

·

The extent to which QRA can assist operators in making the required demonstrations or
assist HSE Inspectors in determining whether the 'all measures necessary' general duty
under COMAH has been met in specific cases; and

·

The use of cost benefit analysis in conjunction with QRA as a means of demonstrating that
the ALARP principle has been complied with.
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2.

THE USE OF REGULATORY GUIDANCE

As discussed in the Introduction, an operator may make use of relevant standards, guidance and
codes of practice in formulating the demonstration arguments required within the safety report.
The guidance on safety report preparation (HSE 1999c, paras. 46-52) highlights a number of
issues to consider when using such sources, which may be summarised as follows:
·
·
·

·

It must be clear that the standard / code / guidance is appropriate to the situation to which it
has been applied, with particular regard to any limits of applicability specified within the
standard/code/guidance;
Justification will be required for the use of a standard which is out of date or withdrawn,
particularly if this relates to the design of a new plant;
For older plant, the design may have been carried out in accordance with out of date
standards, or the design records may be incomplete – where this is the case the operator will
need to show that the design is fit for purpose and that additional arrangements have been
implemented to ensure that the risk is ALARP; and
Standards/codes/guidance documents sometimes allow more than one option for conformity
– where this is the case the operator will need to show that the option selected makes the
risk ALARP.

A review of two regulatory guidance documents has been conducted in order to identify the
issues above which are present within the guidance. The reviews discuss the extent to which
risks are reduced by compliance with such guidance and the requirement for more detailed risk
assessment in order to demonstrate that risks are ALARP. The documents reviewed were those
relating to bulk chlorine installations (HSE 1999d) and the storage of flammable liquids in tanks
(HSE 1998). The risk assessment issues identified in each document are presented in Table 1
and Table 2.
2.1 Bulk Chlorine Guidance
In following such guidance, the bulk chlorine using industries in the UK could be expected to
have reduced the likelihood of loss of containment events from the various installations to a
similar (but not identical) basic level by simply implementing good practice as specified in the
guidance. On this basis it could be considered that if an operator reviews an installation against
the requirements of the guidance, a form of risk assessment has been carried out. However,
confirming that good design practice has been implemented at a facility takes no account of the
proximity and numbers of people that might be affected by a chlorine release and therefore the
societal risk posed by each installation may vary considerably depending on the location. In
order to minimise the risks to the local community and to personnel located on site who are not
directly involved in the activity, the location of the chlorine handling installation is paramount.
The guidance discusses location in paragraphs 21 to 27 and recognises that for existing
installations, there is little scope for influencing the location of the local population except
where new developments are proposed. In paragraph 25 the guidance also states that “in some
cases the consideration of off-site risk levels by HSE may require control measures in addition
to those recommended in this guidance”. This statement can be considered equally applicable to
sites where there are a significant number of people employed, who are not directly involved in
the chlorine handling activity. It can therefore be considered that implementation of good design
practice as detailed in the guidance at existing facilities may reduce the frequency of loss of
containment events towards a common level at all similar sites, but this provides no guarantee
that the risks posed by each installation are acceptable. Therefore in order to demonstrate that
risks are ALARP at a bulk chlorine installation, compliance with the guidance is a minimum
requirement and further justification is required to demonstrate that risks are ALARP.
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The guidance frequently presents different design options that essentially require the operator to
make a risk based decision. Some design options such as the choice between an ASOV or
ROSOV as in paragraph 35 are amenable to assessment by QRA where the change in risk can
be readily determined. But the question would remain as to whether the cost of such a choice is
justified and some form of cost benefit analysis would be used to make the decision. Such a
decision in many cases would be based upon a qualitative discussion of cost and risk reduction.
There are other cases in the guidance such as in paragraph 157 and 160, where the operator is
required to make a choice but the methodology and accepted practices in QRA would mean that
QRA would be unlikely to demonstrate a change in risk. In such a case, it is likely that a
qualitative approach would be used based on discussion and experience to reach a decision. In
this situation use of risk matrices could provide a more robust and visible approach to making a
risk based decision.
2.2 Bulk Flammable Liquids Guidance
The risk assessment issues identified in the flammable liquids guidance consist of design and
layout issues. The requirement to assess the risks as required by MHSWR is stated in paragraph
20. The approach to risk assessment promoted in the guidance is by qualitative consideration of
separation distances and installed prevention, control and mitigation measures. This is
demonstrated in paragraph 49 where it is simply recommended that minimum separation
distances are increased or additional fire fighting measures are installed if the installation is
located in a highly populated area. In this respect it should normally be possible to demonstrate
ALARP at most flammable storage installations by following good design practice coupled with
a simple consideration of hazard ranges and potential receptors. Where this approach does not
demonstrate that the risks are ALARP, a risk analysis may be appropriate.
2.3 Usefulness for the Purposes of Demonstration
Comparison with a regulatory guidance document identifies whether the prevention, control and
mitigation measures that should normally be present at an installation are actually in place. This
provides an indirect assessment of risk that gives some indication as to whether a minimum
standard has been achieved. However, there will be few circumstances where such a comparison
will be an adequate demonstration that risks are ALARP without further justification.
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Table 1
Findings of Review of Chlorine Guidance

Paragraph
4

1
13-17

20
25
27-30
32
35
37(d)

Issue

Comment

FOREWORD
Guidance not a detailed design code, need to “judge the need for
Implies details of design will be based on risk assessment – will need
further risk control measures, following an assessment of the
to refer to this in COMAH report
actual risks”.
INTRODUCTION
“Application of the guidance will help to ensure that the risks to
Ostensibly the guidance covers both on-site and off-site risks. Is this
people on-site and off-site are minimised so far as is reasonably
through the risk assessments mentioned?
practicable”
Use of risk assessment. Note particularly para. 14(d) – “evaluate
Clearly it will be useful to refer to any such assessment within the
the associated risks and consider whether the precautions to
COMAH report.
prevent releases of chlorine and mitigate their effects are
adequate, or if more should be done”
DESIGN AND LOCATION OF INSTALLATIONS
List of potential incidents
Presumably the COMAH report would have to address all of the
potential incidents listed, as a minimum.
“In some cases the consideration of off-site risk levels by HSE
Stated in the context of new installations.
may require control measures in addition to those recommended
in this guidance.”
Guidance on siting, security, choice of indoor / outdoor
Given in the context of new installations – relevance to existing
installation, risk reduction measures.
installations unclear.
Unloading areas - “The location should minimise the risk of
Presumably addressed by risk assessment. Again, this would be useful
impact damage from vehicles, mobile equipment or falling objects
for COMAH.
from lifting equipment.”
Choice or ROSOV or ASOV for isolation.
Would either be acceptable, or would the choice have to be justified?
May depend on delivery frequency, presence or absence of other
measures.
Choice - “…the air-operated tanker valves should be interlocked
Would either be acceptable, or would the choice have to be justified?
with the chlorine detection and shut down system, or be remotely
May depend on delivery frequency, presence or absence of other
operable from the emergency stop points”
measures.
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Paragraph
37(f)
38

39-41

42
45
62, 63
85
95
97,98

Issue
“Routing of chlorine pipework in the area to minimise the risk of
damage from impact by the tanker, other vehicles or mobile
equipment.”
With an unloading point on a factory through-road, the road
should be physically closed during delivery, and “Your risk
assessment will determine whether additional measures are
needed.”
A number of options on the use of interlocks – on vehicle brakes,
barriers, pressure indication, prevention of access by other
tankers, movement detectors, inadvertent transfer of chlorine to
vent absorber.
Unloading from rail cars – list of strongly recommended
measures, and “Your risk assessment will determine whether
additional measures are needed.”
Three choices of connection type.
“You should design your system and operating procedures to
minimise the risks of overpressurisation. When appropriate,
pressure relief devices should be fitted.”
“You should also consider in your risk assessment the need for
arrangements to transfer liquid chlorine from a leaking tank to
another tank which can be isolated.”
Choice of valve type (billet or high integrity globe) for chlorine
inlet to vessel. Also choice of having ROSOV at storage tank end
or at unloading area end.
Choice of means of restricting flow from breakage of the chlorine
outlet line – orifice, control or ROSOV by pressure or flow sensor
or excess flow valve. XSFV not suitable for lines where normal
flow rate is high.
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Comment
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Clearly it will be useful to refer to any such assessment within the
COMAH report.
Unclear which options or combination of options would be acceptable
– clearly some could have a significant impact on risk. Again, may
depend on delivery frequency, presence or absence of other measures.
Clearly it will be useful to refer to any such assessment within the
COMAH report.
Would any be acceptable, or would the choice have to be justified?
Due to differing reliabilities, would have some impact on risk. May
depend on delivery frequency, presence or absence of other measures.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Clearly it will be useful to refer to any such assessment within the
COMAH report (constitutes a measure to mitigate the consequences
of a release).
Choice of valve type probably not significant in risk terms. Choice of
ROSOV location may have an impact, but choice of emergency stop
point locations is probably more significant.
Would any be acceptable, or would the choice have to be justified?
Due to differing reliabilities, would have some impact on risk.

Paragraph
104, 105

Issue
Choice of contents measurement in tank – weight or level.

106, 107
109

Option to have ullage pipe instead of high-level alarm.
May need low level alarm if there are undesirable implications to
passing air/nitrogen further downstream.
“For outdoor installations, the value of detector systems needs to
be assessed…”
If a forced ventilation system has been fitted, the detector should
be placed at the outlet of the system if reasonably practicable.
Option to use multi-stage detector systems linked to ventilation
and ESD.

113
115
118

120,121

Pressure relief – double bursting disc arrangement preferred, but
may also have bursting disc and relief valve.

123, 124

Single bursting disc system (i.e. – one pair) may be acceptable on
simple installations. Choice of preferred arrangements given in
Figures 3 and 4. Older installations using different arrangement
required to upgrade “when major modifications are in hand”.
Choice of use of dry air, dry nitrogen or compressed chlorine gas
for padding.

134

138
139
149 – 152
156

Option to install ‘guard tower’ on air drying system.
Choice of NRV or pressure-actuated shut-off valve on air/nitrogen
supply.
Choice of vaporiser type and heating medium. (See also Appendix
7).
“You should consider installing a gas flow rate indicator” on
vaporiser outlet.
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Comment
Weight measurement is given as the preferred option – presumably
use of level measurement would require some justification in the
COMAH report.
Good staffing levels and attendance at the tanks a pre-requisite.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
‘Reasonably practicable’ implies some form of assessment.
Would have some impact on risk levels arising from releases inside
the chlorine building. Decision to fit multi-stage detection etc
presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Presumably operators using a bursting disc and relief valve
arrangement would have to justify why they weren’t using the
preferred arrangement.
Presumably plants using a single bursting disc system would need to
justify this in their COMAH report (may also need to give timetable
for replacement?)
Probably no significant difference between air and nitrogen, but use
of compressed chlorine would imply an additional set of failure cases
for chlorine release. Hence this option would have some impact on
risk.
Not expected to have a significant impact on risk.
Not expected to have a significant impact on risk.
Probably determined by operational requirements, but will have some
impact on risk.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.

Paragraph
157
160
161
163
164, 165
168
171
176
182-184
210
218
222, 225- 227
223

Issue
“You should consider fitting a knockout pot (or spray catcher) to
prevent chlorine droplets and spray from passing into gas
pipework…”
Choice of hardware / procedural measures to protect vaporiser
from overpressurisation.
Choice of measures to prevent suck-back and, “You should also
consider fitting a low pressure gas alarm to the gas outlet line.”
Isolation of the vaporiser – “Your risk assessment should consider
the need for additional protection in the event that automatic
valves fail to operate…”
Choice of measures to protect against total isolation of the
vaporiser when full.
“The written scheme of examination should describe the nature
and frequency of the examination. This should be based on risk
assessment…”
“You should give detailed consideration to ensure that in all
chlorine-using operations chlorine can, in an emergency, be
vented to an absorber without emission to the environment.”
“Consider carefully the provision of adequate instrumentation
with alarms and the disposal of effluent from the chlorine
absorption plant.”
Choice of absorption system – different equipment / media.
“You should only modify the chlorine system after conducting a
risk assessment…”
ISO berth – “Consider spill containment…”
Options for transfer of liquid chlorine to consuming units – use
chlorine vapour pressure, padding by dry compressed gas or
pumping from separate tank.
Possibility of transferring chlorine to vaporisers direct from road
tankers. Adequacy of controls to be verified by risk assessment.
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Comment
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Clearly it will be useful to refer to any such assessment within the
COMAH report.
Presumably addressed by risk assessment. Again, this would be useful
for COMAH.
Clearly it will be useful to refer to any such assessment within the
COMAH report.
Implies some form assessment should be performed. Clearly it will be
useful to refer to any such assessment within the COMAH report.
Implies some form assessment should be performed. Clearly it will be
useful to refer to any such assessment within the COMAH report.
Would any be acceptable, or would the choice have to be justified?
Impact on risk levels would probably be small.
If any modifications have occurred or are planned, it would be useful
to refer to the risk assessments within the report.
Implies some form assessment should be performed. Clearly it will be
useful to refer to any such assessment within the COMAH report.
Third option would have some impact on risk since it introduces more
potential release points. Probably determined by operational
requirements.
Clearly it will be useful to refer to any such assessment within the
COMAH report.

Paragraph
225
228
229
252

Issue
May be acceptable to use part of vapour in vessel remaining after
liquid has been removed. However, increases risk of nitrogen
trichloride accumulation and requires additional monitoring.
“You should make arrangements to rapidly stop the flow of liquid
chlorine from the storage vessel in the event of failure…”
“You need to design the installation to prevent, or minimise the
risk of suck back of aqueous solutions or process liquids…”
“Your risk assessment should consider the extent, type, and
location of the emergency equipment…”
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Comment
Implies some form assessment should be performed. Clearly it will be
useful to refer to any such assessment within the COMAH report.
Various options may be acceptable providing they are ‘rapid’.
Implies some form assessment should be performed. Clearly it will be
useful to refer to any such assessment within the COMAH report.
Clearly it will be useful to refer to any such assessment within the
COMAH report.

Table 2
Findings of Review of Flammable Liquids Guidance

Paragraph
3
14
20
35
41-45
50-55

56
57-59
64
65 (and 162170)

Issue

Comment

INTRODUCTION
“gives help in the assessment of the risks..”
Does not replace the requirement for a risk assessment.
FIRE AND EXPLOSION HAZARDS
List of common causes of incidents
Presumably the COMAH report would have to address all of the
potential causes listed, as a minimum.
LEGAL REQUIREMENTS
Risk assessment duty under MHSWR
Such a risk assessment may form a useful starting point for COMAH
RISK ASSESSMENT
Choice of standard for hazardous area classification
Could the different standards give rise to differences in zone sizes
etc.?
LOCATION AND LAYOUT OF TANKS
Choice of storage location (above ground / underground /
Will need to be justified by risk assessment?
mounded) and layout.
Spacing requirements.
Table 5 is based on IP 19. However both IP 19 and the European
Model Code of Safe Practice allow a reduction in these distances if
additional fire protection is provided – HSG176 gives the distances as
minima which may need to be increased in some cases (para. 49).
“Flammable liquids should not normally be stored in bulk tanks in Would in-building storage need justification using risk assessment, or
buildings. If storage is required in buildings then only the
would it be sufficient to show compliance with the ‘minimum
minimum amount should be stored and for the minimum time…”
amount, minimum time’ requirements?
In the case of in-building storage, “Additional safety measures
Would the extent of any additional measures need to be justified by
may be needed for the building..”
risk assessment?
“If GRP… tanks are installed above ground, then they may need
Would the extent of any additional precautions need to be justified by
additional precautions to ensure that their integrity is not lost
risk assessment?
rapidly in the event of fire.”
“If the tank is to be heated, additional precautions may be
Would the extent of any additional precautions need to be justified by
needed.”
risk assessment?
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Paragraph
82

97
110
117
120
124
128

141

177
178
179

Issue
“Pressure can build up in pipework due to the thermal expansion
of liquids trapped in the pipes… This risk should be assessed and
appropriate operating procedures should be introduced to
minimise the risk.”
“Where several different liquids are loaded / unloaded from a
common location… Additional precautions may be required if
there is a possibility of mixing incompatible liquids.”
“The use of a high-level alarm is recommended…”
“It may be necessary to increase the recommended separation
distances and discharge height of the vent if there is a possibility
of poor vapour dispersion…”
Choice of standard for design of pressure control devices.
Provision of fire protection “where the storage conditions are less
than ideal, such as where it is difficult to achieve adequate
separation distances.”
Fire walls

Comment
Any such risk assessment would provide a useful input to the
COMAH report.
Would the extent of any additional precautions need to be justified by
risk assessment?
Would a situation where a high level alarm was not fitted require
justification?
Presumably such situations would need to be identified and
individually assessed.
Any effect on design details?
Would the extent of any fire protection need to be justified by risk
assessment?
The European Model Code of Safe Practice gives fire wall height as
4/5 of the tank height (HSG176 specifies at least the height of the
tank) and allows for ‘tank in tank’ arrangements, i.e. – fully enclosing
fire walls.
Would such situations require justification (i.e. – showing that there
was no risk to people / environment)?

“Smaller [than 100%] capacity bunds may be acceptable… for
large tanks, in cases where there is no risk of pollution or of
hazard to the public.”
LOADING AND UNLOADING FACILITIES
“Tankers should normally be loaded using a flow meter with a trip
Would a situation where a high level alarm was not fitted require
to stop the pump… Use of an independent high-level or overflow
justification?
alarm is recommended…”
“… the use of self-sealing couplings on the hose connections
Would a situation where self-sealing couplings were not fitted require
should be considered.”
justification?
“Precautions should be taken against spillage due to vehicles
Would the extent / nature of any such precautions need to be justified
being moved with the hoses still connected…”
by risk assessment?
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Paragraph
181
185

194
200
201

Issue
“Precautions against static electricity should be provided.”

Comment
Would the extent / nature of any such precautions need to be justified
by risk assessment?
Would the extent / nature of any such precautions need to be justified
by risk assessment?

Transfer by rail – recommendations include “precautions to
prevent the train from moving during loading or unloading” and
“precautions to prevent the locomotive acting as a source of
ignition”.
INSPECTION AND MAINTENANCE
“Intervals between internal examinations should be determined
Any such risk assessment would provide a useful input to the
using a risk assessment approach…”
COMAH report.
When modifying the storage installation, “A risk assessment
Any such risk assessment would provide a useful input to the
should be carried out at the planning stage to identify any
COMAH report
additional hazards that the modification may introduce”.
When decommissioning tanks, “A risk assessment should be
Any such risk assessment would provide a useful input to the
carried out at the planning stage to identify any additional
COMAH report
hazards that the decommissioning may introduce”.
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3.

RISK ANALYSIS

The COMAH Regulations (Schedule 4, Part 2, para. 4) require the contents of a safety report to
include:
“Identification and accidental risks analysis and prevention methods:
a)

detailed description of the possible major accident scenarios and their
probability or the conditions under which they occur including a summary of the
events which may play a role in triggering each of these scenarios, the causes
being internal or external to the installation;
b)
assessment of the extent and severity of the consequences of identified major
accidents;
c)
description of technical parameters and equipment used for the safety of
installations.”
The Regulations do not prescribe any particular approach to risk analysis, although the guidance
(HSE 1999a) indicates that the depth and sophistication of the analysis should be proportionate
to the hazard and risk present. The demonstration arguments made in the safety report will rely
on the findings of the risk analysis, at least to some extent.
Risk analyses vary widely in complexity, from simple, qualitative approaches to a fully
quantitative risk analysis (QRA). Two techniques, the risk matrix and QRA, have been selected
for an evaluation of their usefulness in the context of COMAH. These techniques are discussed
in subsequent sections of this report.
3.1 THE RISK MATRIX
The risk matrix is a reasonably quick and easy method to represent risk and consequently has
been relatively widely used by operators in COMAH safety reports. The main advantages of the
matrix are that it:
·
·
·

is an easily understood representation of different risk levels,
can be compiled relatively quickly,
enables the combination of frequency and consequences to be represented graphically.

The basis for the risk estimate is usually qualitative, although increasingly there is some
quantitative basis (for either the consequences or the frequencies or both). The matrix typically
comprises a square divided into a number of boxes, with each box representing a different
underlying estimation of risk. For a qualitative matrix, there may be three to five categories for
the possible consequences and a similar number for the possible frequencies. These categories
are defined either numerically or by a description. Consequence may be categorised using
terms such as catastrophic, major or minor. For frequencies terms such as probable, unlikely,
and very unlikely can be used. A particular scenario or event is categorised in terms of its
consequence and frequency, then mapped to the appropriate square on the matrix. An example
of a risk matrix (for illustrative purposes) is reproduced in Figure 1 below.
The matrix allows various risks to be compared. In the qualitative form, each risk box is
assigned a number either by addition or multiplication, with higher numbers indicating higher
risks. The matrix in Figure 1 shows this on a five by five matrix with numerical values assigned
for each square. The figures outside brackets correspond to the sum of the frequency and
consequence categories, the figures in brackets are the product. These values can be used to
prioritise actions or to group various consequence outcomes within similar categories.
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Figure 1
Qualitative Matrix

Extremely
Unlikely

Very
Unlikely

Unlikely

Improbable

Probable

Consequence

Frequency

Catastrophic

6 (5)

7 (10)

8 (15)

9 (20)

10 (25)

Major

5 (4)

6 (8)

7 (12)

8 (16)

9 (20)

Severe

4 (3)

5 (6)

6 (9)

7 (12)

8 (15)

Significant

3 (2)

4 (4)

5 (6)

6 (8)

7 (10)

Minor

2 (1)

3 (2)

4 (3)

5 (4)

6 (5)

The matrix in Figure 1 could become semi-quantitative by using definitions for the frequencies
and consequences as given in Table 3 and Table 4 respectively. A range of consequence
definitions can be used such as onsite safety, offsite safety, environmental, media interest or
business interruption. Table 5 gives an example equating the consequence categories to Major
Accidents to the Environment (MATTE). Where the matrix is being used for a COMAH report,
the consequences may well be in terms of injuries – for example, no injuries, few onsite injuries,
etc. Additionally in some cases (e.g. when part of a COMAH report) the frequency definitions
in Table 3 and/or the consequence definitions in Table 2 could be partitioned at the ‘Extremely
Unlikely’ or ‘Catastrophic’ parts of the matrix to provide greater definition for the high
consequence, low frequency events.
Table 3
Example Frequency Category Definitions
Frequency Term
Extremely Unlikely

Frequency Range

Frequency Range

-6

<10 per year
-6

Less than once per 1,000,000 years

-4

Very Unlikely

10 to 10 per year

Between once per 1,000,000 and once per
10,000 years

Unlikely

10-4 to 10-2 per year

Between once per 10,000 and once per 100
years

Improbable

10-2 to 1 per year

Between once per 100 and once per year

Probable

> 1 per year

Greater than once per year
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Table 4
Example Consequence Category Definitions
Consequence term

Definition

Catastrophic
(Category 5)

Onsite : Many fatalities (5 or more). Numerous serious injuries.
Offsite : One or more fatalities. Several injuries.
Airborne onsite : Major airborne release resulting in the site being
shutdown.
Airborne offsite : Release of large quantities of toxic materials,
serious off-site effects.
Liquid discharge : Very serious ground or watercourse
contamination. Extensive loss of aquatic life.
Media : International TV news. Outcry threatens to close operation.

Major
(Category 4)

Onsite : Single or few fatalities (< 5). Many injuries.
Offsite : Serious injuries. Tens in hospital.
Airborne onsite : Major on-site concern. Fires, explosions,
evacuation.
Airborne offsite : Serious toxic emission resulting in evacuation,
hospitalisation, etc.
Liquid discharge : Major loss of harmful or toxic liquid. 5-10 mile
effect. Potential prosecution and large fine.
Media : Headline national news and continuing local attention.

Severe
(Category 3)

Onsite : Single or few serious injuries.
Offsite : Few people require hospital treatment. Emergency plan in
operation.
Airborne onsite : Serious on site concern.
Airborne offsite : Fire or smoke effecting off-site area. Radio
warning to the public. Off-site emergency plan in operation.
Liquid discharge : Large release of hazardous substance, perhaps a
one mile effect and some damage to the environment. Potential
prosecution.
Media : Considerable local news with inside page national note.

Significant
(Category 2)

Onsite : Lost time accident.
Offsite : Short term, minor effects.
Airborne onsite : Severe nuisance. Noise, smell, dust, etc.
Airborne offsite : Sustained nuisance levels of atmospheric
pollution. One off unusual problems causing complaints.
Liquid discharge : Release of hazardous substance off-site.
Numerous complaints. Possible prosecution.
Media : Noted in local newspapers. Some bad reaction from
surrounding population.

Minor
(Category 1)

Onsite : Minor injury.
Offsite : Nuisance offsite.
Airborne onsite : Nuisance only.
Airborne offsite : Short duration minor problems.
Liquid discharge : No real off-site effect. Material contained
within the site drainage systems.
Media : No outside media comment.
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Table 5
Example MATTE Consequence Category Definitions
Consequence category

Number of MATTEs

Catastrophic (Category 5)

Receptors impacted in five or more MATTE categories above
the thresholds

Major (Category 4)

Receptors impacted in two-four MATTE categories above the
thresholds

Severe (Category 3)

Receptors impacted in one MATTE categories above the
thresholds

Significant (Category 2)

Impacts below the MATTE thresholds

Minor (Category 1)

Nuisance only

Once the matrix has been constructed, there are a number of approaches regarding the
interpretation of the matrix. Two of these, the derivation of safety critical events and the ‘bow
tie’ analysis are discussed below.
3.1.1

Safety Critical Events

The definition of safety critical events (SCE) and a description of their significance within the
COMAH report are given within the guidance on preparing safety reports (HSE 1999c, paras.
310, 311):
“You should clearly identify in the safety report all safety critical events and the
associated initiators. Safety critical events are those that dominate the contribution to
risk, so they should be identified by your risk analysis.
Safety critical events are key to identifying suitable control and protection measures for
preventing hazardous events or limiting their consequences. However, the failure of
these protection measures must also be considered in assessing whether the residual
risks are ALARP or whether more needs to be done.”
A more detailed definition of SCE is provided within the Safety Report Assessment Manual
(SRAM) (HSE 1999e, Criterion 3.4.2):
“Safety critical events or event sequences are those that dominate the contribution to
risk at different distances from the plant.”
The expanded definition in the SRAM recognises that, for example, events that are important
risk contributors in the near field are not necessarily important risk contributors in the far field.
The risk matrix has a number of consequence categories, and within each category, it is
appropriate to classify the events with the highest frequencies as the SCEs. (Note, however, that
although consistent with the general definition of SCEs given in the safety report guidance, this
approach is not necessarily consistent with the detailed definition given in the SRAM). Having
identified the SCEs, the way in which they may become the focus of a demonstration is
illustrated in , (assuming that the risks lie within the tolerable region of the matrix). Where the
risks are deemed to be intolerable, immediate action is required. Each SCE is taken around the
loop until there are no reasonably practicable risk reduction measures. In deciding whether risk
reduction measures are reasonably practicable it is often necessary to carry out more detailed
quantification (as detailed below), although the first stage in this evaluation is to determine
whether relevant good practice or standards have been implemented. The number of scenarios
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that are categorised as SCEs will vary, but it is likely that for a COMAH demonstration, most, if
not all, of the scenarios with the greatest consequences should be included, as should some
scenarios that could potentially lead to an escalation. Further for completion, events in the parts
of the matrix which may not have been included as SCEs should be considered for reasonably
practicable risk reduction measures. The process is therefore used to devise sequential risk
reduction measures/plans that will ultimately end with an installation where the risks are
ALARP (when all the scenarios have been considered.
Figure 2
Use of SCEs in ALARP Demonstration

DIVIDE EVENTS INTO
CONSEQUENCE
CATEGORIES

FOR EACH CATEGORY
THE EVENT WITH THE
HIGHEST FREQUENCY
IS THE SCE

FIRST SCE

LIST RISK
REDUCTION
OPTIONS AND
ASSESS

ANY OPTIONS
REASONABLY
PRACTICABLE?

NEXT SCE

N

N

RISK FROM THIS
SCE IS ALARP

LAST SCE

Y
Y
IMPLEMENT
OPTIONS

DOES THIS EVENT STILL
HAVE THE HIGHEST
FREQUENCY IN ITS
CATEGORY?

Y

N
SELECT EVENT
WITH HIGHEST
FREQUENCY AS
NEW SCE

END
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3.1.2

Bow Tie Analysis

This method of analysis uses the risk matrix to categorise the various scenarios, and then carries
out more detailed analysis (in the form of fault and event trees) on those with the highest risks.
The essence is to establish how many safety barriers there are available to prevent, control or
mitigate the identified scenarios, and the quality of those barriers. The bow tie analysis is
described briefly below, but it is similar in concept to the AVRIM 2 method (which is
qualitative but includes management systems and is used by the Netherlands government),
TRAM (Naylor et al, which is quantitative and more extensive) and LOPA (Level of Protection
Analysis).
The form of the bow tie is shown in Figure 3. The fault tree on the left hand side is used to
identify the direct and underlying causes that can lead to the specified loss of containment (at
the centre of the bow tie) and include the preventive measures, which may be either hardware or
procedural. The event tree is used to show the possible outcomes following loss of
containment, taking into account the various control and mitigation measures, which again may
be hardware or procedural.
Figure 3
Bow Tie Analysis

Underlying causes

Damage and harm effects
direct
causes
(corossion,
erosion... etc.)
LOC
situation

LODs

LOC

Initiating and basic
failure events (fault trees)

LOC
LOD

Loss of containment event
Line of Defence
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Consequences
(event tree)

The number and quality of controls that are considered to be adequate depend on the magnitude
of the risk, but are generally established qualitatively by a multi disciplinary team. An
indication is that for high risks, there should be three barriers (on the fault tree), three control
measures and three recovery measures (on the event tree). Tasks to maintain the barriers,
controls and recovery measures for high risks are assigned to defined individuals with defined
responsibilities and competencies and need to be carried out in accordance with defined
procedures. Any shortfall identified or area where improvement is considered appropriate is
defined in a remedial action plan.
The French approach to Seveso II uses the above method to determine ‘Safety Important
Barriers’ (SIB) (Salvi 1999) for the scenario with the ‘worst case’ consequences. These need to
be defined in terms of efficiency, reliability and response time, and also need to be incorporated
in the safety management system. The requirements in terms of criteria to assess the adequacy
of SIBs have not been published to date.
The TRAM (Technical Risk Audit Methodology) methodology (Naylor et al, 1999) may be
used for the approximate estimation of both risk and associated risk reduction measures –. This
approach not only includes a consideration of active safety related systems but also the
contribution to risk reduction of passive systems such as bunding and the cumulative nature of
the risks posed by the different hazardous events that may occur on an installation. The authors
consider that this approximate method could be used as an indicator as to where QRA is
necessary.
3.2 POTENTIAL PROBLEM AREAS WITH MATRICIES
A number of potential problems with the use of risk matrices in the context of COMAH have
been identified. These are discussed below.
3.2.1

Releases and Outcomes

The frequencies used to position events on the matrix should be those for outcomes not
releases. This is because a release of hazardous material may have a number of potential
outcomes. For example, rupture of an LPG pipe may result in a jet fire, flash fire or a vapour
cloud explosion depending on the circumstances. Each of these outcomes could have a different
frequency. Furthermore, each of these hazardous outcomes could produce further different
outcomes in terms of the number and location of potential fatalities. Releases of toxic materials
may have a number of different outcomes, each being unwanted but each with a different
frequency (in terms of numbers of fatalities) depending on the weather conditions and wind
direction. In a quantified analysis an event tree can be used to assist in estimating outcome
frequencies.
In connection with this, the analyst must also decide whether to display all possible outcomes on
the matrix (in which case the number of points on the matrix may become very large) or just the
worst case outcomes (in which case the matrix may not be very representative of the overall risk
from the installation). A compromise of both extremes would be to screen the outcomes to be
displayed and identify both the worst case and most likely consequences, thus indicating the
overall range of outcomes.
3.2.2

Application of Risk Criteria

In qualitative matrices, the higher the number the higher the risk. However, as can be seen from
the matrix in Figure 1, different methods for determining the risk number, although generally
consistent, do give different rankings. These rankings cannot be anchored to published risk
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criteria. Different analysts may also have different views about the appropriate categories for a
given event outcome.
In Figure 4 an attempt has been made to indicate how the risk criteria defined by the HSE (HSE
1999b) might be used on the risk matrix. Risks in the Class I region indicates are high
(unacceptable) and risk reduction should be addressed as a matter of priority. The Class II
region would equate to the ALARP region and risks in Class III would be considered broadly
acceptable. The use of such matrices for risk assessment has become widely accepted since the
introduction of IEC61508 (IEC 1998), where matrices can be used to determine an appropriate
level of “functional safety” for the active safety related systems (instrumentation, relief valves,
etc) in place.
Numerical individual risk criteria published by HSE relate to the overall risk and are given in
terms of fatalities. The matrix displays information about specific events, and may be for
injuries or fatalities. Consequently it is not possible to use the published criteria. It may be
possible to generate a ‘cumulative’ risk matrix. This would, however, require the frequencies of
all events in each consequence category to be summed, resulting in only one point per
consequence category. This would normally be the approach for a fully quantified analysis
rather than a sample type approach, and is clearly problematic in cases where frequencies or
consequences have been estimated qualitatively.
It should be noted that the HSE publication (HSE 1999b) also proposes a limit of tolerability for
situations where societal concerns arise because of the risk of multiple fatalities in one event
from a single major industrial activity. The proposed criterion is that the risk of an accident
causing the death of fifty people or more in a single event should be less than one in five
thousand per year. Again, the representation of this criterion on the risk matrix is problematic
since it is cumulative in nature – it requires a summation of the frequencies of all of the event
outcomes giving fifty or more fatalities, and one of the consequence categories would need to be
specific in terms of fatalities.
Figure 4
Risk Matrix with Indications of Tolerability
<10 -6/yr

10-6-10-4/yr 10-4-10-2/yr

10-2-1/yr

>1/yr

Extremely Very
Unlikely Improbable Probable
Unlikely Unlikely

CAT 5

II

II/I

I

I

I

III

II

I

I

I

III

III/II

I/II

I

I

III

III

II

II

I

III

III

III

II

II

Catastrophic

CAT 4
Major

CAT 3
Severe

CAT 2

Significant

CAT 1
Minor
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3.2.3

Risk to Different Groups

Different groups of people (different groups of workers on site, different sectors of the
population off site) will be exposed to different levels of risk. The SCEs for these groups may
also differ. It may therefore be necessary to produce a separate risk matrix for each group.
Where the matrix has been defined in terms of safety, environmental and financial loss risks a
separate matrix for each may well be required.
3.2.4

Risk Reduction

It can be difficult to view the effects of implementing risk reduction measures on the
distribution of points on the matrix. This is because the categories are usually quite broad (for
example, each frequency category on the matrix in Figure 1 spans two orders of magnitude).
The position of an event outcome on the matrix is therefore quite insensitive to changes in the
associated frequency or consequence level. For example, if a risk reduction measure altered the
frequency of an event outcome by an order of magnitude, then the position of the point
representing that outcome may not change.
3.2.5

Consequence Category Definition

The definitions used for the consequence categories are important and need to relate to the
establishment being studied. The consequence categories used could be too coarse, with the
potential that particular SCEs may not be identified. For example, if the catastrophic
consequence category was defined as one or more offsite fatalities, a more frequent event that
could cause 200 fatalities may not be identified as an SCE, but could well be unacceptable and
require further risk reduction.
3.3 Usefulness for the Purposes of Demonstration
Risk matrices provide a useful means of ranking and screening risks from event outcomes,
providing they are properly constructed and used. The matrix may be used to:
·

Provide a ranking of event outcomes so that the operator can prioritise action accordingly;

·

Identify those situations where the risks are definitely intolerable. Clearly, if an individual
event outcome is deemed to be ‘intolerable’ (i.e. within the Class I region in Figure 4) then
the cumulative risk from all such event outcomes will also be intolerable;

·

Identify the SCEs, which may then constitute a ‘representative set’ and the focus of the
demonstration arguments in the safety report. This in itself does not demonstrate that the
risks are ALARP. For such cases demonstration will rely on reference to good practice (as
embodied in codes of practice, standards etc.) and/or more detailed risk assessment; and

·

Provide an approximate risk analysis for the establishment. It may be required, however, to
conduct a more detailed analysis on specific areas at a later stage.
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3.4 Quantitative Risk Analysis
In a QRA both the frequencies of events and their consequences are quantified, using
appropriate techniques. For a detailed description of QRA methodology, the reader is referred
to the extensive technical literature available (see for example CCPS, 2000 and Lees, 1996).
Typically, a QRA will consist of the following steps:
1. Identification of the hazards.
2. Summarising the findings of the hazard identification study as a set of scenarios to be
modelled.
3. Estimation of the rates and duration of releases, and the quantities of material involved.
4. Estimation of the consequences of each release in terms of an area (as defined by an
isopleth) inside which, for a given wind speed / weather stability combination, a specified
level of harm (toxic load, explosion overpressure, thermal radiation flux) will be met or
exceeded.
5. Consideration of the effects of mitigation (for instance by people going or staying indoors).
6. Translation of the release isopleth, by way of a model of human impact, into a measure of
harm (e.g. injury or fatality) to the specified individual or population.
7. Estimation of the frequencies with which events (usually releases of hazardous material
from their containment) are expected to occur.
8. Combination of various probabilities and frequencies to calculate numerical estimates of
risk.
Steps 1 to 3 results in a set of scenarios for modelling, together with the necessary data to
compute frequencies and consequences. This process is not normally capable of automation; to
obtain a representative and consistent set of scenarios it should be conducted by an experienced
analyst or team of analysts. Step 4, on the other hand, usually involves some form of modelling
of gas dispersion, fire or explosion effects. In some cases these calculations can be performed
by hand or with the aid of spreadsheets, although use of computerised models is common.
In simple cases, where the set of scenarios to be considered is small, steps 5 to 8 can be
performed by hand or using spreadsheets. However, it is more usual to employ risk calculation
software.
It is possible to produce different types of numerical risk estimate at step 8, depending on the
purpose of the QRA study. Broadly speaking, numerical risk estimates are one or both of:
·
·

Individual risk estimates; and
Societal (or group) risk estimates.

Individual risk has been defined as follows (HSE 1995):
“Individual risk is the risk of some specified event or agent harming a statistical (or
hypothetical) person assumed to have representative characteristics.”
The ‘individual’ referred to will be defined in accordance with the requirements of the QRA to
be undertaken. It may, for example, be a member of a certain group of workers on a facility with
defined characteristics in terms of their working pattern. Alternatively, the individual may be
defined so as to be representative of a member of the public, such as the ‘hypothetical house
resident’ used by HSE in their risk assessments for land use planning purposes.
The ‘specified event or agent’ may be defined as fatality, injury, or exposure to a defined level
of blast overpressure, thermal radiation or dose of toxic material.
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The definition of societal risk is given as (HSE 1995):
“This is the risk of widespread or large scale detriment from the realisation of a defined
hazard”
In crude terms, societal risk may be thought of as a measure of the possibility of affecting a
large number of people in a single event.
All quantitative risk estimates are subject to a significant degree of uncertainty. The
uncertainties arise from a number of sources (HSE 1989):
1.
2.
3.
4.

Errors, in the formal sense of scientific measurement.
Uncertainties in the modelling process and in biological effects such as vulnerability.
Uncertainty in whether or not there is indeed an effect to be incorporated within an estimate.
Omission of possible causes of risk due to:
· Incomplete analysis of the mechanical or engineering sources of plant failure.
· Non-quantification of human error.
· Omission of extreme natural causes.

Hence, although numerical risk criteria have been published (HSE 1999), comparison of the
quantitative risk estimates produced by QRA with these criteria can be difficult because of the
uncertainties inherent in the estimate. Many of the problems associated with the use of QRA
have been analysed (HSE 2000) recently.
3.5 Usefulness for the Purposes of Demonstration
QRA can be a useful tool to:
·
·

Identify those events which contribute most to the risk (i.e. – in identifying the SCEs); and
Estimate the benefits of a proposed risk reduction measure. Here, the results of the QRA for
the existing plant are compared with the results for the plant incorporating proposed risk
reduction measures.

In the second of these applications, the results of a QRA would normally be coupled with a
Cost-Benefit Analysis (CBA) in order to determine whether or not a proposed risk reduction
measure would be reasonably practicable. The use of QRA and CBA in this way is illustrated by
means of the worked example presented in Section 5.
.
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4.

COST-BENEFIT ANALYSIS

Cost-Benefit Analysis (CBA) provides a means of weighing the costs of introducing measures
to reduce risk against the benefits (i.e. – the reduction in risk) that would result. The technique
therefore allows the principle of reducing risks to a level that is ‘as low as reasonably
practicable’ (ALARP) to be formally tested.
In the context of health and safety within the UK, it would not be sufficient to simply show that
the cost of a measure outweighed its benefits in order to justify a decision not to implement the
measure. The ALARP principle requires that the cost of a measure be ‘grossly disproportionate’
to the benefits before the measure can be ruled out. This principle is embodied within the
relevant case law (see Edwards vs the National Coal Board, [1949] 1 All ER 743):
“Reasonably Practicable” is a narrower term than “physically possible”, and implies
that a computation must be made in which the quantum of risk is placed in one scale
and the sacrifice involved in the measures necessary for averting the risk (whether in
money, time or trouble) is placed in the other, and that, if it be shown that there is a
gross disproportion between them – the risk being insignificant in relation to the
sacrifice – the defendants discharge the onus upon them.
In order to carry out a CBA, it is necessary to express both the costs and the benefits in
monetary terms, then make a comparison, bearing in mind the ALARP principle. This raises a
number of difficult issues:
·
·
·
·
·

Quantification of all safety related costs and benefits;
Assignment of monetary values to safety related outcomes (e.g. – injury or fatality);
Factoring the costs and benefits to take account of the ‘gross disproportion’ required by the
ALARP principle;
Universality – whether the same set of factors and monetary values should be the same for
every situation where QRA/CBA is conducted; and
Redistribution – taking account of situations where the people who face the risks from an
activity are not the same as those who gain from that activity.

Each of these issues is discussed in more detail below.
4.1 Quantification of Safety Related Costs and Benefits
In principle safety related costs and benefits (expressed as levels of risk) can be calculated using
QRA. Typically a QRA will be used to calculate risks of fatality and other safety related costs
such as serious injury or long-term health effects will not be included. When used for a report
submitted under COMAH, levels of environmental damage or contamination will also need to
be included.
It may also be necessary to attempt to quantify other outcomes from potential accidents,
including:
·
·
·
·
·

Production losses;
Loss of or damage to capital items on site (plant or equipment);
Loss of or damage to property belonging to third parties (e.g. – damage to neighbouring
buildings);
Loss of shareholder confidence and drop in share value; and
Prosecution by the regulatory authorities.
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At this stage the analyst is concerned with estimating the extent of these effects, prior to
assigning monetary values. Some of these items may in principle be amenable to a QRA-type
approach (such as the extent of environmental damage), albeit with a high degree of uncertainty,
while others will be more difficult to quantify (such as a decrease in share value).
4.2 Assignment of Monetary Values
Of the various costs and benefits considered within a study, some may be assigned a monetary
value quite readily (such as the cost of lost production or the cost of additional equipment to
improve safety). For other costs (such as fatality), assigning a monetary value is difficult and
controversial. The figures for the cost of a fatality may also become too low over time or be
unacceptable after an event which results in many fatalities. Although many figures can be
calculated or used the test of whether these are acceptable or reasonable often comes into
question after a fatality occurs.
The Department of the Environment, Transport and the Regions (DETR) have adopted a value
of a statistical life (that is, the expenditure justified to avoid a statistical fatality) of £902,500
(1998 prices) for use in the appraisal of road safety decisions. HSE uses this as a ‘benchmark’
value (HSE 1999b), recognising that the value may change with the context (see Section 4.4
below).
A number of approaches to assigning the value of a statistical life have been suggested and are
discussed below.
4.2.1

Human Capital Approaches

These estimate the value of a statistical life in terms of the future economic output which is lost
when a person is killed. This may be in terms of gross output (in effect, the lifetime salary) or
net output (in effect the lifetime tax payments). This narrow economic approach is now largely
discredited, since it is recognised that people value life for its own sake rather than for its
capacity to maintain an economic output.
4.2.2

Willingness-to-Pay Approaches

Such approaches estimate the amount that people in society would be prepared to pay to avoid a
statistical fatality, using their observed behaviour in the past or their expressed opinions on
hypothetical situations in questionnaires. This is generally considered to be the most credible
approach, although estimates are vary considerably.
4.2.3

Implicit Value of Life in Previous Risk Management Decisions

The costs and benefits of legislation which public authorities have adopted on safety measures
can sometimes be analysed to show the implicit value of a statistical life. However, such values
show wide variations, and the approach assumes that the previous decisions were correct.
4.2.4

Court Awards

Sums awarded to dependants for accidental death illustrate the differing value of a statistical life
in many countries, but are not an ideal measure. For example, in the UK, damages to dependants
for wrongful death reflect only their share of the income the victim would have earned (i.e. – a
net output approach). In the USA, awards may include a large component for subjective losses
to dependants, and are partly seen as penalising the perpetrator.
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4.3 Factoring of Costs and Benefits – Gross Disproportion
Although the concept of gross disproportion is well known in qualitative terms, to date there has
been no published attempt to quantify the level at which gross disproportion would be achieved.
For example, it is not clear whether costs would be considered grossly disproportionate when
they reached 3 times the level of the benefits, or 10 times the level of the benefits, or 100 times
the level of the benefits. To date such decisions appear to have been made on a case by case
basis using expert judgement. However, it is generally accepted that the gross disproportion
factor (3, 10, or 100 in the example cited) should be higher when the risks are close to the
maximum tolerable level and lower when the risks are close to the broadly acceptable level.
4.4 Universality
There are a number of issues that mean that the set of monetary values, disproportion factors
and other parameters used in a QRA/CBA study of a given situation may not be transferable to
other studies or other situations. These issues include society’s aversion to accidents involving
large number of fatalities and differences in the nature of the risks studied.
It has been observed that society’s response (in terms of media coverage, public outcry and
government action) is greater for accidents that involve a large number of fatalities compared to
the response seen for accidents that involve only one or a few fatalities. As a crude example, a
hazard that resulted in accidents killing one person a year over a twenty year period would not
be likely to result in a significant societal response. However, a hazard that resulted in one
accident killing twenty people in the same period would be likely to generate a societal
response. In a situation where there was a potential for accidents resulting in large numbers of
fatalities, this might be addressed within a CBA by adjusting the value of a statistical life used.
That is, it could be assumed that there should be a greater willingness to pay to avoid such
large-scale accidents. It is important to look at the potential for the greatest number of fatalities
that could occur - and balance the effect on the business and society against the risks of such an
event occurring. It is important to make clear where such large numbers of fatalities could occur
as this may be a potentially catastrophic event which may result in greater willingness to spend
money to prevent it.
There are a number of areas where the nature of the risks studied may result in differences in
approach between QRA/CBA studies, including:
·
·

·

The nature of the hazard giving rise to the risk – society appears to have a greater ‘dread’ of
some hazards compared to others;
The nature of the population exposed to the risk – the population may be more vulnerable to
adverse effects arising from exposure to the hazard (for example, the sick or elderly) or the
population may be comprised of those to whom society feels a greater duty of care (such as
children); and
Whether the risk is undertaken voluntarily by those exposed, or is imposed by some third
party.

In principle, these issues could be taken into account by adjusting the value of a statistical life or
the other parameters used within a CBA. However, it should be noted that some authors take the
view that such issues cannot be rigorously addressed within the CBA calculations and are better
dealt with qualitatively by the decision-makers.
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4.5 Re-distribution
Situations may arise where those facing the risk from an activity are not the same as those who
gain a benefit from the activity. An example would be residents living in the vicinity of a major
hazard site, who may receive no direct benefit from activity at the site, but who are nevertheless
exposed to a level of risk. The benefits from activity at the site may be experienced by company
shareholders. Conversely, making an investment to reduce the level of risk at the site would be
seen as a benefit to the local residents, but as a cost to the shareholders.
Such factors are difficult to account for quantitatively within a CBA, but would need to form
part of broader considerations by the decision-makers.
4.6 Cost-Benefit Analysis – A Simple Approach
In the course of a QRA study, it is possible to calculate a Potential Loss of Life (PLL) value as
follows:
n

PLL = å f io n io
io=1

Where:
=
fio
nio
=

the frequency of incident outcome io (yr-1)
the number of fatalities due to incident outcome io.

An Equivalent Social Cost Index (ESCI) may also be calculated, as follows:
n

ESCI = å f io niop
io=1

Where:
p
=

the ‘aversion index’.

The aversion index indicates the level of aversion to accidents causing large numbers of
fatalities. Note that the PLL is simply an ESCI with an aversion index of unity, indicating no
aversion to large fatality events.
The PLL or ESCI values can then be determined for the system before and after the introduction
of a risk reduction measure. The number of fatalities averted (FA) over the lifetime of the plant
is then given by:

FA = (PLLi - PLL f )L
Where:
L
=

expected plant lifetime, years

Subscript i denotes the initial condition (before the introduction of the risk reduction measure).
Subscript f denotes the final condition (after the introduction of the risk reduction measure).
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It is then possible to calculate the Implied Cost of Avoiding a Statistical Fatality (ICAF) for the
risk reduction measure:

ICAF =
Where:
Cost =
Benefit =

Cost - Benefit
FA
Cost of the proposed risk reduction measure.
Monetary value of any non-safety related benefits produced by the measure,
such as increased productivity.

The HSE ‘Reducing Risks, Protecting People’ discussion document (HSE 1999b) recognises
that the Edwards vs the National Coal Board case law referred to above allows for a broad
interpretation of what constitutes ‘cost’. The document lays out some principles on the costs to
be taken into account, which are summarised below. The following costs may legitimately be
included:
·
·

·

Those costs which are incurred unavoidably by duty-holders as a result of implementing the
safety measure (i.e. – the costs for a necessary and sufficient measure, not a ‘gold plated’
solution);
The cost of installation, operation, maintenance and any productivity losses resulting
directly from the implementation of the measure, including temporary shutdown costs
(providing the shutdown is managed so as to minimise this cost, e.g. – by carrying it out
during planned maintenance); and
Where other costs are reduced by the introduction of the measure (e.g. – through
productivity gains), then these monetary gains should be offset against the costs of the
measure.

With reference to the last of these points, the costs should only be offset against those
productivity savings which can actually be realised (i.e. – unit cost reductions). The following
should not be offset:
·
·
·

Potential savings/gains, which may depend on the state of the market, such as the profits
which would result from selling on the increased production made possible through
improved productivity;
Gains which would arise from an improved commercial reputation; and
Indirect savings such as those related from reduced insurance premiums or civil damages.

The ICAF could then be compared with a value of a statistical life in order to determine whether
the cost of the measure was grossly disproportionate to the benefits. If it were not, then the
measure would be considered reasonably practicable.
4.7 The Cost of Safety Measures
During the course of this research, an attempt was made to gather information on the real costs
of the implementation of safety measures. A number of operators were approached and were
invited to provide examples of cost information on safety-related improvements that they had
made. The responses have been summarised as a set of case studies in Appendix I.
In addition, there are a number of standard approaches and information sources used within the
process industry for the costing of projects. A brief summary of this information is presented in
Appendix II.
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4.8 Discounting of Costs and Benefits
The view taken in conventional cost-benefit analysis is that money is more useful now than in
the future, due to the opportunities that exist to grow the sum of money available through
investment. This is accounted for by discounting costs and benefits extending into the future to
their net present values, as follows:

X dis

1
é
ê1 - ( + d ) L
1
= X .ê
1
ê
ê 1 - (1 + d )
ë

Where:
=
Xdis
X
=
d
=

ù
ú
ú
ú
ú
û

Present (discounted) value of cost or benefit (£)
Annual value of cost or benefit (£)
Discount rate for future costs and benefits.

For the majority of public policy applications, a discount rate of 6% has been reported (HSE
1999b).
The discounting of safety benefits within a CBA is controversial. On the one hand, the view has
been expressed that it is better to reduce risks now than in the future, so that immediate risk
reductions should be valued more highly than future ones, leading to discounting of both the
monetary value of risk reduction and costs (Lind 1994). However, it is not clear that the lives of
present workers are any more valuable than the lives of future workers.
The contrary view (HSE 1999b) is that the value that individuals place on safety benefits tends
to increase as living standards improve, so that future values applied to such benefits should
actually be uprated to allow for the impact of well-being of expected growth in average real
income. HSE has indicated an uprating factor of 4% per year as appropriate to the benefits side
of the CBA equation (HSE 1999b). Clearly this can only be applied in situations where the time
scale involved is finite, otherwise the benefits would increase infinitely.
4.9 Usefulness for the Purposes of Demonstration
Simplistic CBA when coupled with QRA provides an effective approach to determining
whether risks are ALARP or whether further risk reduction measures should be implemented.
However, CBA encapsulates a series of complex and controversial issues such as the value of a
human life and the true cost to business of a major accident. Such issues have to date prevented
the widespread use of CBA.
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5.

COST-BENEFIT ANALYSIS: A WORKED EXAMPLE

5.1 Introduction
The purpose of this worked example was to provide a case study illustrating the way in which
CBA might be used in conjunction with QRA to determine whether the goal of reducing risks to
a level that is as low as reasonably practicable (ALARP) had been achieved.
The study considers a single, simple hazard (rupture of a delivery hose during unloading of a
chlorine road tanker). A range of risk reduction measures is considered and, for each measure,
the cost threshold for gross disproportion (i.e. – what the measure would have to cost before an
operator could assert with some confidence that the measure was not reasonably practicable) is
calculated. This approach has been taken since cost information on the risk reduction measures,
which would allow calculation of ICAF values, was not available.
The effect on the cost thresholds of altering a number of assumptions or basic pieces of
information is also determined.
5.2 System Description
5.2.1

Base Case

The system considered comprises a road tanker containing 22 te of liquid chlorine, unloading
via a 25 mm diameter flexible hose and 25 mm diameter fixed pipework to a bulk storage
vessel. A simplified schematic is shown in Figure 5. Note that it is assumed that:
·

There is no dip-pipe in the bulk tank;

·

Deliveries can take place at any time of day or night;

·

There are 20 deliveries per year;

·

The tanker is fitted with a ROSOV; and

·

One operator is present during unloading.
Figure 5
Base Case System Schematic

Padding Pressure

ROSOV

A simplified event tree was developed to consider the range of release scenarios possible. The
event trees are shown in Appendix III.
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Gould and Anderson (1999) considered the failure rates of chlorine delivery hoses. Their report
categorises installations in the manner shown in Table 6. The report also proposes a rupture
failure rate appropriate to each type of installation. These failure rates are also shown in Table 6.
Table 6
Categorisation of Chlorine Installations
Category

Description

Basic

Wheel chocks for pullaway prevention, pressure /
leak tests to prevent hose bursts. No pullaway
mitigation.
Two pullaway prevention systems as well as
inspection and pressure / leak tests to prevent hose
bursts.
Two pullaway prevention systems, an effective
pullaway mitigation system (not air line) and
pressure / leak tests to prevent hose bursts.

Average
Multi-System

Rupture Frequency
(per delivery operation)
4 x 10-5
4 x 10-6
2 x 10-7

The base case system was assumed to fall into the ‘Basic’ category and hence a rupture
frequency of 4 x 10-5 per delivery operation was used.
5.2.2

Risk Reduction Measures

A number of risk reduction measures could be applied to the base case system. The following
measures have been considered within the study:
·

Accepting deliveries during daytime only;

·

Converting the facility so that it falls into the ‘Average’ category;

·

Converting the facility so that it falls into the ‘Multi-System’ category;

·

Fitting a ROSOV in the fill line to the bulk vessel; or

·

Fitting an ASOV in the fill line to the bulk vessel.

The event trees were modified as appropriate and are shown in Appendix III.
5.3 Analysis Methodology
The failure scenarios as developed using the event trees are shown in Appendix III. These
scenarios were then entered into the DNV QRA tool SAFETI in order to calculate individual
and societal risks, for the base case and each proposed risk reduction measure.
SAFETI utilises probit equations in order to calculate individual and societal risk. Two probit
equations have been considered, the relevant parameters are shown in Table 7.
Table 7
Probit Parameters
Ref.
1
2

a
-10.1
-17.63

B
1.11
1.1

n
1.65
3.5
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Reference
Van Heemst (1990)
Ten Berge (1986)

Two different population densities of 5000 people / km2 (high) and 250 people / km2 (low) were
also considered within the sensitivity cases (see Table 8). The population was uniformly
distributed across the calculation grid.
Potential Loss of Life (PLL), Equivalent Social Cost Index (ESCI) and numbers of fatalities
averted (FA) values have been calculated using the methods described in Section 4.6.
A crude estimate of the equivalent cost saving achieved by the introduction of the measure
could then be calculated as follows:

C = FA ´ VOSL
Where:
VOSL =

value of a statistical life (£)

This calculation takes no account of aversion, being based on the PLL. An equivalent cost
saving taking aversion into account (Cp, £) can be calculated as follows:

C p = (ESCI i - ESCI f )L ´ VOSL
However, the units involved in the calculation of Cp are no longer consistent, since the number
of fatalities has been raised to a power.
The equations given for the estimation of C and Cp are highly simplified. They do not include
aspects such as discounting or any operational cost savings that might be achieved by
introduction of the measure.
In order to satisfy the ALARP criterion, it must be shown that the cost of implementing a risk
reduction measure is grossly disproportionate to the benefit gained. Since cost estimates of the
various risk reduction measures proposed are not available, the cost threshold for gross
disproportion has been calculated. This provides a crude estimate of how much the risk
reduction measure would have to cost before it could be considered that the cost was grossly
disproportionate to the benefits. The cost threshold (T, £) is given by:

T = C´D
Where:
D
=

the gross disproportion factor.

Alternatively, taking aversion into account:

T = Cp ´ D
In simple terms, a very high value of T would indicate that a measure is likely to be reasonably
practicable to implement.
The cost threshold for the base case facility considering each of the risk reduction measures
listed in Section 5.2.2 was calculated. The sensitivity of the cost threshold values obtained to a
number of key parameters was then tested. The base case information and the information used
for each of the sensitivity cases are summarised in Table 8.
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Table 8
Parameters Used in Sensitivity Cases
Parameter

CBA model :
p
L (yr)
VOSL (£m)
D
Risk model :
No. Deliveries
(yr-1)
Toxicology(1)
Population
Density
Notes :
(1) See Table 7

Base
Case

Value Used for Sensitivity Case
C
D
E

A

B

F

G

Aversion
Factor = 2

Plant Lifetime
30 Years

VOSF £2
Million

Gross
Disproportion
Factor of 5

100 Deliveries
Per Year

Probit
Changed

Low
Population
Density

1
20
1
3

2
20
1
3

1
30
1
3

1
20
2
3

1
20
1
5

1
20
1
3

1
20
1
3

1
20
1
3

20

20

20

20

20

100

20

20

1
High

1
High

1
High

1
High

1
High

1
High

2
High

1
Low

The results of the Base Case and sensitivity case analyses are presented in the next section.
5.4 Analysis Results
The cost threshold results are displayed in Tables 9 - 16 and graphically in Figures 6 – 13. The
ROSOV and ASOV measures did not produce significant cost thresholds for any of the cases
studied. This is because the liquid fill line on the bulk storage line was assumed not to end in a
dip-pipe. This meant that liquid back-flow from the bulk tank through a ruptured hose could not
occur (vapour back-flow only).

34

Table 9
Cost Threshold Results for Base Case
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
1.04
1.15
0.51
0.15
0.13

Figure 6
Cost Threshold Results for Base Case

ASOV

ROSOV

Delivery time

Multi

Average

0.0

0.2

0.4

0.6

0.8

Cost Threshold (£Million)
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1.0

1.2

1.4

Table 10
Cost Threshold Results for Case A (Aversion Factor = 2)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
79.38
87.75
65.94
3.6
0.6

Figure 7
Cost Threshold Results for Case A (Aversion Factor = 2)

ASOV

ROSOV

Delivery time

Multi

Average

0.0

10.0

20.0

30.0

40.0

50.0

60.0

Cost Threshold (£Million)
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70.0

80.0

90.0

100.0

Table 11
Cost Threshold Results for Case B (Plant Lifetime 30 Years)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
1.56
1.72
0.77
0.23
0.19

Figure 8
Cost Threshold Results for Case B (Plant Lifetime 30 Years)

ASOV

ROSOV

Delivery time

Multi

Average

0.0

0.2

0.4

0.6

0.8

1.0

1.2

Cost Threshold (£Million)
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1.4

1.6

1.8

2.0

Table 12
Cost Threshold Results for Case C (VOSF £2 million)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
2.08
2.30
1.03
0.31
0.26

Figure 9
Cost Threshold Results for Case C (VOSF £2 million)

ASOV

ROSOV

Delivery time

Multi

Average

0.0

0.5

1.0

1.5

Cost Threshold (£Million)

38

2.0

2.5

Table 13
Cost Threshold Results for Case D (Gross Disproportion Factor of 5)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
1.73
1.92
0.86
0.26
0.22

Figure 10
Cost Threshold Results for Case D (Gross Disproportion Factor of 5)

ASOV

ROSOV

Delivery time

Multi

Average

0.0

0.5

1.0

1.5

Cost Threshold (£Million)

39

2.0

2.5

Table 14
Cost Threshold Results for Case E (100 Deliveries per Year)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
5.20
5.75
2.57
0.75
0.69

Figure 11
Cost Threshold Results for Case E (100 Deliveries per Year)

ASOV

ROSOV

Delivery time

Multi

Average

0.0

1.0

2.0

3.0

4.0

Cost Threshold (£Million)
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5.0

6.0

7.0

Table 15
Cost Threshold Results for Case F (Probit Changed)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
4.72
5.22
Not modelled
2.85
2.79

Figure 12
Cost Threshold Results for Case F (Probit Changed)

ASOV

ROSOV

Delivery time

Multi

Average

0.0

1.0

2.0

3.0
Cost Threshold (£Million)
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4.0

5.0

6.0

Table 16
Cost Threshold Results for Case G (Low Population Density)
Risk Reduction Measure
Conversion to Average
Conversion to Multi-System
Daytime only deliveries
ROSOV
ASOV

Cost Threshold (£m)
0.05
0.05
Not modelled
0.00
0.00

Figure 13
Cost Threshold Results for Case G (Low Population Density)

ASOV

ROSOV

Delivery time

Multi

Average

0.00

0.01

0.02

0.03
Cost Threshold (£Million)
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0.04

0.05

0.06

Discussion
A summary of the results for each case analysed is given in Table 17 below. These illustrate the
sensitivity of the cost threshold for gross disproportion to various assumptions made in the
analysis.
Table 17
Cost Threshold Results Summary
Risk Reduction
Measure

Cost Threshold (£m)
Base
Case

Conversion to
Average
Conversion to
Multi-System
Daytime only
deliveries
ROSOV
ASOV

A

B

C

D

E

F

G

Aversion
Factor = 2

Plant Lifetime
30 Years

VOSF £2
Million

Gross
Disproportion
Factor of 5

100 Deliveries
Per Year

Probit
Changed

Low
Population
Density

1.04

79.38

1.56

2.08

1.73

5.20

4.72

0.05

1.15

87.75

1.72

2.30

1.92

5.75

5.22

0.05

0.51

65.94

0.77

1.03

0.86

2.57

0.15
0.13

3.6
0.6

0.23
0.19

0.31
0.26

0.26
0.22

0.75
0.69

Not
Not
modelled modelled
2.85
0.00
2.79
0.00

For example, with the Base Case, the cost threshold for conversion of a ‘Basic’ facility to one of
‘Average’ standard is calculated to be £1.04 million. Thus, if the cost of the conversion were to
be of the order of £1 million or less, it would be considered reasonably practicable to undertake
the conversion. However, if the cost were over £1.04 million, the conversion would not be
considered reasonably practicable. Including an aversion index of 2 within the calculations
raises the cost threshold enormously, such that the conversion would have to cost in excess of
£79 million before it could be considered not reasonably practicable to perform.
The influence of the various changes to parameters in the sensitivity cases on the calculated cost
thresholds is summarised in Table 18.
Table 18
Influence of Parameters

Parameter
CBA Model :
Aversion Index (p)
Plant life time (L)
Value of Statistical Life
VOSL (£m)
Gross Disproportion Factor
(D)
Risk Model :
No. Deliveries (yr-1)
Toxicology
Population Density

Change Factor

Effect on Cost Threshold

Increase by factor of 2
Increase by factor of 1.5
Increase by factor of 2

Increase by factor of 80-130
Increase by factor of 1.5
Increase by factor of 2

Increase by factor of 1.7

Increase by factor of 1.7

Increase by factor of 5
Change to alternative probit
Decrease by factor of 20

Increase by factor of 5
Increase by factor of 4-20
Decrease by factor of 20

Hence the most marked change in cost threshold is observed when aversion is included
(although it should be noted that the aversion index, p, of 2 used in the sensitivity case is at the
upper end of the range of factors reported).
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The plant lifetime (L), value of a statistical fatality (VOSL) and gross disproportion factor (D)
all factor directly through to the cost threshold (as might be expected by inspection of the
equations above) as does the number of deliveries per year.
When aversion is not included, the cost threshold is also found to be directly proportional to the
population density. This is because, with a uniform population density and uniform wind rose,
the number of fatalities is directly proportional to the population density. In turn, the PLL value
(and hence the cost threshold) is directly proportional to the number of fatalities.
The probit equation used also alters the cost threshold calculation markedly in this case.
5.5 Conclusions
The cost threshold for gross disproportion is sensitive to all of the parameters considered, to
varying degrees. The greatest sensitivity observed was to the aversion index (although the figure
used in the study was at the upper end of the range reported). Significant sensitivity to the probit
equation used was also observed. The cost threshold varies in direct proportion to the assumed
plant lifetime, value of a statistical fatality and gross disproportion factor. In this case, the cost
threshold was also directly proportional to the population density and the number of deliveries
per year.
Given the sensitivities to aversion factor and population density, it is likely that ALARP
determination will be quite sensitive to the site location (i.e. – similar installations in different
locations with different population patterns would be expected to produce quite different results
in terms of ALARP determination).
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6.

RISK REDUCTION MEASURES

The risk presented by any hazardous event such as a fire, explosion or toxic release can be
reduced by the following means:
·
·
·

Elimination;
Reduce the consequences (initial or knock-on); and
Reduce the frequency of occurrence (likelihood).

A selection of commonly used approaches are presented in this section.
6.1 Inherent Safety
The principal of inherent safety is to eliminate hazards by making plants simple, user-friendly
and inherently low risk. If a hazard can be eliminated while still achieving the design intent of
the system then this should be the preferred option. An example of this is the replacement of a
flammable heat transfer medium with a non-flammable one. The need for “add on” safety
systems and detailed management controls is therefore reduced. The plant can be said to be
“inherently safer” because its safety performance is less reliant on “add on” engineered systems
and management controls which can and do sometimes fail.
In practice of course it is not always possible to eliminate hazardous materials. The following
routes can also be used to achieve an inherently safer plant:
·

Intensification

reducing the hazardous inventories;

·

Substitution

substituting hazardous materials with less hazardous ones;

·

Attenuation

using the hazardous materials or processes in a way that
limits their hazard potential e.g. dissolved in a safe solvent,
stored at low pressure or temperature; and

·

Simplification

making the plant and process simpler to design, build and
operate hence less prone to equipment, control and human
failings.

6.2 REDUCING THE CONSEQUENCES
If a hazard cannot be eliminated, whether for process, financial or other reasons then reduction
of consequences should be considered. The following approaches to reducing the consequences
of loss of containment events are widely used in the process industries:
·

Installation of remote operated valves for inventory isolation;

·

The use of minimum pipe sizes to minimise the potential release rate following pipeline
failure;

·

Reducing the severity of process conditions can result in lower discharge rates in an
accident, or less vapour generation;

·

Active systems such as emergency blowdown systems can be used for diverting hazardous
inventories to a safe location;

·

Deluge systems and foam pourers can be used to contain or control fires;
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·

Steam or water curtains can be installed to aid dilution of released toxic gases;

·

Passive systems such as fire protective insulation, and blast walls can be used to protect
equipment and contain overpressure;

·

Separation and segregation can be used to ensure that the effects of fire and toxic hazards
are limited; and

·

Secondary containment - process equipment which contains highly toxic materials may be
located in a building which is specially sealed and maintained at sub-atmospheric pressure.

6.3 REDUCING THE LIKELIHOOD
The following are examples of methods which can be used to reduce the likelihood (frequency)
of the initiating event:
·

It may be possible to avoid the use of a particular material in favour of one which is less
corrosive thus reducing the likelihood of vessel failure;

·

Avoidance of pressure or temperature cycling will reduce the likelihood of mechanical
failure of equipment;

·

Minimisation of the number of flanged joints;

·

Use of rotating equipment with high integrity sealing arrangements;

·

High safety factors can be used to increase the margin between design conditions and
operating conditions in order to reduce the likelihood of mechanical failure. Heavy gauge
process piping can often be employed to reduce the risk of mechanical damage;

·

Where the risk of corrosion can be a significant contributor to the likelihood of a hazardous
release, a change to an ‘exotic’ material can reduce this likelihood;

·

Secondary containment - process equipment which contains highly toxic materials may be
provided with secondary containment e.g. double walled piping or vessels;

·

If control failure on a process plant can lead to circumstances in which a hazardous release
could occur, process interlocks and shutdown systems are often employed to reduce the
probability;

·

An improvement in reliability to a shutdown system such as introducing redundant systems
can further reduce the risk;

·

Installation of gas detectors for the early identification toxic or flammable gas releases; and

·

An effective safety management system will reduce the likelihood of a hazardous event
occurring by ensuring that safe systems of work are in-place and that hazards are identified
and controlled.
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7.

CONCLUSIONS AND RECOMMENDATIONS

Regulatory guidance, risk matrices and QRA have been widely used by operators to
demonstrate compliance with the ALARP principle in COMAH Safety Reports. Each approach
has its strengths and weaknesses, but when used in combination these risk assessment
techniques are capable of presenting a robust demonstration of compliance.
Comparison of the prevention, control and mitigation measures in place at an installation with
those set out in a regulatory guidance document provides an indirect assessment of risk that
gives some indication as to whether a minimum standard has been achieved. In order to
demonstrate that risks are ALARP it will normally be necessary to support this with some form
of risk assessment.
Risk matrices can be used to provide a ranking of risks so that the operator can identify the
Safety Critical Events, which may then constitute a ‘representative set’, and to identify those
situations where the risks are definitely intolerable. The SCEs are then considered further so
that risk reduction measure can be identified and prioritised.
The outputs from a QRA can be used to compare the risks directly with the published risk
thresholds defined by the ALARP principle. Additionally it can identify those events within the
analysis which contribute most to the risk at any particular location or to any particular group of
people. QRA can be linked with Cost Benefit Analysis (CBA) to determine whether risk
reduction measures should be implemented in order to demonstrate compliance with the
ALARP principle.
CBA encapsulates a series of complex and controversial issues such as the value of a human life
and the true business cost of a major accident. Such issues have to date prevented the
widespread use of CBA. It is demonstrated in section 5 that CBA is a potentially powerful tool
for determining whether risk reduction measures are necessary at an installation. Therefore it is
recommended that future work should address these sensitive issues in CBA to determine
whether a consistent approach that is acceptable to both the public and industry can be
developed.
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Example 1
System / Plant: Cryogenic storage of LNG.
Description of alteration: Traversing densitometers were fitted to 12 LNG storage tanks, to
assist in prevention of rollover.
Costs: If the work were to be done today (2001), the estimated cost would be £1.5m. The actual
cost to the company was greater than this, due to the need to develop an improved installation
method for the equipment. There is also a small ongoing maintenance cost.
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Example 2
System / Plant: Manufacture of synthetic polymers, tanker unloading facility.
Description of alteration: Bulk deliveries of monomer (a flammable, pressurised liquefied gas)
and solvent (a highly flammable liquid) by road tanker had been off-loaded at individual
unloading points adjacent to the individual receipt tanks.
HAZOP studies of these existing unloading facilities and operational experience showed that the
necessary improvements in control, automatic protection and containment of potential spillage
could be best achieved by installing a single unloading facility, complete with the safeguards
necessary to prevent unloading the wrong material into the wrong tank. Relevant HSE and CIA
guidance was followed.
The project involved construction of a major concreted and bunded base for the unloading point,
relocation of unloading pumps and pipework and installation of additional safety and firefighting measures as highlighted in the detailed HAZOP study.
Costs: The total cost of the project was £175,000, made up of the following major items:
Construction of unloading bund:
Additional fire fighting equipment:
New electrical equipment and instrumentation:
Other equipment, design and project costs:

£54,000
£16,000
£25,000
£80,000
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Example 3
System / Plant: Manufacture of synthetic polymers, monomer storage.
Description of alteration: The work described is part of a major, ongoing project to ensure that
the bulk storage of potentially hazardous hydrocarbons continues to meet the requirements of
the latest standards and the requirements identified by ongoing HAZOP studies.
At the site, monomer (a flammable, pressurised liquefied gas) had initially been stored in ten
horizontal pressure vessels installed in the 1950s and later in two spheres, installed in the 1960s.
Risk assessment had already identified the need to:
·
·
·
·

Minimise the fittings below the liquid line on all storage tanks;
Fit remotely operated isolation valves in liquid outlet lines;
Carry out detailed mechanical examination of tanks, pipelines and fittings for stress
corrosion cracking and hydrogen embrittlement; and
Improve instrumentation and alarms.

The final phase of this project is to carry out rationalisation of the horizontal tanks to minimise
the number in use and to install additional instrument control and alarm loops, displaying in a
central remote location, as identified by risk assessment.
Costs: The total cost of this ongoing phase of the project was £1,005,000, made up of the
following major items:
Additional critical instrumentation:
Rationalised, simplified pipework:
Electrical equipment:
New drainage channel:
Risk assessment:
Other equipment, design and project costs:

£359,000
£189,000
£99,000
£32,000
£15,000
£311,000
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Example 4
System / Plant: Manufacture of synthetic polymers, flare, relief and shutdown systems.
Description of alteration: As part of an ongoing risk minimisation project, the company has
continued to assess risks on the basis of the latest standards and guidance. In particular,
reference was made to the report into the accident at Texaco, Milford Haven. Discussions were
also held with local HSE Inspectors on this topic.
Arising from consideration of the recommendations in the Texaco report and from HAZOP
studies, a number of safety-related improvements were decided upon.
These modifications comprised:
·
·
·
·
·

Instrumentation to reduce the possibility of scenarios involving liquid release [into the flare
system?];
An automatic emptying system for the flare knock-out pot;
A ‘line stop’ system configured on DCS for quick shutdown of polymer reactor lines;
A UPS for safety critical instruments not powered by the existing DCS; and
A hard-wired shutdown system for the site.

Existing plant information is already on DCS and all previous HAZOP studies have been
revisited to ensure overall consistency of approach and compliance with the points raised in the
Texaco report.
In addition to this, the site safety manual has been completely revised and extensive training of
operating and maintenance personnel has been conducted.
Costs: The total cost of this part of the project was £408,000, which included £20,000 for
company personnel involved in risk assessment. The training cost is not yet finalised, but is
expected to be around £11,000.
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Example 5
System / Plant: Manufacture of synthetic polymers, monomer recovery, VOC abatement.
Description of alteration: The company policy is to achieve zero accidents and zero emissions
of carcinogens. In line with this the company had already reduced the point source emissions of
monomer to atmosphere to as low a level as possible using existing technology. However, there
still remained emissions of around 8000 kg/a from the monomer recovery area.
Detailed studies of available technologies resulted in a Thermal Oxidation Unit being installed
to eliminate monomer emissions and provide the safest technology for doing so.
The design of this unit was discussed with the Environment Agency and was subject to a
HAZOP study and risk assessment, both prior to installation and following commissioning.
Costs: The capital cost was £285,000, which included £21,000 of safety instrumentation costs.
The operation of this unit does, however, have a significant effect on plant running costs year on
year:
Increased operating costs

-

Labour:
Fuel:
Increased maintenance and inspection costs:
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£3,000/a
£15,000/a
£5,000/a

Example 6
System / Plant: Manufacture of synthetic polymers, two major hazard sites.
Description of alteration: Over the years, the detailed risk assessments and HAZOP studies
which the company has carried out have resulted in an increase in the number of instrument
loops, alarms and cut-outs.
On a few occasions, there has been a reduction in the number of these items as a result of a
study. However, such cases are the exception.
In addition to the capital cost of designing, installing and commissioning such instrumentation,
the company’s annual maintenance costs have increased, due to the need to document, maintain
and guarantee the performance of the equipment. It is recognised that the latest instrumentation /
DCS systems are inherently more reliable than some of the equipment they have partly replaced,
but they still add to costs.
Costs: The company’s best estimate is that the average annual maintenance cost per loop is
£125 for actual maintenance, and £50 for planning / administration – a total of £175 per loop per
annum.
The company estimates that, over the last five years, it has added 120 safety critical loops /
remote alarms as a result of conducting risk assessments, hence increasing its annual costs by
around £120,000.
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Example 7
System / Plant: Grain processing, bulk sulphur dioxide storage.
Description of alteration: The company used sulphur dioxide in the processing of grain at a
site in an urban location. An incident in a subsidiary plant in another continent resulted in
several deaths. This was due to over pressure of the vessel caused by excessive temperature.
Although it was considered unlikely to occur in the UK, the consequence of such an incident
would be catastrophic. The city where the processing occurred was also the focus for a number
of high profile bids for international events and this further heightened concern within the
company. The company entered into discussion with HSE and this resulted in recommendations
for alterations to the tanker off-loading area that would have cost an estimated £100,000.
However, following the experience of the incident overseas and subsequent policy changes
within the company a decision was taken to replace the use of sulphur dioxide with sodium
bisulphite. The sulphur dioxide installation was therefore removed and replaced with facilities
for sodium bisulphite.
Costs: The capital cost of the project was approximately £225,000. The main capital items
were:
Heated tank
Pump
Civil work

£46,000
£7,000
£45,000

Also, there is an ongoing additional cost of using sodium bisulphite against using sulphur
dioxide of around £100,000/a.
Although in terms of cost benefit there were much cheaper solutions the company’s view was
that the potential for such a catastrophic event without these changes out weighed the simple
cost calculation.
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A detailed summary of the subject of process economics is given in Perry (1984). The reader is
also referred to the relevant publications by the Institution of Chemical Engineers (namely
Brennan (1998), Sweeting (1997) and Gerrard (2000)).
The total capital cost (CTC) of a project is given by:
CTC

=

CFC + CWC + CL

=
=
=

Fixed capital costs
Working capital costs
Cost of land and other non-depreciable costs

Where:
CFC
CWC
CL

The fixed capital cost is the cost of purchasing and installing all depreciable facilities (i.e. –
plant). It may be divided into two categories, the costs bounded by the battery limit and the cost
of auxiliary facilities for the project (e.g. – utilities). The costs within the battery limit include
all manufacturing equipment but exclude items such as utilities, storage areas and administrative
offices.
The working capital costs include the items listed below (taken from Perry 1984):
·
·
·
·
·
·
·
·

Raw materials for plant startup;
Raw materials, intermediate and finished-product inventories;
Cost of handling and transportation of materials to and from stores;
Cost of inventory control, warehouse, associated insurance, security arrangements etc;
Money to carry accounts receivable (i.e. – credit extended to customers) less accounts
payable (i.e. – credit extended by suppliers);
Money to meet payrolls when starting up;
Readily available cash for emergencies; and
Any additional cash required to operate the process or business.

In the chemical-process industries, the working capital is usually in the region of 10-20% of the
fixed capital cost (Perry 1984).
Fixed capital cost estimates :
There are numerous types of fixed capital cost estimate, produced a variety of reasons. These
reasons may be to enable a feasibility study to be carried out, to enable selection between
alternative investments, to evaluate alternative designs or to enable a contractor to bid on a new
project. The detail and level of accuracy in such estimates therefore varies a great deal.
The American Association of Cost Engineers has defined five types of estimate, as follows:
1. Order of magnitude estimate (ratio estimate). Rule of thumb method based on historical cost
data for similar types of plant; probable error within 10-50%;
2. Study estimate (factored estimate). Better than order-of-magnitude, requires knowledge of
major items of equipment; used for feasibility studies; probable error up to 30%;
3. Preliminary estimate (budget-authorisation estimate). Requires more detailed information
than study estimate; probable error up to 20%;
4. Definitive estimate (project-control estimate). Based on considerable data prior to
preparation of completed drawings and specifications; probable error within 10%; and
5. Detailed estimate (firm or contractor’s estimate). Requires completed drawings,
specifications and site surveys, probable error within 5%.
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In addition, there is a range of methods available for producing cost estimates. A description of
these methods is given by Perry (1984) and Gerrard (2000). A description of all of the methods
available is beyond the scope of this document. However, two particular methods may be quite
useful in the present context, and are described further below. The reader is referred to Gerrard
(2000) for further details.
Exponential Estimation of the Cost of Main Plant Items:
Exponential (or power law) methods provide for rapid estimation of costs by extrapolating from
one scale to another. The cost of a specific Main Plant Item (MPI, e.g. – pump, pressure vessel,
piping etc.) depends on scale or size and is often correlated by a relationship of the form:

C æSö
=ç ÷
Cr çè Sr ÷ø

n

Or

C = k .S n
Where:
C
Cr
n
k

=
=
=
=

cost of item at size or scale S
cost of the reference item at size or scale Sr
scale exponent
a constant equal to the nominal cost of the item at unit size or scale.

The measure of scale S is commonly referred to as a characteristic dimension. It is a physical
parameter characteristic of the item under consideration, in that it correlates well with the cost
of the item. For pumps, for example, this may be power consumption or flow rate.
The information is often summarised as a set of curves showing item cost as a function of scale.
A set of such curves for common equipment types is given in Chapter 7 of Gerrard (2000).
Correlations of this type give only a crude estimate of the cost of a single item (+/- 30%) over a
limited range of scale. However, good estimates of total plant cost can be obtained when many
such individual MPI costs are summed, because the errors associated with the individual MPI
costs tend to cancel one another out.
Various, specific conditions can be included in an MPI cost and it is important to bear this in
mind when preparing or interpreting an estimate. Typical conditions include:
·
·
·
·
·

Cost, insurance and freight (cif) costs included;
Free on board (fob) – loaded on board ship but subsequent freight and insurance costs
excluded, and usually charged to the customer;
Delivered – transportation paid by the supplier;
Incomplete – some site assembly work may be required; or
Ex-works – ready to load on to purchaser’s transport.

Factorial Estimating:
Once costs estimates have been obtained for the MPIs, factorial estimating may be used to
calculate the total erected cost of the plant. Using historical data, the cost of the activities
necessary to build the plant is related to the MPI cost. Factors are then derived which can be
applied to the MPI cost in order to obtain the total erected cost.
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Factors may be applied at different levels of detail, including:
A single factor (known as the Lang Factor, L) which is applied to the sum of the MPI costs. For
UK projects, L varies between about 2.5 to 5.5 and is typically 4.0.

C = Lå (MPIC)
Application of individual installation factors (F) to each individual MPI cost, followed by
summation of the products.

c = F ( MPIC )
C = åc
Application of several installation sub-factors (an erection factor, a piping factor, an instruments
factor, an electrical factor etc.) to each individual MPI cost, followed by summation of the
products.
F

=

1+ferection+fpiping+finstruments+felectrical+fcivil+fstructures and buildings+flagging

c = F ( MPIC )

C = åc
Numerical values of these sub-factors are presented in Table 4.5 of Gerrard (2000).
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III.1

Basic Facility (20 &100 deliveries/year only)
Figure III.1
Event Tree for 'Basic-Facility' Base-Case (20 deliveries per year)

F = Frequency of 25mm hose rupture (for 'Basic Facility')
N = Number of tanker deliveries per year
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III.2

Basic Facility (100 deliveries/year only)
Figure III.2
Event Tree for 'Basic-Facility' Base-Case (100 deliveries per year)

F = Frequency of 25mm hose rupture (for 'Basic Facility')
N = Number of tanker deliveries per year
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Figure III.3
Event Tree for 'Basic-Facility' ROSOV-Case (20 deliveries per year)
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Figure III.4
Event Tree for 'Basic-Facility' ROSOV-Case (100 deliveries per year)
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Figure III.5
Event Tree for 'Basic-Facility' ASOV-Case (20 deliveries per year)
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Figure III.6
Event Tree for 'Basic-Facility' ASOV-Case (100 deliveries per year)
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III.3

Average Facility (20 & 100 Deliveries/year)
Figure III.7
Event Tree for 'Average-Facility' Base-Case (20 deliveries per year)

F = Frequency of 25mm hose rupture (for 'Average Facility')
N = Number of tanker deliveries per year
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Figure III.8
Event Tree for 'Average Facility' Base-Case (100 deliveries per year)

69

Figure III.9
Event Tree for 'Average-Facility' ROSOV-Case (20 deliveries per year)
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Figure III.10
Event Tree for 'Average-Facility' ROSOV-Case (100 deliveries per year)
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Figure III.11
Event Tree for 'Average-Facility' ASOV-Case (20 deliveries per year)
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Figure III.12
Event Tree for 'Average-Facility' ASOV-Case (100 deliveries per year)
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III.4

Multi-System Facility (20 & 100 Deliveries/yr)
Figure III.13
Event Tree for 'Multi-System-Facility' Base-Case (20 deliveries per year)

F = Frequency of 25mm hose rupture (for 'Multi-System Facility')
N = Number of tanker deliveries per year
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Figure III.14
Event Tree for 'Multi-System-Facility' Base-Case (100 deliveries per year)
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Figure III.15
Event Tree for 'Multi-System-Facility' ROSOV-Case (20 deliveries per year)
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Figure III.16
Event Tree for 'Multi-System-Facility' ROSOV-Case (100 deliveries per year)
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Figure III.17
Event Tree for 'Multi-System-Facility' ASOV-Case (20 deliveries per year)
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Figure III.18
Event Tree for 'Multi-System-Facility' ASOV-Case (100 deliveries per year)
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