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Key Messages

The Health and Safety at Work Act (HSWA) is the main law for workplace safety in the UK.
It sets out what employers, employees and others need to do to keep everyone safe.
There are specific regulations like the Supply of Machinery (Safety) Regulations and
Provision and Use of Work Equipment Regulations that apply to machinery safety.

This work focuses on new and emerging technologies such as robotics and autonomous
systems (RAS), cybersecurity and Al, and how existing safety of machinery standards and
guidance documents support their safe implementation. The work makes
recommendations that are for the regulator, industry bodies and standards organisations
to help fill in gaps identified in this work.

This gap analysis is not a criticism of individual guidance standards or guidance
documents, which are often targeted at designers. It is a holistic view of machinery safety
throughout the complete lifecycle.

The key findings of the work undertaken are summarised below:

e evolving risks: the emerging technologies discussed in this paper are different from
traditional machinery safety in that the risks can change over time. This means that
the requirements in design standards, which do not cover all lifecycle activities will
not be enough to ensure the safety of the machinery over its lifetime.

e end user knowledge: end users can lack an adequate understanding of Al-based
system behaviours, and this could lead to increased risk to people.

e United Kingdom conformity assessed (UKCA) marking: if risks change after placing
the machine on the market due to repurposing an autonomous system, then it might
no longer be sufficient to simply follow the operation manual for the machine and
expect it to remain safe. End users of machines are being given more responsibility
for safety and they may not be aware of this.

e ongoing management of emerging technologies: Al enabled learnt machine
behaviour, complex evolving environments and decommission of machinery were in
general not adequately covered in the standards reviewed and were all identified as
gaps for end users of autonomous systems.

e incomplete standards: existing standards lack detailed requirements for newer
technologies like autonomous systems and Al-based machinery control, particularly
regarding their interaction with other people. With new standards there will likely be
a requirement for sector specific guidance to aid their interpretation.

e unclear application of existing standards: cybersecurity standards exist for industrial
automation and controls systems but applying them to robotic systems used by
SMEs with limited expertise is challenging.

This research provides recommendations for regulators, industry groups, and standards
organizations to consider in order to address the identified gaps.



Executive Summary

Background

The Health and Safety at Work etc. Act 1974 (HSWA) is the primary legislation governing
occupational health and safety in the UK. It establishes the general duties of employers,
employees, and others for ensuring a safe working environment. The Health and Safety
Executive (HSE) is one of the regulators responsible for enforcing the HSWA.

Two key regulations supporting machinery safety in the UK are the Supply of Machinery
(Safety) Regulations 2008 (SMSR) and the Provision and Use of Work Equipment
Regulations 1998 (PUWER). SMSR and PUWER address machinery safety requirements
for different stages — supply and use respectively. SMSR mandates that machinery being
placed on the GB market (either supplied to a customer or for own use) is designed and
constructed to meet essential health and safety requirements, while PUWER ensures that
employers provide equipment to be used at work that is safe, suitable, and maintained.

Considering the emergence of new and emerging technologies, particularly autonomous
mobile robots (AMR) and autonomous agricultural vehicles (AAV), and the potential
utilization of artificial intelligence (Al) for machinery safety, HSE commissioned a study to
identify gaps in existing standards and guidance documents. This report presents the
findings of that study.

Method

The study involved two key stages:

Stage 1. To document the relevant legislation, and a limited sample of relevant standards
and guidance associated with emerging technologies and technigues now being applied to
machinery control, and to present this information in a manner accessible to both HSE
inspectors and the industry.

Stage 2. To identify and review gaps in how they cover new and emerging technologies as
identified in this report, where they exist, in the relevant UK regulations and in the
standards and guidance identified in Stage 1. Stage 2 will include 2 stakeholder
workshops that will focus on eliciting views of stakeholders regarding issues such as their
availability and applicability of standards and guidance for working with new and emerging
technologies.

Findings

This study identified potential gaps in existing standards and guidance documents
regarding the integration and safety assessment of new and emerging technologies, such



as autonomous systems and Al-enabled machinery control and protection systems.
Specifically, the following areas were found to require further development:

evolving risks: the emerging technologies discussed in this paper differ from traditional
machinery safety in that the risks can change over time. This means that the
requirements in design standards, which do not cover all lifecycle activities, will not be
enough to ensure the safety of the machinery over its lifetime.

UKCA marking: if risks change after placing the machine on the market, then it might
no longer be sufficient to simply follow the operation manual for the machine and
expect it to remain safe. End users of machines are being given more responsibility for
safety, and they may not be aware of what this entails.

incomplete standards: standards in this study lacked detailed requirements for newer
technologies like autonomous systems and Al-based machinery control, particularly
regarding their interaction with people. However, new standards are being developed
that aim to deal with these issues. With new standards, there will likely be a
requirement for sector-specific guidance to aid their interpretation.

autonomous systems: there are challenges related to the operation of autonomous
systems and their interaction with a dynamic environment, which current standards
may not fully cover.

artificial intelligence (Al) in Machinery Control and Safety Systems: there were no
specific standards addressing the use of Al to control machinery where safety could be
impacted when the standards review was carried out. This is a critical gap because Al
systems are increasingly being used or considered in industrial automation and control
systems.

cybersecurity in machinery sector: while cybersecurity standards exist for industrial
automation and control systems, there is little specific guidance on how to apply these
standards to the machinery sector. This leaves a potential vulnerability in machinery
systems.

increased human-machine interaction and risk assessment: the growing interaction
between people and robotics & autonomous systems (RAS) is a crucial risk factor that
requires further consideration in standards and guidance. end users may lack an
adequate understanding of Al-based system behaviours, which could lead to increased
risk to people. Current documents may not sufficiently address the safety implications
of this emerging trend.

guidance for collaborative robots and autonomous vehicles: there is a lack of specific
guidance for users of collaborative robots (cobots) and autonomous vehicles regarding
risk assessment and training. This gap can lead to improper implementation and use of
these technologies, posing potential safety risks.

competency assessments for designers and end users: current standards and
guidance often fail to require competency checks for individuals involved in the safe
design and implementation of new technologies like Al and cybersecurity. This lack of
mandated Competency assessments among designers, manufacturers, and users can
contribute to significant safety risks.

The research findings of this work may guide future research initiatives, support the
development of more comprehensive guidance, and inform standards development in the
future.
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1 Introduction

1.1 Background

The Health and Safety at Work etc Act 1974 (HSWA) is the primary legislation covering
occupational health and safety in the UK. It sets out the general duties which employers
have towards employees and members of the public, employees have to themselves and
to each other. The Health and Safety Executive is responsible for enforcing the Act in the
UK.

The Act lays down general principles for the management of health and safety at work,
enabling the creation of specific requirements through regulations.

Two principal regulations supporting machinery safety in the UK are the Supply of
Machinery (Safety) Regulations 2008 (SMSR) and Provision and Use of Work Equipment
Regulations 1998 (PUWER).

SMSR applies to machinery that is supplied or put on the market for the first time in

the UK. SMSR requires that machinery is designed and constructed to be safe and that it
meets essential health and safety requirements. SMSR also requires that machinery is
accompanied by instructions and information on its safe use.

PUWER applies to work equipment used in the workplace. PUWER requires that
equipment provided for use at work is safe, suitable, and maintained. PUWER requires
that adequate information, instruction, and training are provided to those who use work
equipment.

The UK Network and Information Systems (NIS) Regulations 2018 cover cybersecurity of
companies that provide essential services, such as energy, healthcare, transport, or water,
and digital service providers. The regulations impose certain requirements on these
organizations to ensure appropriate security measures to manage cybersecurity risks
faced by their systems and certain reporting obligations in the case of security incidents.
The NIS regulations are enforced by the sector specific competent authority (CA), which
includes HSE in certain sectors it regulates. The UK government has confirmed that it is
moving forward with plans to update the NIS Regulations to strengthen the security and
resilience of digital services in the UK. Possibly in line with some, if not most, of the
changes implemented by the EU NIS 2 Directive. New sectors may be brought into scope
if they are deemed to be critical to the UK's economy. The exemption for small and micro
businesses will largely be maintained, although the International Organization for
Standardization (ISO) will have the power to designate specific small and micro digital
service providers to be within the scope of the NIS Regulations if they are deemed
systemically critical to the UK's critical services or national security, see UK GOV (2022a).

British, European and international standards and codes of practice support SMSR,
PUWER and NIS by providing more detailed guidance on machine safety and specifying
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requirements for both the manufacturers (suppliers), systems integrators and users of the
machines.

The rapid advancements in automation have introduced new and emerging technologies,
such as autonomous mobile robots (AMRs) and autonomous agricultural vehicles (AAVS).
However, the integration of these technologies, often intertwined with new paradigms like
artificial intelligence (Al), presents a unique challenge: ensuring their safe and reliable
operation within existing regulatory frameworks.

Given the nascent nature of these technologies, concerns emerged regarding the
adequacy of existing regulations and their supporting standards in comprehensively
addressing potential safety risks. The possibility of inconsistencies in how these
technologies are implemented, validated, and verified across different applications further
accentuated these concerns.

Addressing this knowledge gap is crucial. Therefore, this research analyses how existing
safety standards in machinery control documents handle these new technologies. By
focusing on a limited number of standards and guidance documents, the research aims to
assess their ability to address the safety challenges posed by these advancements. This
work will provide valuable insights to help adapt or supplement existing standards and
guidance documents when required to help ensure safety of machinery incorporating new
and emerging technologies.

1.2 Key areas of concern

Machinery control spans industry sectors and all sizes of workplace. Due to the speed of
proliferation of new and emerging technologies and control techniques, it appears that in
some cases regulation, standards and guidance lag the technology being deployed. The
Health and Safety Executive (HSE) has noted during its activities, both in terms of its
inspections and in discussion with industry stakeholder, that several key areas of concern
are becoming apparent.

The current landscape with regards to machinery control standards is complicated and
industry reports confusion when trying to decide which regulation is relevant, and which
standards to apply. With new technologies coming on board, new standards being written,
and new legislation is being developed it was decided to assess the current 'lay of the
land' in this sector.

The key areas of concern identified by HSE included:

e Cross cutting themes such as:

e competence and skills to adequality deploy, maintain and use new and
emerging technologies.
functional safety of programmable systems.
cybersecurity.
artificial intelligence (Al) based control and protections systems.
Industrial Internet of things (I1OT).
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Machinery / equipment:

e robotic systems including autonomous mobile robots and robotic systems with.
collaborative applications (cobots).

e driverless vehicles in the workplace.

e lifts and cranes.

e intelligent vision systems.

1.3 Aim

The aim of this work was to identify gaps in relevant standards and guidance associated
with machinery control system safety, concerning both design and use when working with
new and emerging technologies and techniques. ldentifying these gaps helps both the
regulator and standards organisations support deployment of new technology in a safe
way.

1.4 Approach
This work will be completed in two stages:

stage 1. To document the relevant legislation, and a limited sample of relevant standards
and guidance associated with emerging technologies and technigues now being applied to
machinery control, and to present this information in a manner accessible to both HSE
inspectors and the industry.

stage 2. To identify and review gaps in how they cover new and emerging technologies as
identified in this report, where they exist, in the relevant UK regulations and in the
standards and guidance identified in Stage 1. Stage 2 will include 2 stakeholder
workshops that will focus on eliciting views of stakeholders regarding issues such as the
availability and applicability of standards and guidance for working with new and emerging
technologies.

This work will be widely disseminated in all sectors by the publication of the final report as
an HSE research report available to the public. Publication of this work in relevant journals
and presentation at relevant conferences is also intended. The final report will aid HSE in
determining how it can support and assist industry in the use of new and emerging
technologies and techniques that implement programmable safety systems to ensure
safety.

1.5 Report structure

e Section 1 of this report presents an introduction to the work and to the main new
and emerging technologies covered in this work.
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Section 2 of this report presents discussion of ‘topics of concern’ currently being
applied in the machinery sector in the UK. For each of the topics of concern
discussed, key risks associated with them are outlined.

Section 3 of this report outlines how we chose relevant standards and guidance
documents to review. present an analysis of standards and guidance documents
reviewed as part of this work in terms of the identified gaps.

Section 4 outlines the stakeholder involvement in the form of workshops and
guestionnaire used to elicit a snapshot of stakeholder thought and opinions on new
and emerging technologies and the potential gaps identified by the participants.
Section 5 presents discussion regarding the findings of the work.

Section 6 presents the report conclusions.

Appendix A lists the EU directives and relevant UK regulations.

Appendix B lists the sample of general machinery safety standards that can apply to
the whole machinery sector that have been reviewed in this report.

Appendix C lists the Robotic systems standards and guidance reviewed in this
report

Appendix D lists the industrial driverless vehicle standards and guidance reviewed
in this report.

Appendix E lists the artificial intelligence/machine learning guidance reviewed in this
report.

Appendix F lists the cyber security standards and guidance reviewed in this report.
Appendix G presents a list of the internet search locations where standards,
guidance and relevant information about the topics discussed in this report can be
found.

Appendix H present the stakeholder workshop and questionnaire outputs are
summarised.
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2 New and emerging technologies

Discussion with key HSE specialists has led to the identification of several ‘topics of
concern’ associated with new and emerging technologies currently being applied in the
machinery sector in the UK. These topics of concern are described in this section of this
report. Additionally, risks generally associated with each topic are outlined.

2.1 General machinery control
2.1.1 Control systems and safety
There are two main ways in which to implement machine control and safety, these are:

e integrated control and safety systems; and
e independent control and safety systems.

For both approaches to machine control, the safety functionality implemented can result in
the same executive action but may be implemented in different ways. The general
requirement of a safety function is to put the machine into a safe state, within a defined
time frame, when a hazard is detected.

For integrated control and safety systems, the safety functionality is integral to the
machine control system and can be based directly on the operation or state of the machine
and/or its control system. Safety-Related Parts of a Control Systems (SRP/ CS) play a
crucial role in supporting the overall risk reduction measures by implementing safety
functions.

An example of a combined control and safety system could be that of a long, automated
production line where a controlled shutdown sequence might be necessary, or zoning
might be required. For this type of system, conventional hardwired interlock protection
might not be practical.

Independent safety systems are designed to protect operators and other workers from
hazards associated with machinery. They may have been fitted at the same time as the
installation of the machine or may have been fitted retrospectively. Such systems have the
advantage that regardless of how the machine or its control system fail, a well-designed
safety system should function independently, assuming no common cause failure modes
are present, such as loss of electrical power. Traditional independent protection layers,
designed and implemented using existing mature technologies, can potentially protect
against failures arising from the use of new and emerging technology used for machinery
control.

Although independent safety systems can provide a simple route to safety assurance, their
use is less common on machinery systems due to cost savings that can be realised using
integrated systems.
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2.1.2 Risks associated with integrated control and protection systems
There are risks associated with these systems such as:

e complexity: integrated systems can be more complex than separate systems, which
can increase the risk of errors and failures being introduced in their design,
integration and use.

e integrated systems can share components with other systems, which could
increase the risk of dependant failure. A dependant failure can affect multiple
components or systems at the same time, which could result in a catastrophic
failure, including loss of safety function.

e cybersecurity: integrated control and safety systems can be vulnerable to cyber-
attacks, which can result in loss of control, data breaches, and other security
issues.

e regulatory compliance: integrated systems can be subject to more stringent
regulatory requirements than separate systems, which can increase the risk of non-
compliance, see Townsend (2022).

e spurious trip: a spurious trip is an unintended activation of an independent safety
system (SIS). Which can have many causes such as sensor failures, software
errors: vibration, or electromagnetic interference.

e software errors: safety systems often rely on software to monitor and control the
machinery. Software errors can occur in any system, but they can be particularly
dangerous in safety systems, because they could lead to an uncontrolled hazard.

e human error: human error can occur during the design, installation, maintenance,
and testing of ISS. This can lead to failures that may not be detected until after an
accident has occurred.

e lack of training: machine operators and maintenance personnel may not be properly
trained on how to use and maintain the ISS. This can lead to errors that can
compromise the safety of the system.

2.2 Remote connectivity of machinery

Most machines are supplied with remote diagnostics, remote access for data collection or
a dedicated remote-control option.

Remote-controlled equipment allows operators to control machinery from a safe distance,
which can reduce the risk of injury by separating the operator from the machine.

Remote control technology can lead to increased productivity by allowing operators to
control machinery from different locations and respond to problems immediately and to
allow the operator to monitor multiple sites from a single location.

Remote operation often allows for a better vantage point. The operator can see the entire
work area and surroundings, reducing the risk of collisions with other workers or
equipment, allowing for real-time monitoring and verification of tasks and workflows.
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Risks associated with remote connectivity of machinery include:

e remote control relies on technology, and any technical issues or failures can disrupt
operations and require troubleshooting or repairs.

e remote operators may lack the direct visual and auditory feedback available to an
on-site operator, potentially leading to missed hazards or misjudgements of
distance and speed.

e remote control systems can be susceptible to cybersecurity vulnerabilities, such as
hacking or disruption, potentially causing accidents or malicious manipulation of
machinery.

e equipment Malfunction: technical glitches or signal interference can lead to loss of
control or unexpected behaviour of the machine, posing safety risks.

e physical security risks: remote control systems may be vulnerable to cyber and
physical security threats via the communication technology used, and the physical
location of the equipment and its accessibility.

e additional remote operation issues centre around controlling risks to people who are
in close vicinity of the machine. So local enabling, maintenance procedures, risk
assessment etc need to be put in place.

2.3 Functional safety (programmable)

Functional safety is achieved by implementing safety functions to reduce risk of system
failures to a tolerable level. Functional safety with regards to programmable systems is
applicable to both firmware that controls the 1/0 and interface operation, the hardware and
application software, which implements machinery control and safety functionality. The
manufacturer is responsible for the former with a preferred solution of using relevant parts
of BS EN 61508 and the systems integrator implements the latter using either BS EN
62061 or BS EN ISO 13489-1.

Configurable systems such as small-scale controllers require key parameters to be
configured by the operator, often using graphical software tools, and have no user
programmable application software. Configurable systems are said to bridge the gap
between safety relays and safety PLCs and are often used to implement functional safety
in the control of machinery. User-configurable systems enable operators to make real-time
adjustments to the control settings, allowing them to respond quickly to changing
conditions or unexpected events.

2.3.1 Risks associated with programmable safety systems

Errors in programming or configuration of programmable systems used for critical
functions can lead to system failures and hence risk to people, property or the
environment. It is important to follow proper software development practices, including
testing and validation, to minimize the risk of human error.

Insufficient risk assessment and risk reduction measures can lead to unidentified safety
risks in the system. It is important to conduct thorough risk assessments and follow
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relevant safety standards, such as relevant parts of either BS EN ISO 12100:2010 and BS
EN 61508 2" edition, to ensure system safety.

Inadequate guarding, wiring, and grounding practices can pose safety hazards when
working with programmable controlled equipment. It is important to follow good
safeguarding practices to protect operators and bystanders from potential hazards.

To mitigate these risks, it is recommended to follow best practices for software safety,
cybersecurity, and system design. This includes implementing robust cybersecurity
measures, conducting thorough risk assessments, following relevant safety standards, and
ensuring proper maintenance and safeguarding practices. Additionally, seeking help from
gualified developers and experts in safety-related software development can ensure the
development of high-reliability software.

2.3.2 Functional safety (programmable systems) competence

Systems integrators, whose function is to bring together all the disparate aspects of a
complete and functioning machine or manufacturing unit or cell, including the application
software, should use competent personnel in the management and implementation of
functional safety for software aspects of safety-related systems. HSE has seen during
accident investigations that systems integrators do not always have experience in
functional safety with regards to programmable safety systems.

Guidance documents on management of functional safety are available, as well as
numerous training courses run by established and competent accredited companies and
organisations. Although some of these training courses are directly applicable to design
and integration of machinery control systems, we have not identified any that provide
information on how to implement such systems using new and emerging technologies, for
example the application of Al/ML methods for control and safety of machinery.

There are accredited schemes for competency in management of functional safety and
numerous functional safety training courses that engineers/technicians can attend. Some
of these courses are run by UK Accreditation Services (UKAS) or accredited organisations
such as TUV Rheinland® or EXIDA®, etc. Safety systems can be assessed for
compliance with relevant standards and the assessors can be certified, e.g. the Institution
of Engineering and Technology (IET) provides guidance on competency framework for
independent safety assessors. Other examples of recognised training and assessment
frameworks include:

e conformity assessment of safety-related systems (CASS) certification for assessors
of functional safety.

functional safety engineer (FSE), TUV Rheinland® UK Limited.

functional safety engineer (FSE), EXIDA® UK.

certified machinery safety expert (CMSE®), Pilz and TUV Nord Limited.

functional safety for machinery engineer certification, TUV Rheinland®, Rockwell
Automation, UK.
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2.4 Robots

2.4.1 New techniques applied to existing robotic systems

Several new and emerging technologies can be applied to robotic systems to improve their
performance, safety, and autonomy. Some of these technologies include:

e artificial intelligence (Al) and machine learning (ML): Al and ML can be used to
enable robots to learn from data and experience, make decisions in complex
environments, and perform tasks that are difficult or impossible to program
explicitly. For example, Al can be used to develop robots that can autonomously
navigate and interact with their surroundings, or that can perform complex tasks
such as surgery or manufacturing.

e soft robotics: soft robotics is a field of robotics that focuses on developing robots
that are made from soft materials, such as silicone or elastomers. Soft robots are
more flexible and adaptable than traditional robots, which makes them ideal for
applications such as interacting with humans and operating in confined spaces.

e bio-inspired robotics: bio-inspired robotics is a field of robotics that draws inspiration
from the natural world to develop new robotic designs and control algorithms. For
example, bio-inspired robots have been developed that can walk, swim, and fly like
animals. Bio-inspired robots are often more efficient and agile than traditional
robots, and they can also be more adaptable to changing environments.

In addition to these specific technologies, there are other emerging trends in robotics, such
as the development of collaborative robots, swarm robotics, and cloud robotics. Of
particular interest to HSE at this time is robots used in collaborative applications (Cobot)
and autonomous mobile robotic systems (AMR), which this report will now focus on.

2.4.2 Collaborative robot applications

Robotic systems used in collaborative applications are commonly called ‘collaborative
robots’ or ‘Cobots’. These are complex machines specifically designed to work closely with
people in a shared work environment.

There are four types of collaborative operation:

o safety monitored stop, where the system detects the presence of a person and
stops the robot before contact occurs.

e power and force limiting, the power and force available are limited so that if the
Cobot contacts a person the likelihood of injury is greatly reduced.

e speed separation monitoring, slowing or rerouting a robot to maintain separation
distance.

¢ hand guiding, a person hand guides the Cobot to perform specific tasks.

2.4.3 Collaborative robot application risks

Physical injury risk can be present in collaborative robot applications because safety of the
operator is no longer ensured by physical separation using guards, instead it is maintained
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by software configuration and parameterisation of the robot. Both robot software and
configuration data are at risk from cyber and physical security as well as human error.
Such issues can lead to risk to persons in close proximity to the Cobot. Examples of risks
associated with Cobots are cited in Kopp et al (2021). These risks could be from
mechanical hazards, crushing, pinching or hazardous collisions; electrical or thermal
hazards caused by the Cobot or its tools.

2.4.4 Autonomous Mobile Robots (AMR) and mobile manipulators

Autonomous robots have a high degree of autonomy in how they perform tasks. An
example of an autonomous mobile robot could be an inspection robot traversing confined
spaces. Warehouse robots and mobile manipulators could fall under this heading.

Mobile manipulators are typically mobile platforms with a robotic manipulator arm mounted
on them. The mobility can be predetermined or autonomously controlled, for example by
Al, with safety features built into the control system.

2.4.5 AMR and mobile manipulators risks

Autonomous Mobile Robots (AMRSs) with manipulators can pose several risks in the
workplace, namely:

e physical harm: AMRs with manipulators can cause physical harm to end users due
to collision or contact with the manipulator. The manipulator can cause cuts,
bruises, and fractures according to Engermann et al, (2022). The manipulator can
become unstable if used while the AMR is in motion, or if the weight rating of the
manipulator is exceeded.

e equipment damage: there is a risk of equipment damage due to lack of
maintenance or maintenance incorrectly applied, possible due to competency
issues or the system being used outside of its design parameters. This can be an
issue if the vendor, systems integrator and end user have not agreed on the
responsibility of the parties in situations involving damage to the equipment,
infrastructure of the enterprise, or injury to employees of the company when using
AMR robotic equipment according to Bekishev et al (2023).

e breakdowns: breakdowns in devices interacting with AMRs due to improper
maintenance, wear, or incorrect equipment use by the end user.

2.5 Driverless vehicles in the workplace
2.5.1 Introduction to driverless vehicles in the workplace

The most common driverless vehicles used in the manufacturing industry are:

e automated guided vehicles (AGVs): AGVs are self-propelled vehicles that follow a
predefined path to transport materials or products around a factory. AGVs can be
used for a variety of tasks, such as transporting raw materials from storage to the
production line, moving finished products to the loading station.
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e automated forklifts: automated forklifts are self-propelled forklifts that can
load, unload, and move pallets of materials without human intervention. Automated
forklifts are often used in warehouses and distribution centres to improve efficiency
and reduce costs.

e autonomous mobile robots (AMRs): AMRs are self-navigating robots that can move
around a factory without the need for predefined paths. AMRs are typically used for
more complex tasks than AGVs, such as picking and packing orders, assembling
products, and performing quality control inspections.

Other driverless vehicles that are used in the manufacturing industry include:

e automated cranes.
e automated shuttles.
e self-driving trucks.

Driverless vehicles offer several benefits for the manufacturing industry, including:

e increased efficiency: driverless vehicles can operate 24/7 and can perform tasks
more quickly and efficiently than human workers.

e reduced costs: driverless vehicles can help to reduce labour costs and overhead
costs.

e improved safety: driverless vehicles can help to reduce the risk of accidents and
injuries to drivers and other road users.

e increased flexibility: driverless vehicles can be easily reprogrammed to perform new
tasks, which makes them more adaptable to changes in production requirements.

As the technology continues to develop, we can expect to see even more widespread
adoption of driverless vehicles in factories and warehouses around the world.

2.5.2 Autonomous Agricultural Vehicles (AAV)

Autonomous agricultural vehicles can be used for working in fields harvesting or in picking
of crops, spraying pesticide and other such tasks. Below are examples of organisations
that are developing autonomous vehicles for use in UK agriculture.

An article published by the UK research Institute (UKRI) describes the ‘hands free farm’
project, which successfully demonstrated the feasibility of using autonomous vehicles to
grow a crop of barley from start to finish without any human intervention. The project used
a combination of autonomous vehicles, drones, and sensors to carry out all the necessary
tasks, including planting, weeding, spraying, and harvesting, see UKRI (2023).

Examples of organizations that are developing or using autonomous vehicles in UK
agriculture:

e harper adams university is developing and testing autonomous vehicles for a range
of agricultural tasks, including planting, weeding, spraying, and harvesting.
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e precision decisions is a company that develops and sells autonomous vehicles for
agricultural use.

e Fendt is a manufacturer of agricultural machinery that is developing autonomous
tractors and other agricultural vehicles.

e John Deere is another manufacturer of agricultural machinery that is developing
autonomous tractors and other agricultural vehicles.

These are just a few examples of organizations that are developing or using autonomous
vehicles in UK agriculture. As the technology continues to develop and become more
affordable, we can expect to see autonomous vehicles being used more widely in the
agricultural industry.

2.5.3 The use of driverless vehicles in UK forestry

This report by the Forestry Commission England reviews the potential benefits and
challenges of using autonomous vehicles in forestry. It concludes that autonomous
vehicles have the potential to improve productivity, safety, and sustainability in the forestry
industry. However, it also identifies challenges that need to be addressed before
autonomous vehicles can be widely deployed in forestry, such as the need for improved
infrastructure and regulations.

Examples of organizations that are using autonomous vehicles in UK forestry:

e Forestry England is trialling the use of autonomous vehicles for harvesting and
transporting timber.

e Tilhill Forestry is using autonomous vehicles to survey forests and monitor tree
health.

2.5.4 Autonomous Agricultural Vehicles risks

Below is a list of risks associated with autonomous agricultural and forestry vehicles in the
UK:

e safety risks: autonomous vehicles are still under development, and there is a risk
that they could malfunction or be involved in accidents. This is especially true in
complex environments such as farms and forests, where there are many obstacles
and hazards.

e cybersecurity risks: autonomous vehicles are connected to the internet, which
makes them vulnerable to cyberattacks. Hackers could potentially take control of
autonomous vehicles or disrupt their operations.

e regulatory Landscape: the current regulatory environment for autonomous vehicles
(AVs) in the UK remains undefined, lacking a comprehensive framework. This
presents potential uncertainties and challenges for the development and
deployment of AV technology.

e environmental risks: autonomous vehicles could have a negative impact on the
environment if they are not used sustainably. For example, they could lead to
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increased emissions and pollution. Additionally, there could be risks to wildlife,
especially in forestry.

e risks to people: concerns would include interaction with people and collision with
objects, vehicles and people/livestock.

e driving on a road: autonomous vehicles such as driverless tractors will likely have to
travel from field-to-field and it is not clear whether this could be a driverless
operation, and even if not, there is a possibility of inadvertently driving onto an open
road.

e risks to trees: autonomous vehicles could damage trees in a plantation that are not
meant to be harvested at that time.

2.5.5 Driverless forklift trucks

Driverless forklift trucks, also known as autonomous forklifts, are robotic forklifts designed
to operate without a human operator. They use technologies like sensors, sometimes
driven by Atrtificial Intelligence (Al), and computer software to navigate safely and
efficiently within warehouses, manufacturing facilities, and distribution centres. These
forklifts can autonomously store and retrieve loads, serve single and double-deep pallet
storage, and have varying capacity ratings depending on the model, ABiresearch (2023).

Some autonomous forklifts rely on Quick Response (QR) codes, magnetic tape, and
reflective elements for navigation. They are often integrated with optimization software and
enterprise solutions like Enterprise Resource Planning (ERP) systems to streamline
operations Driverless forklifts can help enhance safety in factories and warehouses,
ABiresearch (2023).

2.5.6 Autonomous Passenger Vehicles in the workplace

Autonomous passenger vehicles could either ferry people around large industrial sites and
around airport terminals or carry people from point to point of the highways in the UK. No
existing industrial examples were found in the initial stage of this work, although it is noted
that several projects are going through trial stages, some of which are outlined below:

e Heathrow airport

In 2021, Heathrow Airport launched a trial of autonomous passenger vehicles (APVSs) to
transport passengers between the terminal and their aircraft. The APVs are operated by
Oxbotica, a UK-based self-driving technology company.

The APVs have a capacity of eight passengers and can travel at speeds of up to 25mph.
They are equipped with a variety of sensors, including cameras, Light Detection and
Ranging (Lidar), and Radio Detection and Ranging (Radar), which allow them to navigate
safely around the airport.

The trial of the APVs was successful and Heathrow Airport and is now deployed
permanently at terminal 5, UltraPod (2021).

e University of Greenwich
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The University of Greenwich is working to develop and test autonomous passenger
vehicles (APVs) for use on its campus.

One of the companies that the university is working with is Navya, a French company that
specializes in self-driving vehicles. In 2022, Navya deployed two of its APVs on the
university campus.

The APVs are used to transport students and staff around the campus. They have a
capacity of 15 people and can travel at speeds of up to 12mph.

Note: unmanned aerial vehicles could be deployed in the workplace and consideration
would have to be given to their safe operation and control.

2.5.7 Autonomous passenger vehicles risks

There is still the possibility of collisions on congested sites such as large refineries or
international airports where the consequence of a collision could be catastrophic.
Concerns with driverless vehicles in industrial/commercial sites would include:

e loss of skills and reaction ability of standby driver if one is deployed;

e reaction time of the combined vehicle and its control system with multiple high-
speed vehicles in a given area;

e potential for cyber and physical security attacks; and

e failure of the control system to account for unexpected physical impairments of the
vehicle, such as a flat tire, sudden brake failure or other possible unforeseen
event/failure.

2.6 Intelligent and smart sensors and actuators in machine
control systems

In this work, intelligent sensors and actuators can be defined as those that can detect
conditions both within their environment and internally to the device and react to them in
an intelligent and optimal way. For example, sensors and actuators that reconfigure or
calibrate themselves based on their environment or condition. Intelligent and smart
sensors and actuators involve the use and manipulation of data as part of their function.
Because intelligent and smart sensors can influence machine control systems they can
also impact on safety.

Smart sensors are devices that take input from the physical environment and use built-in
compute resources to perform predefined functions upon detection of specific input and
then process data before passing it on. At a minimum, a smart sensor comprises a sensor,
a microprocessor, and wireless communication technology of some kind. Smart sensors
enable more accurate and automated collection of environmental data with less erroneous
noise amongst the accurately recorded information. These sensors have features, such
data logging as well as real-time clock, and communication via serial bus. Smart sensors
can integrate vibration measurement and analysis into a small wireless device, which
allows users to directly transmit device data.
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Smart actuators are integrated devices that can provide actuation and dampening and
typically have onboard controls, communication capabilities, position control and feedback,
and fault diagnoses and reporting. Actuators manipulated by programmable logic or
computers are known as “smart” actuators. Smart actuators allow limits to be placed on
the level of tilt or recline the actuator can perform on demand. Smart actuators can be part
of a smart manufacturing system via the Industrial Internet of Things (lloT).

2.6.1 Risks associated with smart sensors.
Here are some of the risks associated with the use of smart sensors:

e susceptibility to cyber and physical security: smart sensors and actuators can be
breached to gain access to the network, which can lead to the theft of sensitive data
or control of the system by malicious actors.

e manufacturing defects: incorrectly integrating lloT technology into manufacturing
operations can lead to damage to the manufacturing facility, raw materials, or
finished goods. Devices can overheat, explode, or malfunction in a way that causes
harm.

e gradual degradation: some sensors can suffer gradual degradation due to exposure
to environmental conditions and physical-chemical or climatic phenomena.

It is essential to establish safety features, data protection measures, effective risk
management, and good design decisions to reduce the risks associated with smart
sensors and actuators.

2.7 Optical devices with intelligent capability

Optical devices can be broadly defined sensors that rely on the interaction of light with the
environment to capture information. Devices that process imagery internally, possibly
using Al techniques, to implement all or part of their function are the subject of this section.
The use of such systems as part of a safety system could be dependent on successful
demonstration of their functional safety capability, including their ability to detect unsafe
conditions reliably with an acceptably low probability of failure.

Uses for optical devices and Al in the machinery and manufacturing sectors could include:

¢ intelligent vision systems: Al algorithms could be used to detect unsafe situations
such as the presence of a person for both control and safeguarding purposes using
all available data sources.

e smart manufacturing: Al can be integrated with augmented reality (AR) to provide
real-time data and instructions to workers. Optical devices such as smart glasses
could be used to display this information to workers, allowing them to perform tasks
more efficiently and accurately.

e quality control: optical devices such as cameras and sensors can be used to
capture images and data, which can then be analysed using Al algorithms to detect
defects or anomalies in products.
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e predictive maintenance: optical sensors can be used to monitor the condition of
machinery and equipment, and Al algorithms can be used to analyse this data to
predict when maintenance is needed.

e autonomous vehicles: optical devices such as cameras and lidar sensors are used
in autonomous vehicles to detect and identify objects in the environment. Al
algorithms are used to analyse this data and make decisions about how the vehicle
should respond.

Overall, the combination of optical devices and artificial intelligence has the potential to
revolutionize many industries, including manufacturing, healthcare, transportation, and
more, see Katrin (2020).

2.7.1 Risks associated with optical devices with intelligent capability

There are safety risks in implementing artificial intelligence (Al) in optical devices in UK
industry could have safety implications, see the Department of Transport publication,
Guidance on the safe use of autonomous systems, DfT (2022), some of which are listed
below:

e data privacy and security: Al-powered optical devices collect and process sensitive
OT data, potentially compromising operational security and leading to safety
incidents.

e data breaches or unauthorized access pose further risks,

e integration challenges: integration with existing systems can introduce
interoperability issues and vulnerabilities, potentially impacting safety performance.

e lack of standardization: inconsistent development and implementation practices
create difficulties in assessing and comparing safety features of different Al-
powered optical devices.

e limited data availability: insufficient or low-quality data can hinder the effectiveness
of Al algorithms, potentially leading to false positives or negatives, impacting safety
judgments.

2.8 Industrial Internet of Things (IIOT)

The Industrial Internet of Things (11OT) can be defined as the interrelated, automated use
of machines, devices and sensor that run industrial applications. The IIOT can make use
of Edge computing, which is a distributed computing model such that computing takes
place near the physical location where data is being collected and analysed, rather than on
a centralised server or the cloud. Data is collected from sensors and securely analysed on
edge servers to process the data in real-time on site. This provides efficiency, safety and
security because it limits the requirement to send data to a centralised network to be
analysed and stored.

Data from these systems can be used to facilitate smart manufacturing systems to

optimise manufacturing operations such as just-in-time ordering, production and
maintenance.
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The different sections of an IIOT network connected system are likely to comprise
components/devices from different manufacturers; hence, there is a requirement for
common interfaces, communication, and command protocols. These areas relating to the
[IOT are ones that standards and guidance in development seek to address.

Our definition of the [IOT does not include network connectable devices that are not
directly associated with industrial machine networks. For example, a company office
network is not likely to connect directly to an industrial control systems network. The two
should be at least separated by devices such as suitably configured firewalls and network
switching devices to provide controlled segregation between the two networks.

2.8.1 1lOT risks

The increasing implementation of edge computing within Il0T systems in UK
manufacturing introduces promising efficiency and automation gains, but also necessitates
an awareness of potential safety risks, Mckenzie (2021):

e cybersecurity threats: edge computing systems, operating at the machinery level,
are particularly susceptible to cyber-attacks due to their distributed nature and
potential lack of robust security measures, where a compromise could lead to:

e data manipulation: tampering with sensor data can lead to erroneous operational
decisions, potentially causing equipment malfunctions or even accidents.

e loss of control: hackers could gain control of machinery, posing significant safety
risks to personnel and surrounding environments.

e data privacy concerns: extensive data collection by edge systems raises concerns
about potential violations of general data protection regulation (GDPR) and other
data privacy regulations, particularly if data usage practices are unclear or lack
necessary consent.

e system complexity and management: complex edge computing systems require
proper configuration, maintenance, and updates to avoid vulnerabilities and
increased risk of system failures leading to safety concerns.

e operational disruptions: unforeseen downtime or malfunctions in edge-based
systems can disrupt manufacturing processes, leading to production delays and
safety hazards.

2.9 Lifts and cranes

In this work Lifts and cranes refer to such machines in the workplace only. Of interest to
HSE is the degree to which Al, remote control, IIOT and cyber security are or could be
involved with lift and crane control and safety.

Al can be used in UK industry lifts and cranes in several ways, including:

e sensors are used to collect data on a wide range of parameters, such as load
weight, speed, and position. This data is then analysed to identify trends and
patterns, which can be used to improve safety, efficiency, and productivity.
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e safety: Al algorithms, lasers, and camera technology can be used to create operator
protection zones below-the-hook, true lifts, and prevent accidents.

e Maintenance: Al can be used to forecast machine maintenance, request necessary
maintenance and replacement parts, and optimize the network of sales and service
partners.

e crane control: Al can be used to control crane operations, streamline technical
steps, and automate processes.

e augmented reality: Al and augmented reality can be used to control tower cranes
from the ground, improving safety and efficiency, Marriott (2022).

2.9.1 Lift and cranerisks

e The safety assessment of lifting equipment using artificial intelligence methods
could be a technical concern. While Al can be used to assess the risk of developing
emergencies during the operation of lifting crane equipment, there is a need to
ensure that the Al system results in safe operation.

e Automated Robot Cranes (ARCSs) are designed to perform repetitive tasks without
human interference, but in the case that an unprecedented event occurs during
operation, this may result in the unpredictable / aberrant crane operations leading to
safety risks.

2.10 Artificial Intelligence
2.10.1 Machine Learning Control (MLC)

Al algorithms such as Machine Learning (ML), enable machinery control systems to
interact and adapt within, and to, unknown surroundings based on sensory input, in an
intelligent and optimal way while performing a predetermined task within required
operational constraints.

ML control systems, sometimes referred to deep learning systems can all be part of a
Machine Learning Control (MLC) algorithm that performs machinery control using sensor
data from the machines environment.

MLC is typically implemented in functional modules or tasks, where each task would have
a function that contributes to the overall control system functionality. Each task could have
both soft and hard constraints implemented, so that the control system would not perform

any aberrant operations.

MLC is implemented in software. Such systems identified in industry do not to state what
algorithms they use or how they work; as such, it is not always easy to identify example
MLC control system products.

2.10.2 Al — safety critical and safety-related Systems

The use of artificial intelligence in software modules is not recommended for use in safety-
critical and/or safety-related systems according to BS EN 61508-3:2010, which deals with

28



software aspects of functional safety. This is partly because MLC algorithms can be
complex and indeterminate, two properties that can make adequate justification of their
use in safety related systems difficult.

Although BS EN 61508-3:2010 states that the use of Al in safety-related software is not
recommended, this does not mean that Al cannot be used. It means that the use of Al
would have to be rigorously justified in terms of demonstrating that functional safety is
achieved to a stated safety integrity. An Electrical, Control and Instrumentation (EC&I)
specialist inspector would expect this demonstration to be detailed and rigorous.

Proposals to implement MLC algorithms in machine control and safety systems should be
subject to significant attention in terms of risk assessment, verification and validation
aspects of the safety integrity demonstration.

A prototype demonstration of machine learning-based inspection systems for safety-critical
aircraft parts has been tested to perform the inspections to a level equal to or better than
human inspection, Golroo et al a (2023). Other aircraft companies are using drones to
perform visual inspection for physical damage to the aircraft exteriors, Golroo et al b
(2023). A company called Cognex produces both 2D and 3D machine vision inspection
systems and offers ‘deep learning’ based image analysis. These systems, for example,
can visually recognise humans and stop the machines when humans get too close to
dangerous parts of a machine.

2.10.3 Artificial intelligence risks

Where machinery control systems are based on Al techniques there are several risks
based on the unknown and to an extent, unpredictable properties of Al.

There are risks that relate to Al that need to be addressed, such as:
e Al trustworthiness

Al trustworthiness is a multifaceted concept encompassing the qualities that make an Al
system reliable, fair, and accountable in its operation and outcomes. It goes beyond
technical accuracy and includes aspects like transparency, ethical alignment, and social
responsibility. Organizations and researchers are actively working on developing
guidelines, standards, and best practices to promote the trustworthiness of Al systems.

¢ When to implement continuous learning or a training-based approach to Al

This is an application-specific issue that requires the system developer to determine this
based on the application and an understating on what is ‘best’ for the application. The
problem with using Al systems based on initial learning, i.e. training, is what happens
when circumstances in the field differ from the systems training experience. One approach
could be that if a task isn’t safety-related or processor intensive then continuous learning
may be a valid approach. However, for safety-related systems that require validation,
continuous learning would likely not be appropriate. Additionally, continuous learning could
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result in bias or unpredictable behaviour where new data could differ from the original data
user to train the Al system.

e Al systems could potentially achieve their goals by unsafe means.

With Al based control systems, although safe control should have been programmed in as
the primary goal, the Al system could develop a destructive or undesired method to
achieve its application task. This would likely occur if the control systems developer did not
fully appreciate all the possible operational and environmental constraints that the system
is required to consider. Hence, errors of omission in the requirements stage of the
machinery control system development lifecycle, which is known to be problematic, could
lead to this type of problem.

e Competence in development and implementation of Al based control and protection
systems.

Competence in developing and implementing Al based machinery control systems
includes software programming and the consideration of the engineering requirements for
the machinery control system and its environment. However, for Al systems implemented
by software, the ability to generate software that performs a given task is only part of the
competency requirement. The software developer must also be proficient in Al techniques
and their application and understand the problem domain as well. Addressing risks
outlined in Points 1 and 2 above are reliant on competent practitioners. This is another
area where a competency framework would be beneficial, and the role of standards might
play a role in such an Al competence framework.

e Al robustness

Al system could miscategorise objects, including people, especially in circumstances
beyond their training, that could lead to safety being compromised. Vision systems using
Al could, for example, become part of a Cobot cell where correct categorisation of people
or other objects would be required in a short time frame, where errors cannot be tolerated.

e Overreliance on technology

People working in proximity to Cobot systems might expect them to be infallible and hence
not exercise caution during normal or unexpected operation of an autonomous system
incorporating Al control.

e Autonomous decision-making

The increasing prevalence of autonomous systems capable of complex task automation
and independent decision-making poses a significant challenge in attributing responsibility
for their outcomes. This difficulty arises from the diminished human involvement and,
consequently, control, inherent in such systems.
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2.10.4 Certification of Al based control and safety systems

Programmable Logic Controllers (PLC) and configurable devices used for safety of
machinery have both their hardware and software certified by recognised certification
bodies if these systems are recognised as being safety-related systems.

The key points regarding certification of programmable logic controllers (PLCs) containing
Al-based software in the UK are:

o certification bodies should certify PLCs against the Essential Health and Safety
Requirements (EHSRS) of the relevant legislation, such as the Supply of Machinery
(Safety) Regulations (SMSR) in this case.

e standards are a way to demonstrate compliance with the EHSRSs, but they are not
mandatory requirements in themselves. Adhering to relevant standards can provide
a presumption of conformity with the EHSRs.

e the issue is the lack of specific standards for Al systems to help businesses meet
the EHSRs and aid certification bodies in certifying PLCs against the EHSRs for Al-
based control and safety systems.

Existing standards may not adequately cover the unique challenges and risks associated
with Al-based systems. To certify against functional safety standards such as the BS EN
61508 2"¢ edition series, could be problematic because of difficulties in obtaining evidence
for Verification & Validation (V&V) activities required as part of the safety-related system
development process. PD ISO/BS EN IEC TR5469:2024 is designed to help with the use
of Al inside a safety related function until the 3rd edition of the BS BS EN IEC 61508
series is, expected to be, published around 2027. ISO/BS EN IEC TS 22440 is being
developed to build on TR 5469. The new specification will provide more detailed guidance
and requirements.

2.11 Cyber and physical security

The NIS Directive is implemented in UK law as ‘The NIS Regulations 2018’. For this work,
the primary interest is the case where cyber security, is applied to machinery control
systems, possibly via the IIOT. However, the NIS regulations are for continuity of supply of
essential services, and as such they are not relevant for safety risk. Where cyber-attack
could lead to physical harm, the HSWA and associated regulations would be the
appropriate legislation to comply with.

2.11.1 Industrial Control and Automation Systems (IACS)

The UK National Cyber Security Centre (NCSC) works with government departments and
industry to promote cyber security (CS). CS can be defined as “measures taken to protect
industrial automation and control systems (IACS) and machinery against threats through
accidental circumstances, actions or events or though deliberate attack”. Threats can
originate from the internet, external networks, maintenance activities, software updates,
unauthorized access, or malicious attacks.
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2.11.2 Cyber and physical security risks

Machinery control systems (MCS) are becoming increasingly subject to cyber-attack. This
is further enabled as networks are increasingly used for software connectivity and control.
Significant examples of cyber-attack of industrial systems include:

e damage caused to a blast furnace in a German steel mill in 2014 (Cohen, G., 2021);
and

e attack on the western Ukrainian region of Ivano-Frankivsk’'s power grid that left
230,000 residents without power in 2015 (Miller, C., 2021).

e attack on three Iranian steel companies carried out by a hacking group called the
Predatory Sparrow in 2022. The attack, in one case, caused steel making
machinery to malfunction causing molten steel to spill on the factory floor but did not
result in fatalities (reported at cyberlaw.ccdcoe.org, last accessed in May 2024 put
in reference section)

The journal ‘Computer Weekly’ claimed that malicious activity targeted to industrial control
systems affected 47.2% of computers protected by a leading vender of anti-virus software
in 2018 (Ashford, W., 2019). Application of the IIOT can potentially increase the
vulnerability of such systems via numerous network access points, e.g. through remote
access to machinery and network-based control systems and monitoring systems.

Areas of concern include:

e system vulnerability: cyber security incidents, which can lead to operational
disruptions, financial losses, and physical harm to workers and the public.

e integration of IT & OT systems: increased integration of Information Technology and
Operational Technology (IT & OT) can present an increased number of
opportunities for cyber-attacks.

e inadequate security measures can lead to cyber threats and attacks.

e legacy system vulnerabilities: a range of vulnerabilities in software and hardware,
as well as weaknesses inherited from the legacy design of IACS networks, can
exposes industrial processes to cyber risk.

e lack of visibility and security controls in IACS networks places industrial processes
and systems at risk.

e malware attacks: malware can be used to disable a MCS, steal data, or change
control parameters.

e denial-of-service (DoS) attacks: DoS attacks can flood an MCS with traffic, making
them unavailable to authorized users.

¢ man-in-the-middle (MITM) attacks: MITM attacks can intercept and modify
communications between MCS components, allowing attackers to take control of
the system Csorba (2023).
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2.11.3 Physical security - remote access to machinery

The experience of HSE specialist electrical inspectors suggests it is common for
machinery manufacturers or machine builders to install a machine on a site with a
permanent internet connection, maybe with Virtual Private Network (VPN) access. Remote
access can be used for updating firmware, remote diagnostics and monitoring or control
purposes. There is technical guidance for remote access to machinery but only for remote
diagnostics, see the Health and Safety Guidance (HSG) Safety in the remote diagnosis of
manufacturing plant and equipment (HSG87), HSG87 (1995) was published in 1995 and
the principles presented are valid, however some of the techniques suggested are based
on older technology and might not be implemented easily on modern equipment.
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3 Analysis of identified standards and
guidance documents

3.1 Introduction

Stage 1 of this work aimed to identify relevant regulations, standards and guidance
associated with the design and integration of machinery control and safety systems that
could involve the use of new and emerging technologies and techniques now being
applied in the machinery sector. Stage 2 of this work, which this report describes, set out
to identify any gaps in terms of how the reviewed standards and guidance documents
addressed new and emerging technology.

3.1.1 Approach

The following approach was used to identify the standards and guidance documents used
in the analysis performed in stage 2 of the work:

e Legislation

Applicable EU directives and UK regulations related to the topics of interest, including new
and emerging technologies, were identified, and are listed in Appendix A.

e Standards and Guidance

The project team identified relevant standards and guidance documents that inform
industry on how to meet the legislative requirements for a wide range of machinery control
and protections. The search included relevant international standards organizations such
as ISO, BS EN IEC, and ANSI. Additionally, industry bodies and government departments
that produce guidance for the implementation of relevant standards were considered.

e Identification Methodology

Given that all relevant standards organizations and industry bodies have an internet
presence, the identification of standards and guidance documents was conducted via an
internet search. The identified standards were categorized and are listed in Tables 1 to 5.

e Exclusion of Journal and Conference Publications

Journal and conference publications were not considered relevant for the primary objective
of listing industry guidance and supporting standards. Furthermore, the effort required to
identify and sort through a potentially high volume of such articles was deemed
unnecessary at this stage.
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Stage 2: Standards Review

The focus of this report is Stage 2, which aims to review the standards and guidance
associated with machinery control systems and safety to identify gaps, if any, regarding
how these documents address the use of new and emerging technologies. The findings of
the standards review are presented in the following section. Stakeholder workshops were
also conducted during Stage 2 and are discussed in Section 4 of this report.

3.1.2 Therole of standards

Standards play a vital role in UK industry, providing a common framework for industry to
operate within. They help ensure that products, services, and processes are safe, reliable,
and compatible with each other.

The development and implementation of standards is overseen by organizations both
national and international, including the British Standards Institution (BSI), International
Electrotechnical Committee (BS EN IEC ) and the International Standards Organisation
(ISO). These organisations produce standards that are commonly used by UK industry to
help demonstrate regulatory compliance. These organizations work to ensure that
standards are developed in a transparent and impartial way, and that they are relevant to
the needs of industry.

The benefits of working to standards include:

improved safety: standards can help to prevent accidents and injuries by setting
minimum safety requirements for products and processes.

greater competitiveness: standards can help businesses to compete more
effectively in global markets by ensuring that their products and services meet
international requirements.

protect end users: standards can help to protect consumers from unsafe or
misleading products and services.

protect the environment: standards can help to protect the environment by setting
minimum environmental requirements for products and processes.

support government policy: standards can be used to support government policy
objectives, such as reducing carbon emissions or promoting sustainable
development.

generally accepted as good practice benchmarks by the regulator and can help
businesses when demonstrating their compliance with the relevant Essential Health
and Safety Requirements (EHSR) of the relevant regulations.

Note. Standards are voluntary and businesses must still meet the requirements in the
legislation.

3.1.3 Therole of guidance

Guidance is often produced by the standards organisations, e.g. ISO/BS EN IEC in the
form of Technical Reports (TR), on how to interpret standards for specific or general
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applications. Additionally, reputable trade organisations/industry bodies also produce well
regarded guidance on key aspects of machinery design, integration and use not covered
by standards. Some of these guidance documents are recognised by HSE as contributing
to relevant good practice, therefore these documents can be designated as interpretative
standards within the HSE inspection framework. Examples of such trade organisations are
Make UK, Paper industry trade association (PITA), Engineering Equipment and Materials
Users Association (EEMUA), etc.

Guidance plays a crucial role in the British manufacturing industry, it encompasses a wide
range of activities, including:

e regulatory compliance: guidance helps manufacturers understand and adhere to
relevant regulations governing product safety, environmental protection.

e skills development: guidance supports the development of a skilled workforce,
providing manufacturers with resources to train and upskill their employees.

e technology adoption: guidance facilitates the adoption of new technologies,
enabling manufacturers to improve efficiency, reduce costs, and enhance product
quality.

e sustainability and environmental management: guidance promotes sustainable
practices within the manufacturing industry, helping businesses reduce their
environmental impact and improve resource efficiency. It provides advice on energy
conservation, waste reduction, and circular economy principles.

e Collaboration and Networking: Guidance fosters collaboration and networking
opportunities among manufacturers, encouraging knowledge sharing and best
practice adoption.

3.1.4 Applicability of generic standards to New and Emerging Technologies

Where specific type standards have not been developed or are in development for any
new and emerging technology generic standards can be used. This approach has the
following benefits:

e generic standards as a stopgap: generic robot safety standards, like ISO 10218,
provide a strong foundation for safety practices. They focus on core principles like
risk assessment, which helps identify potential hazards even in new technologies
like Al-controlled robots.

e adapting standards for new tech: these generic standards can be adapted to
address emerging technologies. By thoroughly assessing the risks specific to Al
control systems, engineers can incorporate additional safeguards beyond the core
requirements.

e the need for specific regulations: while adaptation helps, new regulations might be
required for highly complex or unique technologies. Standards bodies are
constantly working on keeping up with advancements, but there will likely be a lag
between new technologies being implemented and relevant standards being
available.

¢ in the absence of specific cybersecurity standards/guidance for robot systems,
existing cybersecurity standards developed for industrial control systems (ICS) can
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be a helpful reference for securing these systems. This approach can be used until
more tailored guidance or amendments to current standards are developed to

address any security gaps specific to robots.

3.1.5 Overlaps in topic areas

Several topic areas within this report exhibit overlapping characteristics:

e cybersecurity encompasses network-connected machines and devices.

e the Industrial Internet of Things (lloT) intersects with many of the topic areas
discussed in this report and maintains a close association with cybersecurity. The
lloT facilitates universal connectivity, making cybersecurity crucial in safeguarding

the equipment and systems that comprise the IloT ecosystem.

e Al/ML-based components can be integrated into the design of control and
protection systems for a wide range of machinery, from robotic systems to lifts and
cranes. Additionally, these components can form integral parts of Autonomous

Vehicles (AV) and intelligent sensors.

3.2 Machinery Directive generic standards

3.2.1 Standards reviewed

The reported gaps below are not necessarily omissions by the standards writers. It's
completely intended that the machinery standards don’t include guidance on how to use
machinery or cover the full lifecycle, they are predominantly design standards. National

standards can fill these gaps and may exist for some topics.

Standards covering the machinery sector that could be affected by new and emerging

technologies are as follows:

Table 1: Machinery directive generic standards reviewed

Standard/guidance

See Appendix B for
the full
standards/guidance
reviews

BS EN ISO 12100:2010 Safety of machinery — general principles for
design — risk assessment and risk reduction

BS EN BS EN IEC 62061:2021 Safety of machinery — Functional safety
of safety-related control systems

BS EN ISO 13849 Safety of machinery — Safety-related parts of control
systems

e Part 1: 2015, General principles for design
e Part 1: General principles for design (public draft, 2021)
e Part 2: 2003, Validation
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BS EN 61508 2" Edition, Functional safety of E/E/PE systems
B.6

e Part 1: General requirements B.7

e Part 3: Software requirements
3.2.2 Interplay of machinery regulations and generic standards

The UK machinery regulations are a set of laws that govern the design, manufacture, and
supply of machinery in the UK. The relationship between the UK machinery regulations
and the standards can be used to demonstrate compliance with relevant EHSRs covered
by that standard in the relevant regulations. The standards are not mandatory, but they are
widely used because they provide a practical way to meet the requirements of the
regulations.

In addition to the standards listed above, there are other standards that may be relevant to
the use of specific types of machinery.

It is important to note that the UK machinery regulations are not the only laws that apply to
machinery in the UK. The type of machinery in question will determine whether it falls into
the scope of other regulations. Manufacturers, importers, and distributors of equipment
being placed on the GB market must be aware of applicable product safety legislation
whilst end users and business should be aware of their duties under HSW legislation.

3.2.3 Gap Analysis of General Machinery Safety Standards
Life Cycle Activities:

e the current standards do not provide adequate guidance on which other standards
to use for lifecycle activities that are not explicitly covered, such as commissioning
or change management.

e there is a lack of guidance regarding potential decommissioning hazards.

e competence requirements are not covered or inadequately covered in the existing
standards.

Cybersecurity:

¢ machinery can have network connectivity as, for example, part of an advanced
manufacturing system. However, cybersecurity is not covered in the machinery
safety standards reviewed, nor do these standards refer to other relevant standards
on cyber security.

e further information outlining cybersecurity issues specific to robotic systems would
be helpful in providing background information and motivation to robot system
manufacturers and systems integrators.

Al, including ML Components of Control and Safety Systems:

e the current standards do not cover emerging technologies such as ML-based
components for either machine control systems or safety systems.
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HOT:

e general machinery systems typically have network connectivity capability, but the
standards reviewed do not account for potential requirements for network
connectivity and the physical problems that can be associated with network
operation and interconnection to a wider manufacturing system.

The UK machinery regulations do not refer to specific new and emerging technologies
such as cybersecurity and Al. However, because of the goal-setting nature of the UK
machinery regulations, it is possible that only minor updates may be required to address
the potential gaps identified in this report.

3.3 Robot Standards

3.3.1 Standards reviewed.
Key standards and guidance relating to robotics reviewed include:

Table 2: Robots standards - standards reviewed

Standard/guidance See Appendix C for
the full
standards/guidance
reviews

BS EN ISO 10218-1:2011, "Robots and robotic devices — Safety C.1

requirements for industrial robots — Part 1: Industrial robots

BS EN ISO 10218-2:2011 Robots and robotic devices — Safety C.2

requirements for industrial robots Part 2: Robot systems and integration

Draft BS EN ISO 10218-1:2020 Robatics - Safety requirements for robot | C.3
systems in an industrial environment. Part 1: Robots

PD ISO/TR 20218-2:2017 Robotics — Safety design for industrial robot | C.4
systems. Part 2: Manual load/unload stations

PD ISO/TS 15066:2016 Robots and robotic devices — Collaborative C5
robots
ANSI/RIA 1508-1:2020 For Industrial Mobile Robots — Safety C.6

Requirements. Part 1: Requirements for the industrial mobile robot

3.3.2 Interplay of robot standards

Figure 1 illustrates the interconnectedness of ISO 10218-2:2011, a prominent industrial
robot system standard, with a range of complementary standards designated as A, B, and
C. These standards address various aspects of robot systems, including risk assessment,
cybersecurity, and requirements for ancillary components like guards, interlocking devices,
and safety distances. Collectively, these standards represent a typical cross-section of the
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regulatory landscape that robot system manufacturers, integrators, and users must
navigate when designing and operating robot cells.

Similar interdependencies exist among the main control and safety requirements/design
standards for other industrial machinery systems. However, these are not covered in this
report, because the fundamental principle is adequately demonstrated here and in section
3.3.2.

General Principles for design: - Type A - Standards
Risk assessment and risk reduction 1ISO 12100 D Type B - Standards
Protective measures and information for use D Type C - Standards
Safe Design
Electrical |IEC 60204-1 - = Complementary
Pretimatic 1SO 4413 Inherent Safe Desmn) ( Safeguarding ) ( Moo
Hydraulic 1SO 4414 I

Distances and Dimensions ‘Protectlve dewc.es apd

Guards Minimum gaps to avoid crushing 1SO 13854 complimentary protective measures

1SO 14120 Safety distances for danger zones 1SO 13857 Efnergency .Stops . . o
R e e e 1SO 13855 Risk Reduction by protective devices — see below

Safety Related Control Systems

Movable guards Fixed guards
e Doors, * Fences,

o Gates, & Baricis) Design of SRP/CS IEC 62061 or ISO 13849-1/-2
& tovers s Bovam Design of complex systems IEC 61508
manually or removable only Avoidance of unexpected startup 1SO 14118
power operated using tools

Protective methods

( Harm limitation ) ( Presence sensing/tripping ) Creventlon of reaching dange)
zones
Interlocking Devices Sensitive protective equipment (SPE)
1SO 14119 Application of SPE IEC 62046

3 Pressure sensitive protective Electro-sensitive protective Manual intervention protective
Motion control % X g
limits for equipment (PSPE) equipment (ESPE) devices
S IEC 61496-1/-2/-3/-4/-5
. Tfavel Mats & floors 1SO 13856-1 General requirements Two-handed controls I1SO 13851
E0 i Edges 1SO 13856-2 Light curtains, light grids (AOPD) Enabling devices  1SO 10218-1

Bumpers 1SO 13856-3 Laser scanners (AOPDDR)
® Pressure ;
Safety cameras (VBPD) Note : these devices only protect

Seel50 1 12006 Radar (RPD) the user of the device
or 1SO 10218-2

I I I I
C INDUSTRIAL ROBOT SYSTEMS — ISO 10218-2

( Additional application specific standards and guidance

Integrated Manufacturing Systems ISO 11161; Industrial truck safety ISO 3691-4; Autonomous Mobile Robots ANSI R15.08;
Cybersecurity ISO/TR 22100-4:2018 and IEC 62443-3-2; Atrtificial Intelligence/Machine learning TR 5469

AW,

Figure 1, relationship between the Robot standard ISO 10218-2 and associated A, B and
C type standards

3.3.3 Gaps analysis of reviewed robot standards and guidance

Summary of Gaps in Robot Standards and guidance documents reviewed.
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Life Cycle Activities

e The standards do not provide adequate guidance on which other standards to use
for lifecycle activities they do not cover, such as commissioning or change
management.

e The standards do not cover competence requirements for robot system designers
and integrators.

e There is no guidance for end users of robotic systems in terms of any application-
specific risk assessment requirements.

e There is no guidance on how end users should work with cobots and what they
should expect in terms of how a Cobot will likely interact with people.

Cybersecurity

e The standards do not adequately cover physical and cybersecurity for robots with
internal or external network connectivity.

e Safety and security issues involving network operation should be covered in the
standards or referenced to other relevant standards.

e Further information outlining cybersecurity issues specific to robotic systems would
be helpful for robot system manufacturers, integrators, and end users.

Al/ML

e The standards do not cover Al-related issues such as ML-based components of
either control systems or safety systems.

Collaborative Robots

e The risk assessment process appears adequate for a collaborative system, but an
example RA demonstrating what should be covered for an example collaborative
system would be helpful.

HOT

e The standards do not account for potential requirements for network connectivity
and the physical problems that can be associated with network operation and
interconnection of a wider manufacturing system.

Mobile Robots

e There are no EU or UK standards that cover autonomous mobile robots at the time
of writing this report. The only standard reviewed that covers autonomous mobile
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robot systems is RIA 15:08-1-2020. The BS EN robot systems standards reviewed
made no comments regarding mobile robot systems. However, it has been noted
that the driverless industrial trucks standard 1ISO3691-4 tends to be used in the UK
for AMRs.

3.4 Driverless Vehicles in the Workplace Standards
3.4.1 Standards reviewed

Driverless vehicles in the workplace covers Autonomous Guided Vehicles, Autonomous
Agricultural Vehicles, Autonomous Passenger Vehicles, and Mobile Robots. No standard
or guidance document found yet appears to cover Autonomous Passenger Vehicles.

Table 3: Driverless vehicles in the workplace standards reviewed

Standard/guidance See Appendix D for
the full
standards/guidance
reviews

BS EN ISO 3691-4:2020 Industrial trucks — Safety requirements and D.1

verification. Part 4: Driverless industrial trucks and their systems
(BS EN I1SO 3691-4:2023 is available)

BS ISO 17757:2019 Earth-moving machinery and mining. Autonomous D.2
and semi-autonomous machine system safety

BS EN ISO 18497:2018 Agricultural machinery and tractors — Safety of D.3
highly automated agricultural machines — Principles for design

PPR994 Off-Highway Automated Vehicles (OHAV), Code of Practice D.4
(2021) by TRL Limited for Innovate UK

3.4.2 Gap analysis of driverless vehicles in the workplace standards and guidance
documents

The following gaps were identified in the standards covering driverless vehicles reviewed
for this report.

Life Cycle Activities

e The current standards do not provide adequate guidance on which other standards
to use for lifecycle activities that are not explicitly covered, such as commissioning
or change management.

Cybersecurity

e The standards and guidance documents reviewed for cybersecurity do not provide
in-depth coverage of the topic. Some standards only briefly discuss the need to
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address cybersecurity and cite key cybersecurity standards or Publicly Available
Specifications (PAS) documents.

e There is limited guidance for end users of driverless vehicles covering risk
assessment. In some cases, competence is briefly addressed.

Al, including ML

e The current standards do not cover Al-related issues such as ML-based
components of either control systems or safety systems.

3.5 Artificial Intelligence (Al), including Machine Learning (ML)
components used in machinery control and safety systems

3.5.1 Standards reviewed

There were no Al safety standards published at the time of writing this report. There are
several Al standards in development currently. Therefore, this section will review relevant
guidance documents as well as draft standards. The report will also review relevant
guidance documents considered applicable to Al components of machinery control and
protections systems. The following standards and guidance documents are reviewed in
this report:

Table 4: Artificial intelligence (Al), including machine learning (ML) standards reviewed

Guidance See Appendix E
for the full
guidance reviews

PD ISO/BS EN IEC TR 24028:2020 Information technology — Artificial E.1l

intelligence — Overview of trustworthiness in Artificial Intelligence

Guidance on the Assurance of Machine Learning (ML) in Autonomous E.2

Systems (AMLAS)

PD ISO/TR 22100-5:2022 Safety of machinery — Relationship with 1ISO E.3

12100. Part 5: Implications of embedded Atrtificial Intelligence-machine

learning

DNV-RP-0510 Framework for assurance of data-driven algorithms and E.4

models, Det Norske Veritas (DNV) 2020

PD ISO/BS EN IEC TR 29119-11:2020 Software and systems engineering E.5
— Software testing. Part 11: Guidelines on the testing of Al-based systems

3.5.2 Gaps analysis of Al guidance documents

In contrast to the metrics employed for evaluating gaps in previous sections of this report,
which focused on machinery lifecycle coverage and the integration of key emerging
technologies like artificial intelligence (Al) and cybersecurity (CS), a distinct approach was
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adopted for assessing gaps in Al and CS standards and guidance documents. This
alternative approach utilizes the following metrics:

e applicability to Machinery Control and Safety: the extent to which the standards and
guidance documents are applicable to the design, integration, and operation of
machinery control and safety systems.

e competency Requirements for Implementation: the level of expertise required to
effectively implement the provided guidance.

e technical Safety, Human, and Organizational Factors: the comprehensiveness with
which the standards and guidance documents address technical safety
considerations, human factors, and organizational factors.

e generic Gaps: the identification of overarching gaps or shortcomings in the of Al
and CS standards and guidance documents reviewed.

Software and Data Quality

e regarding PD ISO/BS EN IEC TR 24028:2020, the software standards referenced in
this TR require to be extended or modified to adequately cover Al systems and the
data they depend on.

Trustworthiness:

e the guidance documents reviewed provide a high-level framework for measuring
and assessing trustworthiness, but further guidance is needed for its application to
machinery control systems design and implementation.

e the guidance documents reviewed do not provide specific recommendations for
how to measure and assess trustworthiness.

Metrics

PD CEN ISO/TR 22100-5:2022 primarily focuses on a set of well-established risk
assessment metrics, such as hazard identification, risk estimation and risk reduction, while
other potentially relevant metrics associated with the use of Al, such as those associated
with predicting the behaviours of Al systems or understanding the decision-making
process may not be explicitly addressed. While PD CEN ISO/TR 22100-5:2022 does not
define its own set of metrics, it does provide a framework for using existing risk
assessment techniques in the context of Al and machine learning. This can help to ensure
that the risks associated with these technologies are properly identified, assessed, and
mitigated.

Expertise

e Applying the guidance documents reviewed effectively may require expertise in Al
and statistics, which may not be readily available in all organizations.
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ALMAS Method:

e this is a relatively new framework for establishing justified confidence in the safety
of ML components within autonomous systems and more experience in the
application of this approach is needed to determine if there are any gaps in its
application in industry, see Hawkins (2021).

e applications of the ALMAS method requires expertise in both ML and safety
engineering, which are two separate skill sets.

e the document should emphasize the need for expertise in both ML and safety
engineering in the introduction.

[IOT Hazards

e The guidance documents reviewed does not include example IIOT hazards that
could be associated with networked, ML-based machine control systems.

Safety Considerations:

e PD CEN ISO-TR 22100-5:2022 primarily builds upon existing safety standards for
machinery, which may not fully capture the specific safety considerations and
mitigation strategies required for Al and ML applications.

e the standard focuses primarily on technical safety, while human factors and
organizational factors are not adequately considered.

Cybersecurity:

e the guidance documents reviewed may not be fully comprehensive for all types of
Al systems or applications.

e the guidance documents reviewed may require some interpretation for the
development of ML components of machinery control and protection systems.

Testing:

e regarding PD ISO/BS EN IEC TR 29119-11:2020 the focus on black-box testing
may not be sufficient for some Al-based systems that require more in-depth
testing, such as white-box testing or coverage, based testing.

e implementing black-box testing effectively may require specialized expertise and
tools, particularly for complex Al-based systems.

e the guidelines are not always specific enough to be applied in practice to machinery
control systems easily.

3.5.3 EU proposal for a legislation laying down harmonised rules on artificial
intelligence (Artificial Intelligence Act)

The EU has adopted the Atrtificial Intelligence (Al) Act (EU Al Act, 2024) that will result in
requirements that will need to be met by developers of Al based technology to assure
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safety and hence trust by the public in Al based technology. According to the EU,
compliance with these requirements will be supported by standards and guidance.

The EU states that “Atrtificial Intelligence (Al) is a fast-evolving family of technologies that
can bring a wide array of economic and societal benefits across the entire spectrum of
industries and social activities. By improving prediction, optimising operations and
resource allocation, and personalising service delivery, the use of artificial intelligence can
support socially and environmentally beneficial outcomes and provide key competitive
advantages to companies and the European economy.”

The EU Artificial Intelligence directive will not necessarily be implemented into UK
legislation.

3.5.4 Al standards in development

There are no current standards covering the use of Al in machinery control or safety at the
time of writing this report.

There are related standards published mostly in the form of technical reports (TR) covering
aspects of ‘big data’ and ‘data analytics’. There are 22 standards in development at the
time of writing this report. The main committee working in this area is ISO/BS EN IEC JTC
1/SC 42 Artificial intelligence. Their scope is standardization in Artificial Intelligence,
serving to focus JCT 1’s program on Al and provide guidance to BS EN IEC and ISO
committees developing Al applications.

Example standards in development at the time of reviewing the standards for this work:

Information Technology — Atrtificial intelligence — Management system.
Artificial intelligence — Functional safety and Al systems.

Information Technology — Atrtificial Intelligence — Guidelines for Al applications.
framework for Artificial Intelligence (Al) Systems Using Machine Learning (ML).

The following standards and guidance documents were not available at the time of the
review of standards for this work and are listed below for the readers information and have
been published under these references:
e BS ISO/BS EN IEC 42001:2023 — Atrtificial intelligence — Management system.
e PD ISO/BS EN IEC TR5469:2024— Atrtificial intelligence — Functional safety and Al
systems.
e BSISO/BS EN IEC 5339:2024 Information technology — Atrtificial intelligence —
Guidance for Al applications.
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3.6 Cyber and Physical Security Standards
3.6.1 Standards and guidance documents reviewed

Cybersecurity and physical security have emerged as critical considerations for industrial
automation and control systems (IACS). While these concepts originated in non-industrial
settings, their relevance to IACS has become increasingly evident. This is particularly true
for networked IACS, which are susceptible to remote attacks, as well as those with
physical access vulnerabilities. The convergence of operational technology (OT) and
information technology (IT) networks further exacerbates cybersecurity risks. As a result, it
is imperative to implement robust cybersecurity and physical security measures to
safeguard IACS from evolving threats and maintain safety.

The following documents have been reviewed in this report.

Table 5: Cyber and physical security standards - standards reviewed

Standard/guidance See Appendix F for
the full
standards/guidance
reviews

HSE, OG-0086 Cyber Security for Industrial Automation and Control F.1

Systems (IACS) 2" Ed.

BS EN IEC 62443-3-2:2020 Security for industrial automation and F.2

control systems. Part 3-2: security risk assessment for system design

BS ISO 8102-20:2020 Electrical requirements for lifts, escalators and F.3

moving walks. Part 20: Cybersecurity

PD BS EN IEC TR 63074:2019 Safety of machinery — Security aspects F.4
related to functional safety of safety-related control systems

PD BS EN IEC PAS 63325:2020 Lifecycle requirements for functional F.5
safety and security for IACS

BS EN BS EN IEC 62443-2-1:2019 (public draft) Security for Industrial F.6
Automation and Control Systems. Part 2-1: Security program
requirements for IACS asset owners

NCSC Cyber Assessment Framework 3.0 (2022) F.7

NIST Framework for Improving Critical Infrastructure Cyber Security — F.8
Version 1.1, 16 April 2018

3.6.2 Gap analysis of cyber and physical security standards and guidance
documents

HSE OG 86 2"d edition:

e some outdated references: the 2nd edition OG would benefit from updated
references to reflect the latest developments in cybersecurity and functional safety
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such as virtualisation, Endpoint protection services (EPS) and an Enhanced
Security Profile (EP).

potential limited applicability: OG86 was developed for major accident risk, on
COMAH sites. However, it can be used for machinery if it's requirements can be
suitably scaled down for small scale machinery requirements.

lack of guidance on the implementation of technical security control measures: the
OG does not provide specific guidance on implementing technical security controls,
leaving organizations to interpret and apply generic recommendations.

BS EN BS EN IEC 62443-3-2:2020:

enhanced cross-referencing: improved cross-referencing within BS EN IEC 62443-
3-2 to other parts of the BS EN IEC 62443 series would better inform the overall
cybersecurity lifecycle and enhance the cohesion of relevant documentation.
explicit risk assessment confirmation: the standard would benefit from explicitly
stating the requirement for periodic or change-driven confirmation of risk
assessment, for example in response to emerging threats.

clarification of competence assessment: greater clarity on assessing, managing,
and documenting competence or other organizational factors would be valuable, or
providing references to relevant material.

tailored application guidance for machinery: a technical report (TR) covering the
application of these standards to the machinery sector would be beneficial, as
individual machines may not require the same level of cybersecurity rigour as
systems with greater safety risks.

implementation complexity for large IACS: the standard's complexity and time-
consuming implementation process may pose challenges for large and complex
IACS environments.

applicability to non-internet connected IACS: the standard's focus on internet
connected IACS may not fully address the security needs of organizations with non-
internet connected IACS.

assumption of IACS and security risk expertise: the standard's assumption that the
person conducting the assessment possesses both IACS and security risk expertise
may be unrealistic.

BS ISO 8102-20:2020:

implementation complexity and time requirements: the standard's complexity and
detailed nature may require significant time and effort for organizations to fully
understand and implement its requirements.

lack of specific technical security control guidance: the standard provides general
guidance on the types of controls to implement but lacks specific recommendations
for particular Equipment Under Control (EUC).

limited applicability to non-internet connected EUC: the standard's focus on internet-
connected EUC may not fully address the security needs of organizations with non-
internet connected EUC.
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insufficient guidance for technical security control implementation: the standard
provides general guidance on the types of controls to implement but lacks specific
recommendations for particular (EUC), such as lifts/escalators.

PD BS EN IEC TR 63074:2019:

complexity and difficulty for non-experts: the technical language and concepts may
present challenges for non-experts unfamiliar with cybersecurity and functional
safety.

lack of specific security control implementation recommendations: the general
nature of the guidance may not be applicable to all SRCS.

potential outdatedness: the standard's publication in 2019 may not reflect the latest
cybersecurity threats and vulnerabilities. Note, PD CLC BS EN IEC /TS 63074:2024
published in May 2024.

PD BS EN IEC PAS 63325:2020:

complexity and implementation challenges: the standard's implementation may be
complex and time-consuming, particularly for large and intricate IACS
environments. The comprehensive assessment process demands significant effort
to gather information, identify threats and vulnerabilities, and evaluate the potential
impact of safety and security incidents.

level of applicability: the standard primarily focuses on internet connected IACS,
and all such machines tend to have this capability, however, this PAS it less
suitable for organizations with non-internet connected IACS environments, for
example where air gapped methods are used. Organizations with non-internet
connected IACS only need to relevant parts of the of the PAS.

expertise Requirements: the standard assumes a certain level of proficiency in
functional safety and security, requiring the person conducting the assessment to
possess a thorough understanding of IACS, functional safety, and security.

Draft BS EN BS EN IEC 62443-2-1:2019:

National Institute of Standards and Technology (NIST) CSF and UK National
Cybersecurity Centre (NCSC) CAF Correlation: the extent of correlation between
the NIST CSF and UK NCSC CAF, or regulatory requirements in the UK, remains
unclear.

sector-specific guidance: generic guidance on applying BS EN IEC 62443 series
standards to specific sectors would benefit users not traditionally associated with
cybersecurity.

implementation complexity and resource requirements: the standard's
implementation may be complex and time-consuming, particularly for smaller
organizations. The extensive assessment process demands significant effort to
gather information, identify threats and vulnerabilities, and assess the potential
impact of security incidents.

applicability to non-internet connected IACS: the standard primarily focuses on
internet connected IACS, making it less suitable for organizations with non-internet
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connected IACS environments. Organizations with non-internet connected IACS
may not need to adhere to all the standard's requirements.

expertise requirements: the standard assumes a certain level of expertise in IACS
security, requiring the person implementing the standard to possess a thorough
understanding of IACS, security risk management, and incident response.

NCSC Conformity Assessment Framework 3.0 (CAF):

sector-specific considerations: the NCSC acknowledges the potential need for
sector-specific aspects of the CAF and is currently engaging with stakeholders to
determine if changes are necessary.

implementation complexity and resource requirements: the CAF 3.0's
implementation can be complex and time-consuming when compared with BS EN
IEC 62443 standards, especially for small organizations. The comprehensive
assessment process demands significant effort to gather information, assess risks,
and implement controls.

applicability and suitability: the CAF 3.0 primarily targets organizations subject to
cybersecurity regulations or those at high risk of cyberattacks. Smaller
organizations or organizations in less risky industries may not need to comply with
all the CAF 3.0's requirements.

expertise requirements: the CAF 3.0 assumes a certain level of expertise in
cybersecurity, requiring the person conducting the assessment to possess a
thorough understanding of cybersecurity. Organizations may need to hire external
consultants or train their staff to effectively implement the CAF 3.0. Note, CAF 3.2 is
the latest edition as of May 2024.

NIST Framework:

implementation considerations: the NIST Cybersecurity Framework (CSF) can be
complex and time-consuming to implement, particularly for small organizations. The
comprehensive assessment process demands significant effort to gather
information, assess risks, and implement controls. This resource-intensive nature
may pose challenges for organizations with limited resources or expertise.
applicability and suitability: the CSF is primarily focused on organizations that are
subject to cybersecurity regulations or that are at high risk of cyberattacks. Smaller
organizations or organizations in less risky industries may not need to comply with
all the requirements of the CSF. A tailored approach may be more suitable for
organizations with varying risk profiles and resource constraints.

expertise requirements: the CSF assumes a certain level of proficiency in
cybersecurity, requiring the person implementing the CSF to possess a thorough
understanding of cybersecurity principles, risk assessment methodologies, and
control implementation strategies. Organizations may need to hire external
consultants or train their staff to effectively implement the CSF.
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4 Stakeholder Engagement

4.1.1 introduction

The Health and Safety Executive (HSE) maintains healthy relationships with external
stakeholders across industry, industry bodies, and academia. These collaborations are
instrumental in reducing death, ill health, and injury across the sectors regulated by HSE.
Aligning with HSE's commitment to stakeholder engagement, workshops were organized
as part of this project to gather insights and experiences from stakeholders directly
relevant to the research objectives. Stakeholder engagement not only strengthens the
research and findings presented but also reinforces HSE's reputation for working with
industry.

4.1.2 Workshop Participant Selection

A list of potential workshop participants was compiled by leveraging existing relationships
within HSE's regulatory and policy divisions. Potential participants were identified as
manufacturers, systems integrators, and end users of machinery potentially incorporating
new and emerging technologies. Invitation letters were sent to these identified
stakeholders, requesting their participation in a virtual workshop and a pre-workshop
guestionnaire. Participants were given the option to participate in either the workshop
and/or the questionnaire.

This approach ensured that a diverse range of perspectives was captured, encompassing
expertise from various stages of the machinery lifecycle, from design and manufacturing to
operation and maintenance. The participation of industry experts proved invaluable in
providing practical insights and real-world experiences with new and emerging
technologies, contributing significantly to the project's success.

4.1.3 Case Studies for Workshop Discussions

To fully utilize the two workshops, the project team identified two main areas of interest to
the Health and Safety Executive (HSE) as workshop topics: autonomous agricultural
vehicles (AAVs) and autonomous mobile robots (AMRS). These two types of machinery
represent emerging technologies with significant implications for safety considerations.

4.1.4 AAVs and AMRs: Emerging Technologies with Safety Implications

Both AAVs and AMRs incorporate elements of new and emerging technologies that fall
within the scope of this work. These technologies include:

¢ significant communication and network needs: both types of vehicles rely on

extensive communication and network infrastructure for their operation, introducing
new safety concerns related to cybersecurity and data integrity.
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e utilisation of complex sensors, multivariable monitoring, and control: AAVs and
AMRs employ sophisticated sensors, monitoring systems, and control algorithms to
navigate their environments and perform tasks. These advanced systems introduce
the potential for malfunctions or misinterpretations, which could lead to safety
hazards.

e potential to cause harm to persons: both AAVs and AMRSs, operating autonomously
in shared environments, pose a risk of harm to operators, other personnel, or
members of the public. This necessitates careful hazard identification and mitigation
strategies.

4.1.5 Incorporation of Artificial Intelligence (Al) and Machine Learning (ML)

Both AAVs and AMRs have the potential to incorporate Al, particularly machine learning
(ML), for control and safety-related aspects. The workshop participants discussed the
potential benefits and drawbacks of using Al/ML in these applications. However, it is
crucial to note that the discussion focused on general concepts and experiences, not
detailed technical aspects.

4.1.6 AAVs: Applications in Agriculture and Forestry

AAVs encompass a wide range of functions and activities, primarily employed in the
agricultural and forestry sectors. Their applications include autonomous harvesting,
weeding, and spraying operations, enhancing productivity and improving safety.

4.1.7 AMRs: Potential Applications Across Diverse Sectors

AMRSs, in contrast to AAVs, have the potential to revolutionize operations across various
industries, including manufacturing, food production, and logistics. Their adaptability and
ability to navigate complex environments make them suitable for tasks such as material
handling, picking and packing, and inventory management.

4.1.8 Pre-workshop questionnaire

A pre-workshop questionnaire was sent out to participants approximately 2 weeks prior
each of the workshops, which were hosted about a month apart to allow for the logistics to
be addressed.

Questionnaire responses were reviewed prior to the workshop to give the HSE team an
early insight into the views of the external stakeholders to share with the workshop
participants.

4.1.9 Case Studies for Workshop Discussions

To facilitate in-depth discussions during the workshops, two case studies were developed.
The first case study, presented in the first workshop, focused on a ground preparation
AAV. The second case study, presented in the second workshop, explored a machine
tending AMR. Each case study was divided into two scenarios:
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e scenario 1: represented current equipment and methods undergoing testing in the
UK, nearing commercial deployment.

e scenario 2: envisioned future configurations, enabling the analysis of strengths and
weaknesses of different approaches.

The case study descriptions and accompanying questions were shared electronically with
participants a few days prior to the workshops, allowing them to review the information in
advance if desired.

4.1.10 Pre-workshop communications

At the beginning of each workshop, participants were provided with an overview of the
project and the research conducted thus far. Additionally, notable findings from the pre-
workshop questionnaire were shared, fostering knowledge exchange among participants
and demonstrating HSE's commitment to valuing external input.

The following was communicated to participants to advise them of the workshop format,
their input and how it might be used in the future:

e the workshop aims to obtain information on how risks in systems adopting new and
emerging technology are identified and assessed through consideration of a case
study in a team setting.

e input and perspective is sought from informed stakeholders with an interest in the
topic and knowledge of design, implementation and use of machinery control
systems or new and emerging technologies.

e the results of the exercise may highlight areas of future research, may support
development of guidance and will feed forward into standards development to
ensure safe implementation of new and emerging technologies in UK industry.

4.1.11 Workshop Facilitation and Participant Engagement

To facilitate structured discussions and elicit valuable insights, the case study scenarios
were presented in a two-stage approach. Each scenario was initially introduced to the
participants, accompanied by a set of guided questions designed to steer the conversation
towards key areas of interest. Subsequently, participants were provided with an online
collaborative document to formulate and record their written responses to the questions.
This approach allowed patrticipants to carefully consider their responses and engage with
each other's ideas before transitioning to face-to-face discussions.

Following the written response period, group discussions were initiated, encouraging
participants to verbally share their perspectives, experiences, and insights related to both
the case study scenarios and their broader expertise. This interactive approach fostered a
dynamic exchange of knowledge and facilitated a deeper understanding of the issues at
hand.

To ensure the capture of all relevant discussions and contributions, the workshop sessions

were recorded with the participants' prior consent. Transcripts of the recordings were
subsequently produced and provided to the HSE team for comprehensive analysis.
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Additionally, the online collaborative document remained accessible for several days
following the workshops, allowing participants to revisit the discussions and add any
further comments or insights.

This approach to workshop facilitation effectively engaged participants, promoted active
participation, and enabled the collection of a rich data set for further analysis.

4.1.12 Data collection and analysis

Stakeholder engagement workshops, ran by the Thomas Ashton Institute (TAI), were
conducted to gather data on the perceived safety and security challenges of autonomous
systems. The workshops included a pre-workshop questionnaire, a case study annotated
by participants, and a workshop transcript. The data was anonymized for GDPR purposes
and as required by the HSE ethics process.

4.1.13 Theme analysis

The workshop and pre-workshop questionnaire outputs were analysed to identify recurring
themes. The following themes were identified:

Theme 1: Regulations

Theme 2: Standards and guidance

Theme 2a: Risk assessment and reasonably foreseeable misuse
Theme 2b: Human-machine interfaces

Theme 2c: Redundancy and diversity of safety measures

Theme 2d: Technology maturity and appropriateness for the application
Theme 2e: Cybersecurity

Theme 2f: Human monitoring/supervision of autonomous machines
Theme 2g: Atrtificial intelligence

Theme 3: Technology and people in a shared environment

Theme 4: Technology and people in a shared environment — members of the public
Theme 5: Competency

Theme 6: Factors not directly related to safety or security

Theme 7: Human factors

Theme 8: Technical issues

Theme 9: Operational issues

A summary of the key findings from the stakeholder engagement workshops is presented
in Appendix H. The most notable findings are discussed in Section 5 of this report.
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4.2 Stakeholder involvement outcomes summary
4.2.1 Introduction

This section summarizes the outcomes of a questionnaire and two workshops conducted
to gather stakeholder perspectives on the regulatory framework, standards, and guidance
associated with new and emerging technologies in their industry sectors and roles.

The HSE workshops evaluated existing standards for new machinery technologies (AAVs
& AMRSs) through discussions with manufacturers, integrators, and end users. Results
identified inadequacy of current standards and highlighted technical/operational challenges
faced in practical implementation.

Each subsequent heading refers to a theme identified during the analysis of the
guestionnaire and workshop data.

4.2.2 Regulatory framework

Participants expressed their concerns about the potential implications of the UK's
departure from the European Union (EU) on the regulatory framework governing new and
emerging technologies in machinery. Specifically, they noted that the withdrawal of current
EU guidance upon the UK's departure would leave the industry without clear and
consistent guidance on how to meet UK regulatory requirements. This uncertainty,
participants suggested, could hinder the development and adoption of new technologies.

Participants emphasized the need for a comprehensive and harmonized regulatory
framework, preferably international in scope, to support the safe and responsible
development of new and emerging technologies, particularly for adaptable equipment like
Autonomous Mobile Robots (AMR). They highlighted the difficulties of current regulatory
frameworks in addressing the unique challenges posed by technologies such as All,
leading to delays in their commercial adoption. Participants noted that flexible equipment
like AMRs could pose challenges for ensuring safety and compliance in the UK and across
international markets due to their adaptability to changing environments potentially
exceeding the scope of their original certification. To address this issue, participants
agreed guidance was required to help them address the perceived difficulties in
addressing certification of systems each time their applications change from that which
they were originally certified. Participants suggested that the guidance could cover the
following:

e Dbe international in nature to:
o define best practices for safe AMR operation.
o guide compliance with EU and international standards.
o address unique technical considerations.

e benefits include:

o enhanced safety and compliance.
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o harmonized market access for AMR manufacturers and users to support
international trade.

The use of Autonomous Agricultural Vehicles (AAV) in the UK was cited as an example of
where uncertainly in how to apply the existing legislation and guidance to AAV's was
hindering adoption in this sector. Participants called for expedited development of
guidance on AAV use to facilitate their broader adoption.

While participants acknowledged the importance of a clear regulatory framework, they also
expressed concern about the potential for overregulation to stifle innovation. They
suggested that a balance must be struck between ensuring safety and allowing for the
exploration and development of new technologies.

In this context, participants noted the potential role of the UK Government's 'Code of
Practice: automated vehicle trialling' in providing guidance for companies developing
autonomous vehicles. They suggested that extending the scope of the Code of Practice
could support the transition of autonomous vehicles from trial stages to commercial
deployment.

The workshop participants expressed uncertainty in how they should apply the current
regulatory framework to new and emerging technologies. They suggested that a clear,
consistent, and risk-based guidance that promotes innovation while ensuring safety would
be beneficial to UK industry.

4.2.3 General inadequate coverage in standards or guidance

Autonomous equipment introduces a novel approach to work that presents unique risks
and necessitates adaptations to existing practices. Participants highlighted the extensive
variation in tasks that can be performed by autonomous equipment, with varying
requirements for each task type. Consequently, it was suggested that standards such as
BS EN ISO 10218-2 and BS EN ISO 3691-4 should be categorized as B standards, as
they are no longer specific to a particular type of machinery operating in a conventional
manner. Instead, standards should be broad and goal-based to address these evolving
applications.

Some participants expressed concern that current guidance lacks adequate consideration
for the transportation of AAVs between fields and was unaware of guidance for safely
deploying convoys. This is a potential issue given that AAVs are already in operation on
UK farms, without a suitable benchmark this could pose difficulties for the regulator when
offering advice or investigating an incident. if advice is needed, or an incident occurs.

It was generally agreed that guidance on the use of AAVs is a prime concern, while design
issues can be dealt with by existing international standards.
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4.2.4 Inadequate coverage of risk assessment in standards and guidance

Participants expressed concerns about the inadequate coverage of risk assessment in
existing standards and guidance. They highlighted the need for more specific guidance on
addressing:

e reasonably foreseeable misuse: this could include cyber-attacks, vandalism, and
unauthorized use of autonomous machinery, which can pose significant safety
risks.

e operation in poor weather conditions: autonomous equipment's reliance on sensors
and navigation systems may be compromised under adverse weather conditions,
requiring careful assessment and mitigation strategies.

e bypassing of safety features: to maintain operational functionality, operators may
attempt to disable safety features. Guidance could highlight the risk of this
happening and ensuring that it is fully considered and managed to help ensure the
integrity of safety systems.

e maintenance and inappropriate use: improper maintenance, including exceeding
design parameters, can lead to equipment failure and safety hazards. Guidance on
maintenance protocols and usage limitations would be useful.

e consideration of complex terrain: for AAVs operating in diverse terrains, risk
assessment must account for specific hazards and potential risks associated with
different terrain types.

Participants recommended providing practical guidance on a risk assessment
methodology that emphasizes critical aspects such as functional safety, operational safety,
and cybersecurity. They also suggested developing sector-specific guidance for the
application and operation of autonomous machinery, tailored to the unique hazards and
risks posed by these technologies.

Current standards, such as BS EN ISO 12100, provide a general risk assessment
framework, but they lack specific guidance tailored to autonomous machinery. Addressing
the dynamic nature of autonomous systems and the context-dependent risks they present
necessitates the development of sector-specific guidance.

Further areas requiring additional guidance include software lifecycle management,
management of change procedures, and the use of open-source code in autonomous
machinery development. Such guidance would help manufacturers, integrators, and
operators effectively manage the safety and security of autonomous systems throughout
their lifecycle.

4.2.5 Inadequate coverage of human machine operation in standards and guidance

Participants identified several areas where current standards and guidance fall short in
addressing human-machine interaction aspects of autonomous machinery operation.
Specifically, they highlighted the need for more comprehensive guidance on:
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e ensuring the health and safety of individuals in the vicinity of AAVs: this includes the
implementation of adequate warning systems and clear communication protocols to
ensure the safety of both operators and bystanders.

e enhancing end-user understanding of AAV operating modes: participants expressed
concern that end-users, including workers and members of the public, may not fully
comprehend the operational modes and capabilities of AAVs. This lack of
understanding could lead to miscommunication, unintended interactions, and
potential safety hazards. Risk assessments should explicitly address the need to
educate and inform end-users and members of the public about AAV operation.

e adapting safety protocols for larger-scale collaborative robots (Cobots): participants
anticipated the future development of larger and more powerful Cobots to meet
increasing workplace versatility demands. However, they cautioned that such
advancements could elevate safety risks, particularly if speed and force limitations
become challenging to implement in scaled-up Cobots. Guidance is needed to
ensure the safe integration of larger-scale Cobots into collaborative work
environments.

4.2.6 Inadequate coverage, of standards and guidance — redundancy and diversity
of safety measures considered a broadly acceptable approach to safety.

There was no consensus on whether the emphasis should be placed more on machine
safety (through redundancy and diversity of safety features built into the AAV) or on
situational safety measures (such as restricting access to the operational area).

The lack of clear guidance on this issue was highlighted as a potential concern, because
redundancy and diversity of safety measures are generally considered an acceptable
approach to safety in other domains.

4.2.7 Inadequate technical maturity or appropriateness of new technologies

Limitations of Emerging Technologies: AAV workshop participants recognized that the
performance of object/person detection technologies may be significantly hampered under
adverse weather conditions. Sensors exhibit sensitivity to weather and lighting fluctuations,
necessitating continuous monitoring to ensure adherence to established performance
specifications. Vegetation occlusion poses an additional challenge to detection accuracy.
Consequently, the utilization of these technologies for person/object detection in the
agricultural sector is deemed to be premature by participants. This issue was not
addressed during the AMR workshop, which generally operate in a more controlled
environment.

4.2.8 Inadequate sector specific coverage of cyber security in guidance and
standards

Participants acknowledged the prevailing knowledge gap among AMR and Cobot end-
users regarding Al and cybersecurity risks, resulting in a lack of comprehensive
understanding of their overall responsibilities and those pertaining to system validation and
verification. The implementation of sector-specific guidance was deemed beneficial in
addressing this issue.
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Participants recognized the proficiency of IT personnel in applying cybersecurity measures
to office networks; however, their expertise in engineering networks was sometimes
deemed inadequate.

Participants highlighted the insufficient level of cybersecurity awareness within the
agricultural sector, suggesting that farmers are unlikely to invest in cybersecurity expertise
due to a perceived lack of immediate benefits.

4.2.9 Inadequate coverage of Al in standards and guidance

Participants acknowledged the utility of PD CEN ISO/TR 22100-5:2021 ('Safety of
machinery -Relationship with BS EN ISO 12100 Part 5: Implications of artificial intelligence
machine learning’) in providing a framework for addressing Al-related safety concerns
within risk assessments. However, they expressed concerns that the TR does not
adequately address the emerging challenges posed by new technologies, potentially
hindering their safe and successful adoption. Participants advocated for broadening the
scope of such documents to encompass the diverse range of technologies employed. HSE
clarified that the TR's scope is already quite broad, focusing on the identification and
management of Al/ML-related risks in machinery. The authors attributed the perceived
difficulty in applying the TR on a case-by-case basis due to the lack of diverse examples.

Participants concurred that the absence of guidance on AI/ML utilization for safety in
autonomous systems constitutes a significant barrier to its adoption.

4.2.10 Monitoring of AAVs in the field

Discussions centrered on monitoring strategies for autonomous agricultural vehicles
(AAV), encompassing both local and remote monitoring approaches. A proposal was put
forth to incorporate human supervisor presence requirement within the AAV system,
triggering a halt in operations if no response is detected. Participants advocated for remote
monitoring of multiple AAVs as a cost-effective solution. The permissible number of AAVs
under remote supervision could be determined through risk assessments.
Counterarguments were raised regarding the potential redundancy of having a supervisor
present in the field to oversee AAV operations, potentially negating the primary benefits
associated with AAV implementation.

4.2.11 New technology and people in a shared environment

Participants were concerned about were the legal liability rests with AAVs and public rights
of way. For example, public walking through fields with public rights of way. Participants
thought that the public are likely not aware of AAVs and how they work and hence could
be exposed to unexpected risks. Therefore, they thought that detection of people must be
designed to account for the public as well as users of AAVS.

4.2.12 Competency

Participants expressed concerns that insufficient end user understanding of AAV operating
modes could heighten the risk of operator injury. They acknowledged the challenge of
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developing operator competency in this domain due to the lack of standardized guidelines
or frameworks for alignment of efforts.

Participants highlighted the difficulty in identifying trained individuals with the relevant
knowledge and expertise to address issues associated with new and emerging
technologies. For example, they had difficulty finding people with knowledge of the level of
assessment and testing required for the re-certification of a reconfigured Cobot
application.

4.2.13 Factors not related to safety or security

Participants observed a tendency among stakeholders to hold unrealistic expectations
regarding the viability and performance capabilities of emerging technologies. A participant
identified potential barriers to AAV adoption, including complexity of operation, cost
considerations, early loss of confidence, insufficient support structures, public disapproval,
and safety concerns.

Additionally, participants highlighted the added burden of evaluating unfamiliar companies
when considering the adoption of new technologies, further exacerbating the inherent
uncertainty associated with technology adoption.

4.2.14 Human factors associated with autonomous systems

Participants observed a rapid acclimatization among personnel working alongside
autonomous equipment. Initial reactions were characterized by surprise and curiosity,
followed by a swift shift towards task-oriented focus. One participant noted, “In my
experience, individuals tend to become complacent over time, prioritizing task completion
speed and efficiency over safety.”

The unpredictable nature of human behaviour was emphasized by a participant,
underscoring the necessity for fail-safe equipment safeguards. Participants acknowledged
the inherent complexity and dynamism of AMR operating environments, necessitating
rigorous safety protocols and comprehensive training initiatives.

4.2.15 Technical issues

Participants expressed concerns regarding the perceived risks associated with the rapid
advancement of Al/ML/advanced algorithms, highlighting a perceived lack of knowledge
and expertise in technology validation and performance optimization. They identified the
following Al applications they are aware of: product quality systems; adaptive
machinery/robot systems; Al/ML for machine vision (e.g., object classification and
location); and Al/ML for predictive maintenance (inference from captured data).

Technical challenges related to the implementation of 'digital twins' in industrial settings
were also raised. One participant noted the inherent disparity between the idealized digital
environment and the unpredictable nature of the real world. Concerns included the
potential incompleteness of the digital twin due to unforeseen workspace layout changes
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or inadequate mapping of digital twin boundaries. The veracity of digital twins was
emphasized as a critical factor in safety-critical applications.

Participants acknowledged the seamless interoperability of AMRs from the same
manufacturer, as they adhere to standardized operating procedures. However, introducing
AMRs from different manufacturers introduces potential risks due to variations in
programming and behavioural responses to stimuli, increasing the likelihood of collisions
or undesired interactions. Additionally, older AMRs may not be ‘fleet-compatible’, further
exacerbating interoperability challenges. Manufacturers typically claim enhanced
interoperability for newer AMR models.

4.2.16 Operational issues

Participants emphasized the need to address operational considerations prior to
comprehensive risk mitigation in AMR operations. Unforeseen events such as fires or
other emergencies could induce deviations from standard human behaviour, potentially
escalating operational risks.

While end-users may receive declarations of conformity indicating AMR safety upon
purchase, they may overlook the significance of the operational environment in ensuring
AMR-based system safety. Changing applications can introduce new risk profiles,
necessitating collaborative efforts among stakeholders to develop a validation plan that
safeguards human safety throughout the system's lifespan.

Industry would benefit from guidance outlining end-user responsibilities for validating new
applications during operational phases.
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5 Discussion and recommendations

5.1 Discussion

This section presents and discusses the findings from the standards reviews (Section 3)
and the workshop findings (Section 4).

5.1.1 Standards and Guidance Gap Analysis Discussion

Gaps in the machinery design and safety related standards and guidance documents
reviewed are summarized in the following points:

the standards reviewed did not cover all machinery design lifecycle activities, such
as decommissioning. Not all standards cover all lifecycle issues, however, it would
be useful to sign post where this information can be found.

existing machinery standards reviewed do not currently include competence
requirements for engineers developing and implementing machinery control safety
systems. Whilst design standards might not be the best place for detailed
competence requirements (which could be different on different machines and in
different regions), the broad requirement for the designer to check the competence
of those involved in the design of complex safety related machinery seems like a
major oversight which could help to reduce systematic design errors.

new and emerging technologies, such as Al-based control systems and the

[loT, are not adequately covered by existing standards.

there were only a limited number of machinery control and protection system design
and integration standards covering cybersecurity or that adequately signposted
relevant cyber security standards.

the standards and guidance documents reviewed did not fully capture the specific
safety considerations and mitigation strategies required for Al and ML application to
machinery control and safety systems.

the standards did not make clear who should perform risk assessments and under
what conditions, particularly for machinery that can be repurposed after initial first
use.

there was no advice on how people should work with cobots, what to expect from a
Cobot under reasonably foreseeable circumstances.

the machinery design and safety standards and risk assessment standards
reviewed did not refer to new and emerging technologies such as artificial
intelligence, machine learning.

safety standards reviewed did not cover the application of Al for safety and
potentially ruled out Al for used in safety critical systems.

cybersecurity was not comprehensively addressed in robot standards, as reviewed
for this work, however, the latest draft version of ISO 10218 has benefitted from
improved coverage of cyber security.
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e existing standards do not adequately address competency in the development of
software safety aspects of functional safety.

5.1.2 Workshop and Questionnaire Discussion

The first workshop focused on autonomous agricultural vehicles (AAV) and the second
workshop focused on Autonomous Mobile Robots (AMR) including Collaborative Robotic
Applications (CRA). The questionnaire was appliable to both workshops. of the workshops
and questionnaire raised the following key areas of concern to the participants regarding
the design, integrations and use of machinery based on new and emerging technology:

e UK regulatory framework post EU exit: participants expressed concerns about the
potential deviation of future UK regulations for the machinery sector from those
currently supporting EU regulations. They currently look to EU guidance on the
Machinery Directive for how to meet UK regulatory requirements. However, this
guidance will be withdrawn, and participants were concerned about the lack
relevant guidance on how to meet UK regulatory requirements, which could delay
widespread adoption of new and emerging technologies.

e risk assessment for Autonomous Mobile Robots (AMR) and Cobot Applications
(CA): participants noted that AMRs introduce new hazards and risks that can vary
depending on the application, environment, and situation. They recommended the
development of sector-specific guidance on risk assessment for AMR and CA,
particularly in identifying appropriate engineering safeguards, safe system of work
requirements, and training/competence needs to manage complex systems.

e factors impacting AAV operation: participants raised concerns about potential safety
issues with AAVSs, including misuse, weather conditions, maintenance, difficult
terrain, and public access. Risk assessments for AAVs should consider these
challenges.

e monitoring of AAVs in the field: participants raised the issue of monitoring AAV
operation in the fields. Participants questioned when and under what conditions
monitoring AAV operation might need to be performed. This would need to be
factored into a risk assessment.

e cybersecurity for AMR and CA: participants emphasized the importance of
cybersecurity for AMR and CA systems, recognizing that IT specialists may lack
expertise in applying cybersecurity measures to engineering networks. While
generic cybersecurity standards for industrial control systems exist, participants
said they would welcome sector-specific guidance aimed at SMEs that explained
cybersecurity for typical machinery safety risks.

¢ United Kingdom Conformity Assessment (UKCA) approval for AMR and CA
modifications: participants expressed uncertainty regarding the extent of work
required to meet UKCA regulatory requirements when modifying or repurposing
AMR systems and CA. They highlighted the need for clear guidance on the
validation process and the roles and responsibilities of stakeholders involved in
such modifications throughout the lifetime of the machine.

e competence and training for AMR and CA: participants acknowledged the lack of
understanding of the risks associated with integrating autonomous systems,
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particularly in relation to Al and cybersecurity. They noted that finding competent
individuals with the necessary knowledge and skills to assess, implement, and
maintain AMR and CA systems is a significant barrier to widespread adoption. They
suggested guidance could be developed on the safe use of AI/ML in autonomous
systems to enhance competence and address this challenge.

e workshop participants in the agricultural sector expressed concerns about a
perceived lack of understanding among end users regarding AAV operating modes.
This lack of understanding could potentially lead to an increased risk of injury during
operation or maintenance of AAVs. The participants felt that these concerns were
not adequately addressed in current guidance documents.

5.1.3 Recommendations

The report recommends revising relevant standards and guidance documents to reflect the
suggestions outlined in this section. It also proposes specific recommendations for
government agencies, standards organizations, and industry bodies. These
recommendations aim to improve the safety, design, and operability of Robotic &
Autonomous Systems (RAS), particularly for those incorporating new and emerging
technologies like Al. This can be achieved by revising existing standards and guidance
documents and, where necessary, developing new standards and guidance. It is noted
that all stakeholders share a responsibility for ensuring safety in the design, integration,
and operation of these new technologies. The following recommendations are made:

e develop sector-specific guidance on risk assessment for AMR and CA: this
guidance could help manufacturers, systems integrators, and end users identify
appropriate engineering safeguards, safe system of work requirements, and
training/competence needs to manage complex systems.

e produce UKCA approval guidance for AMR and CA modifications: this guidance
should clarify the extent of work required to meet UKCA regulatory requirements
when modifying or repurposing AMR and CA applications. It should also outline the
roles and responsibilities of stakeholders involved in such modifications.

e establish sector-specific guidance on cybersecurity for AMR and CA: this guidance
should supplement existing generic cybersecurity standards for industrial control
systems by providing practical advice on applying cybersecurity measures to
engineering networks.

e create guidance on the safe use of Al/ML in autonomous systems: this guidance
should help manufacturers, systems integrators, and end users understand the
risks associated with Al and cybersecurity, and how to ensure the safe operation of
autonomous systems.

e conduct further research on AMR and CA technologies: this research should focus
on the emerging risks associated with these technologies, and how to mitigate them
effectively.

e more in depth training and education is needed to help build a more skilled
workforce on AMR and CA technologies: this will help to build a skilled workforce
that can safely implement and operate these technologies.

e address the competence of people carrying out the activities covered by each
standard. There should also be signposting to relevant information on competence
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in machinery design and safety standards. The development of machinery
standards should incorporate a requirement to check the competence of engineers
is appropriate for the task in hand.

capture the specific safety considerations and mitigation strategies required for Al
and ML application to machinery control and safety systems.

state the importance of data quality and the basis of machine learning based control
systems.

develop guidance on how to build trustworthiness of Al systems into their
development. The guidance could be based on one of several proposed
trustworthiness methods described in academics and industry articles.

provide guidance on different ways of testing Al based control or protection
systems.

address end user requirements, such as information related to risk assessment and
working with autonomous systems especially Cobots.

new and emerging technologies such as artificial intelligence, machine learning and
Industry 4.0 should be addressed by all machinery standards.

cybersecurity should be explicitly addressed in autonomous equipment standards
with the inclusion of detailed guidance on how to apply cybersecurity to specific
types of machinery, for example, robotic systems.

national machinery standards could refer to guidance that provides comprehensive
coverage of software safety aspects of functional safety for specific autonomous
systems.

machinery standards should provide more detailed guidance on machinery safety
lifecycle activities, including change

management, competence, decommissioning, and validation and verification.
clarification is needed on how the existing regulatory framework applies to
autonomous equipment such as AMRs and AAVSs. If any gaps are identified, they
should be addressed.

industry guidance should be developed to help agriculture sector stakeholders
understand and use AAVs safely, specifically including risk assessment.

end users should receive training and education to ensure they are competent to
operate and maintain AAVS.

manufacturers should develop robust systems to alert human supervisors in case of
AAV malfunctions or operational problems that need human intervention.

the remote monitoring of AAVs would benefit from guidance on what to consider in
an application specific risk assessment.

stakeholders should work together to develop risk assessment and validation plans
for AAVs throughout their lifetime.
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6 Conclusions

The Health and Safety Executive (HSE) has carried out a review of a cross-section of
machinery standards and guidance documents. The review aimed to identify potential
gaps in how these standards and guidance documents address new and emerging
technologies.

The preliminary findings of this review are that current UK legislation is goal based and so
is fit for purpose. However, relevant standards, while covering hazards associated with
machinery, do not cover all detailed requirements for new technologies such as
autonomous systems and Al. The review has highlighted the need for improvement in
addressing new and emerging technologies, particularly in the areas of cybersecurity and
software safety, artificial intelligence, competence, and the changing landscape of UK
conformity assessment. Additionally, the standards should provide more comprehensive
guidance on machinery safety lifecycle activities. By addressing these gaps, the standards
can better ensure the safety of machinery systems in the modern industrial landscape.

Workshops conducted as part of this work involving key stakeholders have suggested that
there is uncertainly on how to apply the current legislation to autonomous equipment and
that this uncertainty is a potential barrier to adoption of this technology. This uncertainty
could be a matter of education, or that there are genuine problems. This situation could be
improved by additional guidance to clarify the situation.

New standards and guidance documents have either been produced or are currently being
developed. However, this process takes time. The outcomes of this research could inform

the development of short-term interim guidance documents to help UK industry in the safe
and effective adoption of new technologies.

Additionally, the research findings may guide future research initiatives, support the
development of more comprehensive guidance, and inform standards development in the
future.

66



7 References

ABiresearch. Self-Driving Forklifts: An Automated Robotic System That Many Warehouses
Are Missing Out On, 2023, Available from:
https://www.abiresearch.com/blogs/2023/04/11/self-driving-forklifts-for-warehouses/,
accessed December 2023

Ashford, W., (2019). Cyber attacks targeting industrial control systems on the rise. [online]
ComputerWeekly.com. Available from:
https://www.computerweekly.com/news/252460353/Cyber-attacks-targeting-industrial-
control-systems-on-the-rise, accessed March 2023.

EU Al Act, (2024). EU 2020/1828 Atrtificial Intelligence Act (Al Act), Available at The Act
Texts | EU Artificial Intelligence Act, accessed on May 14" 2024

Bekishev Y, Pisarenko Z, Arkadiev V, (2023), FMEA Model in Risk Analysis for the
Implementation of AGV/AMR Robotic Technologies into the Internal Supply System of
Enterprises, Risks 2023, 11(10), 172; https://d0i.org/10.3390/risks11100172

BS EN 62061:2005+A2:2015. Safety of machinery. Functional safety of safety-related
electrical, electronic and programmable electronic control systems. British Standards
Institution, 2015. Available at https://shop.bsigroup.com/

BS EN 61508-1:2010. Functional safety of electrical/electronic/programmable electronic
safety-related systems. Part 1: General requirements. British Standards Institution, 2010.
Available at https://shop.bsigroup.com/

BS EN 61508-3:2010. Functional safety of electrical/electronic/programmable electronic
safety-related systems. Part 3: Software requirements. British Standards Institution, 2010.
Available at https://shop.bsigroup.com/

BS EN BS EN IEC 62061:2021. Safety of machinery. Functional safety of safety-related
control systems. British Standards Institution, 2021. Available at
https://shop.bsigroup.com/

BS EN BS EN IEC 62443-2-1:2019 (public draft). Security for industrial automation and
control systems. Part 2-1: Security program requirements for IACS asset owners. British
Standards Institution, 2019. Available at https://shop.bsigroup.com/

BS EN BS EN IEC 62443-3-2:2020. Security for industrial automation and control systems.
Part 3-2: Security risk assessment for system design. British Standards Institution, 2020.
Available at https://shop.bsigroup.com/

BS EN ISO 3691-4:2020. Industrial trucks. Safety requirements and verification. Part 4.
Driverless industrial trucks and their systems. British Standards Institution, 2020. Available
at https://shop.bsigroup.com/

67


https://www.abiresearch.com/blogs/2023/04/11/self-driving-forklifts-for-warehouses/
https://www.computerweekly.com/news/252460353/Cyber-attacks-targeting-industrial-control-systems-on-the-rise
https://www.computerweekly.com/news/252460353/Cyber-attacks-targeting-industrial-control-systems-on-the-rise
https://artificialintelligenceact.eu/the-act/
https://artificialintelligenceact.eu/the-act/
https://doi.org/10.3390/risks11100172
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/

BS EN ISO 10218-1:2011. Robots and robotic devices. Safety requirements for industrial
robots. Part 1: Robots. British Standards Institution, 2011. Available at
https://shop.bsigroup.com/

BS EN ISO 10218-1:2020 (public draft). Robotics — Safety requirements for robot
systems in an industrial environment. Part 1: Robots. British Standards Institution, 2020.
Available at https://shop.bsigroup.com/

BS EN ISO 10218-2:2011. Robots and robotic devices. Safety requirements for industrial
robots. Part 2: Robot systems and integration. British Standards Institution, 2011.
Available at https://shop.bsigroup.com/

BS EN ISO 12100:2010. Safety of machinery — General principles for design — Risk
assessment and risk reduction. British Standards Institution, 2010. Available at
https://shop.bsigroup.com/

BS EN ISO 13849-1:2015. Safety of machinery. Safety-related parts of control systems.
Part 1: General principles for design. British Standards Institution, 2015. Available at
https://shop.bsigroup.com/

BS EN ISO 13849-1:2021 (public draft). BS EN ISO 13849-1.2. Safety of machinery.
Safety-related parts of control systems. Part 1: General principles for design. British
Standards Institution, 2021. Available at https://shop.bsigroup.com/

BS EN ISO 13849-2:2012. Safety of machinery. Safety-related parts of control systems.
Part 2. Validation. British Standards Institution, 2012. Available at
https://shop.bsigroup.com/

BS EN ISO 18497:2018. Agricultural machinery and tractors. Safety of highly automated
agricultural machines. Principles for design. British Standards Institution, 2018. Available
at https://shop.bsigroup.com/

BS ISO 8102-20:2020. Electrical requirements for lifts, escalators and moving walks. Part
20: Cybersecurity. British Standards Institution, 2020. Available at
https://shop.bsigroup.com/

BS ISO 17757:2019. Earth-moving machinery and mining. Autonomous and semi-
autonomous machine system safety. British Standards Institution, 2019. Available at
https://shop.bsigroup.com/

Cohen, G. (2021). Throwback Attack: A cyberattack causes physical damage at a German
steel mill. [online] Industrial Cybersecurity Pulse. Available from:
https://www.industrialcybersecuritypulse.com/facilities/throwback-attack-a-cyberattack-
causes-physical-damage-at-a-german-steel-mill/, accessed March 2023.

Csorba, J, M, DNV cyber security insights (2023), Cyber security for Industrial automation
and control systems (IACS), URL https://www.dnv.com/cybersecurity/cyber-insights/cyber-

68


https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://www.industrialcybersecuritypulse.com/facilities/throwback-attack-a-cyberattack-causes-physical-damage-at-a-german-steel-mill/
https://www.industrialcybersecuritypulse.com/facilities/throwback-attack-a-cyberattack-causes-physical-damage-at-a-german-steel-mill/
https://www.dnv.com/cybersecurity/cyber-insights/cyber-security-for-industrial-automation-and-control-systems-iacs.html

security-for-industrial-automation-and-control-systems-iacs.html, last accessed December
2023

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information
systems across the Union. Available at:
https://www.legislation.gov.uk/eudr/2016/1148/contents# (accessed March 2023).

DT (2022): "Guidance on the safe use of autonomous systems" — Department for
Transport, located at https://www.gov.uk/government/consultations/safe-use-rules-for-
automated-vehicles-av/rules-on-safe-use-of-automated-vehicles-on-gb-roads, last
accessed march 2024.

DNV, (2020). DNV-RP-0510, Framework for assurance of data-driven algorithms and
models, available at https://www.dnv.com/software/campaigns-2020/dnvs-recommended-
practice-for-machine-learning-assurance-rp/, last checked march 2024.

Engemann H, Shengzhi D, Kallweit S, Cénen P, Dawar H, (2020), EOMNIVIL—AnN
Autonomous Mobile Manipulator for Flexible Production, Sensors, Available at
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7765961/, (accessed November 2022)

Forestry Commission England (2022). Autonomous vehicles in forestry: a review of the
potential benefits and challenges. Retrieved from:
https://assets.publishing.service.gov.uk/media/62{f438c8fa8f504cdec92df/cam-2025-
realising-benefits-self-driving-vehicles.pdf

Golroo M. A, Nourani M, Arabnejad H R., a (2023), Machine Learning for Aircraft
Inspection: A Review of Recent Advances and Applications, Aerospace, volume 10, issue
10

Golroo M. A., Nourani M., Arabnejad H. R., b (2023), Using Drones for Aircraft Inspection:
A Review of Current Practices and Future Directions, Journal of Intelligent and Robotic
Systems, Volume 96, Issue 5

Hawkins, R., Paterson, C., Picardi, C., Y. Jia, Calinescu, R., Habli, 1., (2021). “Guidance on
the assurance of machine learning in autonomous systems (AMLAS)”. Available at:
https://www.york.ac.uk/media/assuring-autonomy/documents/AMLASV1.1.pdf (accessed
March 2023).

HSE OG-86 Cyber Security for Industrial Automation and Control Systems (IACS) 2" Ed.
Available at: https://www.hse.gov.uk/foi/internalops/og/0g-0086.pdf (accessed March
2023).

HSG87 (1995). “Safety in the remote diagnosis of manufacturing plant and equipment —
HSG87”. Available at https://www.hse.qgov.uk/pubns/priced/hsg87.pdf (accessed March
2024)

69


https://www.dnv.com/cybersecurity/cyber-insights/cyber-security-for-industrial-automation-and-control-systems-iacs.html
https://www.legislation.gov.uk/eudr/2016/1148/contents
https://www.gov.uk/government/consultations/safe-use-rules-for-automated-vehicles-av/rules-on-safe-use-of-automated-vehicles-on-gb-roads
https://www.gov.uk/government/consultations/safe-use-rules-for-automated-vehicles-av/rules-on-safe-use-of-automated-vehicles-on-gb-roads
https://www.dnv.com/software/campaigns-2020/dnvs-recommended-practice-for-machine-learning-assurance-rp/
https://www.dnv.com/software/campaigns-2020/dnvs-recommended-practice-for-machine-learning-assurance-rp/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7765961/
https://assets.publishing.service.gov.uk/media/62ff438c8fa8f504cdec92df/cam-2025-realising-benefits-self-driving-vehicles.pdf
https://assets.publishing.service.gov.uk/media/62ff438c8fa8f504cdec92df/cam-2025-realising-benefits-self-driving-vehicles.pdf
https://www.york.ac.uk/media/assuring-autonomy/documents/AMLASv1.1.pdf
https://www.hse.gov.uk/foi/internalops/og/og-0086.pdf
https://www.hse.gov.uk/pubns/priced/hsg87

Katrin, L., (2020), Photonics meets artificial intelligence, blog URL,
https://www.jenoptik.com/news/blog/articles/2020/10/07/photonics-meets-artificial-
intelligence, last accessed December 2023

Kopp, T., Baumgartner, M., Kinkle, S., (2021), Success factors for introducing industrial
human-robot interaction in practice: an empirically driven framework, The International
Journal of Advanced Manufacturing Technology (2021) 112:685-70

Marriott, N (2022), International Cranes, URL at
https://www.internationalcranes.media/news/how-technology-is-advancing-the-lifting-
sector/8020656.article, last accessed December 2023

Mckenzie, B (2021), Opportunities and risks of edge computing, URL
https://www.techuk.org/resource/opportunities-and-risks-of-edge-computing.html, last
accessed December 2023

Miller, C. (2021). Throwback Attack: Black Energy attacks the Ukrainian power grid.
[online] Industrial Cybersecurity Pulse. Available at:
https://www.industrialcybersecuritypulse.com/threats-vulnerabilities/throwback-attack-
blackenergy-attacks-the-ukrainian-power-grid/ (accessed March 2023).

NCSC, (2022). Cyber Assessment Framework (CAF), v3.0. Available at:
https://www.ncsc.gov.uk/collection/caf (accessed Jan 2022).

NIST, (2018). “Framework for Improving Critical Infrastructure Cybersecurity, v1.1”.
Available at: https://doi.org/10.6028/NIST.CSWP.04162018 (accessed Jan 2022).

PD CEN ISO/TR 22100-5:2022. Safety of machinery. Relationship with ISO 12100. Part 5:
Implications of artificial intelligence machine learning. British Standards Institution, 2019.
Available at https://shop.bsigroup.com/

PD CLC BS EN IEC /TS 63074:2024. Safety of machinery. Security aspects related to
functional safety of safety-related control systems. British Standards Institution, 2024.
Available at https://shop.bsigroup.com/

PD BS EN IEC TR 63074:2019. Safety of machinery. Security aspects related to functional
safety of safety-related control systems. British Standards Institution, 2019. Available at
https://shop.bsigroup.com/

PD BS EN IEC PAS 63325:2020. Lifecycle requirements for functional safety and security
for IACS. British Standards Institution, 2020. Available at https://shop.bsigroup.com/

PD ISO/BS EN IEC TR 24028:2020. Information technology. Artificial intelligence.
Overview of trustworthiness in artificial intelligence. British Standards Institution, 2020.
Available at https://shop.bsigroup.com/

70


https://www.jenoptik.com/news/blog/articles/2020/10/07/photonics-meets-artificial-intelligence
https://www.jenoptik.com/news/blog/articles/2020/10/07/photonics-meets-artificial-intelligence
https://www.internationalcranes.media/news/how-technology-is-advancing-the-lifting-sector/8020656.article
https://www.internationalcranes.media/news/how-technology-is-advancing-the-lifting-sector/8020656.article
https://www.techuk.org/resource/opportunities-and-risks-of-edge-computing.html
https://www.industrialcybersecuritypulse.com/threats-vulnerabilities/throwback-attack-blackenergy-attacks-the-ukrainian-power-grid/
https://www.industrialcybersecuritypulse.com/threats-vulnerabilities/throwback-attack-blackenergy-attacks-the-ukrainian-power-grid/
https://www.ncsc.gov.uk/collection/caf
https://doi.org/10.6028/NIST.CSWP.04162018
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/

PD ISO/BS EN IEC TR 29119-11:2020. Software and systems engineering. Software
testing. Part 11: Guidelines on the testing of Al-based systems. British Standards
Institution, 2020. Available at https://shop.bsigroup.com/

PD ISO/TR 20218-2:2017. Robotics. Safety requirements for industrial robots. Part 2:
Manual load/unload stations. British Standards Institution, 2017. Available at
https://shop.bsigroup.com/

PD ISO/TS 15066:2016. Robots and robotic devices. Collaborative robots. British
Standards Institution, 2016. Available at https://shop.bsigroup.com/

PD ISO/BS EN IEC TR 5469:2024. Artificial intelligence — Functional safety and Al
systems. British Standards Institution, 2024. Available at https://shop.bsigroup.com/

BS ISO/BS EN IEC 42001:2023 — Artificial intelligence — Management system

BS ISO/BS EN IEC 5339:2024 Information technology — Atrtificial intelligence — Guidance
for Al applications

Robotic Industries Association, (2020). ANSI/RIA 15.08-1-2020. For Industrial Mobile
Robots — Safety Requirements. Part 1: Requirements for the Industrial Mobile Robot.
Available at: https://webstore.ansi.org/standards/ria/ansiriar15082020 (accessed March
2023).

TRL (2021). Off-Highway Automated Vehicles, Code of Practice. Available at:
https://trl.co.uk/uploads/trl/documents/PPR994-Off-Highway-AV-CoP_v3.pdf (accessed
March 2023).

Townsend, A., (2022), Risk Assessment Considerations for Integrated Control and Safety
Systems, Control Design, https://www.controldesign.com/safety/integrated-control-
safety/article/21436175/risk-assessment-considerations-for-integrated-control-and-safety-

systems

UK GOV (2018). The Network and Information Systems Regulations 2018. Available at:
https://www.legislation.gov.uk/uksi/2018/506/made (accessed March 2023).

UK GOV (2022a). Code of Practice: automated vehicle trialling (Updated 28 January
2022). Available at Code of Practice: automated vehicle trialling - GOV.UK (www.gov.uk)
(accessed June 2023)

UK GOV (2022b), government response to the call for views on proposals to improve the UK’s
cyber-resilience available at https://www.gov.uk/government/consultations/proposal-for-legislation-
to-improve-the-uks-cyber-resilience/outcome/government-response-to-the-call-for-views-on-
proposals-to-improve-the-uks-cyber-resilience, updated 30th November 2022

UKRI (2023), ‘Hands-free’ crop harvested by robots in world-first trial, url at ‘Hands-free’
crop harvested by robots in world-first trial — UKRI, last accessed December 2023.

71


https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://shop.bsigroup.com/
https://trl.co.uk/uploads/trl/documents/PPR994-Off-Highway-AV-CoP_v3.pdf
https://www.controldesign.com/safety/integrated-control-safety/article/21436175/risk-assessment-considerations-for-integrated-control-and-safety-systems
https://www.controldesign.com/safety/integrated-control-safety/article/21436175/risk-assessment-considerations-for-integrated-control-and-safety-systems
https://www.controldesign.com/safety/integrated-control-safety/article/21436175/risk-assessment-considerations-for-integrated-control-and-safety-systems
https://www.legislation.gov.uk/uksi/2018/506/made
https://www.gov.uk/government/publications/trialling-automated-vehicle-technologies-in-public/code-of-practice-automated-vehicle-trialling#introduction
https://www.gov.uk/government/consultations/proposal-for-legislation-to-improve-the-uks-cyber-resilience/outcome/government-response-to-the-call-for-views-on-proposals-to-improve-the-uks-cyber-resilience
https://www.gov.uk/government/consultations/proposal-for-legislation-to-improve-the-uks-cyber-resilience/outcome/government-response-to-the-call-for-views-on-proposals-to-improve-the-uks-cyber-resilience
https://www.gov.uk/government/consultations/proposal-for-legislation-to-improve-the-uks-cyber-resilience/outcome/government-response-to-the-call-for-views-on-proposals-to-improve-the-uks-cyber-resilience
https://www.ukri.org/who-we-are/how-we-are-doing/research-outcomes-and-impact/innovate-uk/hands-free-crop-harvested-by-robots-in-world-first-trial/#:~:text=For%20the%20first%20time%2C%20a,%27Hands%20Free%20Hectare%27%20project.
https://www.ukri.org/who-we-are/how-we-are-doing/research-outcomes-and-impact/innovate-uk/hands-free-crop-harvested-by-robots-in-world-first-trial/#:~:text=For%20the%20first%20time%2C%20a,%27Hands%20Free%20Hectare%27%20project.

UltraPod (2021) press release URL at Heathrow shuttles "take off" from Terminal 5, last
accessed December 2023

72


https://mediacentre.heathrow.com/pressrelease/detail/5605

Glossary of terms and acronyms

7.1 Organisations

Organisation

Function

American National Standards Institute
(ANSI)

Produces internationally recognised standards
covering both existing and new and emerging
technologies.

British Standards Institution (BSI)

Produces internationally recognised standards
covering both existing and new and emerging
technologies.

European Committee for Standardization
(CEN)

The European Committee for Standardization
is one of three European Standardization
Organizations that have been officially
recognized by the European Union and by the
European Free Trade Association (EFTA) as
being responsible for developing and defining
voluntary standards at European level.

The European Electrotechnical Committee
for Standardization

(CENELEC)

The European Electrotechnical Committee for
Standardization is one of three European
Standardization Organizations (together with
CEN and ETSI) that have been officially
recognized by the European Union and by the
European Free Trade Association (EFTA) as
being responsible for developing and defining
voluntary standards at European level.

European Telecommunications Standards
Institute

(ETSI)

ETSI supports the development, ratification
and testing of globally applicable standards for
ICT-enabled systems, applications and
services. ETSI is one of three European
Standardization Organizations that have been
officially recognized by the European Union
and by the European Free Trade Association
(EFTA) as being responsible for developing
and defining voluntary standards at European
level.

Institute of Electrical and Electronics
Engineers

(IEEE)

Produce standards and guidance on new and
emerging technologies

Institution of Engineering and Technology
(IET)

Produce guidance on new and emerging
technologies.
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International Electrotechnical Commission | International organisation responsible for

(BSENIEC) standards covering electrical and functional
safety aspects of machinery safety and other
topics.

International Organization for International organisation responsible for

Standardization (ISO) standards covering electrical and functional
safety aspects of machinery safety and other
topics.

National Cyber Security Centre (NCSC) The UK government organisation responsible
for helping the UK implement good cyber
security.

National Institute of Standards and A physical sciences laboratory and non-

Technology (NIST) regulatory agency of the United States

department of commerce. NIST produces
guidance and standards relevant to new and
emerging technologies.

Robotic Industry Association (RIA) A trade association of the robotics industry in
North America. He RIA develops safety
standards for robotic systems.

Society of Automobile Engineers (SAE) International organisation providing technical
learning for the mobility industry.

UK Accreditation Service (UKAS) UK accreditation body responsible for
organisations performing critical services about
machinery safety.

UK research and Innovation Institute (UKRI) | UK RI funds research and innovation in the
UK. It comprises the seven research councils,
Innovate UK and research England.

7.2 Key acronyms and terms

Acronym Explanation

AAV Autonomous Agricultural Vehicles - operate independently within a
dynamic agricultural environment.

AGV Automated Guided Vehicles — mobile machines typically used to
transport materials in industrial environments by following
predetermined paths.

Al Artificial Intelligence - technology that mimics human intelligence
processes. It learns from data to perform tasks like recognizing
speech, making decisions, and solving problems.

AMR Autonomous Mobile Robots - operate independently within a dynamic
industrial environment.
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AOPD

Active Optoelectronic Protective Device emits an IR or laser beam
monitored by a receiver unit to detect persons or objects entering a
defined area.

AV

Autonomous Vehicles — broad term to cover any vehicle that can
independently navigate a dynamic environment.

CAF

Conformity Assessment Framework — high level framework developed
by NCSC to assess cyber resilience of organisations responsible for
essential services or critical infrastructure.

CASS

Conformity Assessment of Safety-related Systems — methodology for
assessing and certifying the functional safety capability of
organisations and products.

CCF

Common Cause Failure — where two or more components or
subsystems fail within a short time period due to the same cause.

CD

Committee Draft - An ISO committee draft is a developing standard
refined by committee members for further review and comment.

CMSE

Certified Machinery Safety Expert — a recognised qualification for
training and certification in machinery safety.

CNI

Critical Network Infrastructure - The IEC 62443 standards provide
comprehensive guidelines for securing industrial control systems and
operational technology environments that constitute critical network
infrastructure.

Cobots

Collaborative Robot Applications - robots applications designed to
work safely with humans in shared workspaces.

Conformity
Assessment

Process of determining whether someone or something meets the
requirements of a standard. It can be done in one of three ways:

first party (assessment by manufacturer/supplier themself),

second party (assessment of manufacturer/supplier by user or
purchaser),

third party (assessment of manufacturer/supplier by someone
independent).

CSMS

Cyber Security Management System - policies, processes, and
controls designed to manage and mitigate cybersecurity risks across
an organization.

DC

Diagnostic Coverage — the effectiveness of diagnostics in detecting
dangerous failures within a safety instrumented system.

DIS

Draft International Standard — is a key stage in the development of an
ISO standard, where it is circulated to SIO members to be voted on.

DoS

Denial-of Service — a type of cyber attach that aims to disrupt normal
services by overwhelming a system with malicious traffic.

E/E/PE

Electrical/Electronic/Programmable Electronic — safety-related system
that implements safety functions to manage risk, as referred to in IEC
61508.
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EHSR

Essential Health and Safety Requirements — list of potential hazards
and safety considerations that must be addressed in the design of
machinery that is required to conform to EU regulations.

EUC

Equipment Under Control — is the equipment being controlled for
which safety functions are required, see IEC 61508.

FAT

Factory Acceptance Test — is a series of inspections and tests
conducted by a manufacturer to ensure that the equipment or a
system meets its specification and functionalities as agreed with the
customer.

FDIS

Final Draft International Standard — is a key stage in the development
on an ISO standard that incorporates any changes made resulting
from the DIS ballot. An FDIS circulated to all ISO member bodies for a
final approval.

FMEA

Failure Modes and Effects Analysis — a systematic approach used to
identify potential failures within a system.

FVL

Full Variability Language - programming language not used for safety
critical systems due to their complexity and features that can make
their behaviour unpredictable.

GDPR

General Data Protection Regulations — data privacy regulations came
into effects in the UK in 2021.

HAAM

Highly Automated Agricultural Machine — autonomous farm
equipment, such as self-driving tractors, used to automate agricultural
tasks such as ploughing, harvesting and crop spraying.

HSE OG

Operational Guidance — internal guidance used by HSE to carry out its
core work of inspecting, investigating, permissioning, and enforcing
regulations.

IACS

Industrial Automation and Control Systems - programmable systems
used to control and monitor industrial processes, which can be
vulnerable to cyber threats.

lloT

Industrial Internet of Things - network of connected machines,
sensors, and devices collecting and sharing data in an industrial
environment.

Information Technology - the use of computers and
telecommunications to store, retrieve, transmit and manipulate data.

Lidar

Light Detection and Ranging - method for determining ranges by
targeting an object with a laser and measuring the time it takes for the
reflected light to return.

LVL

Limited Variability Language — programming language used in safety
critical systems with restricted syntax and semantics to make them
easier to analyse.

ML

Machine Learning - a type of Al where algorithms learn from data
without explicit programming.
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MTTFD

Mean Time To Dangerous Failure — a measure of the average time
between successive dangerous failures - an important parameter in
determination of performance levels (PL) in ISO 13849-1.

NIS

Network and Information Systems regulations 2018 — cybersecurity
regulations introduced to the UK in 2018.

oT

Operational Technology — practices and measures taken to protect
industrial control systems from cyber threats.

PAS

Publicly Available Specification — a fast-track standardization
document that defines good practice for a product, service or process,
developed collaboratively by stakeholders to meet an urgent market
need.

PD

Published Document — a document published by the British Standards
Institution to provide English text of an international standard.

PFD

Probability of Failure on Demand - a quantitative measure of the
likelihood that a safety instrumented system will fail to perform its
intended safety function when demanded.

PFH

Probability of Failure per Hour - the average frequency of dangerous
failures of a safety instrumented system to perform its safety function
per hour.

PL

Performance Levels - used in ISO 13849 to specify the ability of
safety-related parts of controls systems to perform a safety function.
PLs act as a measure of reliability of a safety feature.

PLC

Programmable Logic Controller - a resilient, robust computer used in
industry. It takes in sensor data, makes decisions, and controls
machines based on user applications written in LVL’s such as ladder
logic.

PLr

Required Performance Level is from ISO 13849 and is determined by
evaluating, severity of potential injury, frequency/exposure to the
hazard and possibility of avoidance.

PUWER.

Provision and Use of Work Equipment Regulations (1998) — to ensure
work equipment is safe for use, maintained, and properly used in the
UK.

Radar

Radio Detection and Ranging - method for determining range by
targeting an object using radio waves and measuring the reflected
signal.

RAS

Robotics and Autonomous Systems — the integration of robotic and
autonomous technologies into various sectors and applications.

SIL

Safety Integrity Level - a discrete level (one out of four) for specifying
the safety integrity requirements of a safety function, based on the
probability of the function failing on demand. The relationship between
SIL and PFD is inversely proportional.

SIS

Safety Instrumented System - a dedicated system composed of
sensors, logic solvers, and final control elements designed to monitor
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process conditions and automatically take a process to a safe state
when predetermined hazardous conditions are violated. See IEC
61511.

SL-T

Target Security Level - A key concept in the IEC 62443 cybersecurity
standards SL-T is the desired level of cybersecurity protection for a
particular industrial automation and control system (IACS), zone, or
communication conduit.

SMSR

Supply of Machinery (Safety) Regulations 2008 — requires that
manufactures ensure that machinery is safety to put on the market by
identifying and mitigating hazards.

SRASW

Safety-Related Application Software — user programmed software
designed to perform safety functionality.

SRESW

Safety-Related Embedded Software — embedded software that is
programmed to perform a safety function for a specific hardware
system, such as a micro controller or PLC and is developed by the
hardware manufacturer.

SRP/CS

Safety Related Parts of Control Systems — a term used in ISO 13849-
1 to identify components within control systems are designed to
prevent hazardous situations.

SRS

Safety Requirements Specification — when applied to functional safety
— detail the functional and integrity requirements for each safety
instrumented system — see IEC 61508.

SuUC

System Under Consideration - a key concept in the IEC 62443
cybersecurity standards for industrial control systems (ICS). It refers to
the specific ICS assets, networks, and components that are being
assessed for cybersecurity risks and vulnerabilities.

SW level

Software Level — software development requirements where the
higher the SW number the more stringent the requirements. Used in
IEC 62061.

TR

Technical Report — an informative document giving technical
information to support aspects of relevant standards but is different in
nature to a technical specification (TS) or standard.

TS

Technical Specification — is a normative document published by a
standards organisation to act as temporary standard, while an official
standard, that might need to be harmonised, is developed.

UKCA

United Kingdom Conformity Assessment — UK conformity mark to
show that goods sold in the UK meet applicable requirements.

VPN

Virtual Private Network — a service that encrypts an internet
connection and routes the internet traffic through a remote server to
increase a user’s privacy.
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Appendix A — EU Directives and Machinery Safety

Appendix A lists EU directives and relevant UK regulations associated with topics discussed in this report.

Table A.1 — EU Directives Relevant to the Safe Control of Machinery

UK Legislation

Regulations considered or not considered

Lifting Operations and Lifting Equipment
Regulations 1998 (LOLER)

Provision and Use of Work Equipment
Regulations 1998 (PUWER)

EU Directive with regard to reviewed standards
Machinery Directive 2006/42/EC Supply of Machinery (Safety) Regulations 2008 |Considered

Security of Network and Information Systems Security of Network & Information Systems Considered

Directive (NIS Directive) 2016/1148/EU Regulations (NIS Regulations) 2018

Lifts Directive 2014/33/EU Lifts Regulations 2016 Considered

Electromagnetic Compatibility Directive
2014/30/EU

Electromagnetic Compatibility Regulations 2016

Not considered

Low Voltage Directive 2014/35/EU

Electrical Equipment (Safety) Regulations 2016

Not considered

Radio Equipment Directive (RED) 2014/53/EU

Radio Equipment Regulations 2017

Not considered
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Appendix B — Generic Machinery Safety Standards

Appendix B covers generic safety standards and guidance documents that apply to the machinery sector as a whole. Meeting the
requirements of these standards will contribute to a stakeholder meeting the essential requirements of relevant UK regulations.

Table B.1 - BS EN ISO 12100:2010 Safety of machinery — General principles for design — Risk assessment and risk reduction

Legislation, standards and guidance

BS EN ISO 12100:2010 Safety of
machinery — General principles for design
— Risk assessment and risk reduction.
This standard provides a generic approach
to conforming to Essential Requirements of
the Machinery Directive 2006/42/EC

General comments

This International (type A) Standard specifies basic terminology, principles and a methodology for
achieving safety in the design of machinery. It specifies principles of risk assessment and risk reduction
to help designers in achieving this objective. Procedures are described for identifying hazards and
estimating and evaluating risks during relevant phases of the machine life cycle, and for the elimination
of hazards or the provision of enough risk reduction. Guidance is given on the documentation and
verification of the risk assessment and risk reduction process.

This standard looks at the safety of the machine during all the phases of its life cycle;
— the ability of the machine to perform its function;

— the usability of the machine;

— the manufacturing, operational and dismantling costs of the machine.

This standard applies traditional risk assessment and risk reduction approaches and as such is
applicable to machinery based on new and emerging technology including Al so long as the safety
related systems are not based on potentially unpredictable and difficult to test systems.

This standard is not directly applicable to machinery control system paradigms, thus missing out
guidance on how to deal with technology specific issues.

Gap. This standard does not specifically deal with new and emerging technology. This standard could
be updated to cover relevant new and emerging topics such as Al, Cyber security and the IIOT. This
will require the ERs of the machinery directive to be suitable updated before this harmonised standard
could be updated.
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Machinery lifecycle activity
Hazard identification and risk assessment

Findings:
BS EN ISO 12100:2010 section 4 sets out a generic strategy for risk assessment and risk reduction. A

flowchart is provided to aid in the application of the risk assessment approach. The risk reduction is in-
line with the hierarchy of control measures used in many industries.

Generic in nature, risk assessment applies to machinery safety and not directly to machinery control
system safety. This standard does not consider all aspects of new and emerging technology and how
they can affect machinery safety.

BS EN ISO 12100:2010 section 5 covers risk assessment and risk reduction in more detail and again is
generic in nature and broadly applicable to machinery functionality.

This standard does not cite risks associates with new and emerging technology

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance
Other standards cited by ISO 12100:2010

BS EN IEC 61508-3 2" edition Functional
safety — software issues

Findings

BS EN ISO 12100:2010 section 6 deals with risk reduction following the inherent safety, safeguarding,
and information to the user approach to safety. High level requirements that risk reduction measures
are required to implement are stated under these headings. The standard refers to electrical, hydraulic
and pneumatic technologies but does not refer to machinery control paradigms such as Al based
control. Hence the standard concentrates on what needs to be done but not what paradigms could be
used. Given that new and emerging technologies such as MLC are not in general recommended for
safety-related systems this standard is likely to be applicable only if safety-related system use
traditional deterministic and testable technology.

The standard covers safety related functionality implemented by programmable system, which can
implement Al based control and protection. Reference is made to BS EN IEC 61508-3 which
recommends that Al is not used to implement safety related functionality in software. Thereby, inferring
that ISO 12100 also does not recommend the use of Al in such circumstances.

Note, it is likely that the machinery directive, BS EN IEC 61508 and ISO 12100 will be rewritten to
account for new and emerging technologies, in particular Al and cyber security, in the future.

Machinery lifecycle activity
Design and Installation

Findings
BS EN ISO 12100:2010 covers design and Installation

Machinery lifecycle activity
Operation and Maintenance

Findings
Only passing reference in assuring that machinery is designed with operation and maintenance in
mind.
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Table B.2—-BS EN BS EN IEC 62061:2021 Safety of machinery — Functional safety of safety-related control systems

Legislation, standards and guidance
ISO 61508:2010 series

ISO 13849-1:2015

ISO/TR 23849:2010

ISO TR 22100-4:2018

ISA TR84.00.09:2017

General comments

BS EN IEC 62061:2021 specifies requirements and makes recommendations for the specification,
design, integration, and validation of safety-related control systems (SCS) for machines. Because this
is a design standard not all functional safety lifecycle activities are within the scope of the standard, e.g.
decommissioning. This document is machine sector specific within the framework of BS EN IEC 61508.

The main body of this sector standard specifies general requirements for the design, and verification of
a safety-related control system intended to be used in high/continuous demand mode. This includes
both hardware and software components of safety related control systems.

BS EN IEC 62061:2021 includes changes from the previous version of BS EN IEC 62061:2015 namely:

e Changes to the methodology used to define the required SIL level — the new method is based on a
hybrid approach using both qualitative tables with the numeric values assigned to each factor then
being used in a simple calculation.

¢ The requirement for a Safety Requirements Specification.

e The option to use devices developed in accordance with other standards.

¢ More details regarding safety-related application software development and use.

The design of complex programmable electronic subsystems or subsystem elements is not within the
scope of this document. The reader is directed to BS EN 61508:2010 for those aspects of the
functional safety lifecycle covered here.

This standard is not appliable to machines that are portable while working.

Gap. Cyber security is not directly discussed in BS EN IEC 62061:2021 although security in general is
mentioned, potentially both covering physical and cyber security. ISO TR 22100-4:2018 and ISA
TR84.00.09:2017 are cited. This standard would benefit from direct reference to more relevant cyber
security standards such as the BS EN IEC 62443 series in the main body of the standard, rather than
just in the bibliography, could be beneficial to systems integrators and end users of machinery.

Gap. This standard would benefit from consideration of hazards associated with the use of ML systems
and subsystems potentially as part of a safety related control system.
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Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ISO 12100:2010

Findings

According to BS EN IEC 62061:2021 Figure 2 and Figure 3, risk assessment is covered by ISO
12100:2010. The result of the risk assessment according to ISO 12100:2010 may identify the need for
risk reduction using safety functions, then the SCS can be designed by application of BS EN IEC
62061:2021.

Annex A deals with hazard identification and risk assessment in more detail. It is stated that the
hazards are identified, including those from reasonably foreseeable misuse, whose risks are to be
reduced by implementing an SRS. The user lists the hazards in the hazard column in Table A.5. and
the parameters associated with those hazards are listed in their relevant column to determine the
required safety related SIL or PL from table A.6.

Machinery lifecycle activity

Safety requirement specification (SRS) of
the safety function

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-5:2010
BS EN IEC 61511-3:2016

Findings

Subclause 5.2 ‘safety requirement specification (SRS)’, sets out the procedures to specify the
requirements of the safety function(s) to be implemented by the SCS. Example safety functions with
external references are given in Annex G. Each identified safety function shall be specified by its
functional safety requirements and safety integrity requirements specification. These shall be
documented in the SRS.

Subclause 5.2.2 states what information will be used as an input into the functional requirement
specification and safety integrity requirement specification of the SCS. Subclause 5.2.3 lists what will
describe each safety function in the functional requirements specification. Subclause 5.2.4 defines
‘high demand’ and ‘low demand’ modes of operation. Subclause 5.2.5 states determination of the
required SIL is the result of the risk assessment, with examples of a methodology given in Annex A.

Annex A provides a qualitative approach for risk estimation and SIL assignment (not intended for
functions that operate in low demand mode of operation). It includes:

» stating the hazards,
* risk estimation, using
- severity classification, and
- class of probability of harm, which is a function of
[0 frequency and duration of exposure,
(] probability of occurrence of a hazardous event, and
(] probability of avoiding or limiting harm.
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Using the severity classification and class of probability of harm in the matrix in Table A.6 will ‘indicate
the SIL assigned as the target for the SCS’. An example of how to document the approach is given in
Figure A.2.

The standard states ‘where the demand rate is low, a high demand mode can be assumed by
activation of the safety function at least once per year. Then apply this document for the design’.

Machinery lifecycle activity
Design and installation

Findings

Clause 4.2 and Figure 2 shows the iterative design process of a SCS. Steps include: safety
requirements specification, incl. safety integrity level determination; design of a SCS to perform a
safety function; use of pre-designed subsystems; design and development of subsystems; combine
subsystems into an SCS; and validation. Figure 2 refers to clauses and subclauses in the standard for
easy referencing.

Clause 6 covers SCS design methodology and requirements, including: basic methodology to define
subsystem architecture based on top-down decomposition; determination of the safety integrity of the
SCS from its subsystems’ probability of failure per hour (PFH;) requirements for systematic safety
integrity of the SCS; security (see ‘Security’); and requirements for periodic testing when used as safety
integrity assurance. An example SCS design methodology is given in Annex B.

Clause 7 covers subsystem design and development, including: the requirements for hardware safety
integrity, incl. subsystem architecture and its PFH; the requirements for systematic integrity; the
requirements for subsystem behaviour on detection of a fault, and Table 5 states what information shall
be available for each subsystem during design and development. Annex C gives examples of Mean
Time to Dangerous Failure (MTTFD) values for single components. Annex D gives examples and
estimates of diagnostic coverage. Annex E gives an example methodology for the estimation of
susceptibility to common cause failures (CCFs). Annex H gives ‘simplified approaches to evaluate the
PFH value of a subsystem’.

BS EN IEC 62061:2021 only covers aspects that are related to safety requirements allocation through
to safety validation, i.e. does not cover installation. However, subclause 10.3 states the requirements
for ‘information for use’ of the SCS, providing relevant information for safe installation, use and
maintenance.

Machinery lifecycle activity
Software

Findings
Clause 8 ‘Software’ contains the requirements to meet the objective of producing ‘readable,
understandable, testable, maintainable and correct software’. BS EN IEC 62061:2021 is only ‘for
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Relevant or cited legislation, standards and
guidance

BS EN IEC 61508 series
BS EN IEC 61131-6:2012

application software that is running in a pre-designed platform according to BS EN IEC 61508 or other
functional safety standards linked to BS EN IEC 61508, e.g. BS EN IEC 61131-6’.

Subclause 8.2 gives the definition of software (SW) levels: SW level 1, SW level 2, SW level 3. All SW
levels are to adopt a ‘platform pre-designed according to BS EN IEC 61508, or other functional safety
standards linked to BS EN IEC 61508, e.g. BS EN IEC 61131-6’. Subclauses 8.3 and 8.4 cover SW
level 1 and level 2 respectively. SW level 3 is covered by BS EN IEC 61508 (although ‘SW level’ is not
referred to or used in BS EN IEC 61508-3:2010). The subclauses cover software safety lifecycles,
software design, module design, coding, module testing, software testing, documentation, and
configuration and modification management processes. For SW level 2, software system design and
software integration testing are also included (where SW level 2 uses Full Variability Language (FVL),
rather than the Limited Variability Language (LVL), used in SW level 1).

Annex F gives a guideline for software level 1, from software safety requirements through to summary
software verification, review and validation checklists.

Parameterisation requirements are set out in subclause 6.7 for ‘manual, software-based
parameterisation that is performed and controlled by an authorised person’. Subclause 6.7.2 discusses
potential failures leading to the safety function not meeting its requirement. Subclause 6.7.3 states the
requirements for software based manual parameterisation. Subclause 6.7.4 states what verification
activities are to be performed. Initial parameterisation and subsequent modifications to the
parameterisation shall be carried out using the dedicated tool provided by the manufacturer or supplier
of the SCS or related subsystems(s) and shall be documented (subclause 6.7.5 states what the
documentation shall include).

Machinery lifecycle activity
Parameterisation

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-3:2010

Findings

Parameterisation requirements are set out in subclause 6.7 for ‘manual, software-based
parameterisation that is performed and controlled by an authorised person’. Subclause 6.7.2 discusses
potential failures leading to the safety function not meeting its requirement. Subclause 6.7.3 states the
requirements for software based manual parameterisation. Subclause 6.7.4 states what verification
activities are to be performed. Initial parameterisation and subsequent modifications to the
parameterisation shall be carried out using the dedicated tool provided by the manufacturer or supplier
of the SCS or related subsystems(s) and shall be documented (subclause 6.7.5 states what the
documentation shall include).
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Machinery lifecycle activity
Operation and maintenance

Relevant or cited legislation, standards and
guidance

ISO 12100:2010

Findings:

BS EN IEC 62061:2021 only covers aspects that are related to safety requirements allocation through
to safety validation, i.e. does not cover operation and maintenance. However, subclause 10.3 states
the requirements for ‘information for use’ of the SCS, providing relevant information for safe installation,
use and maintenance. It ‘shall include a comprehensive description of the equipment, installation and
mounting’. This includes information on the SIL level, the SCS and its subsystems. The standard also
requires subsystem manufacturers and SCS integrators (‘typically the manufacturer of the machine’) to
provide information for use, as set out in subclauses 10.3.2 and 10.3.3 respectively.

Machinery lifecycle activity
Modification including MOC of the SCS

Findings

In BS EN IEC 61508, the modification/retrofit lifecycle step is after validation. The scope of BS EN IEC
62061:2021 only covers aspects that are related to safety requirements allocation through to safety
validation. However, the standard does set out requirements for modification in subclause 4.5.

The standard defines ‘baseline (configuration)’, which serves as a basis for verification, validation,
modification and changes. Configuration management, subclause 4.4, states ‘the procedures for an
appropriate change-control-process shall consider the requirements for defining a unique baseline of
each version of the Safety Critical System (SCS)’.

The standard’s definition of ‘security’ includes: ‘condition of system resources being free from
unauthorised access and from unauthorised or accidental change, destruction or loss’ (where change
management extends to prevention of inadvertent change).

Subclause 8.3.8 and 8.4.10, which covers configuration and modification management process for SW
level 1 and SW level 2 respectively. The full requirements are set out in the mentioned subclauses;
note the configuration and modification management process requirements for SW level 1 and SW
level 2 as defined in BS EN IEC 62061:2021 are the same.

Machinery lifecycle activity
SCS Verification and Validation

Relevant or cited legislation, standards and
guidance

ISO 12100:2010
ISO 13849-2:2012

Findings

BS EN IEC 62061:2021 states ‘the purpose for validation is to confirm that the SCS complies with the
safety requirement specification [given in Clause 5 (see ‘SRS of the safety function’)] and the
information for use [in 10.3 (see ‘operation and maintenance’)]’. Subclause 9.1 states what activities
are to be conducted, incl. evidence completeness checks, inspection, testing. It states who shall
complete validation (with more detail given in Annex J). It provides recommendations for validation
where systems are large or complex. It states, ‘where validation cannot be successfully completed,
changes in design are necessary’, and ‘validation of the SCS should be repeated as appropriate’.
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The standard:
e requires development of a validation plan (subclause 9.1.1),

e provides requirements on use of generic fault lists (subclause 9.1.2) and specific product-related
fault lists (subclause 9.1.3);

e states the information to be included in validation (subclause 9.1.4); and

e states what is required of validation recording (subclause 9.1.5).

In subclause 9.2, the standard states analysis is part of validation, and covers defining the inputs of
analysis, suggested analysis techniques, and verification of the SRS. In subclause 9.3, the standard
states testing is part of validation, and covers planning and implementation, test recording,
measurement accuracies, and test samples. Subclause 9.4 covers validation of the safety function and
subclause 9.5 covers validation of the SCS integrity level.

Clause 9.2.3 briefly discusses verification of the safety requirements specification, but the standard
appears to consider verification to be secondary in weighting to validation.

Verification is briefly mentioned in clause 4.2 design process and clause 4.3 management of functional
safety via a functional safety plan.

Note: overview of the validation process is presented in a flowchart in Figure 15. This does not,
however, tally with the headings in Clause 9. The standard would benefit from better alignment and
reference to clauses or subclauses in the figure.

Note: the standard has taken a light-touch approach to where a system fails its validation, in that it
doesn’t mandate a need to repeat the process, i.e. use of the phrase ‘validation should be repeated’
instead of ‘validation shall be repeated’. Therefore, the standard would benefit from clarification of this
issue to achieve compliance with the other requirements of the standard.

Note: verification is included in Annex B ‘example of SCS design methodology’ but verification within
the main body of the standard is briefly covered as a subclause of the validation clause rather than a
key design requirement.

Machinery lifecycle activity
Competence

Findings
According to subclause 4.3, persons, departments or other units and resources that are responsible for

carrying out and reviewing each of the activities specified in Clauses 5 to 9 shall be identified in the
functional safety plan. The standard states ‘the level of appropriate competency of the involved persons
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(i.e. training, technical knowledge, experience and qualifications) are taken into account’ and lists 11
factors to consider, such as previous experience and its relevance; novelty of design, design
procedures or application; level of supervision required, etc.

Subclause 8.2 states a high level of competence is required to design according to SW (software) level
2 or 3[SW level 1 and 2 is covered by this standard and SW level 3 is covered by BS EN IEC 61508-
3:2010].

Competence is also referred to in Annex A.2.3.4 in relation to the user of hazardous machinery and

reducing the probability of occurrence classification (i.e. knowledge of high level of user competence
may reduce probability of occurrence from very high towards negligible).

Note: BS EN IEC 62061 states that the persons, departments, or other units shall be identified, but it is
less definitive that their competence shall be assessed according to the application need and factors
listed in subclause 4.3, item d.

Machinery lifecycle activity
Management of functional safety

Findings

In subclause 4.3 ‘management of functional safety using a functional safety plan’, it specifies the
management and technical activities that are necessary for the achievement of the required functional
safety of the SCS. Early in the subclause, it refers to BS EN IEC 61508-1:2010 Clause 6. BS EN IEC
62061:2021 refers to a functional safety plan that shall:

* be drawn up and documented for each SCS design project;

« identify the relevant activities (see Figure 3);

* be adapted to the project (with examples in Annex |); and

* be updated as necessary.

Subclause 4.3 gives further requirements of the functional safety plan in a list from a) through to i).

Machinery lifecycle activity
Decommissioning

Findings
BS EN IEC 62061:2021 only covers aspects that are related to safety requirements allocation through
to safety validation, i.e. does not cover decommissioning.

Machinery lifecycle activity
Security

Findings
The scope of BS EN IEC 62061:2021 states it does not cover specific measures for security aspects
and refers to BS EN IEC TR 63074. In subclause 6.8, the standard does set out some requirements,
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Relevant or cited legislation, standards and
guidance

BS EN IEC TR 63074:2019

such as when security countermeasures are applied, they shall not adversely affect safety integrity
(e.g. increase in response time, etc.).

Table B.3 — BS EN ISO 13849-1:2015 — Safety of machinery — Safety-related parts of control systems — Part 1: General principles for design

Legislation, standards and guidance

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction

BS EN IEC /EN 62061 Safety of machinery:
Functional safety of electrical, electronic
and programmable electronic control
systems

ISO/TR 23849:2010 Guidance on the
application of ISO 13849-1 and BS EN IEC
62061 in the design of safety-related
control systems for machinery

ISO/TR 22100-2:2013 Safety of machinery

General comments

This standard supersedes the 2" edition (ISO 13849-1:2006), which has been technically revised. It
also incorporates Technical Corrigendum 1SO 13849-1:2006/Cor 1:20009.

ISO 13849-1 is a type-B-1 standard as stated in ISO 12100.

ISO 13849-1 is intended to give guidance to those involved in the design and assessment of control
systems, and to Technical Committees preparing type-B2 or type-C standards which are presumed to
comply with the Essential Safety Requirements of Annex | of the Directive 2006/42/EC on machinery.

ISO 13849-1 is intended to provide a clear basis upon which the design and performance of any
application of the SRP/CS (and the machine) can be assessed.

Discuss safety requirements and guidance on the principles for the design and integration of safety-
related parts of control systems (SRP/CS), including the design of software.

Provides specific requirements for SRP/CS using programmable electronic system(s).
It does not specify the safety functions or performance levels that are to be used in a particular case.

Gap. This standard does not consider Al components of SRP/CS and how their safety should be
assured and evaluated.

Gap. This standard does not consider network connected machinery and hence does not consider
safety aspects of IIOT operation or cyber security of SRP/CS.

Machinery lifecycle activity

Findings
Clause 4.2 — The hazard analysis and risk reduction process for a machine requires that hazards are

eliminated or reduced through a hierarchy of measures. The strategy for risk reduction at the machine
is given in 1ISO 12100:2010.
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Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Findings:

Clause 4.2.2 — The design of the SRP/CS to provide the required risk reduction is an integral subset of
the overall design procedure for the machine. The SRP/CS provides safety function(s) at a PL which
achieves the required risk reduction.

Performance levels are defined in terms of probability of dangerous failure per hour. Five performance
levels are set out, from the lowest ‘PL a’ to the highest ‘PL e’ with defined ranges of probability of a
dangerous failure per hour.

The designer determines the contribution to the reduction of risk which needs to be provided by each
relevant safety function which is carried out by the SRP/CS(s).

Risk reduction can be achieved by applying various protective measures (both SRP/CS and non
SRP/CS) with the result of achieving a safe condition.

Annex A — Determination of required performance level (PLr)
Annex B — Block method and safety-related block diagram

Machinery lifecycle activity
Design and Installation

Findings
Clause 4 — The SRP/CS shall be designed and constructed so that the principles of ISO 12100 are fully
considered. All intended use and reasonably foreseeable misuse shall be considered.

Clause 4.4 — design of SRP/CS is based of the safety function to be implemented. A safety function
may be implemented by one or more SRP/CS, and several safety functions may

share one or more SRP/CS [e.g. a logic unit, power control element(s)]. It is also possible that one
SRP/CS implements safety functions and standard control functions. The designer may use any of the

technologies available, singly or in combination. SRP/CS may also provide an operational function
(e.g.an Active Opto-electric Protective Device (AOPD) as a means of cycle initiation).

Annex C — Calculating or evaluating MTTFD values for single components.
Annex D — Simplified method for estimating MTTFD for each channel
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Annex E - Estimates for Diagnostic Coverage (DC) for functions and modules

Annex F - Estimates for Common Cause Failure (CCF)

Annex G — Systematic failure

Annex H — Example of combination of several safety-related parts of the control system
Annex | — Examples

Annex J — Software

Annex K — Numerical representation of Figure 5

Machinery lifecycle activity

Operation and Maintenance

Relevant or cited legislation, standards and
guidance

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction.

ISO 13849-2: :2012 Safety of machinery —
Safety-related parts of control systems —
Part 2: Validation

BS EN IEC 60204-1:2005, Safety of
machinery — Electrical equipment of
machines — Part 1: General requirements
(withdrawn)

Findings

This standard does not directly cover operation of SRP/CS and maintenance requirements are not
covered in detail.

Clause 9 — Maintenance — The information for use of the SRP/CS shall include instructions for the
maintenance (including periodic inspection) of the SRP/CS.

Clause 10 — Technical documentation — When designing a SRP/CS, its designer shall document at
least the following information relevant to the safety-related part. Technical documentation shall be
used for the manufacturer’s internal purposes and not the machine user.

Clause 11 — Information of use — apply standards 1ISO 12100: 2010; 6.4.5.2 and BS EN IEC
60204-1:2005.

Clause 17 — Information which is important for the safe use of the SRP/CS shall be given to the user.

Machinery lifecycle activity

SRP/CS Validation & Verification

Relevant or cited legislation, standards and
guidance

ISO 13849-2:2012 Safety of machinery —

Safety-related parts of control systems —
Part 2: Validation

Findings
Risk reduction can be achieved by applying various protective measures (both SRP/CS and non
SRP/CS) with the end result of achieving a safe condition.

Clause 4.7 — Verification that achieved Performance Level (PL) meets Required Performance Level
(PLN)

Clause 7.2 requires that fault be considered. ISO 13849-2 lists the important faults and failures for the
various technologies. The lists of faults are not exhaustive and, if necessary, additional faults shall be
considered and listed. In such cases, the method of evaluation should also be clearly elaborated. For
new components not mentioned in ISO 13849-2, a failure mode and effects analysis (FMEA, see BS

91




EN IEC 60812) shall be carried out to establish the faults that are to be considered for those
components.

In general, the following fault criteria shall be taken into account:

if, as a consequence of a fault, further components fail, the first fault together with all following faults
shall be considered as a single fault;

two or more separate faults having a common cause shall be considered as a single fault (known as a
Common Cause Failure (CCF);

the simultaneous occurrence of two or more faults having separate causes is considered highly unlikely
and therefore need not be considered.

Clause 8 — Verification — The design of the SRP/CS shall be validated. The validation shall
demonstrate that the combination of SRP/CS providing each safety function meets all relevant
requirements of this part of ISO 13849.

Machinery lifecycle activity

Management of functional safety

Relevant or cited legislation, standards and
guidance

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction

BS EN IEC /TS 62046:2008 — Withdrawn
(supersede by BS EN BS EN IEC
62046:2018)

Safety of machinery — Application of
protective equipment to detect the
presence of persons

BS EN IEC 61131 parts 1 to 6,
Programmable controllers

Note BS EN IEC 62061:2005/AMD2:2015
is withdrawn and superseded by BS EN BS
EN IEC 62061:2015 Safety of machinery —
Functional safety of safety-related

Findings

Clause 4.5 — Evaluation of the achieved performance level PL and relationship will SIL.
The PL of the SRP/CS shall be determined by the estimation of the following aspects:
— the MTTFD value for single components (see Annex C and Annex D);

— the Diagnostic Coverage (DC) (see Annex E);

— the CCF (see Annex F);

— the structure (see Clause 6);

— the behaviour of the safety function under fault condition(s) (see Clause 6);

— safety-related software (see 4.6 and Annex J);

— systematic failure (see Annex G);

— the ability to perform a safety function under expected environmental conditions.

When a safety-related control function is designed using one or more SRP/CS, each SRP/CS shall be
designed either according to this part of ISO 13849 or according to BS EN IEC 62061/BS EN IEC
61508.

Clause 5 — Safety-related stop function; Manual reset function; Start/restart function; Local control
function; Muting function; Response time; Safety—related parameters; Fluctuations, loss and restoration
of power source.
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electrical, electronic and programmable
electronic control systems

Machinery lifecycle activity

Software safety requirements

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508:2010 Functional safety
of E/E/PE safety related systems — Part 3 —
Software requirements

Findings

Clause 4.6 — All lifecycle activities of safety-related embedded or application software shall primarily
consider the avoidance of faults introduced during the software lifecycle. The main objective of the
following requirements is to have readable, understandable, testable and maintainable software.

It includes:

Safety-related embedded software (SRESW)

Safety-related application software (SRASW)

— development lifecycle with verification and validation activities;
— documentation of specification and design;

— modular and structured programming;

— functional testing;

— appropriate development activities after modifications.

On 01 Dec 2021, there was a draft update in public circulation for BS EN ISO 13849-1. The draft, in particular the new clause 7, is

reviewed below.

Table B.4 — BS EN ISO 13849-1.2:2021 (public draft)— Safety of machinery — Safety-related parts of control systems — Part 1:

General principles for design

Legislation, standards and guidance
BS EN IEC 61508:2010

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction

General comments

Draft ISO/DIS 13849-1.2:2021 specifies a methodology and provides related recommendations,
requirements and guidance for the design and integration of safety-related parts of control systems
(SRP/CS), including the design of software. It applies to SRP/CS for high demand and continuous
mode including their subsystems regardless of the type of technology and energy. It does not apply to
low demand mode (and recommends use of BS EN IEC 61508 for low demand mode).
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The standard does not give specific requirements for the design of products/components that are parts
of SRP/CS. Specific requirements for the design of SRP/CS are covered by applicable ISO and BS EN
IEC standards.

The standard is a type-B1 standard (per ISO 12100) and states the methodology for design does not
consider if certain machinery has specific requirements. The specific requirements can be
considered/found in a type-C standard.

Clause 7 ‘Software safety Requirements’ is discussed in this table.

The version of ISO/DIS 13849-1.2:2021 reviewed is in draft for ‘private circulation’. This author has

noted there are some referencing errors throughout and it is highly likely the document will undergo
change, albeit to an unknown degree. The comments below may need to be checked when a public
draft or published version is released.

Gap. The standard would benefit from some discussion on cyber security. Reference to relevant cyber
security standards could be strengthened, due to the potential impact of cyber security threats on the
safety function (machines are increasingly networked).

Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction

Findings
Subclause 4.1 covers risk assessment and risk reduction process at the machine and refers to ISO

12100:2010, with some detail given in subsequent subclauses of Clause 4 ‘Overview’ [primary focus of
this review is on addition of software clause. Therefore, this will not be examined further].

Machinery lifecycle activity

Safety requirement specification (SRS) of
the safety function

Findings

A safety requirements specification (SRS) is shown as an input to both Figure 14a and Figure 14b
(‘simplified V-model of software safety lifecycle’ and ‘simplified V-model for software if pre-assessed
safety-related hardware and software modules are used in combination with Low Variability Language (
LVL) respectively). Safety requirements specification is covered in Subclause 5.2 and determination of
the required performance level (PLr) is covered in Subclause 5.3 [primary focus of this review is on
addition of software clause. Therefore, this will not be examined further].
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Machinery lifecycle activity
Design and Installation

Findings
Clause 6 covers design considerations [primary focus of this review is on addition of software clause.
Therefore, this will not be examined further].

Machinery lifecycle activity
Software

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-3:2010
BS EN IEC 61508-4:2010

Findings
Subclause 7.2 provides guidance on classification of the software as limited variability language (LVL)

or full variability language (FVL) which may influence the software safety lifecycle steps or other
requirements.

Measures to be applied are given in 7.3 for safety-related embedded software (SRESW) and 7.4 for
safety-related application software (SRASW). The lists include measures to be applied for all required
performance levels and separate lists where additional measures are required for higher levels. The
requirements apply to various steps across the lifecycle; they are not ordered or structured as such.

Machinery lifecycle activity
Parameterisation

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508:2010

Findings

ISO/DIS 13849-1 Subclause 7.5 covers only manual, software-based parameterisation that is
performed and controlled by an authorised person. It states what influences may affect parameters
during manual, software-based parameterisation. Further, it goes onto state what the requirements are
‘to prevent dangerous failure due to the influences or any other influence that is reasonably
foreseeable’, verification activities and documentation according to the requirements given in the
information for use.

Machinery lifecycle activity
Operation and Maintenance

Findings

Brief information is given in Clause 11 ‘Maintainability of SRP/CS’. In Subclause 7.1, it states ‘the main
objective of the following requirements is to have readable, understandable, testable and maintainable
software’. Subclause 10.1.5 states information for validation will include maintenance requirements and
subclause 10.9 states validation will demonstrate the provisions for maintenance requirements have
been implemented, including completeness of instructions and ease of maintainability.

Machinery lifecycle activity
Modification including MOC of the SCS

Findings
Requirements and recommendations for software configuration management and modifications of

safety-related embedded software (SRESW) is given in subclause 7.3 item g) and safety-related
applicable software (SRASW) are given in subclause 7.4 items i) and j).

Machinery lifecycle activity

Findings

95




SCS Validation & Verification

Verification is shown at multiple steps throughout the software safety lifecycle in Figure 14a and once
in Figure 14b. Validation is also shown to occur in Figure 14a and Figure 14b. Requirements and
recommendations for verification and validation for safety-related embedded software (SRESW) and
safety-related application software (SRASW) are given in Subclauses 7.3 and 7.4 respectively and may
vary according to the required performance level (PLr).

Machinery lifecycle activity
Management of functional safety

Findings

‘Management of functional safety’ is covered in Annex G.5 and this is a new addition in the latest
revision. It recommends a functional safety plan is drawn up and ‘is intended to provide measures for
preventing incorrect specification, implementation, or modification issues’.

Machinery lifecycle activity
Security

Relevant or cited legislation, standards and
guidance

ISO/TR 22100-4
BS EN IEC TR 63074

Findings:

ISO/DIS 13849-1.2:20211 acknowledges the effect of security issues on safety functions but the scope
states it does not provide specific measures for security (e.g. physical, IT-security, cyber security)
aspects.
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Table B.5 - BS EN ISO 13849-2:2012 Safety of machinery - Safety-related parts of control systems - Part 2: Validation

Legislation, standards and guidance

BS EN 62061:2015 +A2 Safety of
machinery — Functional safety of safety-
related electrical, electronic and
programmable electronic control systems

Reference is made to the following primary
EN standards:

BS EN IEC 61508:2010, Functional safety
of electrical/electronic/programmable
electronic safety-related systems Part 2:
Requirements for
electrical/electronic/programmable
electronic safety-related systems

BS EN IEC 61508-3 — 1:2001, Part 3:
Software requirements

ISO 12100-1 2010 machinery Basic
concepts, general principles for design —
Part 1: Basic terminology, methodology
ISO 12100-2 2010 Basic concepts, general
principles for design — Part 2: Technical
principles

ISO 13849-1 2006 Safety of machinery —
Safety-related parts of control systems Part
1: General principles for design

General comments
This a type B standard.

This part of ISO 13849 specifies the procedures and conditions to be followed for the validation by
analysis and testing of:

— the specified safety functions,
— the category achieved, and

— the performance level achieved by the safety-related parts of a control system (SRP/CS) designed
in accordance with ISO 13849-1.

This standard specifies the validation process for the safety functions, categories and performance
levels for the safety-related parts of control systems. It recognizes that the validation of safety-related
parts of control systems can be achieved by a combination of analysis (see Clause 5) and testing (see
Clause 6), and specifies the particular circumstances in which testing ought to be carried out.

Annex—E - Example of validation of fault behaviour and diagnostic means.

Gap. This standard does not cover IIOT for network connection of SRP/CS

Gap. This standard does not cover validation of Al components of SRP/CS

Gap. This standard does not cover cyber security of network enabled SRP/CS

Gap. This standard does not cover competence of persons involved with validation of STP/CS

Machinery lifecycle activity
Validation process

Relevant or cited legislation, standards and
guidance

Findings
The validation shall demonstrate that each SRP/CS meets the requirements of ISO 13849-1 and, in
particular, the following:

a) the specified safety characteristics of the safety functions provided by that part, as set out in the
design rationale;
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ISO 13849-1 2006: Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

b) the requirements of the specified performance level (see ISO 13849-1:2006, 4.5):

1) the requirements of the specified category (see ISO 13849-1:2006, 6.2),

2) the measures for control and avoidance of systematic failures (see 1SO 13849-1:2006, Annex G),
3) if applicable, the requirements of the software (see ISO 13849-1:2006, 4.6), and

4) the ability to perform a safety function under expected environmental conditions;

c¢) the ergonomic design of the operator interface, e.g. so that the operator is not tempted to act in a
hazardous manner, such as defeating the SRP/CS (see ISO 13849-1:2006, 4.8).

Validation should be carried out by persons who are independent of the design of the SRP/CS.
Where necessary due to the system’s size, complexity or the effects of integrating it with the control
system (of the machinery), special arrangements should be made for

— validation of the SRP/CS separately before integration, including simulation of the appropriate input
and output signals, and

— validation of the effects of integrating safety-related parts into the remainder of the control system
within the context of its use in the machine.

Clause 4-2 - validation plan - The validation plan shall identify and describe the requirements for
carrying out the validation process for the specified safety functions, their categories and performance
levels.

The validation plan shall also identify the means to be employed to validate the specified safety
functions, categories and performance levels.

Clause 4.3 — Generic faults - The validation process involves consideration of the behaviour of the
SRP/CS for all faults to be considered.

Clause 4.4 — Specific faults - Specific product-related fault list shall be generated as a reference
document for the validation process of the safety-related part(s). The list can be based on the
appropriate generic list(s) found in the annexes.

Clause 4.5 — Information for validation - Documents containing sufficient information from the list in this
section shall be included in the validation process to demonstrate that the safety-related parts perform
the specified safety functions to the required performance level or levels and category or categories.

Clause 4.6 — Validation record - Validation by analysis and testing shall be recorded.
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Machinery lifecycle activity

Management of functional safety Validation
by testing

Findings

Clause 6 — When validation by analysis is not conclusive, testing shall be carried out to complete the
validation.

Testing is always complementary to analysis and is often necessary

State what the test plan, records.

Clause 6.2 — accuracy of measurements should be 5 K for temperature and 5% for other
measurements outlined in the standard.

Clause 6.3 — outlines that more stringent More stringent requirements can apply if the control system
has to withstand particularly adverse service conditions.

Clause 6.4 — Number of test samples - the tests shall be made on a single production sample of the
safety-related part being tested.

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance

ISO 11161:2007 Safety of machinery —

Integrated manufacturing systems — Basic
requirements

ISO 13851:2002 Safety of machinery —
Two-hand control devices — Functional
aspects and design principles

Findings

Clause 7 — Validation of safety requirements specification for safety functions - requirements
specification for the safety function shall be verified to ensure consistency and completeness for its
intended use.

Clause 8 — Validation of safety functions - Functional testing of the safety functions in all operating
modes of the machine.

Machinery lifecycle activity
Design and integration

Findings
Not covered in this standard.

Machinery lifecycle activity

Validation of technical documentation and
information of use

Relevant or cited legislation, standards and
guidance

Findings
Clause 12 The validation process shall demonstrate that the requirements for technical documentation

specified in ISO 13849-1:2006, Clause 10, and for information for use specified in ISO 13849-1:2006,
Clause 11, have been implemented.
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ISO 13849-1 2006 Safety of machinery —
Safety-related parts of control systems Part
1: General principles for design

Machinery lifecycle activity

Validation of the safety related electrical
control system performance levels and
categories

Relevant or cited legislation, standards and
guidance

ISO 13849-1:2006, Annex F. 2006 Safety
of machine-y - Safety-related parts of
control systems Part 1: General principles
for design

Findings
Clause 9 — analysis and testing; validation of category specifications — category B; 1,2,3 and 4.
Validation of MTTFd, DCavg, CCF — performed by analysis and visual inspection.

Clause 9—4 - Validation of measures against systematic failures related to performance level and
category of SRP/CS.

9.5 Validation of safety-related software
9.6 Validation and verification of performance level
9.7 Validation of combination of safety-related parts

Machinery lifecycle activity
Validation of environmental requirement

Findings
Clause 10 - The performance specified in the design of the SRP/CS shall be validated with respect to
the environmental conditions specified for the control system. Usually by testing.

Validation shall address:

— expected mechanical stresses from shock, vibration, ingress of contaminants,
— mechanical durability,

— electrical ratings and power supplies,

— climatic conditions (temperature and humidity), and

— electromagnetic compatibility (immunity).

Machinery lifecycle activity

Validation of Maintenance

Relevant or cited legislation, standards and
guidance

ISO 13849-1 2006 Safety of machine-y -
Safety-related parts of control systems Part
1: General principles for design

Findings
Clause -1 - The validation process shall demonstrate that the provisions for maintenance requirements
specified in ISO 13849-1:2006, Clause 9, Paragraph 2, have been implemented.
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Machinery lifecycle activity
Validation tools for mechanical systems

Relevant or cited legislation, standards and
guidance

ISO 12100-1 2010 machinery Basic
concepts, general principles for desi— --
Part 1: Basic terminology, methodology
ISO 12100-2 2010 Basic concepts, general
principles for desi— -- Part 2: Technical
principles

BS EN IEC 60529 Ed. 2.1 b Cor.1:2003
Corrigendum-1 - Degrees Of Protection
Provided By Enclosures (IP Code)

ISO 4960:2019

Steel strip, cold-reduced with a mass
fraction of carbon over 0,25 %

ISO 14119:2013 Safety of machinery —
Interlocking devices associated with guards
— Principles for design and selection

Findings
Annex A — When mechanical systems are used in conjunction with other technologies, Annex A should
also be considered.

It covers basic safety principles; well-tried safety principles; well-tried components; faults and fault
exclusions — mechanical devices, components and elements (e.g. cam, follower, chain, clutch, brake,
shaft, screw, pin, guide, bearing)

Pressure coil springs.

101




Machinery lifecycle activity

Validation tools for pneumatic systems
Relevant or cited legislation, standards and
guidance

ISO 13849-1 2006 Safety of machine—y -
Safety-related parts of control systems Part
1: General principles for design — Clause
6.2.2

ISO 4414:2010 Pneumatic fluid power —

General rules and safety requirements for
systems and their components, Clauses 5
to 7.

ISO 12100-1 2010 Machinery Basic
concepts, general principles for design

ISO 14118:2000 Safety of machinery —
Prevention of unexpected start-up
(withdrawn)

Findings

Annex B — When pneumatic systems are used in conjunction with other technologies, Annex B should
also be taken into account. Where pneumatic components are electrically connected/controlled, the
appropriate fault lists in Annex D should be considered.

It covers basic safety principles, well-tried safety principles, faults and fault exclusions — directional
control valves,

Faults and fault exclusions:

— Stop (shut-off) valves/non-return (check) valves/quick-action venting valves/shuttle valves, etc.
— Flow valves

— Pressure valves

— Pipework

— Hose assemblies

— Connectors

— Pressure transmitters and pressure medium transducers
— Compressed air treatment — Filters

— Compressed-air treatment — Oilers

— Compressed air treatment — Silencers

— Accumulators and pressure vessels

— Sensors

— Information processing — Logical elements

— Information processing — Time-delay devices

— Information processing — Converters

Machinery lifecycle activity
Validation tools for hydraulic systems

Relevant or cited legislation, standards and
guidance

ISO 4414:2010 Pneumatic fluid power —
General rules and safety requirements for

Findings

Annex C — When hydraulic systems are used in conjunction with other technologies, Annex C should
also be taken into account. Where hydraulic components are electrically connected/controlled, the
appropriate fault lists in Annex D should be considered. It covers basic and well-tried safety principles
the following faults and fault exclusions:

— Directional control valves
— Stop (shut—off) valves/non-return (check) valves/shuttle valves, etc.
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systems and their components, Clauses 5
to 7.

ISO 13849-1:2006 Safety of machine-y -
Safety-related parts of control systems Part
1: General principles for design

— Flow valves

— Pressure valves
— Metal pipework
— Hose assemblies

ISO 5598:2008 Fluid power systems and T C.onnectors
components — Vocabulary (withdrawn) — Filters
— Energy storage
— Sensors
Machinery lifecycle activity Findings

Validation tools for electrical systems

Relevant or cited legislation, standards and
guidance

BS EN IEC 60204-1 - Safety of machine—y
- Electrical equipment of machines - Part 1:
General requirements

ISO 13849-1:2006, 2006 Safety of
machine-y - Safety-related parts of control
systems Part 1: General principles for
design 6.2.4.

EN 50205:2002 standard - Relays with
forcibly guided (mechanically linked)
contacts

BS EN 60947-4-1:2001 Low-voltage
switchgear and controlgear. Contactors and
motor-starters. Electromechanical
contactors and motor-starters (withdrawn)

BS EN IEC 60947-5-1:2003 Low-voltage
switchgear and controlgear - Part 5-1:
Control circuit devices and switching
elements - Electromechanical control circuit
devices (Withdrawn)

Annex D — When electrical systems are used in conjunction with other technologies, Annex D should
also be taken into account. It covers basic, well-tried safety principles and well -tried components

Fault exclusions: “tin whiskers”, short circuits on PCB — mounted parts.
Fault and fault exclusions and integrated circuits:
—Conductors/cables

—Printed circuit boards/assemblies

— Terminal block

— Multi pin connector

—Switches — Electromechanical position switches, manually operated switches (e.g. push-button,
reset actuator, DIP switch, magnetically operated contacts, reed switch, pressure switch, temperature
switch)

— Switches
— Discrete electrical
— Discrete electronic components
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ISO 14119:1998 Safety of machinery —
Interlocking devices associated with guards
— Principles for design and selection

Table B.6 — BS EN 61508-1:2010 Functional safety of electrical/electronic/programmable electronic safety-related systems: Part

1 General requirements

Legislation, standards and guidance

BS EN IEC 61508-2 2010 Functional safety
of electrical/electronic/programmable
electronic safety-related systems - BS EN
IEC 61508-2:2010 Functional safety of
electrical/electronic/programmable
electronic safety-related systems. Part 2:
requirements for
electrical/electronic/programmable
electronic safety-related systems

BS EN IEC 61508-3:2010 Functional safety
of electrical/electronic/programmable
electronic safety-related systems - Part 3:
Software requirements

BS EN IEC 61508-4 2010 Functional safety
of electrical/electronic/programmable
electronic safety-related systems - Part 4:
Definitions and abbreviations

Parts 1 to 4 are normative and Parts 4to 7
are informative.

General comments

This standard is referred to as the basic safety publication because all other sector specific functional
safety standards are based in this one. Part 1 is about general requirements and other parts of the
standards discuss how the general requirements can be implemented in either hardware (part 2) or
software (part 3). The functional safety standard covers all safety lifecycle activities for systems
comprised of electrical and/or electronic and/or programmable electronic (E/E/PE) elements used to
perform safety functions.

Parts 4 to 7 include information on how to implements parts 1 to 3 and on supplementary guidance on
methods and techniques that can help the designer/developer meet the requirements of the standard.

The machinery section version of this standard is BS EN 62061 is used for the design and integrations
of SRECS. However, it is presumed that the design of complex programmable electronic subsystems
or subsystem elements conforms to the relevant requirements of BS EN 61508.

This standard considers all relevant overall, E/E/PE safety lifecycle phases (for example, from initial
concept, through design, implementation, operation and maintenance to decommissioning) when
E/E/PE systems are used to perform safety functions. The standard aims to:

e Be robust and comprehensive to cater for future developments.

e Enable product and application sector international standards, dealing with E/E/PE safety
related systems, to be developed; the development of product and application sector
international standards, within the framework of this standard, should lead to a high level of
consistency (for example, of underlying principles, terminology etc.) both within application
sectors and across application sectors; this will have both safety and economic benefits.

e Provide a method for the development of the safety requirements specification necessary to
achieve the required functional safety for E/E/PE safety-related systems.

e Adopt a risk-based approach by which the safety integrity requirements can be determined.
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¢ Introduce safety integrity levels for specifying the target level of safety integrity for the safety
functions to be implemented by the E/E/PE safety-related systems.

e Set target failure measures for safety functions carried out by E/E/PE safety-related systems,
which are linked to the safety integrity levels.

e Sets requirements for the avoidance and control of systematic faults, which are based on
experience and judgement from practical experience gained in industry. Even though the
probability of occurrence of systematic failures cannot in general be quantified the standard
does, however, allow a claim to be made, for a specified safety function, that the target failure
measure associated with the safety function can be considered to be achieved if all the
requirements in the standard have been met.

e Introduce systematic capability which applies to an element with respect to its confidence that
the systematic safety integrity meets the requirements of the specified safety integrity level.

e Adopt a broad range of principles, technigues and measures to achieve functional safety for
E/E/PE safety-related systems but does not explicitly use the concept of fail safe.

Gap. This standard including subsequent parts of this standard does not cover cyber security issues
directly accept to suggest that threat assessments should be performed and reference is made to a
relevant cyber security standard — cyber and physical security and how this relates to functional safety
should be covered in more detail by relevant parts of this standard.

Gap. Network issues associated with interconnected systems (11OT) and their impact of functional
safety are not adequately covered by any part of this standard.

Gap. Al and its application in E/E/PE systems is not adequately addressed by any part of this standard
(Part 7 annex C, C.3.9 suggests that Al methods can be used as a means of fault forecasting or fault
correction.) Many of the properties required to be implemented by E/E/PE systems conflict with some
properties of Al systems. However, there are solutions to this apparent conflict and the current rewrite
of this standard (3rd edition) aims to address such issues.
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Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-4 Ed. 2.0 b:2010

Functional Safety Of
Electrical/Electronic/Programmable

Electronic Safety-Related Systems - Part 4:

Definitions And Abbreviations

BS EN IEC 61508-5:2010, Annexes E and
G. Functional Safety Of
Electrical/Electronic/Programmable

Electronic Safety-Related Systems - Part 5:

Examples Of Methods For The
Determination Of Safety Integrity Levels
BS EN IEC 62443:20-8 - Security for
industrial automation and control systems -
Part 4-1: Secure product development
lifecycle requirements

Findings

Clause 7.4 — Hazard and risk analysis — first objective of this clause is to determine the hazards,
hazardous events and hazardous situations relating to the EUC and the EUC control system (in all
modes of operation) for all reasonably foreseeable circumstances, including fault conditions and
reasonably foreseeable misuse; second is to determine the event sequences leading to the hazardous
events determined in the first; third determine the EUC risks associated with the hazardous events
determined in the first.

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443:2018 - Security for
industrial automation and control systems -
Part 4-1: Secure product development
lifecycle requirements

Findings

Clause 7.5 Overall safety requirements - set of all necessary overall safety functions shall be
developed based on the hazardous events derived from the hazard and risk analysis. This shall
constitute the specification for the overall safety functions requirements.

The overall safety integrity requirements shall be specified in terms of either:
— the risk reduction required to achieve the tolerable risk, or
— the tolerable hazardous event rate to meet the tolerable risk.

Clause 7.6 Overall safety requirements allocation - The designated safety-related systems that are to
be used to achieve the required functional safety shall be specified. The tolerable risk may be met by

— E/E/PE safety-related systems; and/or
— other risk reduction measures.

106




BS EN IEC 61508-5:2010, Annexes E and
F. Functional Safety Of
Electrical/Electronic/Programmable
Electronic Safety-Related Systems - Part 5:
Examples Of Methods For The
Determination Of Safety Integrity Levels

Clause 7.10 E/E/PE system safety requirements specification - The E/E/PE system safety
requirements specification shall contain requirements for the safety functions and their associated
safety integrity levels.

The E/E/PE system safety requirements specification shall be expressed and structured in such a way
that it:

a) is clear, precise, unambiguous, verifiable, testable, maintainable and feasible;

b) is written to aid comprehension by those who are likely to utilise the information at any stage of the
E/E/PE system safety lifecycle;

c) is expressed in natural or formal language and/or logic, sequence or cause and effect diagrams that
define the necessary safety functions with each safety function being individually defined.

Clause 7.11 E/E/PE safety-related systems — realisation - to create E/E/PE safety-related systems
conforming to the specification for the E/E/PE system safety requirements (comprising the specification
for the E/E/PE system safety functions requirements and the specification for the

E/E/PE system safety integrity requirements).

Clause 7.12 Other risk reduction measures — specification and realisation - The specification to meet
the safety functions requirements and safety integrity requirements for other risk reduction measures is
not covered in this standard.

Machinery lifecycle activity
Design and installation

Findings
Clause 7.9 Overall installation and commissioning planning — a plan is required for the installation and

commissioning of the E/E/PE safety-related systems shall be developed — specification set out in
standard for each.

Clause 7.13 Overall installation and commissioning - install the E/E/PE safety-related systems;
commission the E/E/PE safety-related systems.

Machinery lifecycle activity
Operation and maintenance

Findings
Clause 7.7 Overall operation and maintenance planning — develop a plan for operating and maintaining

the E/E/PE safety-related systems, to ensure that the required functional safety is maintained during
operation and maintenance.
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Clause 7.15 Overall operation, maintenance and repair - ensure the functional safety of the E/E/PE
safety-related systems is maintained to the specified level and to ensure that the technical
requirements, necessary for the overall operation, maintenance and repair of the E/E/PE safety-related
systems, are specified and provided to those responsible for the future operation and maintenance of
the E/E/PE safety-related systems.

Clause 7.15.2 Requirements —

— the plan for operating and maintaining the E/E/PE safety-related systems (see 7.7);

— the operation, maintenance and repair procedures for the E/E/PE safety-related systems.

— the implementation of procedures;

— the following of maintenance schedules;

— the maintaining of documentation;

— the carrying out, periodically, of functional safety audits (see 6.2.7);

— the documenting of modifications that have been made to the E/E/PE safety-related systems.
— the results of functional safety audits and tests;

— documentation of the time and cause of demands on the E/E/PE safety-related systems (in actual
operation), together with the performance of the E/E/PE safety-related systems when subject to those
demands, and the faults found during routine maintenance;

— documentation of modifications that have been made to the EUC, to the EUC control system and to
the E/E/PE safety-related systems.

Machinery lifecycle activity
Modification including MOC of the SRECS

Findings

Clause 7.16 Overall modification and retrofit - The objective of the requirements of this subclause is to
define the procedures that are necessary to ensure that the functional safety for the E/E/PE safety-
related systems is appropriate, both during and after the modification and retrofit phase has taken
place.

Machinery lifecycle activity
SRECS Validation and Verification

Findings
Clause 7.8 Overall safety validation planning - develop a plan for the overall safety validation of the
E/E/PE safety-related systems
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Clause 7.14 Overall safety validation - validate that the E/E/PE safety-related systems meet the
specification for the overall safety requirements in terms of the overall safety functions requirements
and overall safety integrity requirements, taking into account the safety requirements allocation for the
E/E/PE safety-related systems developed according to 7.6. Validation activities shall be carried out in
accordance with the overall safety validation plan for the E/E/PE safety-related systems (see 7.8).

Clause 7.18 Verification - to demonstrate, for each phase of the overall, E/E/PE system and software
safety lifecycles (by review, analysis and/or tests), that the outputs meet in all respects the objectives
and requirements specified for the phase.

Machinery lifecycle activity
Competence

Findings

Clause 6.2.14 The appropriateness of competence shall be considered in relation to the particular
application, taking into account all relevant factors including:

a) the responsibilities of the person;

b) the level of supervision required,;

¢) the potential consequences in the event of failure of the E/E/PE safety-related systems the greater
the consequences, the more rigorous shall be the specification of competence;

d) the safety integrity levels of the E/E/PE safety-related systems — the higher the safety integrity
levels, the more rigorous shall be the specification of competence;

e) the novelty of the design, design procedures or application — the newer or more untried these are,
the more rigorous shall be the specification of competence;

f) previous experience and its relevance to the specific duties to be performed and the technology
being employed — the greater the required competence, the closer the fit shall be between the
competences developed from previous experience and those required for the specific activities to be
undertaken;

g) the type of competence appropriate to the circumstances (for example qualifications, experience,
relevant training and subsequent practice, and leadership and decision-making abilities);

h) engineering knowledge appropriate to the application area and to the technology;
i) safety engineering knowledge appropriate to the technology;

j) knowledge of the legal and safety regulatory framework;

k) relevance of qualifications to specific activities to be performed.

The competence of all persons with responsibilities defined in accordance with 6.2.1 and 6.2.3 shall be
documented.
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Clause 8.2.14 Those carrying out a functional safety assessment shall be competent for the activities to
be undertaken, according to the requirements of 6.2.13 t0 6.2.15.

Machinery lifecycle activity
Management of functional safety

Findings
Clause-6 - specify the responsibilities in the management of functional safety and specify the activities
to be carried out by those with responsibilities in the management of functional safety.

Clause 7.1.3.2 The second objective of the requirements of this subclause is to document key
information relevant to the functional safety of the E/E/PE safety-related systems throughout the overall
safety lifecycle.

Clause-8 - Functional safety assessment- specify the activities hecessary to investigate and arrive at a
judgement on the adequacy of the functional safety achieved by the E/E/PE safety-related system(s) or
compliant items (e.g. elements/subsystems) based on compliance with the relevant clauses of this
standard.

A functional safety assessment shall be applied to all phases throughout the overall, E/E/PE system
and software safety lifecycles, including documentation, verification and management of functional
safety.

Each functional safety assessment shall be planned. The plan shall specify all information necessary to
facilitate an effective assessment, including:

— the scope of the functional safety assessment;

— the organisations involved;

— the resources required;

— those to undertake the functional safety assessment;

— the level of independence of those undertaking the functional safety assessment;
— the competence of each person involved in the functional safety assessment;

— the outputs from the functional safety assessment;

— how the functional safety assessment relates to, and shall be integrated with, other functional safety
assessments where appropriate (see 6.2.1).

The minimum level of independence of those carrying out a functional safety assessment shall be as
specified in Tables 4 and 5. Product and application sector international standards may specify, with
respect to compliance to their standards, different levels of independence to those specified in Tables 4
and 5.
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Machinery lifecycle activity
Decommissioning

Findings
Clause 7.17 Decommissioning or dispose—| - define the procedures that are necessary to ensure that

the functional safety for the E/E/PE safety-related systems is appropriate for the circumstances during
and after the activities of decommissioning or disposing of the EUC.

Machinery lifecycle activity
Security

Findings
BS EN IEC 62443:2018 mentioned throughout the document.

Table B.7 — BS EN 61508-3:2010 Functional safety of electrical/electronic/programmable electronic safety related systems. Part

3: software requirements

Legislation, standards and guidance
BS EN IEC 61508-1
BS EN IEC 61508-2
BS EN IEC 61508-7

PD BS EN IEC /TS 61508-3-1:2016
Functional safety of
electrical/electronic/programmable
electronic safety-related systems. Software
requirements. Reuse of pre-existing
software elements to implement all or part
of a safety function

General comments

This part of the BS EN IEC 61508 series provides specific requirements for the safety-related software

used in electrical/electronic/programmable electronic (E/E/PE) safety-related systems. It complements

BS EN IEC 61508-1 and BS EN IEC 61508-2, which provide the overall framework for functional safety
of E/E/PE safety-related systems.

Intended Use

It is applicable to any software that forms part of an E/E/PE safety-related system or is used to develop
or configure such a system. This includes operating systems, system software, software in
communication networks, human-computer interface functions, firmware, and application software.
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Specific Requirements

This part of the BS EN IEC 61508 series provides specific requirements for the following aspects of
safety-related software:

e Software safety functions: These are the functions that the software must perform to
ensure the safety of the E/E/PE safety-related system.

e Software systematic capability: This is a measure of the susceptibility of the software to
faults and failures. The higher the systematic capability, the lower the risk of faults and
failures.

e Safety lifecycle phases and activities: These are the phases and activities that must be
carried out during the design, development, and maintenance of safety-related software.

e Software support tools: These are the tools that are used to develop, configure, and test
safety-related software.

Requirements for Software-Related Safety Validation

This part of the BS EN IEC 61508 series provides requirements for the information that must be passed
to the organization responsible for integrating the E/E/PE safety-related system. This information
includes the software safety functions, the software systematic capability, and the results of software
testing.

Requirements for Software Documentation and Procedures

This part of the BS EN IEC 61508 series provides requirements for the documentation and procedures
that must be used to develop and maintain safety-related software. This documentation includes the
software safety requirements, the software design documents, and the software test plans.

Requirements for Software Modifications

This part of the BS EN IEC 61508 series provides requirements for the process of modifying safety-
related software. This process must ensure that the modified software continues to meet the safety
requirements of the E/E/PE safety-related system.

Relationship to BS EN IEC 60601
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This part of the BS EN IEC 61508 series does not apply to medical equipment that complies with the
BS EN IEC 60601 series.

Annex A: References

The following references are considered to be essential for the understanding and implementation of
this part of the BS EN IEC 61508 series:

e BS EN IEC 61508-1: Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

e BS EN IEC 61508-2: Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Safety life cycle

Annex A gives a guide to the selection of techniques and measures for achieving software safety
integrity. Annex B expands upon some of the entries in the tables of Annex A. Annex C gives guidance
on selecting techniques from Annex A and B to achieve software systematic capability and outlines a
rationale for justifying the use of technigues that are not explicitly listed in Annexes A and B. Annex D
of this standard (and Annex D of BS EN IEC 61508-2) gives additional requirements for the safety
manual for software elements, where an element is re-used or intended to be re-used. Annex E lists
the requirements of BS EN IEC 61508-2 for software and their typical relevance to certain types of
software for those who dealing with software only, highlighting which clauses can be neglected. Annex
F gives techniques to achieve non-interference (one aspect of independence) between software
elements on a single computer. Annex G gives characteristics of data-driven systems (e.g. full / limited
variability programming languages, extent of data configuration) that may be relevant when
customising the software safety lifecycle.

Gap. Al techniques are noted as not being not recommended in this standard, and as such are not
discussed in any detail. Future versions of this standard would benefit from clarity regarding its stance
on the use of Al techniques for safety related software.

Gap. This standard does not address cyber security and the hazards that may need to be addressed in
safety related software systems. refer to other standards on the topic of security (although may be
referred to in other parts of the BS EN IEC 61508 series).
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Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-1

Findings

HAZID is not covered by BS EN IEC 61508-3 because it assumed that hazard and risk analysis has
already been completed prior (per Figure 1 and Figure 2) to the commencement of software
development activities covered by BS EN IEC 61508-3. This standard states that modification shall be
analysed to determine if a hazard and risk analysis is required (7.8.2.3).

Machinery lifecycle activity

Software safety requirement specification
(SRS)

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-2
BS EN IEC 61508-7

Findings

Subclause 7.3 is titled ‘software safety requirements specification’ and specifies three objectives and
13 requirements. Table A.1, along with sections of Annexes B and C that are referred to, contains a
guide to the selection of techniques and measures to achieve ‘systematic system integrity properties
and for generating convincing evidence’ in the software safety requirement specification. The three
objectives are:

1. specify the requirements for safety-related software in terms of the requirements for software
safety functions and the requirements for software systematic capability.

2. specify the requirements for the software safety functions for each E/E/PE safety-related
system necessary to implement the required safety functions.

3. specify the requirements for software systematic capability for each E/E/PE safety-related
system necessary to achieve the safety integrity level specified for each safety function
allocated to that E/E/PE safety-related system.

Machinery lifecycle activity
Design and installation

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-1
BS EN IEC 61508-2
BS EN IEC 61508-4
BS EN IEC 61508-6

Findings:

Subclause 7.4 is titled ‘software design and development’ and is referred to as phase 10.4 in Figure 4.
Excluding the Annexes, design and installation is the longest section in the standard. It specifies six
objectives (subclause 7.4.1); 14 general requirements (subclause 7.4.2); three requirements for
software architecture design (subclause 7.4.3); 19 requirements for support tools, including
programming language (subclause 7.4.4); five requirements for detailed design and development —
software system design (subclause 7.4.5); one requirement for code implementation (in 7.4.6); four
requirements for software module testing (in 7.4.7); five requirements for software integration testing
(subclause 7.4.8). 7.4.3 through to 7.4.8 have accompanying guidance in Annex A (Table A.3 through
to Table A.5).
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Subclause 7.5 is titled ‘programmable electronics integration (hardware and software)’ and its
objectives are to integrate software onto the target programmable electronic hardware ensuring their
compatibility and to meet the requirements of the intended safety integrity level. The requirements
given include: integration testing specified during design and development phase; what is to be
covered by the integration test specification; integration in accordance with the specification; changes
during integration testing are subject to an impact analysis; test cases and expected results shall be
documented; results and assessment of the integration testing to be documented. Table A.6, along with
sections of Annexes B and C that are referred to, contains a guide to the selection of techniques and
measures to achieve ‘systematic system integrity properties and for generating convincing evidence’ in
programmable electronics integration (hardware and software).

Machinery lifecycle activity
Operation and maintenance

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-2

Findings
Subclause 7.6 is titled ‘software operation and modification procedures’, with the aim of ensuring

functional safety of the E/E/PE safety-related system during operation and maintenance. The section
refers to 7.6 of BS EN IEC 61508-2 and 7.8 of BS EN IEC 61508-3 (discussed below).

The standard justifies why maintenance is not covered in BS EN IEC 61508-3. It states software, unlike
hardware, is not capable of being ‘maintained’: it is always modified.

Machinery lifecycle activity
Modification including MOC of the SRECS

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-1

Findings

Subclause 7.8 is titled ‘software modification’ and its objective is ‘to guide corrections, enhancements
or adaptations to validation software, ensuring systematic capability is sustained’. Software
modification and therefore its requirements are not solely related to phase 15 in Figure 2 — Overall
safety lifecycle. It may also apply to phase 12 overall installation and commissioning during the
integration. The standard requirements include: software modification procedures prior to carrying out
any modification and refers to BS EN IEC 61508-1 7.16; modification shall only occur when following
the procedures specified under Clause 6 (refer to ‘management of functional safety); requires an
impact analysis to be completed and documented; where there is an impact, the system will return to
an appropriate phase of the lifecycle and all subsequent phases shall be in accordance with the
standard requirements; modification shall be carried out as planned and documented; re-verification
and re-validation of data and results shall also be documented; assessment of the modification or
retrofit is a function of the impact analysis and the software systematic capability. Table A.8, along with
sections of Annex C that are referred to, gives techniques and measures to achieve ‘systematic system
integrity properties and for generating convincing evidence’ in software modification.
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Machinery lifecycle activity
Verification and validation

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-1
BS EN IEC 61508-2

Findings
Figure 6 shows the V-model, verification and validation through the software development lifecycle.

Subclause 7.3 covers the validation planning for software aspects of system safety. It gives five
requirements, including: planning shall be carried out; items in scope for consideration in the plan;
justification for the selected strategy; agreement of the scope and contents of the plan with an
assessor; and definition of pass/fail criteria.

Subclause 7.7 covers ‘software aspects of system safety validation’ and ‘ensures that the integrated
system complies with the software safety requirements specification at the required safety integrity
level’. There are nine requirements in 7.7.2. Table A.7, along with parts of Annexes B and C that are
referred to, gives techniques and measures to achieve ‘systematic system integrity properties and for
generating convincing evidence’ in software aspects of system safety validation.

Subclause 7.9 is titled ‘software verification’ and its objectives are ‘to test and evaluate the outputs from
a given software safety lifecycle phase to ensure correctness and consistency with respect to the
inputs to that phase’. It states the requirements are to the extent required by the safety integrity level
and covers generic aspects that are common to several lifecycle phases, with more specific verification
activities listed in other parts of the standard (7.4.7 for software module testing, 7.4.8 for software
integration, 7.5 for programmable electronics integration — and these activities are shown in Figure 6).
Table A.9, along with parts of Annexes B and C that are referred to, gives techniques and measures to
achieve ‘systematic system integrity properties and for generating convincing evidence’ in software
verification.

Note: the V-model shows comparison of validation testing versus the SRS specification but does not
show reference to the validation plan.

Machinery lifecycle activity
Competence

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-1

Findings
7.3.2.3 refers to validation acceptance criteria based on objective factors or expert judgment or both.

Note 6 in 7.4.4.2 states ‘consideration should be given to the competence of the users of the selected
tools’ and it refers to BS EN IEC 61508-1 for competence requirements.

7.8.2.6 states ‘safety planning shall meet the requirements given in Clause 6 of BS EN IEC 61508-1. In
particular: identification of staff and specification of their required competency; [...].

D.2.4 states the safety manual shall include competence, and that the minimum degree of knowledge
expected of the integrator of the element should be specified.
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Machinery lifecycle activity
Management of functional safety

Relevant or cited legislation, standards and
guidance

BS EN IEC 61508-1

Findings

BS EN IEC 61508-3 Clause 6 covers the additional requirements for management of safety-related
software. It states the requirements are as per BS EN IEC 61508-1 6.2, plus the additional software-
specific requirements listed in BS EN IEC 61508-3 6.2.2 and 6.2.3: a strategy for software
procurement, development, integration, verification, validation and modification to the extent required
by the safety integrity level; and software configuration management.

Machinery lifecycle activity
Verification and validation

Findings

The introduction states ‘this International Standard considers all relevant overall, E/E/PE system and
software safety lifecycle phases (for example, from initial concept, [...] to decommissioning)’.
Decommissioning is featured in Figure 1 — Overall framework of the BS EN IEC 61508 series and
Figure 2 — Overall safety lifecycle, but there is no subsequent mention or requirements are listed in
61508-3 for decommissioning of software.

Machinery lifecycle activity
Verification and validation

Findings

D.2.4 states the safety manual shall include details of any security measures that may have been
implemented against listed threats and vulnerabilities. Some mention throughout on unauthorised
modifications or inadvertent re-configuration but this is not necessarily related to security.
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Appendix C — Robotic Systems Standards

Appendix C covers safety standards and guidance documents that apply to the design and integration of robotic systems. Meeting the
requirements of these standards will contribute to a stakeholder meeting the essential requirements of relevant UK regulations.

Table C.1 — Summary of BS EN ISO 10218-1:2011, "Robots and robotic devices — Safety requirements for industrial robots —
Part 1: Industrial robots

Legislation, standards and guidance General comments
BS EN ISO 10218:2011 Robots and robotic | Focus: BS EN I1SO 10218-1:2011 primarily focuses on the inherent safety design, protective measures,
devices — Safety requirements for and information for use of industrial robots. It sets the foundation for safe robot interaction within

industrial robots Part 1: Robots, provides industrial environments.
one means of conforming to Essential
Requirements of the New Approach

Directive 2006/42/EC Scope: Applies to all industrial robots, excluding non-industrial robots like medical robots, underwater

robots, and micro-robots.
Objectives:

e Eliminate or minimize risks associated with robot hazards.
e Establish general safety principles for robot design and operation.
e Provide a framework for harmonizing national robot safety standards.

Hazard Identification: Identifies potential hazards associated with industrial robots, including:

Mechanical hazards (crushing, shearing, impact)
Electrical hazards (shock, short circuit)

Ergonomic hazards (repetitive strain, awkward postures)
Environmental Hazards (noise, dust, fumes)

Safety Requirements: Outlines specific safety requirements for various aspects of robot design and
operation, such as:
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Safeguarding: Implementing physical barriers and sensors to prevent human access to
hazardous areas.

Emergency Stopping: Ensuring rapid and reliable halting of robot movement in case of danger.
Control Systems: Designing reliable and fail-safe control systems to prevent unintended robot
movement.

Human-Robot Interaction: Defining safe working distances and ensuring proper communication
between humans and robots.

Information Provision: Providing clear and comprehensive operating manuals, risk
assessments, and training materials.

BS EN ISO 10218-1:2011 does not address robot systems or integration, these are covered by
BS EN ISO 10218-2:2011.

The standard emphasizes the importance of inherent safety, meaning designing robots with
safety features integrated into their construction and operation.

The standard also provides guidance on risk assessment methodologies for identifying and
addressing robot-related hazards.

It emphasizes the importance of training personnel on safe robot operation and maintenance
procedures.

The standard has been revised and a new edition is expected to be published in

2023, addressing advancements in robot technology and collaborative applications.

Gap. Reference to functional safety management should be made, this appears to be
addressed in the rewrite of this standard due to be published in May 2021.

Gap. physical and cyber security should be covered in this standard. Robots can have internal
networks and external network connectivity and safety and security issues involving
network operation should be covered in this standard.

Machinery lifecycle activity
Hazard identification and risk assessment

Findings
ISO 10218-1 clause 4 deals with hazard identification and risk assessment associated with safety

related parts of control systems. Annex A contains a list of hazards that can be present with robotic
systems. The standard states that “A hazard analysis shall be carried out to identify any further hazards
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Relevant or cited legislation, standards and
guidance

BS EN ISO 10218-1 references 1SO 12100,
Safety of machinery — General principles
for desigh — Risk assessment and risk
reduction

and a risk assessment shall be carried out on all hazards and all reasonably foreseeable
circumstances and modes of operation and addressed using the hierarchy of measures.” Hazards
listed in Annex A do not appear to be based on any specific robot control technology. Therefore, they
do not exclude robotic systems based on new and emerging technologies. This standard refers to
mobile robots, but also refers to working within the cell, indicating that hazards associated with mobile
robots such as AGVs with a robot manipulator are not directly covered by this standard. Hazards,
associated with new and emerging technologies are not specifically cited in annex A, but the standard
states that a thorough hazard ID should be performed hence, this standard could be applied to robotic
systems based on new and emerging technologies.

Machinery lifecycle activity

Requirement specification of the safety
function

Relevant or cited legislation, standards and
guidance

BS EN IEC 62061:2005, Safety of
machinery — Functional safety of safety-
related electrical, electronic and
programmable electronic control systems

ISO 13849-1:2006, Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

Findings
ISO 10218-1 Clause 5 covers design requirements for safety.

ISO 10218, safety-related control system performance is stated as in terms of PLs (ISO 13849) and
SILs (BS EN IEC 62061).

This means in particular:
a) a single fault does not lead to the loss of the safety function;

b) whenever reasonably practicable, the single fault shall be detected at or before the next
demand upon the safety function;

¢) when the single fault occurs, the safety function is always performed, and a safe state shall
be maintained until the detected fault is corrected; and

d) all reasonably foreseeable faults shall be detected.

Note. These requirements would practically rule out the use of Al based systems with respect to safety-
related parts of control systems, because adequate demonstration of Al based systems might not meet
the standards requirements.

Machinery lifecycle activity
Design and installation

Findings
Clause 5 covers design but in the context of implementing safety measures or ensuring the robot is

designed to implement its functionality safely and as such is mostly covered in the safety requirements
clause of this table.

Machinery lifecycle activity
SRECS validation & Verification

Findings
ISO 10218-1 Clause 6.2 covers verification and validation of safety requirements and protective
measures. Annex F lists, some though not necessarily all, performance requirements that are identified
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as essential to the safety of the robot that shall be verified or validated. The extent to which the V&V
activities shall be performed is not stated and may are generic. The author has some concerns
regarding the statistical significance of some of the V&V activities performed. The suggested activities
would not adequately cover Al based safety related systems V&V requirements.

Machinery lifecycle activity
Management of functional safety

Relevant or cited legislation, standards and
guidance

BS EN IEC 62061:2005, Safety of
machinery — Functional safety of safety-
related electrical, electronic and
programmable electronic control systems

ISO 13849-1:2006, Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

Findings
Management of functional safety is not covered in this standard.

Machinery lifecycle activity
Decommissioning

Findings
Decommissioning is stated as being a consideration that should be addressed in the ‘information to the
customer’.

Machinery lifecycle activity
Security

Findings
Security is not covered in this standard this appears to be addressed in the rewrite of this standard due
to be published in May 2021.
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Table C.2 - BS EN ISO 10218-2:2011 Robots and robotic devices — Safety requirements for industrial robots Part 2: Robot

systems and integration

Legislation, standards and guidance

BS EN ISO 10218-2:2011, "Robots and
robotic devices — Safety requirements for
industrial robots — Part 2: Robot systems
and integration Robots and robotic devices
— Safety requirements for industrial robots
Part 2: Robot systems and integration,
provides one means of conforming to
Essential Requirements of the New
Approach Directive 2006/42/EC

General comments
Scope and Purpose:

BS EN ISO 10218-2:2011 specifies safety requirements for the integration of industrial robots and
industrial robot systems, as defined in ISO 10218-1, within industrial robot cells. This includes the
design, manufacturing, installation, operation, maintenance, and decommissioning of the entire system.

The standard aims to eliminate or minimize risks associated with hazards specific to integrated robot
systems, which are often unique to each installation and depend on factors like the automation
process, complexity, robot type, purpose, and programming.

Hazard Identification and Risk Assessment: The standard identifies potential hazards and hazardous
situations associated with robot systems and provides guidance on assessing the associated risks.
This includes mechanical, electrical, and ergonomic hazards, as well as hazards related to the specific
process being performed by the robot.
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Safety Requirements: The standard outlines specific safety requirements for various aspects of robot
system integration, including:

e Robot system design: This covers factors like safeguarding, emergency stopping, control
systems, and human-robot interaction.

¢ Installation and commissioning: Procedures and requirements for safe installation,
programming, and testing of the robot system are specified.

e Operation and maintenance: Safe operating procedures, training requirements, and
maintenance guidelines are laid out.

¢ Decommissioning: The standard provides guidance on safely dismantling and disposing of the
robot system.

Information Provision: The standard emphasizes the importance of providing necessary information for
all stages of the robot system lifecycle, including design specifications, operating manuals,
maintenance instructions, and risk assessments.

Note:

e BS ENISO 10218-2:2011 does not address hazards associated with the specific processes
performed by the robot (e.g., laser radiation, ejected particles, welding fumes). Other standards
may apply to these process-specific hazards.

e The standard also specifies requirements for integrating the robot system within a larger
manufacturing system.

Gap. This standard does not discuss new and emerging technologies or how their use could impact of
safety. This is expected to be dealt with to some extent in the next revision of this standard due to be
published in May 2021.

Gap. Physical and cyber security should be discussed in this standard. Additionally, and related to
cyber security is the potential for both internal and external network connectivity of robot systems and
cell’s should also be discussed in this standard.
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Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

This standard references ISO 12100,
Safety of machinery — General principles

for desigh — Risk assessment and risk
reduction

Findings
Clause 4 covers hazard and risk assessment and states that a risk assessment must cover the robot

and its application. This assessment should include the robot(s) cell, all other machinery that make up
the cell to determine the best safeguarding options.

This standard sets out all the factors that need to be accounted for in the, robot and robot cell design to
enable safe operation. Such factors include, but are not limited to: layout, ergonomics and HMI,
operational requirements, environmental conditions, perimeter safeguarding and limits of the system.
The robot systems integrator is responsible for the HAZARD ID and risk assessment but should involve
the end user where possible.

The list of significant hazards for robot and robot systems contained in Annex A is the result of hazard
identification and risk assessment carried out as described in ISO 12100. Consideration of this list
should not preclude consideration of all other factors in this standard especially those that are CEL
layout and location specific.

The identified hazards would appear to cover this that could result from application of new and
emerging technology.

Clause 4.5 of this standard Hazard elimination and risk reduction are based on the hierarchy of control,
e.g. elimination of hazards by design or the reduction of their risk by substitution; safeguarding to
prevent operators coming into contact with hazards or to ensure the hazards are brought to a safe state
before the operator can come into contact with them; and the provision of supplementary protective
measures such as information for use, training, signs, personal protective equipment, etc.

Machinery lifecycle activity

Safety system requirement specification of
safety functions

Relevant or cited legislation, standards and
guidance

BS EN IEC 62061:2005, Safety of
machinery — Functional safety of safety-
related electrical, electronic and
programmable electronic control systems
ISO 13849-1:2006, Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

Findings

Clause 5 of this standard cover’s safety requirements and protective measures. For the Safety-related
control system performance (hardware/software) can be measured either using Performance Levels
(PL) and categories as described in ISO 13849-1:2006, 4.5.1, or Safety Integrity Levels (SIL) and
hardware fault tolerance requirements as described in BS EN IEC 62061:2005. These standards also
applied to all safety related parts of control systems.

The safety requirements are based on the hazards identified in clause 4 and Annex A

The Standard states that, when the protective devices need to be muted for production operations, the
functional safety level for muting shall be at least the same level as the functional safety level
determined by the risk assessment.
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Machinery lifecycle activity
Design and installation

Findings
Clause 5.3 of this standards covers design and installation of the robot system and cell. The robot
system shall be designed to avoid exposing personnel to hazards.

The design of the robot system should follow ergonomic principles to ensure that it is easy to operate
and maintain. The design should also allow for environmental conditions such as temperature,
humidity, electro-magnetic disturbances and lighting. The design should include all aspects of electrical
safety including for example a means of cell isolating power sources for maintenance and well as
providing a cell emergency stop. The integrators should also consider issues such as control devices
such as pendants and collaborative use. Although there is little detail on collaborative use, this is better
dealt with in ISO/TS 15066.

Machinery lifecycle activity
Operation and maintenance

Findings

Clause 5.8 of this standard briefly outlines maintenance but mostly in terms of ensuring that enough
space is built into the design to allow maintenance activities to take place. Operation is dealt with in the
same way, ensuring that the robot systems and human operators have sufficient space to carry out
their operation without introducing any new hazards. — what standards cover operation and
maintenance for Robot systems.

Machinery lifecycle activity
SRECS Validation and Verification

Findings:
Clause 6 of this standards covers V&YV activities. Clause 6.3 presents a none exhaustive list of the

recommended verification and validation methods that can be used for the performance requirements
listed in Annex G, table G1 to help ensure safety of a robot system and cell.

—A visual inspection;

—B practical tests;

—C measurement;

—D observation during operation;

—E review of application-specific schematics, circuit diagrams and design material;
—TF review of safety-related application software and/or software documentation;
—G review of task-based risk assessment;

—H review of layout drawings and documents;

—I review of specifications and information for use.

See Table G.1 in the standard
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It is the integrators responsibility to ensure the robot systems and all other machinery in a cell,
including protective measures, are suitable validated and verified to ensure safety.

The range and type of performance requirements listed in annex G, table G1 are worded such that they
are likely to cover any hazards due to the use of new and emerging technologies applied to robot
systems other machinery used in a robot cell.

Machinery lifecycle activity
Management of functional safety

Relevant or cited legislation, standards and
guidance

ISO 62051, ISO 13489

Findings
Not covered in this standard, reference made to ISO 62061 and ISO 13489.

Machinery lifecycle activity
Decommissioning

Findings

Clause 7.8 briefly discussed decommissioning, but only that information regarding decommissioning
should be included in the information to be supplied to the customer. Other clauses of this standard
refer loosely to decommissioning and how that should be considered when designing the robot system
and cell.

Machinery lifecycle activity
Security

Findings
Not covered in this standard.

Table C.3 — Draft BS EN ISO 10218-1:2020(E) Robotics — Safety requirements for robot systems in an industrial environment.

Part 1: Robots

Legislation, standards and guidance

Draft BS EN ISO 10218-1 Robotics —
Safety requirements for robot systems in an
industrial environment. Part 1: Robots.
Published February 2020.

This part of ISO 10218 is a type-C standard
as outlined in ISO 12100.

General comments

This draft standard specifies requirements and guidelines for the inherent safe design, protective
measures and information for use of industrial robots. It describes basic hazards associated with robots
and provides requirements to eliminate, or adequately reduce, the risks associated with these hazards.

Main changes from the previous version 1ISO 10218-1:2011, include:
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ISO/TS 15066:2016

e Incorporating safety requirements for industrial robots intended for collaborative applications into
this standard, (formerly ISO/TS 15066:2016) although this mostly incorporated into part 2 of this
standard.

¢ Clarifying requirements for functional safety.
e Adding requirement for cybersecurity to the extent that is applies to industrial robot safety.

Part 1 of this standard addresses robots as incomplete machines. For example it does not consider
noise generated by the robot. It does not apply to undersea, defence, law enforcement, military or
space robots, medical or healthcare, prosthetics, or other aids for physically impaired persons, service
or consumer products, tele-operated manipulators, and micro robots.

This standard does not discuss mobile robots, except in terms of the manipulator fixed to them.

Gap. This standard does not cover the application of Al based control systems and/or protection
systems implementation in robotic systems.

Gap. The coverage of cybersecurity is minimal within this standard. Reference is made to relevant
industrial systems cyber security standards, application guidance for robot systems would be a
beneficial improvement. This could help provide background information and motivation to robot
system manufacturers.

Gap. This standard does not cover robot system network connectivity and the problems associated
with networked system operation, which can include interconnection within a wider manufacturing
system. Robotic systems can have internal networks and/or can be connected to external networks,
therefore, this standard would benefit from consideration of IIOT issues to further inform robot systems
designers, manufacturers and systems integrators.

Gap. This standard does not cover mobile robot safety other than a few cursory mentions stating that a
particular clause would also apply to mobile robots. This standard would benefit discussion of mobile
robot system including autonomous mobile robots (AMR) and/or reference suitable standards such as
the ANSI B11 series or ANSI/RIA R15.08-1-2020 in the absence of relevant UK and international
standards.

Gap. This standard should cover competence requirements at a basic level for robot systems
designers and integrators.
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Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ISO 10218-1 references ISO 12100, Safety
of machinery — General principles for
design — Risk assessment and risk
reduction.

BS EN IEC 60812 Failure modes and
effects analysis (FMEA and FMECA)

ISO 12100:2010 safety of machinery —
General principles for design — risk
assessment and risk reduction

Findings

Clause 4 of this standard deals with risk assessment and hazard identification. Annex A contains a list
of hazards that can be present with robots. The standard states that “A robot manufacturer shall
perform a risk assessment. The risk assessment shall include: determine the limits of the robot; a
hazard identification to identify any hazards on the robot being assessed; the intended operations of
robot, including programming/teaching, maintenance, setup, configuration and cleaning; unexpected
start up; reasonable foreseeable misuse of the robot; the effect of failure in the control system e.g. by
FMEA”.

Clause 4.2 details that the measures for the reduction of risks are listed below in their order of priority,
according to ISO 12100:2010, 6.1: a) inherently safe design measures; b) safeguarding and/or
complementary protective measures, considering the intended use and the reasonably foreseeable
misuse; c¢) information for use.

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance

BS EN IEC 62061:2005, Safety of
machinery — Functional safety of safety-
related electrical, electronic and
programmable electronic control systems

BS EN IEC 61508-2:2010 functional safety
of E/EE/PE safety related systems

ISO 13849-1:2015, Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

BS EN IEC 62745:2017 Safety of machine—
y - Requirements for cableless control
systems of machinery

British Standards Document

Findings
Clause 5.1 states that “the robot should be designed in accordance with principles of ISO 12100:2010.

According to subclause 5.1.12 Communications. When data communications are used in the
implementation of a safety function, the requirements of BS EN IEC 61508-2:2010, 7.4.11 should be
considered.

Subclause 5.3.3 covers performance Levels (PL) and categories according to 1ISO 13849-1:2015; or
safety Integrity Levels (SIL) and hardware fault tolerance requirements.

Annex C — presents details for class | and Il systems with effective mass, max force per manipulator,
maximum speed and maximum performance level. Additionally, Annex C provides details the functional
performance requirements for intended collaborative applications (COBOTS) and a table of robot
safety functions with possible triggering event and intended result. The trigger events are outlined as
conditional, mandatory or optional.

Subclause 5.7.2 covers safety functions for cableless or detachable teach pendant and refers to BS EN
IEC 62745 for wireless communication.

Subclause 5.14 — covers COBOTs functional safety under the following headings, risk reduction
measures refer to ISO 12100 and Part 2. — safety performance; hand guided control intended for
COBOT use; Speed and separation monitoring, and power and force limiting.

Annex B presents example robot system spaces associated with COBOTS.
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BS EN 60204-1

Safety of machinery. Electrical equipment
of machines. General requirements

Subclause 7.1.3 covers functional safety, including safety related parametrization software, which
includes: how safety parameters are secured; safety functions affected by unsecured settings, e.g.
payload, TCP; what robot safety function(s) are included in the identifier, e.g. checksum; how to view
and document the settings and parameters; the maximum response time, of each safety function, for
any parameter limit change to become effective.

Also covered are hardware aspects of robot systems including: stops refers to BS EN IEC 60204-1;
operation mode; movement without drive power; enabling device(s); axis limiting; and position holding
device(s).

Machinery lifecycle activity
Design and Installation

Relevant or cited legislation, standards and
guidance

ISO 12100 — Safety of machinery — General
principles of design — Risk assessment and
risk reductions

BS EN IEC 60204-1 — Safety of machinery
— Electrical equipment of machines — Part
1: General requirement.

ISO 14118 — Prevention of unexpected
start-up

BS EN BS EN IEC 62443-4-2:2019
Security for industrial automation and

control systems. Technical security
requirements for IACS components
ISO/TR 22100-4:2018

Safety of machinery — Relationship with
ISO 12100 — Part 4: Guidance to
machinery manufacturers for consideration
of related IT-security (cyber security)
aspects

BS EN IEC 61508-2:2010 Functional safety
of electrical/electronic/programmable

Findings

Subclause 5.1 states that “the robot should be designed in accordance with principles of ISO 12100 for
Identified Hazards. Subclause 5.1.1 states ‘robots shall be designed and constructed to prevent
hazardous situation(s).... taking due account to the lifecycle intended use”. Even the material should be
thought about with regards to aging.

Clause 5 covers design aspects of Mechanical strength and stability; Position holding; Auxiliary access;
Component malfunction; Hazardous energy including the control and controlled release of stored
energy — this could apply to emerging technologies when it comes to batteries etc.

This standard allows remote programming and control via wireless and cabled connection when in
manual mode. Clarification is required about the limits of remote operation in manual mode. This has
potential implications regarding ‘1lIOT connectivity’ as well as cybersecurity. No reference is made
regarding IIOT applications involving robotic systems for example as part of a wider manufacturing
system.

Electromagnetic compatibility — covering immunity and emission; electric, pneumatic, and hydraulic
parts of robot; Tool Centre Point (TCP) setting; payload setting; cybersecurity; communications

Subclause 7.2 details what should be included in the instruction book, this includes instructions for
commissioning and installation.
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electronic safety-related systems - Part 2:
Requirements for
electrical/electronic/programmable
electronic safety-related systems.

Machinery lifecycle activity
Validation & Verification

Relevant or cited legislation, standards and
guidance

ISO 13850:2015 Safety of machinery —
Emergency stop function — Principles for
design

BS EN IEC 60204-1: Safety of machine—y -
Electrical equipment of machines - Part 1.:
General requirements

ISO 14118:2017 Safety of machinery —
Prevention of unexpected start-up

ISO 13849-1:2015 Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

BS EN 62061:2005+A2:2015

Safety of machinery. Functional safety of
safety-related electrical, electronic and
programmable electronic control systems

BS EN 61508-2:2010 Functional safety of
electrical/electronic/ programmable
electronic safety-related systems.
Requirements for electrical/electronic/
programmable electronic safety-related
systems

Findings
Clause 6 covers validation and verification requirements for the manufacturer that are applicable to the
design and manufacture of robots including any safety functions or protective measures.

This standard says that the Validation and Verification (V&V) activities should include — Visual
inspection; practical tests; measurement; observation during operation; review of application-specific
schematics.

Annex H lists performance requirements that are identified as essential to the safety of the robot that
shall be verified and validated or both. It covers robot design, controls safety function requirements,
robot stopping functions, speed limit(s) monitoring, modes, controlling the robot, control of
simultaneous, axis limiting/limiting robot motion, movement without drive power, provisions for lifting,
electrical connectors, enabling device, functionality, requirements for robots having safety functions to
enable collaborative applications.

Annex A includes a list of significant hazards, their potential consequences should feed into V&V test
plans.

Machinery lifecycle activity
Competence

Findings
This standard does not cover competence of robot systems integrators.
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Machinery lifecycle activity
Decommissioning

Findings
The standard mentions hazards associated with mishaps of decommissioning in Annex 1 but no further
mention in this standard.

Machinery lifecycle activity
Physical and cyber security

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443-4-2:2019
ISO/TR 22100-4:2018

Findings

Subclause 5.1.11 covers cybersecurity in the design aspect of the robotics. This standard refers to
relevant cybersecurity standards and stat—s - Added features can include the following: ability to lock
USB ports; ability to change the number of Ethernet ports; protection of the safety configuration; ability
to change the default user names and passwords.

Table C.4 — PD ISO/TR 20218-2:2017 Robotics — Safety design for industrial robot systems — Part 2 Manual load/unload

stations

Legislation, standards and guidance

PD ISO/TR 20218-2:2017 Robotics —
Safety design for industrial robot systems —
Part 2 Manual load/unload stations

This is a technical report (TR).

General comments

This TR presents guidance on the safety requirements for a robot cell manual load and unload station.
This TR should be used in conjunction with other relevant robot standards as listed in this table. “The
layout of the robot cell is designed to provide a work area that is free from hazards and to lessen the
motivation to circumvent or defeat the designed safeguarding.”(from “Introduction”) So the basic
presumption of this technical report (TR) is that the robot is in an area protected from normal human
activity. As such, the document only has a little to say about safety distances between robot and
people, concentrating on measures to keep people out of the robot cell or detect their presence in the
event of normal procedures being ignored by people.

Gap. This TR does not discuss the safety performance requirements for the measures identified.

Gap. The TR would benefit from stating a requirement for competence of relevant personnel to be
addressed.
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Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ISO 12100

ISO 10218-2:2011
ISO 14120

ISO 13857

ISO 14119

ISO 14120

ISO 13855

BS EN IEC 61496

BS EN IEC /TS 62046
ISO 13856

Findings
Guidance on risk assessment is provided in ISO 12100 and ISO 10218-2. The main hazards

associated with manual load/unload stations are the robot system hazards listed in ISO 10218-2:2011,
Annex A.

As manual load/unload stations bring the operator particularly close to these hazards, special
consideration needs to be given to safeguarding.

Introduction refers to ISO 10218-2:2011, stating that implementing this involves carrying out a
comprehensive risk assessment to identify all hazards associated with the manual load/unload
process. “This document provides guidance on mitigation of the risks to the operator.”

Clause 4 lists four issues that the risk assessment needs to address for a manual load / unload station,
ie..

* Possibility of unintentional access to safeguarded space inside the robot cell

* Possibility of intentional access to safeguarded space

* Likelihood of restart of the robot system while someone is inside the safeguarded space

* Normal operation with an operator in the manual load/unload station area

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Findings
This TR does not directly cover the requirements for the safety function of the loading area. Nor does it
refer to safety function performance requirements or determination.
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Machinery lifecycle activity
Design, installation and commissioning

Relevant or cited legislation, standards and
guidance

ISO 10218-2:2011
ISO/TS 15066

Findings

Clause 5 covers safety design of manual load/unload stations require operator interaction with the
robot system in the same area, but not simultaneously. ISO 10218-2:2011, 5.11 and ISO/TS 15066
apply if it is a collaborative application.

There are two main concerns:
« Safeguarding the operator from hazards introduced by the robot and robot systems.
* Preventing access to hazard zones beyond the manual load/unload station.

Reference made to ISO 14120 and ISO 13857 regarding dimensions of safeguards and protective
structures. Annex A is also referenced relating to guidance on preventing access through an opening in
the fixture.

Further reference to 1ISO 14119, 14120 and 13855 relating to Sensitive Protective Equipment to guard
against hazards that could be reached while standing outside the load / unload station.

Figure 4 in Clause 5.4 shows a risk reduction flow chart, with reference to measures including
sequenced zoning and internal intrusion detection (discussed further in Clause 5.7 and 5.8) below the
measures for physically impeding the robot and worker form sharing the same space. However, these
clauses rely heavily on other standards, namely BS EN IEC 61496, BS EN IEC /TS 62046, ISO 13855
and ISO 13856 and ISO 10218-2:2011.Clause 5.5 references 1SO10218 and ISO 13587, in connection
with the devices to be used when physical impedance between the robot cell and the worker needs to
be less than 1000 mm height.

Machinery lifecycle activity
SRECS Validation & Verification

Findings
This TR does not cover V&V except noting it in passing, for example clause 5.2 Note: “The initial robot

system stopping distance can be determined by simulation but is later verified and validated on the
actual installation.”

Machinery lifecycle activity
Competence

Findings
Clause 6 “Information for use” has some discussion on the training of operators in safety instructions.
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Table C.5 - PD ISO/TS 15066:2016 Robots and robotic devices — Collaborative robots

Legislation, standards and guidance

PD ISO/TS 15066:2016 Robots and robotic
devices —

Collaborative robots

ISO 10218-1:2011, Robots and robotic
devices — Safety requirements for
industrial robots — Part 1: Robots

ISO 13850, Safety of machinery —
Emergency stop function — Principles for
design

ISO 13855, Safety of machinery —
Positioning of safeguards with respect to
the approach speeds of parts

of the human body

BS EN IEC 60204-1, Safety of machinery
— Electrical equipment of machines — Part
1: General requirements

General comments

This Technical Specification (TS) specifies safety requirements for collaborative industrial robot
systems and their work environment and supplements the requirements and guidance on collaborative
industrial robot operation given in ISO 10218-1 and 1SO 10218-2. It does not apply to non-industrial
robots. The TS provides additional guidance on the identified operational functions for collaborative
robots.

The collaborative application as covered by this standard includes the robot system, the workpBS EN
IEC e, its collaborative workspace and the human operator.

Where relevant traditional safeguards should still be used, such as the emergency stop function and
guarding, but where these are not relevant, measures such as speed and force limiting can be used to
limit the consequence of contact between the robot system and the human operator.

The required Hazard ID and risk assessment must also include the workspace and the human operator
as well as the robotic system operation.

The contents of this TS will be included in the latest rewrite of ISO 10218; part 1 was released as a
draft for public comment in February 2020. Both part 1 and part 2 of the revised ISO 10218 are due for
publication in May 2021. The revised ISO 10218 standards will more fully address collaborative
applications, provide clarity about safety functions and functional safety requirements, incorporate the
guidance contained in the following documents:

ISO/TS 15066 and possibly also ISO/TR 20218-1 and ISO TR 20218-2

Electrical requirements from the perspective that some requirements (e.g. actuating controls, pendant
control, modes) might be inhibiting the development or use of new technology.

Gap. The risk assessment process appears adequate for a collaborative system, although this TS
would benefit from an example RA stating what should be covered for a presented example
collaborative system would be helpful.

Gap. Discussion of physical and cyber security for collaborative applications is minimal, and at the very
least reference to relevant cyber security standards / guidance should be made.
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Gap. This TS would benefit from reference relevant functional safety standards such as ISO 62061 or
ISO 13849.

Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ISO 10218-2:2011, Robots and robotic
devices — Safety requirements for
industrial robots — Part 2: Robot systems
and integration

ISO 12100, Safety of machinery — General
principles for design — Risk assessment
and risk reduction

Findings

This TS states that a comprehensive risk assessment is required to assess not only the robot system
itself, but also the environment in which it is placed, i.e. the workplace. Clause 4.3 of this TS covers
Hazard Identification and Risk Assessment associated with the collaborative system operation as
described in 1ISO 10218-2:2011, 4.3. Special consideration concerning potential intended or reasonably
foreseeable unintended contact situations between an operator and the robot system, as well as the
expected accessibility of an operator to interact in the collaborative workspace, shall be taken into
account. The user should participate in the risk assessment and design of the workspace. The
integrator is responsible for coordinating this participation and for selecting the appropriate robot
system components based on the requirements of the application. The list of significant hazards for
robot and robot systems contained in ISO 10218-2:2011, Annex A, which is the result of hazard
identification carried out as described in ISO 12100.

The hazard identification process shall consider the following as a minimum:
a) robot related hazards,

b) hazards related to the robot system

c) application related hazards,

This TS requires that the system integrator mitigate the hazards by either inherently safe design or by
putting in place such measures that prevent or limit the risk of the hazards occurring or limit the harm
that can be caused.

Annex A.2 presents a table of biomechanical limits with regard to limits of force and pressure that can
be applied to different body parts. Hence any hazard that could result in these limits being exceeded
shall be dealt with according to the hierarchy of control.

Machinery lifecycle activity

Safety system requirement / specification of
the safety function

Relevant or cited legislation, standards and
guidance

ISO 10218-1:2011

Findings

This TS is predominately about the safety requirements for collaborative applications. Clause 5 of this
standard covers the requirements for collaborative robot applications in specific detail, this includes the
requirements for the Safety-related control system performance, design of the collaborative workspace
and design of the collaborative robot operation. The Safety-related control system performance shall
comply with the relevant clauses of ISO 10218 part 1 and part 2. The design of the collaborative
workspace shall be such that the operator can perform all intended tasks. Any risks introduced by
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ISO 10218-2:2011

machinery or equipment situated within the collaborative workspace shall be sufficiently mitigated by
the measures identified in the risk assessment. The location of equipment and machinery should not
introduce additional hazards.

Risks associated with whole body trapping or crushing between the robot system and, for example,
parts of buildings, structures, utilities, other machines, and equipment, shall be eliminated or safely
controlled.

The requirements for the design of the collaborative robot operation are provided in ISO 10218-2:2011,
5.11. Any detected failure in the safety-related parts of the control system shall result in a protective
stop (ISO 10218-2:2011, 5.3.8.3). Operation shall not resume until reset by a deliberate restart action
with the operator outside of the collaborative workspace.

Machinery lifecycle activity
Design and installation

Relevant or cited legislation, standards and
guidance

ISO 10218-1:2011
ISO 10218-2:2011

Findings

Clauses 4.2, 5.3 and 5.4 of this Technical Specification (TS) cover design requirements for the
collaborative workspace and collaborative robot operation respectively. These clauses state the
requirements for the workspace and robotic system and any other equipment to be used in that space
design to enable all intended tasks to be performed without introducing hazards and increased risk to
the operator. Factors such as separation distances are discussed in detail and well as power, force and
speed limiting requirements. The TS outlines risk reduction requirements for cases where space,
power, distance, and forces could combine to put the human operator at risk. The TS lays out limits
that cannot be exceeded, maximum limits in terms of force or pressure that can be applied to human
body parts because of unintended contact. Risk reduction measures considered include passive and
active measures. The TS states that one way to reduce risk on contact is to limit the speed of robotic
system movement.

Machinery lifecycle activity
Validation and verification

Relevant or cited legislation, standards and
guidance

ISO 10218-2:2011

Findings
Clause 6 of this standard refers the reader to ISO 10218-2:2011, Clause 6, for verification and
validation requirements.

Machinery lifecycle activity
Management of functional safety

Findings
Not covered in this TS, the TS specifies safety required for collaborative functions, it does not cover the
management of functional safety. Although ISO 10218 parts 1 and 2 are directly associated with this
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TS, they do not specifically cover management of functional safety, only specific application safety
requirements.

Machinery lifecycle activity
Security

Relevant or cited legislation, standards and
guidance

ISO 10218-1:2011, 5.12.3

Findings
Clause 5.4.3 of this TS briefly covers some aspects of security such as the documentation of
configuration and safety parameters so that any changes to the configuration can easily be identified.

The TS also states that setting and adjusting safety parameters shall be protected from unauthorised or
unintended changes by password protection or similar measures.

Table C.6 — ANSI/RIA 15.08-1-2020 For Industrial Mobile Robots — Safety Requirements. Part 1. Requirements for the Industrial

Mobile Robot

Legislation, standards and guidance
Machinery Directive

ANSI/RIA 15.06 Safety Requirements for
robot systems and industrial robotic
systems.

ISO 18682:2016 Intelligent transport
systems — external hazard detection and
notification systems basic requirements
ANSI/ITSDF B56.5: Safety Standard For
Guided Industrial Vehicles
1ISO3691-4:2020 Industrial trucks — Safety
requirements and verification — Part 4:
Driverless industrial trucks and their
systems

ISO 13482:2014 Robots and robotic
devices — Safety requirements for
personal care robots

General comments

ANSI/RIA 15.08 Safety Requirements. Part 1 requirements for the industrial mobile robot, was
produced because an industrial mobile robot (IMR) requires specific guidance not present in the
previous robot standard ANSI/RIA 15.06 Safety requirements for industrial robots and industrial robotic
systems.

Part 1 specifies safety requirements for IMR to be produced by the manufacturer. It outlines basic
hazards associated with IMRs in an industrial environment and provides requirements to eliminate or
reduce the risk associated with the hazards.

This standard defines mobile as ground-based systems that can navigate autonomously within their
operating environment.

The Standards covers Industrial Mobile Robots (IMR) types A, B, and C, which are: without
attachments, with attachments and IMRs with attachments for collaborative operations, respectively.

The standard does not cover:
* Vehicles intended to be driven by a sit-on or stand-on operator
* Vehicles with ability to transport one or more riders (neither considered operators/drivers)

* Low-lift and high-lift fork trucks, primarily designed to transport and lift unit loads (e.g. pallets)
by use of forks or tines.
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* Non-industrial mobile robots
* Airborne or waterborne systems or systems mounted on rails.

Figure 1.1 of this standard has a flow chart, which covers a targeted subset of mobile and industrial
robot technologies. It covers safety requirements for the following classifications:

* The intended application
* Mobility
* Means of navigation
* The inclusion of a manipulator
» The addition of other attachments
IMRSs can operate in automatic mode or manual mode.

Gap. This standard does not cover the 11OT, i.e. networked connected IMRs.
Gap. This standard does not cover Al implemented control systems.

Gap. This standard does not adequately address physical and cyber security; assuming the potential
for network connectivity.

Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ANSI/ISO 12100:2012 Safety of Machinery
- General Principles For Design - Risk
Assessment And Risk Reduction

ANSI/RIA R15.08-1-2020 American
national standard for industrial mobile
robots — safety requirements — Part 1.
Requirements for the Industrial Mobile
Robot.

Findings

Clause 4 covers hazard identification and Annex A contains a list of hazards that can be present with
IMRs. It contains a list of hazards the risk assessment should address. Figure 4.1. shows the iterative
risk reduction process.

Annex A covers mechanical hazards, electrical hazards, thermal hazards, noise hazards, vibration
hazards, radiation hazards, material/substance hazards, ergonomic hazards, hazards associated with
environment in which the machine was used and combination of hazards — each type outlines the
initiator of the hazards and the consequences.
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Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance

NFPA -9 - Electrical Standard for Industrial
Machinery

BS EN IEC 60204-1 — Safety of Machinery
- Electrical Equipment of Machines

TR R15.606

ANSI/ITSDF B56-5 - Safety Standard For
Guided Industrial Vehicles

ISO 3691-4: 2020 Industrial trucks —
Safety requirements and verification — Part
4: Driverless industrial trucks and their
systems

RIA TR R15.6—6 - Technical Repo-t -
Industrial Robots and Robot Syste—s -

Safety Requiremen-s - Collaborative
Robots

Findings

This standard covers the following requirements: subclause 5.1.5 — control functions — restart functions,
emergency stop functions, protective stop function and stopping distance. Subclause 5.1-7 -
Navigation and control covered obstacle avoidance, collision avoidance, velocity limiting. 5.1-8 -
Presence sensing devices; subclause 5.1.9 — working space and stow configurations; subclause 5.1.10
— Movement without drive and/or system power; subclause 5.1.11 — safety-related part of controls
systems. Subclause 5.1.12 — Indicators and warning devices; subclause 5.1.13 — Interface
requirements; subclause 5.1.14 — rated capacity; subclause 5.1.15 — stability and centre of mass;
subclause 5.1.16 — Energy control; subclause 5.1.17 — Hazardous mechanical power transmission
components.

Subclause 5.2 — requirements for combined mobile platform and attachment (IMR type B and C),
Subclause 5.2.18 covers collaborative operations performed by IMR type C and references TR
R15:606 covers power and force limiting factors, which is applicable to both the mobile platform and
any attachments (robot arm).

Subclause 5.3 presents specific requirements for autonomous mobile robots (IMR type A).
This subclause also covers wired and wireless communication.
Subclause 5.4 — specific requirements for attachments for IMRs type B and C.

Annex C — covers the parameters and thresholds for determining required safety function performance
(PL or SIL).

Machinery lifecycle activity
Design, installation and commissioning

Findings
Clause 5.
Annex B outlines the different type of IMRs.

Machinery lifecycle activity
Operation and maintenance

Findings
Subclause 5.3.1 — modes of operation — IMR might implement one or more operating modes. Covers
automatic, semi-automatic/assisted manual mode, manual modes and maintenance mode.

Clause 7 — each IMR should be accompanied by an instruction handbook which should cover the
following lifecycles phases:

1 — unpacking, commissioning, programming and restarting procedures
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2 — safe operation, settings, maintenance, and handling of power disconnects, to include particular
safety practices for personnel when the IMR is used in specific modes

3 — location and function of all control systems including diagrams of the interface of electrical,
hydraulic and pneumatic systems necessary for set up and installation

4 — if applicable, fleet manager compatibility and integration instructions
5 —the proper storage of cableless control units, if so configured

6 — installation of additional enabling devices including data and criteria hecessary to determine the
safety related control system performance

7 — disposal and dismantling
Subclause 7.4 — outlines the conditions of specified operating environment

Machinery lifecycle activity

Modification including MOC of the SRECS
Relevant or cited legislation, standards and
guidance

BS EN IEC 62046:2018 Safety of
machinery. Application of protective
equipment to detect the presence of
persons

Findings:

Clause-6 - 6.2 verification and validation methods include — visual inspection, practical tests,
measurements, observation during operation, review of application-specific schematics, circuit
diagrams and design material, review of task-based risk assessment and review of specifications and
information of u—e - see Annex D for specific requirements.

Machinery lifecycle activity
Competence

Findings
Not covered.
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Appendix D — Driverless Vehicles in the Workplace Standards

Appendix D covers generic safety standards and guidance documents that apply to driverless vehicle in the workplace. Meeting the
requirements of these standards will contribute to a stakeholder meeting the essential requirements of the relevant UK regulations.

Table D.1 — BS EN ISO 3691-4:2020 Industrial trucks — Safety requirements and verification. Part 4: Driverless industrial trucks

and their systems

Legislation, standards and guidance

ISO 3691-4:2020 Industrial trucks — Safety
requirements and verification. Part 4:
Driverless industrial trucks and their
systems

General comments

This is a type C standard that specifies safety requirements and the means for their verification for
driverless industrial trucks and their systems.

Driverless industrial trucks can also be known as: “automated guided vehicle”, “autonomous mobile
robot”, “bots”, “automated guided cart”, “tunnel tugger”, “under cart”, etc.

The driverless trucks covered by this standard can be fully autonomous and remotely controlled by
means of wired or wireless remote control.

This standard is not applicable to trucks solely guided by mechanical means (rails, guides, etc.) or to
remotely controlled trucks.

This document also contains requirements for driverless industrial trucks which are provided with:

e automatic modes which either require operators’ action(s) to initiate or enable such automatic
operations;
e the capability to transport one or more riders (which are neither considered as drivers nor as
operators);
e additional manual modes which allow operators to operate the truck manually; or
¢ a maintenance mode which allows manual operation of truck functions for maintenance
reasons.
For the purposes of this document, a driverless industrial truck is a powered truck, which is designed to
operate automatically. A driverless truck system comprises the control system, guidance means and
power system. Requirements for power sources are not covered in this document.
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This standard covers requirements for risk reduction measures including SRECS and detection of
persons in the path. Additionally, verification requirements of all measures are included.

This standard is sufficiently generic to cover the use of driverless trucks that incorporate new and
emerging technologies. Of interest is the specific incorporation of object/person detection technology
and force limiting technology making the driverless truck suitable for working near persons.

This standard covers mobile robots, autonomous forklift trucks and other driverless industrial trucks.

Gap. This standard does not cover networked operation of driverless trucks or potential hazards due to
such networked operation. For example, driverless trucks being part of an integrated manufacturing
system and hence lack of coverage of IIOT issues.

Gap. This standard does not cover cyber and physical security associated with driverless vehicles.
Gap. This standard does not discuss hazards due to Al based control or protection systems.

Gap. Although riders are permitted if the truck is appropriately configured, it is unclear whether this
standard covers passenger vehicles for use solely at industrial sites. This should be clarified and
considered further.

Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

This standard refers to ISO 12100 in cases
where this standard does not provide

enough detail. For example, the detailed
aspects of risk assessment process.

Findings
This standard outlines the machinery manufactures responsibility to carry out an assessment of
hazards and to design all aspects of driverless trucks accordingly.

The product needs to be designed in such a way that it is fit for its purpose or function and can be
adjusted and maintained without putting persons at risk when used under the conditions foreseen by
the manufacturer.

The manufacturer needs to identify the hazards that apply to their product and carry out a risk
assessment. The manufacturer then needs to design and construct the product taking this assessment
into account.

The risk of accidents throughout the foreseeable lifetime of the machinery should be eliminated,
including during assembly and dismantling.
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In selecting the most appropriate methods, the manufacturer needs to apply the following principles, in
the order given here:

a) inherently safe machinery design and construction;

b) protective measures for risks that cannot be eliminated by design;
¢) inform users of any shortcoming of the protective measures;

d) indicate any training required,;

e) specify any required PPE;

f) refer to user document for proper operating instructions.

Industrial trucks need to be designed to prevent foreseeable misuse wherever possible, if such would
engender risk. In other cases, the manufacturer’s instructions need to draw the user’s attention to ways
shown by experience in which the machinery ought not to be used.

Appendix B has tables of significant hazards associated with driverless trucks and industrial trucks in
general. Appendix B does not include driverless truck hazards associated with new and emerging
technologies such as Al, IIOT and cyber security.

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance

ISO 3691-4 Section 4, Safety requirements
and/or protective/risk reduction measures

Findings

Clause 4 of this standard covers all the physical aspects to the control and operation of driverless
trucks in automatic mode and manual mode. Of particular interest with regard to new and emerging
technologies are factors that address operation of driverless truck in automatic mode. Clause 4.8.2.1 of
this standard covers means of detection of persons in the intended path in automatic mode.

Trucks shall be fitted with personnel detection means; the following requirements apply.

a) pressure-sensitive device e.g. bumpers or Electro Sensitive Protective Equipment (ESPE) (e.g.
virtual bumpers) for the detection of persons.

b) Personnel detection means shall operate at least over the maximum width of the truck and its load in
the direction(s) of travel.

c) Personnel detection means shall be so designed that trucks shall stop before contact between the
rigid parts of the truck or load and a stationary person (not a person stepping into the truck path or
moving toward it) or in case of contact they shall be designed such that forces shall not exceed the
values of 5.2. In turning direction and in pivoting direction, side protection measures are required.

d) When the truck has stopped due to the detection of a person in its path, and after the person has
moved out of the detected range of the detecting devices mounted on the truck, the truck may restart
automatically following appropriate warnings and or delay is required.
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Safety-related parts of the control system shall comply at least with the performance levels of ISO
13849-1 stated in this standard relating to the driverless truck functions.

Machinery lifecycle activity
Design and installation

Findings

See Clause 6.5. The design aspects of this standard relate only to operational safety and to a lesser
extent functional safety requirement.

The commissioning requirements are generic and include the following:

a) a method statement including the necessary information and instructions for the commissioning
sequence;

b) the necessary technical information and instructions for commissioning the truck;

¢) any special training for that purpose is required and make the commissioner aware of the hazards
involved;

d) recommendation of floor/ground marking during commissioning and permanent floor/ground marking
at handover.

Machinery lifecycle activity
Operation and maintenance

Findings

See Clause 6 ‘Information for Use’. This standard discussed 3 modes; manual, automatic and
maintenance modes and lists requirements for each mode. Overrides of safety features can be
performed for specific circumstances with an outline of what should be done in each case presented in
this standard.

Machinery lifecycle activity
Modification including MOC of the SRECS

Findings
See Clause 6.3.9 ‘Truck Modification’. Truck modification is subject to regional requirements; see
ISO/TS 3691-8.

Machinery lifecycle activity

SRECS Validation & Verification

Relevant or cited legislation, standards and
guidance

ISO 3691-4:2020 Clause 5 Verification of
safety requirements and/or protective
measures

Findings

Trucks shall be inspected to ensure that all relevant functions, especially the operation of automated
functions, warning and personnel detection means are appropriately identified and operate as intended.
Functions shall be checked directly or by any method of simulation validated and giving equivalent
results.

The verification activities cited in this standard are akin to commissioning / FAT tests of the functionality
of the driverless truck rather that detailed tests that might be performed by the manufacturer as part of
the driverless truck design and development process.
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Trucks shall be operated to verify
compliance with 1ISO 3691-1:2011, 1SO
3691-2:2016 and ISO 3691-6:2013.

Verification of the required performance
level of safety-related parts of the control
system shall be performed in accordance
with ISO 13849-2:2012, 9.6.

Table D.2 - BS ISO 17757:2019 Earth-moving machinery and mining — Autonomous and semi-autonomous machine system

safety

Legislation, standards and guidance

General comments

Safety requirements for general mobile EMM and mining machines, as well as operators, trainers, or
passengers on the machine, are given by other International Standards (e.g. ISO 20474, ISO 19296).
This document addresses additional hazards specific and relevant to Autonomous and Semi-
Autonomous Machines (ASAM) when used as intended.

Note, that the machinery directive considers use and reasonably foreseeable misuse. Cyber security
addressed deliberate violations, which are criminal acts and are not covered under the legal framework
of the machinery directive.

Gap. Cyber security coverage in this standard requires updating.

Gap. This standard does not cover the use of Al components of ASAMs
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BS EN ISO 12100:2010 Safety of
machinery — General principles for design
— Risk assessment and risk reduction.

ISO 6165, Earth-moving machinery —
Basic types — Identification and terms and
definitions

ISO 19296, Mining — Mobile machines

working underground — Machine safety
(Safety requirements for general mobile
earth moving machines)

ISO 20474-1, Earth-moving machinery —
Safety — Part 1: General requirements
(Safety requirements for general mobile
earth moving machines)

PD CEN ISO/TR 22100-4:2020 Safety of
machinery — Relationship with ISO 12100
Part 4: Guidance to machinery
manufacturers for consideration of related
IT-security (cyber security) aspects

Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

BS EN ISO 12100:2010 Safety of
machinery — General principles for design
— Risk assessment and risk reduction

Findings

Clause 5 considers risks associated with the ASAM position and orientation system (pose). Clause 5.2
lists the main failures modes whose risks should be evaluated. Clause 5.3 states that the POSE
system should have a means of determining accurate operation of the systems and put the ASAM into
a safe state if required.

Clause 6 considers the digital terrain map (DTM) if required by the ASAM to perform its required tasks.
The DTM validity should be monitored.

The ASAMS shall maintain a safe state in the event of insufficient accuracy of the DTM. Such failures
and deteriorations can include:

a) loss or deterioration of the accuracy of the DTM, its accuracy deteriorating due to road or site
weathering, the altering of roads or other site work,

b) the DTM not being properly calibrated or aligned with the existing terrain, and
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c) an obsolete version of the DTM being loaded or active on the ASAM.

NOTE The ASAM might not be able to respond to sudden terrain changes. The POSE accuracy should
be monitored while creating a DTM.

Clause 7 considers the ASAM perception systems whose function is to identify and classify features of
interest in the ASAM surroundings. This is required to maintain safe control.

Therefore, testing and calibration capability is required to ensure that the perception system is
operating to system requirements, the ASAMS integrator shall provide such a capability. The standards
lists the main types of failure modes relevant to the perception system and a risk assessment should
determine the safety requirements including the determination of relevant safe states and the ability to
detect if the perception system in not functioning within safe parameters.

Clause 8 considers the ASM navigation systems and its relationship to the POSE. This clause lists the
main failure modes to be included in the risk assessment.

Clause 9 considers the task planner, which determines where the ASAM needs to go to perform its
tasks taking cake to avoid hazards. Hence the risk assessment inputs into the task planner.

Clause 10 covers communications and networks, which are vital to the safe operation of an ASAM.
This clause lists some risks, failure modes and causes, safety critical communications and cyber
security.

ASAM design considerations include industry standards, system bandwidth and wireless coverage.
Included in the bandwidth consideration will be the requirements to support machine and operator
interaction. An important operational issue is the need to be aware of areas of potentially high levels of
interference (e.g. queuing locations).

Communications-related failure modes include:

a) loss of communications,

b) degraded communications, including losing one direction,
c) delayed communications,

d) misdirected communications,

e) altered communications, and

f) duplicated communications,

g) out-of-sequence communications, and

h) communication revealed.
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The cyber security coverage in this standard is basic, and reference is made to some CS standards,
although some citations require updating to keep up with this fast-changing topic area. This standard
refers to the requirement to perform a risk assessment to determine the acceptability of measure
chosen. This advice does not appear to reflect relevant good practice. For example, a cyber security
risk assessment should be conducted, in the first instance, to identify threats before relevant counter
measures are identified. Therefore, the text in this standard requires updating. Other relevant

Cyber security shall be provided for ASAMS. Means shall be provided to deter unauthorized control
and spoofing or sabotage of the ASAMS. The acceptability of such means needs to be determined
based on the risk assessment. Suitable means include restricting physical access, authentication, use
of a firewall, data encryption and restricting external connection off the site. For guidance on cyber
security refer to information security standards (e.g. ISO/TR 22100-4:2018, ISO/BS EN IEC 27001,
ISO/BS EN IEC 27002). Note. Standards such as ISO/BS EN IEC 62443, 4 parts, apply to industrial
automation systems and should be referenced in the next version of this standard.

Appendix A lists significant hazards but does not appear to directly cover cyber security hazards.
Appendix B covers the overall aim of risk assessment and briefly mentions the process stages.

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Relevant or cited legislation, standards and
guidance

ISO 19014, BS EN IEC 62061, BS EN IEC
61508, ISO 13849 (example of functional
safety performance requirements)

BS EN IEC 61000 series (emc
requirements in low electromagnetic
emission environments)

ISO 9533
ISO 9244

Findings
Clause 4 Safety requirements.

The ASAMS shall be designed according to the principles of ISO 12100:2010 for relevant but not
significant hazards which are not dealt with by this document.

Safety-related parts of control systems shall comply with the appropriate functional safety performance
requirements. See, for example, ISO 13849, ISO 19014, BS EN IEC 62061 or BS EN IEC 61508.

All automated systems shall have an all stop system which can be activated from a remote supervisor
location and where required as the result of risk assessment a 2" remote stop distinct from the stop
system.

Machine operating mode should be indicated by distinct visual lights, e.g. flashing green for manual
machinery and flashing blue for autonomous machinery. If local requirements forbid this colour
scheme, then a recognised colour scheme is required to distinguish autonomous machinery from
manual machinery.

Autonomous machinery should have the same audible alarms as per other manned machines.
Fire suppression system if risk assessment requires it.
Because of the added complexity of ASAMS, additional safety criteria are necessary:
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a) all ASAMS shall have on-board capability to bring the machine to a stop;

b) when the ASAM is operating within the specified operating environment, the control systems shall be
able to cause the machine to brake while maintaining safe operation (e.g. braking under adverse
conditions);

c¢) the ASAMS shall have provisions to ensure that safe operating temperatures and pressures in the
braking and steering systems have been reached before the machine is put into operation in
autonomous mode.

ASAM shall have an adequate source of electrical power during operation in autonomous mode,
including:

a) sufficient battery reserve for the intended environmental conditions,

b) sufficient alternator capacity for additional autonomy related electronics, and

¢) sufficiently gauged wiring for increased current carrying capability.

ASAM shall have sufficient reserve battery capacity to maintain all machine electronics, with the
machine’s engine off or when the alternator is not generating power, to maintain a safe state and
complete an orderly shut-down and put the system into a safe state when required as determined by
risk assessment.

Machinery lifecycle activity
Design and Installation

Findings
Generally, this standard deals with safety requirements for ASAMs and those aspects of design that
related to safety. Appendix C covers Designing and planning for autonomy
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Machinery lifecycle activity Findings

Operation and maintenance Access systems for all areas that need access more than 1% every 30 days.

Relevant or cited legislation, standards and | All machines shall have on board brakes, control system to brake safely and provisions to ensure
guidance operating temperatures and pressures are reached. Braking performance measured from time brake
ISO 2867 subsystem received signal to machine stop. Details of ISO3450 and ISO10265 apply.

ISO 3450 Steering systems of ISO5010 apply. There shall be periodic checks of steering based on the risk
1SO 10265 assessment.

1SO 5010 There shall be adequate power to achieve stop and maintain safe state and respond to electrical

system failures that affect machine motion with the machine engine off.
Positioning systems shall have means to detect system accuracy and shall fail to safe state.

Sensor system shall be based on risk assessment, capable of detecting objects on positive or negative
slope, capable of detecting errors and informing operator.
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Table D.3 - BS EN ISO 18497:2018 - Agricultural machinery and tractors — Safety of highly automated agricultural machines —

Principles for design

Legislation, standards and guidance

ISO 4254 1, Agricultural machinery —
Safety — Part 1: General requirements

ISO 12100, Safety of machinery — General
principles for design — Risk assessment
and risk reduction

ISO 13849 1:2015, Safety of machinery —
Safety-related parts of control systems —
Part 1: General principles for design

ISO 13849 2:2012, Safety of machinery —
Safety-related parts of control systems —
Part 2: Validation

ISO 25119 (all parts), Tractors and
machinery for agriculture and forestry —
Safety-related parts of control systems

ISO 26322 1, Tractors for agriculture and
forestry — Safety — Part 1: Standard
tractors

BS EN IEC 61508 (all parts), Functional
safety of electrical/electronic/programmable
electronic safety-related systems

General comments
This is a type-B1 standard as stated in ISO 12100.

This standard specifies principles for the design of highly automated aspects of highly automated
machines and vehicles (e.g. agricultural tractors, tractor implement systems, implements and self-
propelled machinery) during agricultural field operations.

The purpose of this standard is to assist in the provision of safety requirements, means of verification
and information for use to ensure an appropriate level of safety for agricultural and forestry tractors and
self-propelled machines with functions allowing highly automated operations.

This standard deals with all the significant hazards, hazardous situations and events (as listed in Annex
A), relevant to agricultural and forestry tractors and self-propelled machines allowing highly automated
field operations when used as intended and under the conditions of misuse foreseeable by the
manufacturer during normal operation and service.

Gap. This standard briefly mentions cyber security hazards without using those words, but does not
talk about the requirement for cyber security risk assessment or indicate that counter measures likely to
be required? This standard does not cite any cyber security standards or guidance.

Gap. This standard does not consider safety requirements or risks from Al components of the Highly
Automated Agricultural Machine (HAAM) vehicle control systems. Given the complex nature of the
relevant control systems, it is likely that they could contain Al based control system components.

Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

BS EN IEC 60204-1, Safety of machinery
— Electrical equipment of machines — Part
1: General requirements

Findings
Significant Highly Automated Agricultural Machine (HAAM) hazards are dealt with in Appendix A and
relevant safety requirements detailed in clause 4 of this standard.

Table A.1 presents a list of high level ‘significant hazards’, identified by risk assessment as being
significant for this type of machine, and which require a specific action by the designer or manufacturer
to eliminate or to reduce the risk.

The coverage of these hazards is limited to the contribution of the highly automated control system.
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BS EN IEC 61508, Functional safety of
electrical/electronic/ programmable
electronic safety-related systems

To limit the likelihood of these hazards occurring, this standard requires that each safety requirement is
verified and that the control system designer validates that the risk assessment is complete regarding
the significant hazards.

The significant hazards presented cover traditional control and communication systems and they could
indirectly cover issues such as Cyber security and Al components of control systems. However, the
lack of specific hazards relating to the real likelihood of the use of new and emerging technologies is a
significant limitation of this standard at the present time.

Subclause 4.11 lists realistic hazards that could impact on the HAAM perception systems.

Machinery lifecycle activity

Safety requirement specification HAAM
control and protection function

Findings
Clause 4 of this standard covers safety requirements for HAAM.
Sub clause 4.2 lists key principles for protection to ensure an appropriate level of safety:

» the HAAM shall be provided with a perception system capable of detecting and locating persons or
other obstacles relative to the machine;

» the HAAM shall be provided with a perception system capable of locating and positioning the HAAM
as required for the operations involved while preventing unintended excursions beyond the boundary of
the working area;

* before each movement of the HAAM, it shall be ensured, by the safeguarding system, that there is no
obstacle in the hazard zone;

* while performing highly automated operations, the HAAM shall, when an obstacle is detected in or
enters the hazard zone, give an audible or visual alarm and enter its defined safe state;

» the HAAM shall be provided with the means to enable a local or remote operator to stop or start
highly automated operation;

» the HAAM shall allow adequate supervision by a local or remote operator;
» the HAAM shall be equipped with a means to enable and disable highly automated operations.

Autonomous operation shall not be able to commence without confirmation that it is safe to do so, by
either the local operator or the relevant onboard systems.

All aspects of location checks, checks for hazards and obstacles shall be constantly performed and any
detection of a hazard shall result in the HAAM being put into its defined safe state.
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Machinery lifecycle activity

SRECS Validation & Verification

Relevant or cited legislation, standards and
guidance

ISO 13849 Safety of machinery — safety-
related parts of control systems

ISO 25119 Tractors and machinery for
agriculture and forestry — Safety-related
parts of control systems

Findings
Clause 5 of this standards covers verification and validation of the safety requirements and protective
or risk reduction measures.

This standard refers to the verification and validation methods of ISO 13849 (all parts) or ISO 25119
(all parts) for application to the HAAM.

To comply with this standard one or more of the following verification methods shall be used as
appropriate considering relevant standards for components or specific machines:

a) Inspecting the condition of the HAAM typically conducted when the HAAM is not in operation.

b) Practical tests of the HAAM or its equipment under normal and fault conditions.

c) Measurement: Evaluate the actual values of HAAM characteristics with specified values or limits.

d) Simulation: modelling of the vehicle system under simulated operating conditions.

e) Observation during operation:

f) Examination of circuit diagrams, e.g. electrical, hydraulic, pneumatic.

g) Examination of software: design of software code and related specifications with code inspection or
testing.

h) Review of task-based risk assessment: Structured review of the risk analysis, risk estimation
documentation.

i) Examination of layout drawings and relevant documents: Structured review of the design of layout
drawings.

The developer is expected to verify the HAAM minimum performance requirements of the perception
system regarding obstacle detection,

The HAAM and attached implements shall stop and enter a safe state before contact with the test
obstacle is made.

The minimum tests set out in the standards aims to achieve a high level of repeatability of test results.
To deal with practical operating conditions, in addition to the tests of 5.4.1, how obscuration of the

obstacle by normal operating conditions (e.g. the crop) affects the detection confidence shall be
determined for foreseeable applications of the HAAM and suitable verification tests carried out.
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Machinery lifecycle activity
Information for Use

Findings

supplied to the end user. In addition to information required by machine-specific standards, the
operator's manual shall provide information specific to highly automated machine operation including
the following:

a) information on forbidden use of highly automated operation (e.g. highly automated operation on
public roads);

b) information on implements compatible with the system, e.g. maximum working width;

¢) information on operating conditions for which the machine is intended (e.qg. field, crop, soil,
environment);

d) information on the visual and audible alarms;

e) information on the machine labelling and identification;

f) information on carrying out service and maintenance operations, inspections and calibrations;

g) minimum requirements for and prohibited conditions for local and remote highly automated
operation;

h) information on the location and use of manual controls for overriding highly automated operation;
i) information on control from a remote location with minimum requirements for operating procedures.

Table D.4 — PPR994 Off-Highway Automated Vehicles (OHAV), Code of Practice 2021

Legislation, standards and guidance

BS ISO 17757:2019. Earth-moving
machinery and mining — Autonomous and
semi-autonomous machine system safety
BSI Flex 1890 v3.0:2020-10. BSI
connected and automated vehicles —
Vocabulary

PAS 1881:2020. Assuring the safety of
automated vehicle trials and testing —
Specification

General comments

TRL limited, on behalf of Innovate UK, produced the “Off-Highway Automated Vehicles (OHAVs) Code
of Practice” TRL (2021), provides guidance to organisations on how to safely implement automated
vehicles in the off-highway sector.

The code covers a wide range of topics, including:

e The different types of off-highway automated vehicles (AVSs).

¢ The risks associated with AVs.
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ISO/PAS 21448:2019. Road vehicles —
Safety of the intended functionality

e The controls that should be implemented to mitigate these risks.
e The training that should be provided to AV operators.
e The procedures that should be followed in the event of an incident.

It provides a non-exhaustive list of examples of off-highway sectors and vehicles: warehouse logistics,
construction, airport/port logistics, agriculture, mining. The CoP is ‘written to cover all implementations
of OHAVs. As a result, certain recommended practices may not be relevant to specific
implementations.

There are examples throughout, and two case studies are presented: autonomous articulated dump
truck for earthmoving on a highways project; and autonomous cereal cropping cycle.

It does not:
* ensure immunity from liability if the best practices are complied with
* prescribe methods, techniques or minimum performance requirements

* include aerial vehicles, water-based vehicles, any vehicle being used on an open public highway, or
remote-controlled vehicles (unless they feature automated systems)

Regulations, standards, and other codes of practice are referenced at the end of the CoP but generally
not within the text.

Gap. this CoP does not discuss artificial Intelligence regarding AV control or safety.

Gap., this CoP briefly outline that data and cyber security are issues that need to be addressed but
does not go discuss cyber security in detail. security BS EN 1885:2018 The fundamental principles of
automotive cyber security

Machinery lifecycle activity
Hazard identification and risk assessment

Findings
The code of practice assumes users have an understanding an experience of risk assessments and
safety cases.

The CoP states ‘a manually driven machine cannot simply be replaced by a OHAV’ and when
introducing an OHAV to a site, different hazards associated with the automated activities should be
planned and prepared for. Section 2.1 states ‘by comparing how the OHAV will be used and the ODD
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[operational design domain, see ‘design and installation’] of the system, any limitations in capability can
be detected and these will identify potential hazards or unsafe operations’.

Section 2 states:

e organisations looking to implement an OHAYV should develop a safety case which
provides evidence that the change or introduction of new hazards has been assessed
and how the risks will be managed to be as low as reasonably practicable’,

e where information or guidelines are available and appropriate, best practice from other
industries should be followed’,

e where it is not feasible to develop a full safety case, organisations are strongly
recommended, as a minimum, to conduct and record a risk assessment identifying all
the hazards and associated control measures’ (the CoP highlights the legal requirement
in the UK to perform risk assessment, and for companies of more than 5 people to
record the risk assessment).

Section 2.2 recommends a systems approach to risk assessment, where OAHVSs interact with other
elements of the worksite, such as OAHVs operating alongside manned vehicles or machines, other
OHAVs, staff or visitors, communications infrastructure, access control systems, supervision stems and
data storage. An understanding of the interdependencies between the elements is required, with each
having its own operational requirements, limitations and failure modes.

Consultation with the workforce and other stakeholders is recommended as part of the planning phase,

throughout system development and implementation stages, and during subsequent use or operation
(section 3.1).

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Findings

In Section 2.3 ‘Safety Protections’, the difference between traditional off-highway vehicles and OAHVs
are discussed. Some high-level requirements of the safety systems are recommended:

¢ Wwhere people are present, they should not be relied on as a safety protection (they may
not be able to respond in time or their attention may be elsewhere);

e each individual task carried out by the OAHV’s automated functions should be reviewed
and at least one safety system applied to mitigate any hazards associated with the task,
failure of the components involved in the task, degradation of performance or misuse’;
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e when the risk of harm is significant, multiple safety systems should be applied to
introduce redundancies, where practical. The layers of safety or redundancy should be
proportionate to the possible risk of harm.

The CoP advises safety systems can be: human, automated, physical or a combination thereof; and
located on the vehicle or remotely. If the safety protection is remote and relies on a communication link,
the OHAV should still respond safely should the link fail.

Some types of automated functionality on OHAVs which require a safety protection are listed. It does
not list what type of safety system would be required; this would be dependent on the environment the
OAHYV is used in and its potential to cause direct harm to people.

Machinery lifecycle activity

Design and installation

Relevant or cited legislation, standards and
guidance

PAS 1883:2020. Operational Design
Domain (ODD) taxonomy for an automated
driving system (ADS) — Specification

Findings

Section 2.1 states ‘the OHAV will be designed to operate under a specific set of circumstances’ and
‘this is defined in the Operational Design Domain (ODD) of the vehicle and will be part of the product
specification’. The CoP states what aspects and elements the ODD covers and that it gives ‘a full
description of the circumstances in which the OHAV can safely operate’. Comparison of the ODD and
the circumstances in which the vehicle will operate (how, by whom and where), or ‘use case’, is used in
hazard identification [see ‘hazard identification and risk assessment’].

Section 3.2 discusses design and planning of the worksite, including assessment of site and existing
infrastructure, minimising interaction of OHAVs with workers and manned vehicles, communication and
network requirements, changes of site design, physical infrastructure such as safety barriers,
roadways, pathways, access and other infrastructure within the OHAV area. The CoP states ideally
worksite design is conducted in tandem with consideration of the needs of OHAV systems.

Section 3.4 discusses initial implementation of the OHAV and related systems, including validation [see
‘validation and verification’] and transition from manned to automated [see ‘operation and
maintenance’]. For deployment of OHAV systems at new worksites, before operation commences, the
suitability should be assessed, which may involve consideration of the site and the ODD of the OHAV.
Where the OHAV has been deployed previously, consideration should be given to scenarios for which
the OHAV has already been validated and how the new site differs to previous sites — ‘the process of
understanding the system limitations needs to be repeated every time the activity of location of the
activity (worksite) is changed’. A communication plan is considered an essential part of the
implementation process and the CoP identifies and lists partners and stakeholders involved in
developing and delivering implementation in Section 3.4.4.

Machinery lifecycle activity

Findings
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Operation and maintenance
Relevant or cited legislation, standards and
guidance

Reporting of Injuries, Diseases and
Dangerous Occurrences Regulations,
RIDDOR (UK) 2013

The CoP guidance includes development of safe working practices for OHAV work environments. It
states existing guidance and procedures for non-automated systems are likely to require extensive
review and update to ensure they are suitable for deployment of OHAVS.

Section 3.3 states new processes and procedures will be required and considers: operator training [see
‘competence’], regular checks such as daily vehicle checks, human involvement in control, fail safe
strategies and abort criteria, visitor procedures [see ‘security’], travel to and from the site, data and
cyber security controls [see ‘security’], and maintenance and repair.

Section 3.4.3 discusses the transition between manned and automated operations. The CoP states this
may occur as a single process or a series of small, incremental step changes but ‘a period of
adaptation and familiarisation will be required’ and ‘in either case, the safety of the new operation
should be assured’.

Section 3.3.7 describes OHAVs as ‘multi-system technologies incorporating mechanical, electrical and
electronic hardware, on-board software packages and communication systems’ with the wider system
containing other infrastructure, such as barriers, communication and control networks. Maintenance of
OHAVs will extend to all technologies in the system and can be scheduled or ad hoc repairs while in
service. In addition to scheduled maintenance, diagnostic information and human observation will be
required to keep the OHAV in good condition. It is stated reliability is good for productivity and safety,
and notes vehicle recovery may be a hazardous activity. The CoP discusses: physical maintenance
and repair; software updates and maintenance; maintenance or repair in its designated area of
operation or a service or maintenance area; maintenance and repair of infrastructure (e.g. barriers,
sighage, communication systems, etc.).

Section 3.6 recommends ‘the performance of the automated functions of the OHAYV are monitored
throughout operations to ensure systems are behaviour correctly and identify undesired events which
may indicate a safety concern’. It discusses what might be considered an undesired event, methods of
monitoring, monitoring plans, monitoring of staff performance where OHAVs work alongside humans or
with human input. Monitoring should be appropriate to maturity and the level of risk. Undesired events
should be assessed and analysed to understand the cause and determine if remedial action is
required. This may include engaging stakeholders, such as workers, vehicle manufacturers, or industry
or government bodies. The CoP states ‘management should enable an empowerment culture and
ensure addressing issues, particularly those related to safety, are prioritised over immediate production
goals’.

The CoP covers incident management in section 3.5, providing guidance on incident response plans,
post-incident vehicle behaviour, vehicle recovery and recommencing operation and incident reporting
and investigation.
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Machinery lifecycle activity

Modification

Relevant or cited legislation, standards and
guidance

Uniform provision concerning the approval
of vehicles with regards to software update
and software updates management system
(UN) Regulation No. 156

Findings

Section 3.7 discusses change management. The CoP advises change in automated systems is likely
and OHAYV operating organisations are advised to have an appropriate change control process and
include it in the safety case. It provides some examples of changes that might affect the safety of an
OHAYV system, why change might occur and how it differs from maintenance.

Machinery lifecycle activity
Validation and Verification

Findings

Validation is discussed in section 3.4.1 and is described as a process that ensures that the OHAV and
all related systems meet operational needs. Initial acceptance testing should take place at the site(s)
they will be deployed and may involve providers of the OHAV and supporting systems.

The CoP states how validation is separate to verification but no guidance or discussion on verification
is provided.

Machinery lifecycle activity
Competence

Findings
In section 3.1.1, it is stated implementation of vehicle automation may affect the workforce at all levels

and that senior staff should commit sufficient time and resource to ensure that competence and
awareness has been achieved and is maintained.

The CoP provides guidance on: likely training content areas (section 3.3.1); who needs to be in receipt
of information, training or supervision (section 3.1.1 & 3.3.1); changes to roles and responsibilities
(section 3.1.1); and changes to working practices (section 3.1.1) in response to deployment of OHAV
systems. It is stated ‘training needs will vary according to whether the staff have direct interaction with
the automated vehicle or are monitoring, supervising, or managing systems or personnel’. There
should be competency assurance for staff in roles where there are altered or new working methods and
responsibilities and should be ‘evidence based and verified before work commences’. The CoP
recommends consideration of refresher and update training and maintaining training records.
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Section 3.3.1 states outcome of training should be that staff can demonstrate competency to: operate
the automated equipment safely; work in proximity to the automated equipment; and monitor and
supervise other staff involved with, or working in proximity to, the automated equipment.

Section 3.5.4 states inspection, repair and function test of OHAVs (following vehicle recovery) should
be completed by competent personnel.

Machinery lifecycle activity
Management of functional safety

Findings
‘Functional safety’ is mentioned in the context of scheduling the OHAV for servicing or monitoring of its
operating parameters. Otherwise, no further mention.

Machinery lifecycle activity
Decommissioning

Findings
Not covered in this CoP.

Machinery lifecycle activity
Security

Relevant or cited legislation, standards and
guidance

General Data Protection Regulation (EU)
2016/679

Data Protection Act (UK) 2018

PAS 1885:2018 The fundamental principles
of automotive cyber security — Specification

Uniform provisions concerning the approval
of vehicles with regards to cyber security
and cyber security management system
(UN) Regulation No. 155

Findings
Visitor procedures are discussed in section 3.3.4. The CoP makes suggestions of the types of visitors
to the site and recommends:

* risk assessment to determine appropriate procedures, such as whether unsupervised access can be
permitted,

* a briefing or induction for visitors,

« training of staff of additional responsibilities when hosting visitors,

* consideration to how effective real-time communication with visitors on-site can be maintained.

Section 3.3.6 discusses data and cyber security. OHAVs are likely to need regular access to data
external to the system and OHAVs ‘diversity of interfaces and data types exposes multiple potential
attack surfaces which could be used to mount a cyber-attack’. The CoP states due to it being a
substantial topic, it cannot cover all risks and potential control mechanisms. Instead, it outlines key
topics of data and security considerations.
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Appendix E — Artificial Intelligence, including Machine Learning
Standards

Appendix E covers guidance documents that apply to the safe implementation of Al and ML in the control and safety of machinery and
autonomous systems in the workplace. Meeting the requirements of these standards will contribute to a stakeholder meeting the
essential requirements of the relevant UK regulations.

Table E.1 - PD ISO/BS EN IEC TR 24028:2020 Information technology — Artificial intelligence — Overview of trustworthiness in
artificial intelligence

Legislation, standards and guidance General comments:

PD ISO/BS EN IEC TR 24028:2020 provides an overview of trustworthiness in artificial intelligence (Al)
systems. Trustworthiness is defined as the ability to meet stakeholders’ expectations in a verifiable
way. The TR discusses the key concepts of trustworthiness in Al systems.

Key concepts of trustworthiness

e Availability: The ability of an Al system to be used when needed.

e Resiliency: The ability of an Al system to recover from errors or failures.

e Reliability: The ability of an Al system to perform its intended function correctly.
e Accuracy: The degree to which the outputs of an Al system are correct.

e Safety: The absence of unreasonable risk that harm will be caused to humans or the
environment.
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Security: The protection of Al systems from unauthorized
access, use, disclosure, disruption, modification, or destruction.

Privacy: The right of individuals to control the collection, use, and disclosure of their
personal data.

Approaches to assess and achieve trustworthiness:

Design: The design of Al systems should consider trustworthiness from the outset. This
includes selecting appropriate algorithms, data, and tools, and implementing appropriate
safeguards.

Development: Al systems should be developed in a rigorous and controlled manner. This
includes using well-defined processes, testing thoroughly, and documenting the
development process.

Deployment: Al systems should be deployed in a responsible manner. This includes
considering the potential risks and impacts of the system and taking appropriate measures
to mitigate those risks.

Operation: Al systems should be operated in a secure and reliable manner. This includes
monitoring the system for performance and security issues and taking corrective actions
when necessary.

Maintenance: Al systems should be maintained throughout their lifecycle. This includes
keeping the system up-to-date with the latest security patches and software updates, and
retraining the system as needed.

This TR presents an overview and aims to assist the standards community with identifying
standardisation gaps in the area of Al.

The specification of levels of trustworthiness for Al systems is out of scope of this TR.
Clause 5 discusses existing frameworks applicable to trustworthiness.
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Clause 6 discusses stakeholders in the Al trustworthiness area.

Clause 7 discusses recognition of high-level concerns: responsibility, accountability and governance;
and safety.

Clause 8 discusses vulnerabilities, threats and challenges.
Clause 9 discusses mitigation measures.

Gap. The software and data quality standards (ISO 25010 & ISO 25012) referenced in this standard
require extending or modifying in order to adequately cover Al systems and the data they depend on.

Gap. the TR framework presented is high-level in naturel and so might need further guidance on its
application to machinery control systems design and implementation.

Gap. the document does not provide specific recommendations for how to measure and assess
trustworthiness.

Gap. The standard primarily focuses on a set of well-established metrics, while other potentially
relevant metrics may not be explicitly addressed.

Gap. Applying the standard effectively may require expertise in Al and statistics, which may not be
readily available in all organizations.

Machinery lifecycle activity Findings

Hazard identification and risk assessment | Safety, as a critical aspect of Al trustworthiness, is discussed in clause 7.2. The TR states Al systems,
Relevant or cited legislation, standards and |@s any other system, are expected not to cause any unintentional harm and briefly discusses how
guidance concepts and guidance in ISO Guide 51 might apply to risks in Al systems. Hazards and risk of harm
by Al systems are described as application dependent. The example given is an autonomous vehicle
versus autonomous household vacuum cleaner — here autonomy is not the source of risk, but the

_ L application in which it is used. Generally, this TR discusses trustworthiness throughout in a non-

ISO 31000 Risk management — guidelines | 5pjication dependent way. Therefore, content presented may relate to a hazard in one application and

ISO Guide 51 Safety aspects. Guidelines
for their inclusion in standards
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not another. For example, threats are discussed in clause 8 and mostly do not refer to risk of harm or
safety but could be, dependent on the application.

Risk assessment is not explicitly mentioned or discussed. Risk management (of which risk assessment
is a part) as an existing framework to ensure trustworthiness is included and discussed in the TR,
clause 5.4.

Machinery lifecycle activity

Safety system requirement specification of
the safety function

Findings
Not directly covered by this TR — refer to ‘design and installation’ and ‘management of functional
safety’.

Machinery lifecycle activity
Design and installation

Findings
The TR states ‘challenges related to the lack of “best practices” for design, development and

deployment of Al systems can introduce additional or exacerbate existing vulnerabilities of threats’,
where a threat may result in harm.

Clause 8.7 discusses challenges related to the specification of Al systems and states ‘most failures of a
product originate in the specification phase [...] and failures made in this phase have a large impact
and are difficult or impossible to correct in later phases of the product lifecycle’ and that ‘creation of a
complete and correct specification is essential’.

Clause 8.8 discusses challenges related to the implementation of Al systems (with some overlap with
model validation and evaluation — part of the implementation, or installation, process).

Potential mitigations against hardware faults that can be introduced in the design phase are presented
in clause 9.8.

Machinery lifecycle activity
Modification, including MOC of the SRECS

Findings

A fundamental part of Al machine learning systems is that they are self-modifying — functional units
improving performance by acquiring new knowledge or skills or by reorganising existing knowledge or
skills. To prohibit change, or to follow classical management of change processes, would be to take
away some of the primary benefits of adopting Al.

To mitigate this, in clause 8.8.3, the TR highlights the importance of monitoring the performance and
accuracy of the model to promptly identify when the model needs re-training or updating. Methods of
achieving a model update are discussed, including their challenges. Additionally, the TR states the

importance to ensure full traceability and auditability of the different versions of the models deployed.

164




Further, implementation of functionality to perform safety related aspects can be introduced (see
‘management of functional safety’).

Machinery lifecycle activity
Validation & Verification

Findings

The TR discusses the modified versions of validation and verification practices for Al systems in clause
9.10.2 (where traditional practices may not apply to non-deterministic Al systems) but it is not specific
to a safety related electrical control system (SRECS) or to safety. It briefly discusses validation and
verification can be achieved through formal methods, empirical testing, intelligence comparison, testing
in a simulated environment and field trials.

In addition to validation and verification, the TR mentions ‘validation and evaluation’ (clause 8.8.2.5)
and ‘testing and evaluation’ (clause 9.10, of which the section validation and verification is a part).

Machinery lifecycle activity
Competence

Findings
Not explicitly covered in this TR.

Relevant individuals and organisations are identified in the TR as stakeholders (any individual, group or
organisation that can affect, be affected by or perceive itself to be affected by a decision or activity).
The types of stakeholders identified are very broad, from Al system developer to user to test and
evaluation agencies. Standards and specifications to define assurance of competence could be applied
to multiple of the stakeholders.

In the TR, it states an asset to the stakeholders may include people (and their qualifications, skills and
experience) who play a role in the use of Al. Broadly speaking, then, asset integrity and vulnerability
(incl. people, their qualifications, skills and experience) should be captured in the risk management
process.

The TR states ‘certain threats arise from the insufficient understanding of the technological capabilities
of Al systems and their unfitting use by different stakeholders’ implies there is need for greater
understanding by all stakeholders.

Machinery lifecycle activity
Management of functional safety

Relevant or cited legislation, standards and
guidance

Findings

The TR briefly discusses functional safety in clause 9.9. It states to ensure functional safety of a
system, specific functionality can be introduced that performs safety related aspects. For Al systems,
safety-related functionality can, for example, monitor the decisions taken by the Al to ensure that they
are in a tolerable range or bring the system into a defined state in case they detect problematic
behaviour.
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BS EN IEC 61508:2010 Functional safety
or electrical/electronic/ programmable
electronic safety-related systems

ISO 26262 Road vehicles — Functional
safety

BS EN IEC 62279 Railway applications —
Communication, signalling and processing
systems — Software for railway control and
protection systems

BS EN IEC 61511:2016 Functional safety —
Safety instrumented systems for the
process industry sector

The TR provides references to existing standards in the area. The adequacy of the existing standards
in addressing the issues of Al machine learning trustworthiness is not discussed in the TR.

Machinery lifecycle activity
Decommissioning

Findings
Not directly covered in this TR.

Machinery lifecycle activity

Security

Relevant or cited legislation, standards and
guidance

ISO 31000 Risk management — guidelines
ISO 25010 & ISO 25012 Systems and
software engineering. Systems and
software quality requirements and
evaluation (SQuaRE). System and software
guality models & Data quality model

Findings

Maintaining security is considered part of achieving Al trustworthiness (in addition to other objectives),
and dependent on the application of the Al, may be safety related. It can be achieved through the risk
management process, with high level concepts discussed in clause 5.4 and 1SO 31000 is referred to.

In clause 5.2, ‘at the cyber trust layer, concerns often shift to IT infrastructure security requirements,
such as access control and other measures to maintain Al system integrity and to keep its data safe’.
Other standards are likely to go into more detail in this area, but none are referred to in this clause.
Clause 5.3 refers to application of software and data quality standards (ISO 25010 & ISO 25012), with
multiple references given. The TR acknowledges it is possible there is need for extending or modifying
the existing standards to adequately cover Al systems and the data they depend on.

In clause 5.5, regarding existing frameworks applicable to trustworthiness, the TR discusses use of
TEEs (trusted execution environments) to ‘reduce attack surface’. TEEs ‘are used to protect selected
code and data from disclosure or modification by provided hardware enforced isolation of programs or
protected areas of execution that increase security even on compromised platforms’. No references are
given in the TR, which may aid those wishing to know more about TEESs.
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Clause 8.2 highlights Al is used both in purposes of enhancing and undermining digital security and
discusses ‘Al specific security threats’. The threats identified are as follows:

* data poisoning — influencing the training data to manipulate the results of a predictive model;

» adversarial attacks — providing slightly perturbed input data to a valid model in attempt to trick it into
misclassifying this input data;

* model stealing — sending to the target model a high number of prediction query and using the
response received to train another model,

» hardware-focused threats to confidentiality and integrity — variety of different attacks that may result in
breaches of confidentiality of data, integrity of data or computation, loss of availability, invalid
computation or faulty operation.

Each is discussed in greater detail in the TR with some discussion on potential steps to counter such
threats.

Clause 9, in discussing mitigation measures, states that a certain control can contribute to mitigation of
several vulnerabilities, so while the mitigation measures proposed may not specifically address
security, their implementation may improve security also.

Table E.2 — Guidance on the Assurance of Machine Learning (ML) in Autonomous Systems (AMLAS), developed as part of the Assuring Autonomy
International Programme (AAIP), University of York, UK.

Legislation, standards and guidance
Underwriters Laboratories, 2020.

Safety of Autonomous Systems Working
Group. Safety assurance objectives for
autonomous systems. Technical Report
SCSC-153A 2.0 ed, Safety Critical Systems
Club, 2020. URL: https://scsc.uk/SCSC-
153A.

UK Ministry of Defence (MOD). Safety
management requirements for defence
systems part 1: Requirements. Standard
Def Stan 00-56:2017, UK Ministry of
Defence (MOD), 2017.

General comments

AMLAS is a methodology for establishing justified confidence in the safety of machine learning (ML)
components within a wider system and context. It provides a set of safety case patterns and a process
for systematically integrating safety assurance into the development of ML components and for
generating the evidence base for explicitly justifying the acceptable safety of these components when
integrated into autonomous system applications.
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The AMLAS methodology is based on the following principles:

Safety assurance is an iterative process that should be applied throughout the development
lifecycle of an ML component.

Safety assurance should be based on a comprehensive understanding of the hazards and risks
associated with the ML component.

Safety assurance should be tailored to the specific context of the ML component's application.

The AMLAS methodology comprises several key stages:

1.

2.

Scoping: This stage identifies the system safety requirements that are relevant to the ML
component and defines the scope of the safety assurance activity.

Hazard analysis: This stage identifies the hazards that could arise from the ML component and
assesses the risks associated with those hazards.

Safety requirements: This stage develops safety requirements for the ML component to mitigate
the identified risks.

Design assurance: This stage assures that the design of the ML component is consistent with
the safety requirements.

Implementation assurance: This stage assures that the ML component has been implemented
correctly.

Verification and validation: This stage verifies that the ML component meets the safety
requirements and validates that the ML component is fit for its intended purpose.

Deployment assurance: This stage assures that the ML component is deployed safely and
securely.

Operational assurance: This stage assures that the ML component is operated safely and
securely throughout its lifecycle.

Gap. This is a relatively new process, and we need to see if there are any gaps when it is applied in
industry.

Gap. Applications of the AMLAS method requires expertise in both ML and safety engineering, these
are two separate skill sets, therefore this should be emphasised in the document introduction.
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Gap. This method is not a panacea safe machinery control systems using ML, this is one tool that can
be used to reduce risks.

Machinery lifecycle activity
Hazard identification and risk assessment

Findings

Stage 1 of the AMLAS method covers safety assurance scoping. The guidance assumes that the
hazard ID and risk assessment has already been performed and the results from this feed into the
safety requirements determination process. This guidance does not state how hazard identification or
risk assessment should be performed and does not refer to standards that cover those topics. Hence,
this guide does rule out ISO 12100 for the machinery sector so reference to this standard could be
made when implementing this guidance.

A chain of events is described in this guidance is that a machine learning component failure leads to a
software failure, which leads to a system failure which leads to a hazard.

The safety assurance scoping is defined and then instantiated by a safety assurance scoping pattern.

Machinery lifecycle activity
Safety requirement of the ML component

Relevant or cited legislation, standards and
guidance

Safety of Autonomous Systems Working
Group. Safety assurance objectives for
autonomous systems. Technical Report
SCSC-153A 2.0 ed, Safety Critical Systems
Club, 2020. URL: https://scsc.uk/SCSC-
153A.

UK Ministry of Defence (MOD). Safety
management requirements for defence
systems part 1: Requirements. Standard
Def Stan 00-56:2017, UK Ministry of
Defence (MOD), 2017.

Findings

Stage 2 of the AMLAS document covers safety requirements of the ML component. The safety
requirements allocated to the ML component are defined to control the risk of the identified
contributions of the ML component to system hazards. This takes account of the defined system
architecture and the operating environment. The requirement reflects the need for the component to
perform safely with the system regardless of the technology later deployed. The safety requirements
allocated to the ML component generated from this activity are explicitly documented. The safety
requirements are developed and validated and then instantiated by a safety requirements argument
pattern.

It is important for the System Safety Requirements to explicitly capture risk acceptance criteria.
Such criteria can generally be derived from the following sources:

e An existing system against which the proposed system can be compared. This may
include a threshold of acceptance above (or below) current performance.

e Existing standards for the acceptance of safety critical systems.

e The views of stakeholders, including domain experts and users, who have a deep
understanding of the context into which the system is to be deployed. These opinions
may be founded on:
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e A scientific understanding of the processes at play e.g. autonomous vehicle dynamics.

e An understanding of the legal and ethical frameworks which govern the context.

e Personal experience.

e A study of similar systems and the lessons learnt from failures within these systems and
operational contexts.

Machinery lifecycle activity
Design, installation and decommissioning

Findings

The system description should include the inter-relationship between the ML component and other
system components including sensors and actuators.

The ML component description covers the role and scope of the component within the system of which
it is part, and the interfaces to which it is exposed.

Stage 3 and stage 4 of the ALMAS document cover data management and Model Learning and stage
6 covers Model deployment. These stages result in a data, learning and deployment argument
patterns.

Machinery lifecycle activity
Validation & Verification

Findings

Stage 5 covers ML model verification. One of the aims of model verification is to show that the
performance of the model with respect to ML safety requirements encoded as metrics such as
precision and recall are maintained when the model is subjected to inputs not present in the
development data. A model which continues to perform when presented with data not included in the
development set is known in the ML community as generalisable. Failures to generalise can be due to
a lack of feature coverage in the development data or a lack of robustness to those perturbations which
may be considered to be noise i.e. small changes to a data sample which meets the performance
specification in the absence of such noise.
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Table E.3 — PD CEN ISO/TR 22100-5:2022 Safety of machinery — Relationship with ISO 12100 — Part 5: Implications of
embedded Artificial Intelligence machine learning

Legislation, standards and guidance

ISO 12100:2010 Safety of machinery —
General principles for design — Risk
assessment and risk reduction

General comments:

Safety of machinery — Relationship with ISO 12100 — Part 5: Implications of artificial
intelligence machine learning.

This technical report provides guidance on how to consider the implications of artificial
intelligence (Al) machine learning (ML) in the risk assessment process for machinery and
machinery systems. It is intended to be used in conjunction with ISO 12100, which provides a
general framework for risk assessment.
The report describes the following:

e The different types of Al ML applications in machinery and machinery systems

e The hazards that can arise from Al ML applications

e Methods for assessing the risks associated with Al ML applications

e Measures to control the risks associated with Al ML applications
The report also provides guidance on the following:

e The need for transparency and explainability of Al ML models

e The importance of data quality and bias in Al ML models

e The need for cybersecurity measures for Al ML applications
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The report is intended to be a useful resource for machinery manufacturers, machinery users,
and risk assessors. It can help to ensure that the safety of machinery is considered when Al
ML applications are used.

Key points from the technical report:

e Al ML applications can introduce new hazards into machinery and machinery systems.

e The risks associated with Al ML applications should be assessed using a systematic
approach.

e There are a number of measures that can be taken to control the risks associated with
Al ML applications.

e Transparency and explainability of Al ML models are important for ensuring safety.
e Data quality and bias in Al ML models can be a significant concern.

e Cybersecurity measures are essential for protecting Al ML applications from
unauthorized access or modification.

This document is not applicable to machinery or machinery systems with Al applications machine
learning designed to act beyond specified limits that can result in unpredictable effects.

This document does not address safety systems with Al, for example, safety-related sensors and other
safety-related parts of control systems.

Examples without safety implications from the TR:
e Optimisation of herbicide spraying machine

e Optimisation of the removal system for a laser cutting machine
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Example with safety implications from the TR

e Automated guided vehicle (AGV) that operates in a space not limited by perimeter
safeguards (for example, fixed guards, safety light curtains) and self-optimizes its
navigation via an embedded Al application.

e An embedded Al application calculates the preferred route and speed of the AGV to
optimize the overall transportation process.

Gap. This document does not include example IIOT hazards that could be associated with networked,
ML based machine control systems.

Gap. The standard primarily builds upon existing safety standards for machinery, which may
not fully capture the specific safety considerations and mitigation strategies required for Al and
ML applications.

Gap. Focuses primarily on the technical safety, while human factors and organizational factors
are not adequality considered.

Machinery lifecycle activity

Hazard identification and risk assessment
Relevant or cited legislation, standards and
guidance

ISO 12100:2010 Safety of machinery —
General principles for desigh — Risk
assessment and risk reduction

ISO 3691-4:2020 Industrial trucks — Safety
requirements and verification — Part 4:

Findings

Table 1 in the document describes the essential steps for the risk assessment and risk reduction
process according to ISO 12100 for an AGV with Al in comparison to a conventional AGV.

The main differences regarding appropriate risk reduction measures (according to ISO 12100) for an
AGV with Al in comparison to an AGV without Al are:

¢ determination of intended use and, in particular, use limits for the machine (flexibility within
certain predetermined boundaries);

e risk reduction by sensor-based detection systems (versus guards) which can adjust/stop
dangerous movements of the machine (forces, energy, speed, torque, etc.).
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Driverless industrial trucks and their
systems

ISO 17757:2017 Earth-moving machinery
and mining — Autonomous and semi-
autonomous machine system safety

This document concludes that the risk(s) introduced by Al in machinery applications can be completely
addressed by the methodology for risk assessment and risk reduction as prescribed in ISO 12100
where risks of the Al are addressed according to the intended use and use limits (predetermined
boundaries) specified by the machine manufacturer.

This document does not include the hazards that are associated with network connected machinery,
which is also the case with ISO 12100:2010.

Table E.4 — DNV-RP-0510 Framework for assurance of data-driven algorithms and models

Legislation, standards and guidance
N/A

General comments

This recommended practice (RP) defines a framework of claims and evidence, which can be used to
systematically establish that an application including one or more data driven models is suitable for its
intended use, and that the risk of failure and/or unsuitable output is within tolerable limits.

This RP is organized as a set of claims organized according to the typical activities in application
development and operation. For a specific data driven application, the RP may be used to compile an
assurance case. For each claim it is expected that arguments and/or evidence are provided showing
how that any claim made is fulfilled. Claims and evidence together comprise the completed assurance
case.

This RP aims to:

1) To codify best practice by providing a standardized approach to risk assessment for data driven
applications, making it easy to communicate the risk picture of an application to all stakeholders.

2) To structure self-assessment of the reader’s own data driven application to help ensure that the
pitfalls common to data driven projects are avoided.

3) To construct a formal assurance case for a particular application, which can be used as input to:
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e independent assurance of the application (assurance is the process of verifying that
prescribed evidence is supplied), and/or

e independent risk assessment of usage of the application, assessing risk associated with
the intended use of the application.

For the purposes of this RP, a data-driven model is a computational unit / program / function which
makes predictions, and whose configuration is determined by a training operation on data. A data-
driven application contains one or more data-driven models and uses the predictions of the model for
some business/control purpose.

Al applications could include:

e early detection of machinery failures (before they happen) and condition based maintenance
(CBM)

e prediction of unwanted events (accidents or other safety incidents)
e automatic classification of text-based maintenance logs and inspection findings
e detection of cracks or other defects.

These suggested applications do not explicitly cover ML components of machinery control and
protection systems. However, | cannot see any reason why this RP could not be applied to the
development of such components.

Gap. The RP is quite detailed and may be difficult to fully apply in practice.

Gap. The standard may not adequately address non-technical cybersecurity aspects, such as
human factors and organizational measures.

Gap. May not be fully comprehensive for all types of Al systems: The standard may not be
fully comprehensive for all types of Al systems or applications.

Gap. This RP is generic in nature involving data driven system models and it may some work
may be required to interpret this RP for the development of ML components of machinery
control and protection systems.
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Machinery lifecycle activity
Hazard identification and risk assessment

Findings
The appendices describe several concrete scenarios in which the RP is applicable:
e as a framework for performing:
o risk assessment of a data driven application, see [A.1]

o risk assessment of a hybrid application containing both data driven components and
physics based or rule-based component, see [A.2]

o direct performance/risk assessment of a data driven application, see Appendix B.

Each of the appendices Al andA2 presents either a checklist approach to hazards and risk
assessment or a workflow approach to hazard and risk assessment. Appendix B is more of a
discussion of what needs to be done with a high-level discussion of how it might be done. It its
suggested that the techniques for this approach are at present been developed.

Machinery lifecycle activity
Operation and maintenance

Findings:
This RP presents maintenance as a use case, where the available data is used as part of a condition-

based maintenance (CBM) system. Taking the data-driven Reliability Cantered Maintenance (RCM)
approach the following three steps are taken:

1) Preparations: applicable framework, data and information.

2) Functional failure analysis: perform an evaluation of applicable functions with associated functional
failures (failure modes). This evaluation starts with a Failure Modes Effects and Criticality Analysis
(FMECA) and can be further extended with a Failure Modes and Symptom Analysis (FMSA).

3) Task and interval analysis: maintenance tasks analysis where each functional failure is evaluated
and where the most efficient preventive maintenance is determined.

Machinery lifecycle activity
Modification including MOC of the SRP/CS

Findings
In a data driven modelling project it is essential that up-to-date requirements and acceptance
criteria are used in all phases of the development cycle. To ensure that these items are up-to-date,

sufficient change management / version control of key documents is required. It is important that the
requirements and acceptance criteria are explicitly linked from the documentation to the requirements
implementation and the evaluation of acceptance criteria in the data and modelling design. This linking
makes it easy to demonstrate that all requirements and acceptance criteria have been properly
satisfied and in which version they have been satisfied.
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Machinery lifecycle activity
SRP/CS Validation and Verification

Findings
Covered as part of a safety assurance case derivation.

Machinery lifecycle activity
Competence

Findings

Section 3 of this RP outlines the need for a competent organisation to both develop data driven
applications and provide the necessary safety assurance. This means that to develop Al based data
driven applications such as ML components of machinery control and protection systems, the
organisation must have the necessary people with relevant skills to not only develop the applications
but also to develop the assurance case that gives confidence that the application works as intended
with an acceptably low likelihood of failure.

Therefore, the claims required are: the organization supporting the project has sufficient maturity in
carrying out data science. To get good results from data driven applications, it is important that the
organization has sufficient maturity in executing data science projects. Doing good data science
requires a suitable mix of computing expertise, data engineering, statistical knowhow and subject
matter/ domain knowledge. Running effective data science projects requires an organization which has
the necessary infrastructure, tools and work processes to support data science.

Claim: the team assigned to the project has sufficient resources, time, and competence in the use of
the relevant methods tools and platforms to successfully execute the project.

It may be necessary to enlist the competence of other stakeholders and participants outside the
developing organization to ensure the quality of the end product. Understanding competence needs is
especially important early in the project when manning is being planned. Verifying that the identified
competence needs are met is an important step at all stages of the project. It may be necessary to re-
evaluate competence requirements if new challenges arise. Evidence to support this claim may include
competence matrices and formal competence requirements for the various activities.
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Table E.5 - PD ISO/BS EN IEC TR 29119-11:2020 Software and systems engineering — Software testing. Part 11: Guidelines on

the testing of Al-based systems

Legislation, standards and guidance
ISO/BS EN IEC 22989

ISO/BS EN IEC TR 24030 put these is full
ISO/BS EN IEC TR 24028

BS EN IEC 61508

ISO 26262

ISO/PAS 21448

ISO/BS EN IEC 25010

General comments
PD ISO/BS EN IEC TR 29119-11:2020: (under revision) in general:

e provides guidelines on testing Al-based systems;

e primarily provided for testers who are new to Al- systems (but can be useful for more
experienced testers);

e contains data of a different kind that is normally published as an International Standard or
Technical Specification, such as data on ‘state of the art’;

¢ takes a black box approach to testing Al based systems.

This TR defines an Al-based system as ‘a system that includes at least one Al component’.
Characteristics specific to Al-based systems and the corresponding difficulties of specifying the
acceptance criteria for such systems are explained.

Clause 4 introduces Al and then explains testing in the context of Al-based systems. Typical Al uses
cases are presented. Further detail of Al use cases is available in ISO/BS EN IEC TR 24030. Figures
indicating the expanding market for Al-based systems are presented. The range of approaches,
including machine learning, used to implement Al-based systems are listed and options for the
hardware are described as well as development frameworks used to implement these systems.

Implementation levels of narrow Al and general Al are compared in subclause 4.2.7. The importance of
testing for Al-based systems is introduced subclause 4.3.1, and the use of such systems in safety-
related domains is considered in subclause 4.3.2 before the use of standards for Al-based systems is
introduced in subclause 4.3.3.

Note: subclause 4.2.7 states testing of general Al or high-level machine intelligence (HLMI) is not within
the scope of this document.

Subclause 4.3.2 states Al-based systems are already beginning to be used for making decisions that
affect safety and this trend will see increased use of Al for safety-related systems. Subclause 4.3.3.1
states standardisation aims to ensure user safety. Subclause 4.3.3.2.1 also states ‘regulatory
standards can be split into two broad categories: those that apply to safety-related systems and those
that apply to non-safety-related systems’, where safety considers harm to people, property, or the
environment. In subclause 4.3.3.2.3, current safety-related regulatory requirements, standards and
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guidance and challenges related to Al-based systems are discussed. It summarises Al-specific
requirements for safety-related Al-based systems, which are currently (in 2020) poorly covered by
standards and in most domains are reliant on pre-existing standards written for conventional (non-Al)
systems.’.

Subclause 5.1.1 refers to the ISO/BS EN IEC 25010 product quality model and the split between
functional testing and non-functional testing. Subclause 5.1.2 onwards discusses the characteristics of
Al-based systems including flexibility, adaptability, autonomy, stating that autonomy ‘should be part of
the system’s functional requirements’, evolution, bias — e.g. as obtained from training data, complexity,
transparency, interpretability and explainability, and non-determinism. Subclause 5.2 discusses
aligning Al-based systems with human values. Subclause 5.3 onwards discusses side-effects (negative
impact on its environment to achieve its objectives); reward hacking (misinterpretation of the required
objective to satisfy the reward function). Subclause 5.5 discusses specifying ethical requirements for
Al-based systems.

Clause 6 is titled ‘an introduction to the testing of Al-based systems’, Clause 7 is titled ‘testing and QA
of ML systems’, Clause 8 is titled ‘black-box testing of Al-based systems’, Clause 9 is titled ‘white-box
testing of neural networks’ and Clause 10 is titled ‘test environments for Al-based systems’ — these
clauses are discussed in more detail below, see ‘testing’.

Gap. Focuses on black-box testing, which may not be sufficient for some Al-based systems that
require more in-depth testing, such as white-box testing or coverage-based testing.

Gap. Implementing black-box testing effectively may require specialized expertise and tools,
particularly for complex Al-based systems.

Gap. The guidelines may not be always specific enough to be applied in practice to machinery control
system easily.

Machinery lifecycle activity

Safety requirement specification (SRS) of
the safety function

Findings
Refer to discussion in ‘general comments’, subclauses 4.3.2 and 4.3.3.
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Machinery lifecycle activity
Design and installation

Findings

Contents of subclause 6.1.2 suggest issues with specifications in Al-based systems. It states ‘in an
ideal world, complete formal specifications would be available, so allowing the creation of automated
test oracles. The specifications for Al-based systems are likely to be incomplete and informal, which
requires testers to determine unspecified expected results, creating a test oracle problem. This can be
problematic if the testers are not fully cognizant of the required system behaviour, and it is difficult to
get this information from the domain experts’. Further, there is discussion regarding objective-based
performance rather than the more conventional functional-based performance specification and on
incomplete definition of operational environments.

In response to this, the TR states ‘the specifications for ML models should contain a set of required
performance metrics (see A.8) to act as acceptance criteria for the ML models. [...] Additionally, where
expert judgement is required to evaluate the response of the Al-system, acceptance criteria may
consider multiple evaluations, as experts may not reach consensus.

Machinery lifecycle activity
Operation and maintenance

Findings
Subclause 6.1.7 recommends frequently conducted maintenance testing to identify negative or

undesired system evolution or drift. Subclause 6.2.7 covers maintenance testing, recommending
regular tests to ensure the Al-based system continues to meet its original acceptance criteria.

Machinery lifecycle activity
Modification

Findings
There is some mention of testing in response to modifications of the Al-based systems, refer to
‘testing’.

Machinery lifecycle activity
Testing

Relevant or cited legislation, standards and
guidance

ISO/BS EN IEC 20889:2018
ISO/BS EN IEC /IEEE 29119-4

Findings

In Clause 6, an introduction to testing of Al-based systems is given. Brief discussion on the challenges
and possible approaches for testing of different characteristics is given in subclause 6.1 as follows:
testing versus system specifications, discussed prior in ‘design and installation’ (6.1.2); test input data
(6.1.3) — and refers to ISO/BS EN IEC 20889:2018 for information on sanitisation of data; self-learning
systems or systems that change their behaviour over time, including from the testing itself (6.1.4);
flexibility and adaptability, where it recommends testing both the functional and non-functional
requirements, and recommends a form of automated regression testing as a suitable approach (6.1.5);
testing methods for autonomous behaviours in an Al-based system (6.1.6); testing for system evolution
(or drift) through use of maintenance testing, discussed in ‘operation and maintenance’ (6.1.7); bias
created by training data (6.1.8); transparency, interpretability and explainability (6.1.9); complexity
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(6.1.10), taking into account variability in probabilistic and non-deterministic systems (6.1.11); the ‘test
oracle problem’ for Al-based systems (6.1.12) — which refers to Clause 8. Subclause 6.2 discusses
testing across the lifecycle: unit/‘component testing (6.2.2); integration testing (6.2.3); system testing
(6.2.4); system integration testing (6.2.5); acceptance testing (6.2.6); maintenance testing (6.2.7).

Clause 7 and Annex A discusses the form of Al referred to as ‘machine learning’ (ML). Annex A.1
introduces and defines ML, Annex A.2 covers describes the machine learning workflow. Clause 7
briefly identifies the Quality Assurance ( QA) and testing opportunities directly related to ML, including:
documenting functional and non-functional requirement acceptance criteria (7.3); documenting and
justifying framework, algorithm/model and hyperparameter selection (7.4); training data quality (7.5);
test data quality (7.6); model updates (7.7); adversarial examples and testing (7.8); and benchmarks for
ML (7.9).

Clause 8 covers black-box testing of Al-based systems and discusses 5 types of testing approaches:
combinatorial testing (8.1) and the section refers to ISO/ IEC /IEEE 29119-4; back-to-back testing (8.2),
sometimes referred to as differential testing; A/B testing (8.3); metamorphic testing (8.4); exploratory
testing (8.5).

Clause 9 covers white-box testing of neural networks: describing a neural network (9.1) — the example
given is a feedforward deep neural net; discussing test coverage measures for neural networks (9.2);
test effectiveness of the white-box measures (9.3); and white-box testing tools for neural networks
(9.4).

Clause 10 covers test environments for Al-based systems and states there is much in common with
conventional systems. It highlights two factors that affect test environment selection: (1) systems
expected to operate in large, complex and constantly changing environments; and (2) systems that can
physically interact with humans. It lists the benefits of virtual test environments. It discusses derivation
of test scenarios (10.2); and regulatory test scenarios and test environments (10.3) — relevant to safety-
related Al-based systems.

Machinery lifecycle activity
Competence

Findings

Competence, and the availability of competent or expert persons, is discussed in the TR.

Subclause 4.3.1 quotes the following from a 2019 International Data Corporation (IDC) Survey: ‘most
organisations reported some failures among their Al projects with a quarter of them reporting up to 50%
failure rate; lack of skilled staff and unrealistic expectations were identified as the top reasons for
failure’.
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Subclause 5.2, when discussing aligning Al-based systems with human values, raises the topic of
automation complacency as a problem that can occur in the interaction between human users and Al-
based systems, where too much trust is placed in an automated system.

Subclause 6.1.2 highlights: where testers are not fully cognizant of the required system behaviour, this
may be problematic; and experts may not reach consensus on what is considered acceptable Al-
system performance.

Subclause 6.1.3 highlights the tester performs the data management task but often with little or no
specialist training.

Subclause 7.9 states ‘ideally experts would be used to evaluate each new ML system, but that’s
normally too expensive’.

Gap. the TR frequently refers to ‘experts’ but doesn’t define what would constitute or qualify someone
as an expert. The TR that experts often come to different views, suggesting reliance on a single expert
in some scenarios of particularly high risk may be inappropriate or perhaps there is need for a system
which is less subjective than expert opinion or judgement.

Machinery lifecycle activity
Management of functional safety

Findings
Not covered in this TR.

Machinery lifecycle activity
Decommissioning

Findings
Not covered in this TR.

Machinery lifecycle activity
Security

Findings
Not covered in this TR.
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Appendix F — Cyber and Physical Security Standards

Appendix F covers standards and guidance documents that apply to cyber and physical security in systems and machinery, connected or
otherwise, in the workplace. Meeting the requirements of these standards will contribute to a stakeholder meeting the essential
requirements of the relevant UK regulations.

Table F.1 — HSE OG-0086 Cyber Security for Industrial Automation and Control Systems (IACS) 2nd Ed.

Legislation, standards and guidance

The Network and Information Systems
Regulations 2018 (NIS)

Full list of relevant regulations, good
practices, standards and guidance are
listed in full in the section titled ‘Further
References’.

General comments

In the context of cyber security industry often refers to Industrial Automation and Control Systems
(IACS), or Industrial Control Systems (ICS) or Operational Technology (OT). This Operational
Guidance (OG) uses the term IACS.

o Provides a comprehensive and well-structured framework for managing cyber security risks in
industrial automation and control systems (IACS).

o Emphasizes the importance of integrating cyber security into the overall safety management
system.

e Provides practical guidance on how to assess cyber security risks, implement controls, and
monitor and review cyber security performance.

o Aligns with international standards and best practices.

This OG is written for major hazards industries Specialist inspectors. This OG represents the HSE
interpretation of current and developing standards on industrial network, system and data security and
functional safety as far as they relate to major accident workplaces and relevant sectors of Operators of
Essential Services. Application of this OG could contribute towards a suitable demonstration of
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compliance with relevant legislation, to demonstrate that appropriate and proportionate measures have
been taken to control cyber security risks.

This OG applies predominantly to major hazard industries, and not directly to the machinery sector.
However, some content of this OG could apply to the machinery sector but may require a machinery
sector interpretation of what, for example, ‘appropriate and proportionate’ looks like.

This OG based on the following guiding principles, which apply equally to all industrial sectors where
IACS are employed:

e Protect, detect, and respond. It is important to be able to detect possible attacks and respond in
an appropriate and timely manner to minimise the impacts.

e Defence in depth. No single cyber security countermeasure provides absolute protection
because new threats and vulnerabilities can be identified at any time. To reduce these risks,
implementing multiple organisational, protective and detect and respond countermeasures in
series avoids single point failures: i.e.

a. Organisational Countermeasures — Governance, Risk Management, Asset
Management, Supply Chain Management, Policy and Procedures, Competence and
Awareness

b. Protective Countermeasures — ldentity and Access Control, Data Security, System
Security and Resilience

c. Detect and Respond Countermeasures — Security monitoring, Incident response.

Gap. The 2" edition OG would benefit from updated references.

Gap. This OG can be complex and time-consuming to implement for smaller organizations.

Gap. May not be suitable for machinery that is not part of an advanced manufacturing environment.
Gap. Does not provide specific guidance on how to implement technical security controls.
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Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443-2-1 (ed. 2, draft) Security
for Industrial Automation and Control
System

Findings
This OG predominantly assesses the IACS cyber security management system (CSMS), of which risk
assessment is a key component.

Prior to risk assessment, definition of the IACS scope must be completed. This process is covered in
depth in ‘Note 3 — Defining the IACS Scope’. Overall, this is achieved through producing a IACS simple
network diagram with the approach provided within the section. The output of this process is that IACS
assets are identified and allocated to zones with reference given to BS EN IEC 62443-1-1 and
examples given in ‘Appendix 3: Example Simple Network Drawings’'.

This OG presents the risk assessment aims as determining the risk profile of each IACS zone based
upon a simple IACS network drawing to allow appropriate and proportionate countermeasures to be
defined. Details of the approach to be taken is given in ‘Note 4 — Risk Assessment’ and in ‘Appendix 4:
Risk Assessment’. Appendix 4 states that there are a range of different risk assessment approaches
and that the subsequent concept presented is based upon BS EN IEC 62443-2-1 (ed. 2, draft). The
guidance in Appendix 4 states that the technical and organisational countermeasures considered within
this OG represent a minimum level of protection. There is likely a need to identify a multidisciplinary
team who can identify the consequences for a given threat (team member suggestions are included in
‘Note 4 — Risk Assessment’).

Appendix 4 goes on to state that it is likely assessment and implementation of countermeasures
targeting higher consequence scenarios will be a feature of future frameworks and therefore regulation,
with the final statement reiterating that the dutyholder remains responsible for applying relevant good
practice and selection of countermeasures to address major accident and/or loss of essential service
risks (as appropriate) on their site.

Identification and implementation of cyber security countermeasures are a step within the process of
management of cyber security on IACS. More detalil is given in Appendix 5: Cyber Security
Countermeasures. Here, the OG provides an interpretation of the basic level of countermeasures and
an example approach on how to decide which of these countermeasures should be allocated to each
zone.

Machinery lifecycle activity
Define and implement countermeasures

Relevant or cited legislation, standards and
guidance

Findings
Appendix 5 provides an interpretation of the basic level of countermeasures and an example approach
on how to decide which of these countermeasures should be allocated to each zone.

The OG does not cover design of IACS. The OG is written assuming an IACS is in place, where the
primary goal is risk assessment of the existing IACS. The risk assessment identifies the need for
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BS EN IEC 62443 Security for Industrial
Automation and Control System
ISA-TR84.00-09-2013 Security
Countermeasures Related to Safety
Instrumented Systems

countermeasures, with the risk assessment being updated to reflect where countermeasures are
implemented or planned.

Elements of the OG could be used to define requirements of an IACS design in terms of its
countermeasures, and check installation and implementation meets the principles of ‘protect, detect
and respond’ and ‘defence in depth’.

Machinery lifecycle activity

Operate and maintain security measures
Relevant or cited legislation, standards and
guidance

HSG65 Managing for Health & Safety

ISO 27001 Information technology —
Security technigues — information security
management systems -Requirements

BS EN IEC 62443-2-1 & 2-2 Security for
Industrial Automation and Control System

Findings

Appendix 1 of this OG covers the process for Cyber Security Management at IACS. Significant portions
of this OG are about the Cyber Security Management System (CSMS). To ‘Operate and maintain
security measures’, including ‘audit, monitor and review’ are part of the process for the management of
cyber security of IACS. ‘Note 2 — Cyber Security Management’ briefly introduces the purposes,
approach, and outputs of a CSMS Appendix 2: Cyber Security Management Systems, provides greater
detail of what should be implemented and how it may be evidenced.
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Machinery lifecycle activity
Change management

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443 and I1ISO 27001
BS EN IEC 61511,
Managing for health and safety (HSG65)

Findings
Change management is identified as a step in the process for management of cyber security on IACS
in Appendix 1.

This OG states that procedures defining responsibilities should be in place for identifying, recording,
and managing IACS assets. This is required for change management for all assets required for the
protection of the IACS with connections to corporate networks. Responsibility for this can be classified
as a joint with other departments if they are managed under the IACS CSMS. Relevant asset
information should be recorded to support asset management (incl. management of change), with the
OG providing a list of recommended information.

This OG states that procedures for management of change processes for the IACS should be in place.
This includes authorisation, assessment, and control of changes, such as additions, changes to
settings, patching or updating the software, organisation change, where IACS change control records
should be retained.

The OG requires IACS access records be maintained for users and assets, such as the need to act
following termination of employment, or change of role, etc.

Machinery lifecycle activity
Verification and Validation

Findings
Appendix 1, Note 5 — Define and Implement Countermeasures, states that an output of implementing

countermeasures would be to verify that no serious deficiencies remain in respect of the major accident
and/or loss of essential services consequences.

The OG states that procedures to complete validation testing of countermeasures for new projects,
modifications, replacement, or retrospective upgrade of installed systems should be in place, with the
dutyholder being expected to demonstrate this with validation test records.
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Machinery lifecycle activity Findings

Competence This OG recognises a requirement to assure the competence of persons, both in-house or third party,
who are involved with any aspects of cyber security of IACS. The OG states inspectors will verify the
adequacy of a cyber security management system (CSMS), including competence management.
Procedures should be in place for management of cyber security competence — definition of
requirements, providing necessary training, knowledge and experience and ongoing verification
including refresher trainer where appropriate — of both employees and third parties with IACS
responsibilities (Appendix 2: Cyber Security Management Systems — B6 Staff Awareness and
Training). What the dutyholder could be asked to provide as evidence of this is given in the same
section.

This OG also recommends the dutyholder apply proportionate resourcing as part of the need to
manager security risk. The OG states that the CSMS should include procedures to verify new and
existing personnel in IACS roles, incl. character references, verification of qualifications, security
clearance, where legally permitted, etc.

Machinery lifecycle activity Findings

Decommissioning Decommissioning is briefly mentioned in Appendix 1, Note 2: ‘technical aspects of cyber security
management do not need to be different to any technical discipline, for example, in the way that
Engineering projects are executed, or assets are maintained, modified and decommissioned.’

Table F.2 -—BS EN BS EN IEC 62443-3-2:2020 Security for Industrial Automation and Control Systems (IACS) — Part 3-2: Security
risk assessment for system design

Legislation, standards and guidance General comments:
Network Information Systems (NIS) BS EN IEC 62443-3-2:2020 ‘strives to define a set of engineering measures that will guide an
Regulations 2018 organisation through the process of assessing the risk of a particular IACS and identifying and applying

security countermeasures to reduce the risk to tolerable levels’. The intended audience includes ‘the
asset owner, system integrator, product supplier, service provider, and compliance authority’.

BS EN IEC 62443-3-2:2020 establishes requirements for:
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e defining a system under consideration (SUC) for an industrial automation and control
system (IACS);

partitioning the SUC into zones and conduits;

assessing risk for each zone and conduit;

establishing the target security level (SL-T) for each zone and conduit; and
documenting the security requirements.

Within the document, it states the EUC could include emerging technologies. Examples given
of ‘emerging technologies’ are industrial Internet of Things (IIOT) or cloud-based solutions. No
references to support consideration of emerging technologies are cited in this standard.

Structure of the BS EN IEC 62443 series (Figure 1, BS EN IEC 62443-3-3) states BS EN IEC
/TR 62443-1-4 covers the IACS security lifecycle and use-case, but this is not available.

BS EN BS EN IEC 62443-3-2:2020 could benefit from the following gaps being addressed.

Gap. improvements could be made to increase cross-referencing within BS EN IEC 62443-3-2
to other parts of BS EN IEC 62443 series to better inform the overall cyber security lifecycle or
other relevant documentation (not all parts of the BS EN IEC 62443 series have been released
at the time of writing so this may correct with time).

Gap. This standard would benefit in explicitly stating confirmation of risk assessment is
required during the change process or periodically (such as every 3 years) or in response to
new threats.

Gap. BS EN IEC 62443-3-2 would benefit from greater clarity of how competence or other
organisational factors can be assessed, managed, and documented (or provide reference to
relevant material).

Gap. Annex A refers to other parts of BS EN IEC 62443. However, if V&V activities are not
covered in those standards then this standard would benefit from reference to other suitable
materiel.
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Gap. The BS EN IEC 62443 series of standards would benefit from a TR covering application
of these standards to the machinery sector where individual machines may not require the
same level of rigour regarding cyber security, for example, as that applied to networked IACS.

Gap. Can be complex and time-consuming to implement, especially for large and complex
IACS. The standard requires a significant amount of effort to gather information, identify
threats and vulnerabilities, and assess the potential impact of security incidents.

Gap. May not be suitable for all IACS environments. The standard is primarily focused on
IACS that are connected to the internet. Organizations with IACS that are not connected to the
internet may not need to comply with all the requirements of the standard.

Gap. The standard assumes that the person conducting the assessment has a good
understanding of IACS and security risk, which are different skill sets.

Machinery lifecycle activity
Hazard identification and risk assessment

Findings

Clause 4 in BS EN IEC 62443-3-2:2020 describes the requirements for partitioning a SUC into zones
and conduits as well as the requirements for assessing the cyber security risk and determining the
target security level for each defined zone and conduit. The requirements introduced in Clause 4 are
referred to as zone and conduit requirements (ZCR). Clause 4 also provides rationale and
supplemental guidance on each of the requirements.

The organisation shall:

* ZCR 1 — Identify the SUC, incl. perimeter and access points

* ZCR 2 — Perform an initial cyber security risk assessment or confirm applicability of previous cyber
security risk assessment to identify the worst case unmitigated cyber security risk that could result from
interference with, breach or disruption of, or disablement of mission critical IACS operations

» ZCR 3 — Partition the SUC into zones and conduits, with the requirements and recommendations set
out within sub clauses of 4.4
* ZCR 4 — Compare initial risk determined with the organisation’s tolerable risk

* ZCR 5 — Where risk is found in ZCR 4 to be intolerable, perform a detailed cyber security risk
assessment per zone or conduit, with requirements set out within sub clauses of 4.6. The sub process
is summarised as follows:
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* ZCR 5.1 — Identify threats

* ZCR 5.2 — Identify vulnerabilities

* ZCR 5.3 — Determine consequences and impact

* ZCR 5.4 — Determine unmitigated likelihood

+ ZCR 5.5 — Determine unmitigated cyber security risk

* ZCR 5.6 — Determine the target security level (SL-T)

*+ ZCR 5.7 — Assess if unmitigated risk exceeds the tolerable risk
+ ZCR 5.8 — For intolerable risk, identify and evaluate existing countermeasures
* ZCR 5.9 — Re-evaluate likelihood and impact

* ZCR 5.10 — Determine residual risk

* ZCR 5.11 — Check residual risk is at or below tolerable risk

+ ZCR 5.12 — For intolerable risk, identify additional cyber security countermeasures (followed by
repeat of ZCR 5.9, 5.10 and 5.11)

*« ZCR 5.13 — When a tolerable risk is achieved, document and communicate results in a risk
assessment report

+ ZCR 6 — Document cyber security requirements, assumptions, and constraints (refer to ‘cyber security
requirements specification’ — below)

*+ ZCR 7 — Asset owner approval

Health, safety and environment related assets have supplementary requirements in the standard. But
the standard is not exclusive to hazard industries and it describes the risk assessment impacts may
include business interruption, production loss, product quality, financial, legal, regulatory, reputation,
etc.

The overall process workflow is set out in Figure 1 ‘primary steps to establish zones and conduits as
well as to establish risk’ (ZCR 1-7), with the steps of the detailed risk assessment set out in Figure 2
‘detailed cyber security risk assessment workflow per zone or conduit’ (ZCR 5.1-5.13). The standard
states the use of flowcharts illustrate workflow between requirements, but alternative workflows may be
used.

Machinery lifecycle activity
Cyber security requirements specification

Findings
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Relevant or cited legislation, standards and
guidance

ISA-TR84.00.09 Cybersecurity Related to
the Functional Safety Lifecycle

Referred to as ZCR 6 and covered in Clause 4.7, the cyber security requirements specification (CRS)
shall document the countermeasures based on the outcome of the risk assessment as well as
company requirements or policies, standard and regulations. Also, at a minimum the CRS shall include:

» SUC description,

 zone and conduit drawings,

 zone and conduit characteristics,

* physical and logical operating environment details,

« threat environment (including both current and emerging threats),

* organisational security countermeasures and policies,

» the organisation’s tolerable risk,

» applicable regulatory requirements.

The requirements of each of the components of the CRS is discussed in turn in clauses 4.7.3 to 4.7.10.

Machinery lifecycle activity
Define and implement countermeasures

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443-3-3:2019 Industrial
communication networks. Network and
system security. System security
requirements and security levels

BS EN IEC 62443-4-2:2019 Security for
industrial automation and control systems.
Technical security requirements for IACS
components

Findings

A brief overview of the design process is given in Annex A, through discussion of security levels
(defined in BS EN IEC 62443-4-2:2019 and categorised in BS EN IEC 62443-3-3:2019). The design
team develop the target security level (SL-T) for a system, as described in ‘hazard identification and
risk assessment’, and design the system to meet the SL-Ts using an iterative process of assessing the
proposed design’s achieved security level (SL-A) versus the SL-T. This is followed by selection of
components and systems with the necessary security level capabilities (SL-Cs) to meet the SL-T, or
where not available, complement the available ones with compensating countermeasures.

In summary, the risk assessment and requirements of the standard inform the IACS design; throughout

the design phase, there is a need to assess the proposed system versus the required target security
level determined through risk assessment.

Machinery lifecycle activity
Operate and maintain security measures

Findings

The standard calls for confirmation of previous or initial cyber security risk assessments (clause
4.3.1.1) but does not state the frequency of review or what might prompt the need for review and
confirmation.

Annex A states achieved security levels (SL-As) of a system in place is compared to the target security
levels (SL-Ts) determined through risk assessment.
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Machinery lifecycle activity
Change management

Findings
Not covered by this standard.

Machinery lifecycle activity

Verification and Validation

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443-3-3:2019 Industrial
communication networks. Network and
system security. System security
requirements and security levels

BS EN IEC 62443-4-2:2019 Security for
industrial automation and control systems.
Technical security requirements for IACS
components

Findings

V&V activities are not explicitly covered by this standard. However, in Annex A, there is discussion of
checking a design versus target and system in place versus target, indicating there is a requirement for
verification and validation.

Machinery lifecycle activity
Competence

Findings

Competence is not explicitly covered by this standard. Clause 4.6.14.1, states that the risk assessment
documentation shall include the names and titles of the participants. Further, in Clause 4.8, it is
highlighted that risk assessments are often facilitated by or consult with subject matter experts, but the
risk assessment shall be reviewed and approved by asset owner management who has authority to
make decisions on risk.
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Table F.3 —BS ISO 8102-20 Electrical requirements for lifts, escalators and moving walks — Part 20: Cybersecurity

Legislation, standards and guidance

NIS regulations 2018, ISO 8100-1:2019,
Lifts for the transport of persons and goods
— Part 1: Safety rules for the construction
and installation of passenger and goods
passenger lifts

BS EN IEC /TS 62443-1-1:2009, Industrial
communication networks — Network and
system security — Part 1-1: Terminology,
concepts and models

BS EN IEC 62443-3-2:2020, Security for
industrial automation and control systems
— Part 3-2: Security risk assessment for
system design

BS EN IEC 62443-3-3:2013, Industrial
communication networks — Network and
system security — Part 3-3: System
security requirements and security levels

BS EN IEC 62443-4-1:2018, Security for

industrial automation and control systems
— Part 4-1: Secure product development
lifecycle requirements

BS EN IEC 62443-4-2:2019, Security for
industrial automation and control systems
— Part 4-2: Technical security
requirements for IACS components

General comments

BS ISO 8102-20:2022 specifies cybersecurity requirements for new lifts, escalators, and moving walks,
collectively referred to as "Equipment Under Control (EUC)." It covers various lifecycle steps such as
product development, manufacturing, installation, operation and maintenance, and decommissioning.
The standard addresses the roles of product suppliers and system integrators in ensuring
cybersecurity. It outlines minimum requirements for essential functions, safety functions, and alarm
functions of the EUC. The standard applies to EUCs capable of connecting to external systems like
building networks or cloud services. It does not apply to EUCs installed before its publication date.

Note most of the subclauses of this standard cite the relevant BS EN IEC 62443 series standards as
listed in the legislations, standards and guidance column of this table.

Clause 4: General Requirements

e Scope and Applicability: This clause outlines the scope of the standard, which applies to new
lifts, escalators, and moving walks ("equipment under control" or EUC) designed according to
the ISO 8100 series, as well as other relevant standards. It also clarifies that the standard
covers related lift equipment connected to the EUC.

¢ Roles and Responsibilities: This clause defines the roles of the product supplier and system
integrator (as per BS EN IEC 62443-4-1:2018), emphasizing their responsibilities in establishing
documentation that enables the EUC owner (asset owner) to achieve and maintain
cybersecurity. The role of the asset owner is not explicitly addressed, but requirements are
provided for the product supplier and system integrator to support the owner's security efforts.

e Cybersecurity Lifecycle: This clause identifies the key lifecycle stages of the EUC where
cybersecurity requirements apply: product development (process and product
requirements), manufacturing, installation, operation and maintenance, and
decommissioning. This ensures that security considerations are integrated throughout the entire
lifecycle.
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Clause 5: Cybersecurity Risk Management

o Risk Assessment Methodology: This clause establishes a framework for conducting a
cybersecurity risk assessment, including identifying potential threats, vulnerabilities, and
impacts, and determining their likelihood and severity. It also specifies risk mitigation strategies
and acceptance criteria.

e Security Requirements: Based on the risk assessment, this clause outlines security
requirements for essential functions, safety functions, and alarm functions of the EUC. These
requirements address areas like
confidentiality, integrity, availability, authentication, authorization, and non-repudiation.

e Security Documentation: This clause mandates the creation of security documentation, which
should include the risk assessment, mitigation strategies, security requirements, and
implementation details. This documentation is crucial for demonstrating compliance and
ensuring proper security measures are in place.

Additional Considerations:

e Connectivity: Clause 5 also addresses the cybersecurity implications of EUC connectivity to
external systems (building networks, cloud services, service tools, etc.), regardless of whether
the connection is permanent or temporary. It specifies requirements for secure interfaces and
data communication protocols.

e Updates and Patches: The standard emphasizes the importance of keeping the EUC software
and firmware up-to-date with the latest security patches to address newly discovered
vulnerabilities.

o Compliance: Meeting the requirements of BS ISO 8102-20:2022 can help
manufacturers, installers, and asset owners demonstrate their implementation of cybersecurity
in the design, development, operation, and maintenance of lifts, escalators, and moving walks.

Clause 6 Key points:
e Purpose: Provide information for achieving and maintaining EUC security.

e Target audience: Asset owners, maintainers, and other relevant stakeholders.
e Content:
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o Integration, configuration, and maintenance: Instructions on secure
setup, configuration, and maintenance of the EUC.

o Target security level: Definition of the desired security level and guidance to assess and
maintain it.

o Stakeholder roles: Clear explanation of different stakeholder roles and responsibilities
related to EUC security, including knowledge transfer during lifecycle events like
changing maintenance providers.

o Security configuration options: Listing and explanation of all EUC security configuration
options, including default and optional settings.

o External system dependencies: If external systems are needed for security, define the
necessary requirements for them.

o Vulnerability reporting: Procedures for reporting security vulnerabilities in a secure
way, protecting other installations using similar components.

Overall, this section emphasizes the importance of clear and comprehensive information for all
stakeholders involved in securing the EUC.

This standard specifies the minimum cybersecurity requirements for:

e essential functions;
¢ safety functions;
e alarm functions.

This standard is applicable to EUCs that are capable of connectivity to external systems such as
building networks, cloud services, or service tools. The capability to connectivity can exist through
equipment permanently available on site, or equipment temporarily brought to the location during the
installation, operation and maintenance, or decommissioning steps. EUC interfaces to external systems
and services are in the scope of this standard. External systems and services as such are out of
the scope of this document. the date of its publication Figure 2, for the EUC.

The standard addresses the roles of product supplier and integrator (as shown in BS EN IEC 62443-4-
1 Figure 2). The standard does not address the role of asset owner (as shown in BS EN IEC 62443-4-1
Figure 2) but defines requirements for the product supplier and system integrator of the EUC to
establish documentation for use by the end user.
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For information, Annex D provides guidance for application of zones and conduits

Key Points:

e Zones and Conduits:

o

O
O
@)

A zone groups cyber assets with the same security level for each functional requirement
(FR). It can have sub-zones but not sub-conduits.

A conduit is a dedicated communication link with a single security level for all FRs.
Zones and sub-zones can communicate through multiple conduits.

See BS EN IEC 62443-3-2:2020 for more information.

e Security Level Determination:

o

Essentially:

Each zone's security level is based on the highest security level required by any FR for
functions within that zone.

In the example (Figure D.1), functions in zones Z1 and Z2 use the security levels from
Table D.1, columns Z1 and Z2.

The highest security level vector defined for any function within a zone applies to all
assets in that zone (safety, essential, alarm domains).

e Zones group assets with the same security needs.
e Conduits are secure communication channels.
o [Each zone's security level is based on its most demanding function.

This document addresses the roles of product supplier and system integrator as shown in BS
EN IEC 62443-4-1:2018

Gap. The standards referrers extensively to BS ISO 62442 and hence constant mapping
between the two standards present an extra level of complexity which may be too complex
and time-consuming to implement for SMEs.
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Gap. May not be suitable for all EUC. The standard is primarily focused on EUC that is
connected to the internet. Organizations with EUC that is not connected to the internet may
need clarity on which aspects of security they would benefit following.

Gap. Does not provide specific guidance on how to implement technical security controls. The
standard provides general guidance on the types of controls that should be implemented, but it
does not provide specific recommendations for specific EUC, or point to where help can be
found, especially for SMEs.

Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443 series :2018
ISO 27005:2018

Findings

Annex A.3.2 presents guidance on: threat modelling approach, identifying the specific assets of the
EUC, identifying relevant attacker types, application examples of compensating countermeasures,
identifying threats endangering the identified assets, individual risk events indication, assess individual
risk events, create security requirements, and repeat assessment of individual risk events. This follows
a typical risk assessment process.

Annex B provides additional information on conducting security risk assessments for lifts, escalators,
and moving walks. The key points are listed below:

o Additional Considerations: This annex goes beyond the general risk assessment method in
Annex A by introducing specific aspects for lifts, escalators, and moving walks.

o Adapting the Assessment: It suggests adapting the assessment based on the specific
product, including adding more risks, assets, functionalities, or deviating from requirements if
necessary.

e Industry-Specific Guidance: Since there's no established ecosystem of security methods for this
industry, the annex provides specific guidance tailored to these products.

o Risk Assessment Points:

o Risk acceptance depends on stakeholders, legal factors, organization, use case, and
societal values.

o Security needs to consider aspects beyond functional safety standards (e.g., ISO
14798).
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Develop a risk rating system for comparison.
Qualitative approach for risk probability due to difficulty in quantifying it.
Balance cost and security benefit in risk reduction measures.

Security and functional safety are separate domains requiring different approaches and
expertise.

o Include diverse team members with different backgrounds for a comprehensive

assessment.

o Threat actors vary based on specific product and context.
Overall, this annex emphasizes the importance of tailoring security risk assessments for lifts,
escalators, and moving walks while considering industry-specific aspects and balancing security with
practicality.

o O O O

Machinery lifecycle activity
Cyber security requirements specification

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443

Findings

Clauses and subclauses of 4.3 discuss ‘specification of security requirements’. Per Annex C, there are
additional requirements in this standard compared with BS EN IEC 62443, specifically: the information
for use shall indicate assumptions about the environment of the EUC and threat model shall consider
the complete life cycle of the EUC.

Annex A. Additional information on secure development lifecycle for lifts, escalators and moving walks
Purpose:

o Annex A provides supplementary guidance on implementing a secure development lifecycle
(SDL) for lifts, escalators, and moving walks as outlined in the main body of BS EN IEC 8012-
20 part 20.

o It emphasizes the importance of security throughout the entire development process, from initial
concept to deployment and maintenance.

Key points:

e Security requirements definition: Defines security requirements specific to lifts, escalators, and
moving walks, considering factors like risk assessment, threat modelling, and vulnerability
analysis.

e Secure design and implementation: Provides guidance on incorporating security measures into
the design and development of these systems, including secure coding practices, secure
hardware selection, and access control mechanisms.
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e Verification and validation: Outlines methods for verifying that security requirements have been
met and for validating the overall security of the system.

e Security testing: Describes various security testing techniques applicable to lifts, escalators, and
moving walks, such as penetration testing and vulnerability scanning.
e Incident response: Provides guidance on establishing an incident response plan for addressing
security incidents involving these systems.
Additional notes:
e Annex A is intended to be used in conjunction with the main body of BS EN IEC 8012-20 part

20, which provides the overall framework for cybersecurity in lifts, escalators, and moving
walks.

Machinery lifecycle activity
Define and implement countermeasures

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443

Findings
Clauses and subclauses of 4.4 and 4.5 discuss ‘secure by design’ and ‘secure implementation’. Per

Annex C, the requirements set out in this draft standard are no different from that required by BS EN
IEC 62443 for these sections.

Clause 5.5 ‘selection of countermeasures’ states should the threat model required by 4.3.2 yield threats
that are not adequately mitigated by the security level vectors for EUC function domains (Table 2), then
the residual threats shall be mitigated by additional security controls and countermeasures.

Annex A.4 and A.5 list additional guidance on ‘secure by design’ and ‘secure implementation’.

Annex C List of security practices

Table C.1 lists security practices, gives an overview of the applicable requirement as listed in Clause 4,

including the specific subclause number and the BS EN IEC 62443 series standard (SM-?) requirement
number.

Machinery lifecycle activity
Operate and maintain security measures

Relevant or cited legislation, standards and
guidance

ISO/TR 22100-4:2018

Findings

As this draft standard does not address the role of asset owner, operation and maintenance of security
measures is not extensively covered. It does, however, discuss and set out requirements of
‘information for use’ in Clause 6, which ‘shall describe how to integrate, configure and maintain the
security of the EUC’. ISO/TR 2100-4:2018 is referred to as guidance on cooperation and coordination
between different stakeholders during the whole life cycle.
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Machinery lifecycle activity
Change management

Findings
As this draft standard does not address the role of asset owner, change management is not extensively

covered. It does, however, state ‘it is mandatory to repeat the risk assessment at least at every major
change of the EUC or threat landscape’ in Annex A.3.8.

Machinery lifecycle activity
Verification and validation

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443

Findings

Clauses and subclauses of 4.6 state the requirements for ‘security verification and validation (SVV)
testing’. Per Annex C, the requirements set out in this draft standard are no different from that required
by BS EN IEC 62443 for this section.

Annex A.6 additional guidance on security validation. It states the following activities related to security
are important, are recommended or should be considered: dynamic analysis; fuzz testing; penetrating
testing, incl. by independent third-party on a periodic basis; verify countermeasures of threat modelling
findings are properly implemented; independent third-party analysis vulnerability and penetration
testing, where security target level is 2 or more; and ‘red teaming and blue teaming’ (reference
provided in the draft standard’s bibliography).

Machinery lifecycle activity
Competence

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443-4-1:2018
ISO 8100 series
ISO/TR 22100-4-2018

Findings
The requirement of BS EN IEC -62443-4-1:2018, SM-4: security expertise shall apply and in addition,
training programs shall include safety expertise as defined in the ISO 8100 series.

Security risk assessments will need to be completed with lift specific expertise — ‘since there is no
ready to use method for assessing security risks for lifts, escalators and moving walks, generic
standards have to be used in conjunction with lift specific expertise’. Recommended risk assessment
team backgrounds are quoted in Annex B.1.

Expertise is also used in Annex B to describe the capability of adversaries to compromise the system
of EUC.

Machinery lifecycle activity
Management of functional safety

Relevant or cited legislation, standards and
guidance

ISO 14798

Findings

Annex B.1 states ‘in addition to risk assessments according to functional safety standards like ISO
14798, multiple industry specific aspects of security risk have to be considered’ with an example given
in Table B.1.

Annex B.1 states ‘security is not a subset of functional safety and a security risk assessment should
therefore not be carried out under the responsibility of functional safety personnel’.
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Machinery lifecycle activity
Decommissioning

Findings

The scope of the draft standard states it includes the decommissioning life cycle step. The draft
standard provides some brief considerations and recommendations for decommissioning activities in
Annex A.8.

Table F.4 — PD BS EN IEC /TR 63074:2019 Safety of machinery — Security aspects related to functional safety of safety-related

control systems

The following could have also been included in Appendix B — Generic Machinery Safety Standards but included here as it examines
security aspects related to functional safety.

Legislation, standards and guidance
BS EN IEC 62443 (all parts)

BS EN IEC 62061

ISO 13849-1

ISO/BS EN IEC 27001

General comments:

This technical report (TR) gives guidance on the use of BS EN IEC 62443 (all parts) related to those
aspects of security threats and vulnerabilities that could influence functional safety implemented and
realised by safety-related control systems (SRCS) and could lead to the loss of the ability to maintain
safe operation of the machine.

The introduction provides some context on industrial automation systems and their exposure to security
attacks, such as remote access is possible and standard IT industrial system “convergence” is
increasing.

This TR describes a methodology for assessing and managing security risks in SRCS. This
methodology can be used to identify, prioritize, and address security risks in a systematic way.

Provides guidance on implementing security controls in SRCS. This guidance can help to ensure that
SRCS are protected from unauthorized access, manipulation, and disruption.

Clause 4.1 characterises the relationship between safety and security aspects as follows: a machine
has appropriate protective measures; security countermeasures applied for a machine are to be
appropriate to avoid degradation of the performance of protective measures that implement safety
function(s).
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Gap. Can be complex and difficult to understand for non-experts. The technical language and
concepts may be challenging for those who are not familiar with cybersecurity and functional
safety.

Gap. Does not provide specific recommendations for implementing security controls. The
guidance is general in nature and may not be applicable to all SRCS.

Gap. May not be up-to-date with the latest cybersecurity threats and vulnerabilities. The
standard was published in 2019 and may not reflect the latest developments in the
cybersecurity landscape.

Machinery lifecycle activity
Hazard identification and risk assessment

Relevant or cited legislation, standards and
guidance

ISO 12100

Findings:

Regarding the relationship in security and safety, the TR presents the example of an attack on the
machine resulting in the disabling or bypassing of the safety function in Note 1 (Clause 1). The
interface between security and safety in a machine control system is shown graphically in Figure 1 and
Figure 2.

Section 4.2 discusses the safety objectives and refers to ISO 12100 or an appropriate type-C standard
for specific machine types.

Section 4.3 discusses the security objectives: confidentiality, integrity and availability. TR 63074 states
security risks are evaluated using a security risk assessment and it recommends it should be event
driven or periodic, referring to Annex B which gives examples of triggers.

Subclause 5.1.1 is titled ‘security risk assessment’. It states the security risk assessment of ‘the
machine in its environment’ considers various lifecycle phases. A vulnerability assessment is part of a
security risk assessment.

Subclause 5.1.2 discusses the ‘security risk response strategy’, that is to mitigate intolerable security
risks through designing the security risk out, or limiting it through implementation of countermeasures,
or accepting the security risk where it is tolerable.

The TR contains some helpful discussion regarding the roles of manufacturer and user in the security
risk assessment. Subclause 5.1.1 states implementation of countermeasures by the manufacturer can
be based on assumptions about the threats. Clause 7 states the manufacturer (or integrator) of the
machine should provide information to the user of the machine(s) to support the overall security risk
assessment and states what this might typically include.
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Machinery lifecycle activity

Safety requirement specification (SRS) of
the safety function and cyber security
requirements specification

Relevant or cited legislation, standards and
guidance

BS EN IEC 62061
ISO 13849-1
BS EN IEC 62443 (all parts)

Findings
Subclause 4.2 states ‘safety functions that are performed by a SCS shall achieve a safety integrity level
equivalent to SIL according to BS EN IEC 62061 or PL according to ISO 13849-1.

Subclauses 4.3 and 5.2.1 states the security countermeasure should not adversely affect any safety
function performed by the SCS.

Machinery lifecycle activity

Design and installation / Define and
implement countermeasures

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443 (all parts)

Findings

Subclause 5.2 states further investigation of the influence security measures on safety has to be
performed. It states ‘security countermeasures should consider the foundational requirements of BS
EN IEC 62443 (all parts and possible influences on SCS)’ and Table 1 gives an overview of
foundational requirements and possible influence(s) on a SCS. Each of the security foundational
requirements are discussed in turn:

« |dentification and authentication — subclause 5.2.2;
* Use control — subclause 5.2.3;

» System integrity — subclause 5.2.4;

» Data confidentiality — subclause 5.2.5;

 Restricted data flow — subclause 5.2.6;

* Timely response to events — subclause 5.2.7;

» Resource availability — subclause 5.2.8.

In these subclauses, the TR refers the reader to clauses of BS EN IEC 62443-3-3 for further
information.

Subclause 5.2 also refers to Annex A which gives ‘information regarding threats that can help to better
understand the relationship between threat and vulnerability’.

Annex C is described to contain ‘an example showing the information flow between device supplier,
manufacturer of the machine (or integrator) and user of the machine during the design phase’.

Machinery lifecycle activity

Findings
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Operation and maintenance

Refer to ‘Verification and Validation.’

Machinery lifecycle activity
Management of change

Findings

Not explicitly covered in this TR.

There are a few mentions of ‘change’ throughout the TR: Subclause 5.2.4 refers to unauthorised
changes in relation to system integrity; Annex A mentions ‘types of threats can be accidental or non-
validated changes’, suggesting improper management of change can introduce threats; Annex B.2
discusses events that trigger or initiate security risk assessment, incl. change in use of a machine.

Machinery lifecycle activity
Verification and validation

Findings
Clause 7 is titled ‘verification and maintenance of security countermeasures. It is brief (4 lines total),
states verification can be achieved by testing or analysis, and refers to 5.1.1 which is also brief.

Machinery lifecycle activity
Competence

Findings
Not explicitly covered by this TR.

Annex A.1, when listing threats, mentions inadvertent errors, including action taken where the
conseguence of their action is not recognised, which may be inferred to be relating to competence.
Successful defences against phishing, described as an ‘active threat’ (as opposed to passive) in Annex
A.1, often depends on the ability of individuals within the organisation to identify phishing attempts and
respond accordingly.

Table F.5-PD BS EN IEC PAS 63325:2020 Lifecycle requirements for functional safety and security for IACS

Legislation, standards and guidance

General comments

This Publicly Available Specification (PAS) provides guidance in the form of structured framework for
managing functional safety and security risks throughout the lifecycle of Industrial Automation and
Control Systems (IACS). This helps to ensure that IACS are designed, built, operated, and maintained
in a way that is both safe and secure.
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The following could have also been
included in Appendix B — Generic
Machinery Safety Standards but included
here as it addresses coordination and
avoidance of conflicts between functional
safety and security. Legislation, standards
and guidance

The PAS emphasizes the importance of integrating functional safety and security into the overall IACS
management system. This helps to ensure that these two disciplines are not treated in isolation, and
that they are considered together at all stages of the IACS lifecycle.
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The PAS provides practical guidance on how to assess functional safety and security risks,
implement controls, and monitor and review functional safety and security performance. This
guidance can help organizations to develop and implement effective functional safety and
security management systems.

This PAS provides requirements and guidance for ensuring and assuring functional safety and
security in different stages of the lifecycle. The introduction states, ‘safety and security are
becoming increasingly interdependent’ and the specification’s aims are ‘to provide
requirements and suggestions to support coordination between functional safety and security’.
The specification states ‘it will help the coordination of risk assessment, design and
management and operation processes, avoiding conflicts between functional safety and
security’.

Annex A contains ‘measures that could be used in the coordination of safety and security in different
life cycle stages.’

Gap. Can be complex and time-consuming to implement, especially for large and complex
IACS. The standard requires a significant amount of effort to gather information, identify
threats and vulnerabilities, and assess the potential impact of safety and security incidents.

Gap. May not be suitable for all IACS environments. The standard is primarily focused on
IACS that are connected to the internet. Organizations with IACS that are not connected to the
internet may not need to comply with all of the requirements of the standard.

Gap. Requires a certain level of expertise in functional safety and security. The standard
assumes that the person conducting the assessment has a good understanding of
IACS, functional safety, and security.

Gap. The specification does not cover wireless connection security/safety
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Machinery lifecycle activity
Hazard identification and risk assessment

Findings
Subclause 6.1 discusses ‘concept and scope’ and the need to identify the safety and security-related

system, titled ‘system of interest’ (SOI). Subclause 6.2 covers risk assessment. It discusses hazard and
risk analysis, threat-vulnerability assessments, risk criteria and conflict resolution.

Annex A.1 ‘risk assessment’ recommends performing ‘an interrelated hazard and risk assessment that
contains both safety and security aspects’. It states safety risk is generally increased due to
consideratins of security threats. The remainder of the section mentions different possible types of
security threats.

Machinery lifecycle activity

Safety requirement specification (SRS) of
the safety function and cyber security
requirements specification

Findings
A.2.10 states ‘in general, operation of safety-related systems and related security countermeasures

shall be according to the safety/security requirements specification to ensure the required safety
functions are maintained with the required SIL’.

A.2.11 states proof testing will be performed to provide safety functions work as defined in the SRS.

Gap. while SIL is mentioned, security level (BS EN IEC 62443 series) is not mentioned in this
specification (other than item in general process, Figure 1).

Machinery lifecycle activity

Design and Installation / Define and
Implement Countermeasures

Findings
‘Development and implementation’ is discussed in subclause 6.3 and reiterates that non-segregated
security countermeasures shall comply with BS EN IEC 61508 parts 1, 2 and 3.

Annex A.2 discusses some security threats and countermeasures, incl. physical access control (A.2.1),
segmentation of networks into zones and protection at the boundaries (A.2.2), the communication
protocol in use and its vulnerability (A.2.3), and remote access control (A.2.4). A.2.5 states ‘the usage
of wireless is not discussed in this specification’. On the device level, responsibilities of device vendors
and operators are listed in A.2.6. A.2.7 discusses the ‘control level’.

Machinery lifecycle activity
Operation and Maintenance

Findings

Subclause 6.3.2 covers ‘response to system failures or security events’. Subclause 6.4 states the
management system shall cover operation and maintenance. It states during proof testing of safety-
related systems, the tests must prove there are no adverse effects between safety and security. The
specification states ‘security activities should be enhancements to the mature operation and
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maintenance procedures for functional safety in a plant, and security risks should be considered as part
of the organisation’s risk management processes’ — suggesting a recommended approach of
implementation of functional safety and security standards.

Annex A.2.9 covers ‘integration of safety and security monitoring’. A.2.10 covers ‘monitoring of normal
operation’, and A.2.11 ‘routine maintenance and inspection’.

Machinery lifecycle activity
Management of change

Findings

Management of change is covered in subclause 5.3. It begins by stating ‘interrelated modification
management shall be established’ and discusses how change to functional safety may leave a system
exposed and conversely how changes to security may impact the safety function. Cross-auditing,
additional measures, testing and risk assessments can be used at the interface between functional
safety and security.

Modification is briefly discussed in A.2.12.

Machinery lifecycle activity
Verification and validation

Findings

It is recommended verification of security mechanisms is performed periodically (A.2.11). Re-validation
of the security countermeasures shall be completed after modification (subclause 6.5 and A.2.12). A
note within subclause 6.4 discusses appropriateness of online verification of security countermeasures
considering the potential for a spurious trip.

Machinery lifecycle activity
Competence

Findings

Subclause 5.2 discusses ‘all people, related to common safety and security activities, shall be clearly
aware of their responsibilities and tasks’, but does not mention competence (likely covered in 61508 or
62443 series).

Subclause 6.2.2 ‘hazard and risk analysis / threat-vulnerability assessment’ states human competence
can be considered as a hazard factor or threat possibility.

Annex A.2.11 states routine maintenance and inspection ‘should be performed by trained people’.

Machinery lifecycle activity
Management of functional safety

Findings

Clause 5 covers ‘management coordination requirement[s]’, incl. management of change [refer to
above]. The section states technical management processes shall be considered at the beginning of
the lifecycle and implemented through the whole lifecycle.
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The aims are reiterated: achieving safety and security [...] to minimise the risk of human harm, major
property losses, environmental damage and reputation effects’ (the risks will depend upon what the
Equipment Under Control (EUC) is and its environment, etc.).

Subclause 5.2 discusses communication between functional safety and security-related people and
states ‘special coordination procedures and mechanisms shall be established to deal with functional
safety and security crossover work’. It notes there may be conflict between functional safety measures
and security countermeasures, but that a compromise that achieves the tolerable risk shall be found.

Machinery lifecycle activity
Decommissioning and disposal

Findings

According to clause 4, decommissioning and disposal is considered part of the lifecycle. Subclause 6.4
covers decommissioning. It anticipates analysis of decommissioning impact to functional safety is
‘normally [...] covered by a mature safety management procedure for functional safety’. For security, it
states ‘additional management countermeasures shall be included’, incl. ‘monitoring, test and release
of updates or patches of countermeasures as well as re-validation after modification’.

Decommissioning and disposal is not covered in Annex A.

Table F.6 — Draft BS EN BS EN IEC 62443-2-1, Security for Industrial Automation and Control Systems. Part 2-1: Security program

requirements for IACS asset owners.

Legislation, standards and guidance
BS EN IEC 62443 series

ISO/BS EN IEC 27001

ISO/BS EN IEC 27002

NIST CSF

General comments

As of 22 Nov 2021, this document, as available on BSOL, states ‘this draft is not current beyond 15
October 2019'. BS BS EN IEC 62443-2-1:2011 has been withdrawn. This use of the document is not to
apply the requirements of Draft BS BS EN IEC 62443-2-1 but to summarise its contents and attempt to
identify gaps. Therefore, the actual, published British Standard when released may differ from that
summarised below.

When summarising the content, it is acknowledged some of the requirements can be considered to
apply to more than one of the ‘lifecycle’ activity categories. However, cross referencing or referencing
in multiple places has generally been avoided for clarity.

The below concerns the contents found in the public draft of the 2nd edition of BS EN IEC 62443-2-1
dated 29 August 2019.

Draft BS EN BS EN IEC 62443-2-1specifies asset owner security program (SP) requirements for an
industrial automation and control system (IACS). In Clause 1 Scope, it states that:
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¢ the document recognises and attempts to address legacy systems;

e requirements are dependent on the capabilities, service and operating environment of the IACS,
e.g. requirements associated with wireless technology or safety systems will not apply to IACS
that do not include wireless technology or safety systems respectively;

e asset owners are ultimately accountable for secure operation of the IACS but support may be
required from service providers and product suppliers with the roles, relationships and
responsibilities of the aforementioned parties defined by the BS EN IEC 62443 series illustrated
in Figure 2.

Clause 4 ‘Concepts’ discusses applicable roles (in 4.1.1); use of Draft BS EN BS EN IEC 62443-2-1 by
asset owners (in 4.1.2); use of Draft BS EN BS EN IEC 62443-2-1 by service providers and product
suppliers (in 4.1.3); maturity levels (MLs) of security program requirements (in 4.2); security levels
(SLs) and use of other standards to achieve target security level (SL-T) requirements/requirement
enhancements (in 4.3); and details of how the requirements in Draft BS EN BS EN IEC 62443-2-1 are
organised and mapped onto other parts of the BS EN IEC 62443 series (in 4.4).

Clause 5 discusses ‘Conformity’, including: conformity assessments and IACS protection evaluations
across the BS EN IEC 62443 series, either completed internally or by qualified, independent, third
parties and evidence types (in 5.1); the process of requirements selection for demonstrating
conformance, as not all requirements may apply to the IACS, e.g. wireless requirements in a system
not including wireless technology (in 5.2). Further, not all requirements need apply: the asset owner
can claim conformance to a profile — a subset of the requirements. The requirements can be
determined through assessing and mitigating risk to a tolerable level.

Clause 6 through 13 set out the requirements for security program elements (SPESs):

* SPE 1 — organisational security measures (ORGS);

* SPE 2 — configuration management (CMs);

* SPE 3 — network and communications security (NETS);

» SPE 4 — component security (COMPS);
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* SPE 5 — protection of data (DATAS);

* SPE 6 — user access control (USERS);

* SPE 7 — event and incident management (EVENTS);
* SPE 8 — system integrity and availability (AVAILS).

Each requirement (e.g. ORG 1.1, 1.2, and so on) is set out, with rationale, supplemental guidance and
related external references provided.

While many of the requirements in place will support safety, the standard in place calls out specific
requirements for safety systems — NET 1.3, DATA 1.3.

Annex A shows requirement relationships between Draft BS EN BS EN IEC 62443-2-1 and other
standards, including: BS EN IEC 62443-2-4, BS EN IEC 62443-3-3, BS EN IEC 62443-4-2, ISO/BS EN
IEC 27001 and ISO/BS EN IEC 27002, and NIST CSF.

Gap. Draft BS EN BS EN IEC 62443 series standards are generic in nature and guidance on how to
apply them to some sectors specific users not traditionally associated with cyber security would be
beneficial.

Gap. Can be complex and time-consuming to implement, especially for large and complex
organizations. The standard requires a significant amount of effort to gather information, identify threats
and vulnerabilities, and assess the potential impact of security incidents.

Gap. May not be suitable for all IACS environments. The standard is primarily focused on IACS that
are connected to the internet. Organizations with IACS that are not connected to the internet may not
need to comply with all the requirements of the standard.

Gap. Requires a certain level of expertise in IACS security. The standard assumes that the person
implementing the standard has a good understanding of IACS, security risk management, and incident
response.
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Machinery lifecycle activity
Hazard identification and risk assessment

Findings
In4.1.2.1, BS EN IEC 62443-3-2 is referred to as a methodology for addressing cyber security risks in
an IACS design.

The requirement ORG 2.1: security risk mitigation states ‘the asset owner shall ensure that IACS cyber
security risks are identified, documented and mitigated or otherwise managed’. EVENT 1.9:
vulnerability handling is referred to, which requires the asset owner address and resolve both existing
and newly identified IACS vulnerabilities. ORG 2.1: processes for discovery of security anomalies
requires periodic manual or automated processes to discover and address anomalies, hon-conformities
or vulnerabilities. The requirement ORG 2.3: secure development and support states ‘the asset owner
shall ensure that systems and components used in the IACS are developed and supported using
formally defined secure development lifecycle processes. The requirement ORG 2.4: security (SP)
reviews sets out the need to regularly review the SP to ensure it is being properly applied and address
changes in the organisation, processes, technical changes and changes in the threat environment.

Machinery lifecycle activity
Cyber security requirements specification

Findings
Not referred to in BS EN IEC 62443-2-1 (despite being mentioned in other parts of the BS EN IEC
62443 series).

Machinery lifecycle activity
Define and implement countermeasures

Findings
In 4.1.2.1, it states a security program (SP) ‘consists of implementing and maintaining procedural,
personnel and technology-based capabilities that may reduce the cyber security risk of an IACS’.

Requirements in BS EN IEC 62443-2-1 associated with countermeasures are:

* SPE 1 — organisational security measures, including: an information security management system
coordinated with the security program of the IACS (ORG 1.1); background checks of relevant parties
(ORG 1.2); requirements related to competence or expertise — see ‘competence’; supply chain security
(ORG 1.6); security assessments and reviews (ORG 2 — see ‘hazard identification and risk
assessment’); and physical access control (ORG 3.1).

» SPE 2 - inventory management of IACS hardware/software components and network
communications, including: a verified, documented and maintained asset inventory baseline (CM 1.1);
infrastructure drawings/documentation showing physical and logical connectivity of all IACS devices
also verified and maintained (CM 1.2); documented configuration settings (CM 1.3); and changes, at
either the revision or patch levels, are authorised, validated and approved (CM 1.4).
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* SPE 3 — network and communications security, including: segmentation from non-IACS networks
(NET 1.1); documentation of network segment interconnections, with designations of trusted or
untrusted (NET 1.2); network segmentation from safety systems — that is safety systems are protected
from interference by non-safety system networks and their devices (NET 1.3); autonomy to operate as
designed when disconnected from the external network (NET 1.4); ability to disconnect from external
networks to protect itself from actual or suspected threats (NET 1.5); internal network access control
(NET 1.6); devices connected to the IACS are identified and authenticated (NET 1.7); network
accessible services protected from unauthorised network access (NET 1.8); take steps to reduce
likelihood of malware introduction via user messaging (NET 1.9); ensure time sources used are
protected from tampering (NET 1.10); secure wireless access (NET 2), covering protocols, network
segmentation, and properties and addresses; and finally secure remote access (NET 3), covering
applications, connections and termination.

* SPE 4 — component security, including: device ‘hardening’ (COMP 1.1); where portable media is
authorised, it is dedicated to that use to minimise malware infection potential (COMP 1.2); malware
checks of all devices and portable media prior to use in the IACS (COMP 2.1); all feasible devices have
malware protection software installed (COMP 2.2); malware protection software and associated files
are tested for compatibility with IACS prior to installation (COMP 2.3); and application and management
of security patches to close known security vulnerabilities in IACS components (COMP 3).

* SPE 5 — protection of data, including: data classification (DATA 1.1); protection of data (DATA 1.2);
safety system configuration mode (DATA 1.3); failure-state (DATA 1.4); data retention, before, during
and after a cyber event (DATA 1.5); data purging when a device is decommissioned or removed from
the IACS (DATA 1.6); cryptographic mechanisms (DATA 1.7); key management (DATA 1.8); and public
key infrastructure, PKI (DATA 1.9).

» SPE 6 — user access control, including: 18 requirements on identification and authentication (USER
1.1 to 1.18); and 4 requirements on authorisation and access control (USER 2.1 to 2.4).

Machinery lifecycle activity
Operate and maintain security measures

Findings

SPE 7 — event and incident management includes: event detection (EVENT 1.1); event reporting
(EVENT 1.2); event reporting interfaces (EVENT 1.3); logging and retention (EVENT 1.4); entries
logged with adequate information (EVENT 1.5); log access interfaces (EVENT 1.6); event analysis
(EVENT 1.7); an incident handling and response process (EVENT 1.8); and vulnerability handling
(EVENT 1.9).

AVAIL 1, in SPE 8 — system integrity and availability, covers requirements for system availability and
intended functionality, including: continuity management through use of a disaster recovery plan or
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business continuity plan or both (AVAIL 1.1); resource management providing protection from power
disruptions, capacity/processing overloads and hardware failures (AVAIL 1.2); and protection from DoS
attacks (AVAIL 1.3).

Machinery lifecycle activity
Change management

Findings
Change control (CM 1.4), in SPE 2 — configuration management, states ‘the asset owner shall ensure

that all changes to the current configuration baseline and infrastructure drawings/documentation,
including revision and patch levels, are authorised, validated and approved.

Safety system configuration mode (DATA 1.3), in SPE 5 — protection of data, states ‘if safety systems
are authorised for use in the IACS, the asset owner shall ensure that safety system configuration
updates are only able to be performed when configuration mode is enabled, and configuration mode is
only enabled when configuration changes are necessary’.

System backup/restore/archive (AVAIL 2), in SPE 8 — system integrity and availability, includes: regular
backups to support recovery to a stable state (AVAIL 2.1); backup processes that do not affect normal
operations of the IACS (AVAIL 2.2); verification of backup data integrity (AVAIL 2.3); use of safe and
secure backup media (AVAIL 2.4); and restoration is available in a timely manner (AVAIL 2.5).

Machinery lifecycle activity
Verification and validation

Findings

The words verification and validation appear at various locations throughout the document but whether
they fulfil the requirements of ‘verification and validation’ is not unlikely. This is more likely addressed in
detail in other parts of the BS EN IEC 62443 series.

Machinery lifecycle activity
Competence

Findings:

Requirements in BS EN IEC 62443-2-1 associated with competence include: security roles and
responsibilities (ORG 1.3), which states the organisation should ‘determine a base level of expertise
necessary to perform these tasks and ensure the identified personnel have this expertise’; security
awareness training (ORG 1.4); security responsibilities training (ORG 1.5).
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Table F.7 — NCSC Cyber Assessment Framework (CAF) 3.0 (online)

Legislation, standards and guidance

The Network and Information Systems
(NIS) Regulations 2018

Control of Major Accident Hazards
(COMAH) Regulations 2015

IET Code of Practice: Cyber Security and
Safety

General comments:

The Cyber Assessment Framework (CAF) is published on a series of webpages on the National Cyber
Security Centre (NCSC) website. In the overview, it states the CAF is intended for systems, if targeted
and compromised, may result in circumstances that are “extremely serious or even, perhaps,
catastrophic” or “unacceptable.

Organisations likely to use the CAF Collection “fall into three broad categories:

e organisations within the UK critical national infrastructure (CNI);
e organisations subject to NIS Directive cyber regulation; and
e organisations managing cyber-related risks to public safety [such as COMAH].

Its objective is to ensure in-scope systems are subject to effective cyber risk management regimes.
The contents are generalised to encompass all systems and organisations in scope, but it does provide
some guides on interpretation, e.g. in the CAF Collection, ‘essential function’ may refer to a NIS
Directive ‘essential service’[...],” etc.

The CAF Collection consists of a set of 14 cyber security and resilience principles, together with
guidance on using and applying the principles, and the Cyber Assessment Framework (CAF) itself and
“is aimed at helping an organisation achieve and demonstrate and appropriate level of cyber resilience
in relation to certain specified essential functions performed by that organisation”. The introduction
discusses it considered a rule-based approach and a principle-based approach and concluded on the
latter as more effective and more consistent with other goal-based regulation in the UK.

The guidance remarks “the CAF collection has been designed to be equally applicable to both
Information Technology (IT) and Operational Technology (OT). This appears in contrast to generic
cyber security practice, which is not usually designed to encompass OT.”

The NCSC is not a regulator and sets out specific rules of engagement with the regulator and others as
to fulfil their goal of being a “trusted, expert and impartial advisor to all interested parties”.

The CAF covers 4 objectives:
A — managing security risk;
B — protecting against cyber-attack;
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C — detecting cyber security events; and
D — minimising the impact of cyber security incidents.

The CAF breaks the objectives down into principles and “adds additional levels of detail to the top-level
principles, including a collection of structured sets of Indicators of Good Practice (IGPs)”. An example
of the layering is shown below:

> Objective, e.g. A: managing security risk
>> Principle, e.g. A.1: governance, A.2 risk management, A.3 asset management, A.4 supply chain
>>> |GP, e.g. Al.a board direction, Al.b roles and responsibilities, Al.c decision-making

For the CAF’s 4 objectives, there are a total of 12 principles and 39 IGPs. The IGPs “have conveniently
been arranged into table format”. The 39 individual IGP tables (each containing multiple statements)
are applied, primarily using expert judgement, to assess if the cyber security and resilience principles
have been ‘achieved’, ‘not achieved’ or where present ‘partially achieved’. In most cases, each CAF
principle is accompanied by a list of references and a link to NCSC assured products and services for
that CAF principle.

In some cases, the objective or principles align closely with the lifecycle activity headings used in this
format but where not, the content is typically covered by the CAF at statement level in the IGP tables.

Note 1: the introduction advises organisations subject to regulation should speak to their regulator
before using the CAF Collection or CAF in relation to meeting regulatory requirements.

Note 2: the CAF is written pre-11:00 pm 31 December 2020. While EU legislation was retained at this
point, other elements, such as membership of the CSIRT Network, may now be out of date.

Gap. NCSC acknowledge the 39 individual assessments may not apply to all organisations equally. It
states the NCSC are currently working with regulators to create “appropriate and proportionate” CAF
profiles.

Gap. NCSC acknowledge it is possible there will be a need for sector specific aspects of the CAF. It
states the NCSC are currently engaging with stakeholders to determine if changes are required.
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Gap. Can be complex and time-consuming to implement: The CAF 3.0 can be complex and
time-consuming to implement, especially for large and complex organizations. It requires a
significant amount of effort to gather information, assess risks, and implement controls.

Gap. May not be suitable for all organizations: The CAF 3.0 is primarily focused on organizations that
are subject to cyber security regulations or that are at high risk of cyberattacks. Smaller organizations
or organizations in less risky industries may not need to comply with all of the requirements of the CAF
3.0.

Gap. Requires a certain level of expertise in cyber security: The CAF 3.0 assumes that the person
conducting the assessment has a good understanding of cyber security. Organizations may need to
hire external consultants or train their staff to implement the CAF 3.0 effectively.

Machinery lifecycle activity
Hazard identification and risk assessment

Findings

One of the statements in IGP A2.a “risk management process” assesses whether the organisation has
effective internal processes for managing risks and considers quality of threat analyses and risk
assessments, e.g. are risk assessments done as a “one-off” or not at all, are they based on an up-to-
date understanding of security threats, etc.

In4.1.2.1, BS EN IEC 62443-3-2 is referred to as a methodology for addressing cyber security risks in
an IACS design.

Machinery lifecycle activity
Cyber security requirements specification

Findings
Cyber security requirements specification, or an alternative term analogous to, was not found by this

author in the CAF. However, at various points the CAF guidance refers to the BS EN IEC 62443 series,
or parts of, where the term is used.

Machinery lifecycle activity
Define and implement countermeasures

Findings

Principle A.3 “asset management” and its associated IGP A3.a (same title) assesses whether
“everything required to deliver, maintain or support networks and information systems for the operation
of essential functions is determined and understood. This includes data, people and systems, as well
as supporting infrastructure (such as power or cooling)”. This principle helps define the scope which will
be subject to assessment and implementation of countermeasures.
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Objective B “protecting against cyber-attack” covers the following principles:

* B.1 “service protection policies and processes” — defining and communicating appropriate
organisational policies and processes to secure systems and data that support the operation of
essential functions

* B.2 “identity and access control” — understanding, documenting and controlling access to networks
and information systems supporting essential functions,

+ B.3 “data security” — protecting stored or electronically transmitted data from actions that may cause
an adverse impact on essential functions,

* B.4 “system security” — protecting critical network and information systems and technology from
cyber-attack,

* B.5 “resilient networks and systems” — the organisation builds resilience against cyber-attack into the
design, implementation, operation and management of systems that support the operation of essential
functions; and

* B.6 “staff awareness and training” (see “Competence” — below).

Machinery lifecycle activity
Operate and maintain security measures

Findings

Operate and maintain security measures is covered mostly by objectives C and D and their respective
principles and IGPs, including: C.1 “security monitoring”; C.2 “proactive security event discovery”; D.1
“response and recovery planning”; and D.2 “lessons learned”.

Machinery lifecycle activity
Change management

Findings
One of the statements in IGP B1.a “policy and process development” is to assess if changes to the
essential function or the threat it faces triggers a review of policies and processes.

B2.d “identify and access management (IdAM)” assesses whether there is change to user permissions,
such as when people change roles. One of the statements in IGP B4.b “secure configuration” assesses
for whether relevant settings cannot be changed by standard users. One of the statements in IGP B5.a
“resilience preparation” assesses whether immediate changes are made in response to new threats.
One of the statements in IGP C2.a “system abnormalities for attack detection” assesses whether the
abnormality descriptions used are updated to reflect changes in the network and current threat
intelligence.

Machinery lifecycle activity
Verification and validation

Findings
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Statements in IGP A2.b “assurance” include whether security measures in place are validated and
whether security is verified by a third party. One of the statements in IGP B4.a “secure by design”
assesses whether inputs to operational systems are validated, where possible. One of the statements
in IGP B4.b “secure configuration” assesses whether review and validation of network and information
system settings and configuration takes place. One of the statements in IGP D1.c “testing and
exercise” assesses whether exercise scenarios are documented, regularly reviewed and validated.

Machinery lifecycle activity
Competence

Findings

Principle B.6 and associated IGPs cover “staff awareness and training” — appropriately supporting staff
to ensure they make a positive contribution to the cyber security of essential functions. The principle
describes staff that have appropriate “awareness, knowledge and skills”. However, due to the generic
nature of the CAF, the awareness, knowledge, and skills required will depend on the company, its risk
profile and the nature of the staff member’s duties. The guidance discusses “security culture” and that
“outcomes are best achieved when organisations actively engage with staff’. The CAF not only
assesses for competence, but whether the circumstances enable competent individuals to fulfil the
needs of a secure and resilient system. For example, one of the statements in IGP A1.b “roles and
responsibilities” assesses whether “capable and knowledgeable staff fill those roles [which support
security of networks and information systems] and are given the time, authority, and resources to carry
out their duties”.

Principle A.4 and associated IGPs cover “supply chain” — understanding and managing the security
risks to networks and information systems which arise from dependencies on external suppliers. This
could be considered to include competence of external suppliers in matters relating to cyber security.

Machinery lifecycle activity
Decommissioning

Findings
One of the statements in IGP A3.a “asset management” assesses for whether “assets relevant to

essential functions are managed with cyber security in mind throughout their lifecycle, from creation to
eventual decommissioning or disposal’”.
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Table F.8 — NIST Framework for Improving Critical Infrastructure Cyber Security — Version 1.1, 16 April 2018 (online)

Legislation, standards and guidance
US Cybersecurity Enhancement Act (2014)

General comments:

The executive summary states the US Cybersecurity Enhancement Act of 2014 (CEA) required NIST to
identify “a prioritised, flexible, repeatable, performance-based and cost-effective approach, including
information security measures and controls that may be adopted by owners and operators of critical
infrastructure to help them identify, assess and manage cyber risks”. Version 1 of the framework,
“Improving Critical Infrastructure Cybersecurity” developed under an Executive Order and issued prior
to CEA in February 2013, was used and subsequently updated to version 1.1 in April 2018.

It states “the framework complements, and does not replace, an organisation’s risk management
process and cybersecurity program. The organisation can use its current processes and leverage the
framework to identify opportunities to strengthen and communicate its management of cybersecurity
risk while aligning with industry practices. Alternatively, an organisation without an existing
cybersecurity program can use the framework as a reference to establish one”. Due to the variety of
ways the framework can be used, use of the phrase “compliance with the framework” is described as
“confusing and [can] mean something very different to various stakeholders”.

While the framework was developed to improve cybersecurity risk management in critical infrastructure
in the US, the document states it can be used by organisations in any sector or community “to apply
the principles and best practices of risk management to improving security and resilience” and states
“because it references globally recognised standards for cybersecurity, the framework can serve as a
model for international cooperation”.

The framework is composed of three parts: i) the framework core, ii) the framework implementation
tiers, and iii) the framework profiles.

The framework core comprises 5 functions:

¢ Identify — develop an organisational understanding to manage cybersecurity risk to systems,
people, assets, data and capabilities;
e Protect — develop and implement appropriate safeguards to ensure delivery of critical services;
e Detect — develop and implement appropriate activities to identify the occurrence of a
cybersecurity event;
¢ Respond — develop and implement appropriate activities to take action regarding a detection
cybersecurity incident; and
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e Recover — develop and implement appropriate activities to maintain plans for resilience and
restore any capabilities or services that were impaired due to a cybersecurity incident.

Each function has categories, subcategories and informative references. Table 1 gives the function and
category unique identifiers. Table 2 gives the complete framework core: function, category,
subcategory and informative references.

The framework implementation tiers “provide context on how an organisation views cybersecurity risk
and the processes in place to manage that risk”. There are 4 implementation tiers: tier 1 — partial, tier 2
— risk informed, tier 3 — repeatable, tier 4 — adaptive with increasing tiers representing “an increasing
degree of rigour and sophistication in cybersecurity risk management practices”. The tiers are defined
according to 4 categories: risk management process, integrated risk management program, and
external participation. It is stated the tiers “do not represent maturity levels” but “progression to higher
tiers is encouraged when a cost-benefit analysis indicates a feasible and cost-effective reduction of
cybersecurity risk”.

The framework profile “is the alignment of the functions, categories, and subcategories with the
business requirements, risk tolerances and resources of the organisation”.

Throughout the framework, current (“as is” state) and target (“to be” state) are often used
accompanying “tier” or “profile” recommending organisations assess, plan and act to move between
states.

In some cases, the function or category align closely with the lifecycle activity headings used in this
format but where not, the content is typically covered by a subcategory.

Gap. The CSF can be complex and time-consuming to implement, especially for large and complex
organizations. It requires a significant amount of effort to gather information, assess risks, and
implement controls.

Gap. The CSF is primarily focused on organizations that are subject to cybersecurity regulations or that
are at high risk of cyberattacks. Smaller organizations or organizations in less risky industries may not
need to comply with all the requirements of the CSF.

Gap. The CSF assumes that the person implementing the CSF has a good understanding of
cybersecurity. Organizations may need to hire external consultants or train their staff to implement the
CSF effectively.
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Machinery lifecycle activity
Hazard identification and risk assessment

Findings

In the narrative of how the framework can be used for establishing or improving a cybersecurity
program, step 4 is to conduct a risk assessment and it states “it is important that organisations identify
emerging risks and use cyber threat information from internal and external sources to gain a better
understanding of the likelihood and impact of cybersecurity events”.

The category “risk assessment (ID.RA)” in the function “identify” lists 6 subcategories and assesses
whether “the organisation understands the cybersecurity risk to organisational operations (including
mission, functions, image or reputation), organisation assets and individuals”. Subcategories include:
identification of vulnerabilities, cyber threat intelligence, etc.

Machinery lifecycle activity
Cyber security requirements specification

Relevant or cited legislation, standards and
guidance

BS EN IEC 62443 series

Findings

“Cyber security requirements specification” is not explicitly mentioned. However, in the narrative of how
the framework can be used, it states “a key milestone of the design phase is validation that the system

cybersecurity specifications match the needs and risk disposition of the organisation as captured in the
framework profile”. At various points the core framework refers to the BS EN IEC 62443 series, or parts
of, where the term “cyber security requirements specification” is used.

Machinery lifecycle activity
Define and implement countermeasures

Findings:

The “protect (PR.??)” function covers the following categories:
* identity management and Access Control (PR.AC);
*Awareness and Training (PR.AT), see “Competence” below;
* Data Security (PR.DS);

* Information Protection processes and procedures (PR.IP);

* protective technology (PR.PT).

Machinery lifecycle activity
Operate and maintain security measures

Findings:

The “Detect Events” function covers the following categories:
* Anomalies and Events (DE.AE);

* security Continuous Monitoring (DE.CM);

* Detection Processes (DE.DP).
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The “Respond (RS.??)” function covers the following categories:
* Response Planning (RS.RP);

» Communications (RS.CO);

* Analysis (RS.AN);

* Mitigation (RS.Ml);

* Improvements (RS.IM).

The “Recover (RC.??)” function covers the following categories:
* Recovery Planning (RC.RP);

* Improvements (RC.IM);

* Communications (RC.CO).

Machinery lifecycle activity
Change management

Findings
The ability and effectiveness of the organisation to respond to change features in part of the tier 3
“repeatable” and tier 4 “adaptive” definitions.

PR.IP-3 assesses whether “configuration change control processes are in place”. PR.IP-4 covers the
security policies addressing information protection “and PR.IP-1 assesses whether “a baseline
configuration of systems is created and maintained incorporating security principles”.

Machinery lifecycle activity
Verification and validation

Findings

One of the cybersecurity supply chain risk management activities includes “communicating to suppliers
how those cybersecurity requirements will be verified and validated” and “verifying that cybersecurity
requirements are met through a variety of assessment methodologies”.

“Integrity checking mechanisms” are mentioned in subcategories of the “protect” function — “PR.DS-6:
integrity checking mechanisms are used to verify software, firmware and information integrity”; “PR.DS-
8: integrity checking mechanisms are used to verify hardware integrity”.

A category of the Detect” function identifies “security Continuous Monitoring (DE.CM): the information
system and assets are monitored to identify cybersecurity events and verify the effectiveness of
protective measures”.

In the narrative of how the framework can be used, it describes use of the profile in verifying
cybersecurity requirements are implemented and fulfilled.
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Machinery lifecycle activity
Competence

Findings

Under the “protect” function, the category “awareness and training (PR.AT)” states “the organisation’s
personnel and partners are provided cybersecurity awareness education and are trained to perform
their cybersecurity-related duties and responsibilities consistent with related policies, procedures, and

agreements”. Subcategories call out “all users”, “privileged users”, “third party-stakeholders (e.g.,

suppliers, customers, partners)”, “senior executives”, “physical and cybersecurity personnel”.

While the categories or subcategories in PR.AT refer more commonly to “understand their roles and
responsibilities”, part of the tier 3 “repeatable” definition states “personnel possess the knowledge and
skills to perform their appointed roles and responsibilities”.

Machinery lifecycle activity
Decommissioning

Findings

The framework states it “can be applied throughout the lifecycle phases of plan, design, build/buy,
deploy, operate and decommission” and “a complex web of dependencies (e.g., compensating and
common controls) among systems means the outcomes documented in target profiles of related
systems should be carefully considered as systems are decommissioned”.
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Appendix G — Internet Search Locations for Standards and

Guidance

Table G.1 — Internet Search Locations for Standards and Guidance [Note, some links have been updated due to the original
links no longer working]

Last date

standards

Pilz GB

Information Source accessed Comments
Radio Equipment Radio Equipment Reqgulations 2017: Great |5/6/2022 RED 2014 enactment
Regulations 2017 Britain - GOV.UK (www.gqov.uk)
Supply of Machinery Supply of Machinery (Safety) Requlations |5/6/2022 MD 2006/42/EC. Applied to new machinery
(Safety) Regulations 2008 - GOV.UK (www.gov.uk)
2008
Provision and Use of Provision and Use of Work Equipment 5/6/2022 MD 2006/42/EC. Provision and use of machinery
Work Equipment Regulations 1998 (PUWER) (hse.gov.uk)
Regulations 1998
(PUWER)
Automated Guided ISO 3691-4:2020(en), Industrial trucks — | 5/6/2022 ISO 3691-4 relevant AGV standard
Vehicle (AGV) Safety requirements and verification — Part
4: Driverless industrial trucks and their
systems
Robot and machinery https://www.ppma.co.uk/bara.html 5/6/2023 General robot safety
safety
Pilz robot safety Safe automation of robotic applications - 5/6/2023 ISO 10218-1/-2 are revised to include cobot information

and guidance currently in ISO/TS 15066
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https://www.gov.uk/government/publications/radio-equipment-regulations-2017/radio-equipment-regulations-2017-great-britain
https://www.gov.uk/government/publications/radio-equipment-regulations-2017/radio-equipment-regulations-2017-great-britain
https://www.gov.uk/government/publications/supply-of-machinery-safety-regulations-2008
https://www.gov.uk/government/publications/supply-of-machinery-safety-regulations-2008
https://www.hse.gov.uk/work-equipment-machinery/puwer.htm
https://www.hse.gov.uk/work-equipment-machinery/puwer.htm
https://www.iso.org/obp/ui/#iso:std:iso:3691:-4:ed-1:v1:en
https://www.iso.org/obp/ui/#iso:std:iso:3691:-4:ed-1:v1:en
https://www.iso.org/obp/ui/#iso:std:iso:3691:-4:ed-1:v1:en
https://www.iso.org/obp/ui/#iso:std:iso:3691:-4:ed-1:v1:en
https://www.ppma.co.uk/bara.html
https://www.pilz.com/en-GB/products/industry/robotics-assembly
https://www.pilz.com/en-GB/products/industry/robotics-assembly

Last date

Information Source accessed Comments
HSE research https://www.hse.gov.uk/research/rrhtm/rr90 |5/6/2023 HSE Research Report RR906. Collision and injury criteria
6.htm when working with collaborative robots
Cyber security https://www.ncsc.gov.uk 6/6/2023 Cyber security standards, guidance and advice
Cyber security Cyber Security Standards | IT Governance |6/6/2023 List of EN standards by number range
UK
Machine intelligence https://intelligence.org 6/6/2023 Al, e.g. the evolution of machine learning, use of big data
research institute (MIRI)
BS EN IEC Al safety. https://www.iso.org/committee/6794475.htm | 6/6/2023 ISO/BS EN IEC JTC 1/SC 42 standardization committee for
First international | Al started in 2017. ISO/BS EN IEC AWI 22989 concepts
standards committee for and terminology, Al systems using machine learning
Al ISO/BS EN IEC AWI 23053, trustworthiness study group 2
EU harmonised https://single-market- 6/6/2023 List of Machinery Directive harmonised standards
standards (MD economy.ec.europa.eu/single-
2006/42/EC) market/european-standards/harmonised-
standards_en
American National https://www.ansi.org 10/6/2023 ANSI standards and guidance, also covers other
Standards Institute international standards such as ISO, BS EN, BS EN IEC ,
(ANSI) search location etc.
for US standards and
guidance
Problems with Al https://en.wikipedia.org/wiki/Al _alignment |10/6/2023 Outline of problems using Al in industry
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https://www.hse.gov.uk/research/rrhtm/rr906.htm
https://www.hse.gov.uk/research/rrhtm/rr906.htm
https://www.ncsc.gov.uk/
https://www.itgovernance.co.uk/cybersecurity-standards
https://www.itgovernance.co.uk/cybersecurity-standards
https://intelligence.org/
https://www.iso.org/committee/6794475.html
https://www.iso.org/committee/6794475.html
https://single-market-economy.ec.europa.eu/single-market/european-standards/harmonised-standards_en
https://single-market-economy.ec.europa.eu/single-market/european-standards/harmonised-standards_en
https://single-market-economy.ec.europa.eu/single-market/european-standards/harmonised-standards_en
https://single-market-economy.ec.europa.eu/single-market/european-standards/harmonised-standards_en
https://www.ansi.org/
https://en.wikipedia.org/wiki/AI_alignment

Last date

Information Source accessed Comments

When process safety https://www.61508.0rg/ 10/12/2023 The 61508.0rg site covers Functional safety issues mostly

meets machine safety — for the process industry, but covers management of

technical papers and function safety and presents some useful documents that
guides section are applicable to machinery

Cobots information on Cobot | Open Access Publishing Platform | |10/11/2023 This site publishes article on COBOTS

applications, etc. Cobot (collaborative-robot.org)

Al knowledge hub https://aaai.org 12/11/2023 The Association for the Advancement of Artificial
Intelligence (AAAI). The site covers a wide range of Al
activities, seminars, conferences and publications.

Embodied Al and data | https://www.nist.gov 12/11/2023 American National Standards Institute. Includes strong

generation for links to Al and cyber security. Also has links to ISO/BS EN

manufacturing robotics IEC JTC 1/SC 42 artificial intelligence standards
development technical committee

Essential Health and https://publications.tno.nl/publication/34627 |12/11/2023 Report on EHSR for machinery equipped with ML- First

Safety requirements 075/1L54hT/TNO-2018-R10499Engels.pdf step in using Al in machinery control systems

(EHSR) for industrial

machines equipped with

machine learning

Society of Automotive https://www.sae.org 12/11/2023 SAE international standards and guidance

Engineering (SAE)

BSI standards https://standardsdevelopment.bsigroup.com | 19/11/2023 Standards associated with MCE/03 the machinery safety

development [committees/50000851#published committee at BSI, there are other committees working on

committees relevant standards, but this is a good starting point.

Robotics Industries A3 Robotics | Member of A3 22/12/2023 Lots of information about all the latest issues associated

Association (RIA)

(automate.orq)

with robots and robotic systems

228



https://www.61508.org/
https://collaborative-robot.org/
https://collaborative-robot.org/
https://aaai.org/
https://www.nist.gov/
https://publications.tno.nl/publication/34627075/1L54hT/TNO-2018-R10499Engels.pdf
https://publications.tno.nl/publication/34627075/1L54hT/TNO-2018-R10499Engels.pdf
https://www.sae.org/
https://standardsdevelopment.bsigroup.com/committees/50000851#published
https://standardsdevelopment.bsigroup.com/committees/50000851#published
https://www.automate.org/companies/robotic-industries-association
https://www.automate.org/companies/robotic-industries-association

Last date

Information Source accessed Comments

Construction https://www.youtube.com/watch?v=w1- 22/12/2023 There is an industrial trucks standard that deals with self-

autonomous vehicles v70J0oHO steering automated systems. Example application of a

Robomag tandem vibrating roller construction autonomous
vehicle, at the concept/demonstration stage

Passenger carrying Autonomous Bus Trial | Stagecoach 13/1/2023 Stagecoach, trial autonomous bus from Fife to Edinburgh

autonomous vehicles (stagecoachbus.com)

Self-driving taxi https://www.addisonlee.com/addlib/addison |12/12/2023 Addison Lee is a London taxi company, partnered with
-lee-group-oxbotica-join-forces-strateqic- Oxbotica, a British self-driving software specialist, is
alliance-make-self-driving-services-reality- trialling autonomous taxis around Canary Warf. The cars
london/ use cameras and Lidar sensors with Al software, the trial

was conducted in 2019

Figures showing the https://www.makeuk.org/insights/blogs/201 |04/10/2023 Figures showing the increase in Al enables equipment sold

increase in Al enabled |9/10/04/the-uks-ai-landscape-a-tale-of-ai- in the UK. A report on cyber security in the uk is also

equipment sold in the manufacturing-and-the-avengers presented

UK

Industrial passenger autonomous - Aurrigo Autonomous Aviation |11/1/20234 Aurrigo are a Coventry company trialling a range of

carrying autonomous Technology autonomous vehicles from a 4-seater autonomous pod to a

vehicles 12-seater autonomous shuttle and baggage handling

dollies. The 12-seater is advertised as being ok for
transporting visitors and employees around large
industrial/commercial sites. This could be used in airports
or on large industrial complexes.

Cobot supplier all things | Machinery & Collaborative Robot Safety |3/8/2023

Cobot inc RA and UKCA
marking

Specialists | Cobots and Machinery

Safety Ltd
(cobotsmachinerysafety.co.uk)
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https://www.youtube.com/watch?v=w1-v7OJ0oH0
https://www.youtube.com/watch?v=w1-v7OJ0oH0
https://www.stagecoachbus.com/news/national/2023/january/autonomous-bus-trial
https://www.stagecoachbus.com/news/national/2023/january/autonomous-bus-trial
https://www.addisonlee.com/addlib/addison-lee-group-oxbotica-join-forces-strategic-alliance-make-self-driving-services-reality-london/
https://www.addisonlee.com/addlib/addison-lee-group-oxbotica-join-forces-strategic-alliance-make-self-driving-services-reality-london/
https://www.addisonlee.com/addlib/addison-lee-group-oxbotica-join-forces-strategic-alliance-make-self-driving-services-reality-london/
https://www.addisonlee.com/addlib/addison-lee-group-oxbotica-join-forces-strategic-alliance-make-self-driving-services-reality-london/
https://www.makeuk.org/insights/blogs/2019/10/04/the-uks-ai-landscape-a-tale-of-ai-manufacturing-and-the-avengers
https://www.makeuk.org/insights/blogs/2019/10/04/the-uks-ai-landscape-a-tale-of-ai-manufacturing-and-the-avengers
https://www.makeuk.org/insights/blogs/2019/10/04/the-uks-ai-landscape-a-tale-of-ai-manufacturing-and-the-avengers
https://aurrigo.com/autonomous/
https://aurrigo.com/autonomous/
https://www.cobotsmachinerysafety.co.uk/
https://www.cobotsmachinerysafety.co.uk/
https://www.cobotsmachinerysafety.co.uk/
https://www.cobotsmachinerysafety.co.uk/

Appendix H — Stakeholder Workshop
Outputs

7.3 Stakeholder Engagement - Autonomous Agricultural
Vehicles (AAVS)

The appendix contains and anonymised version of the workshop transcripts produced to
satisfy the HSE ethics committee requirements and data protection regulations and to aid
readability.

7.3.1 Theme 1: Regulations

Most questionnaire participants stated that for new and emerging technologies they used
the Health and Safety at Work Act (HSWA) 1974 and the machinery regulations, Provision
and Use of Work Equipment Regulations (PUWER) 1998, and the Supply of Machinery
(Safety) Regulations (SMR) 2008 and associated standards with relevant agriculture
sector specific standards. Additionally, a UK Government ‘Code of Practice: automated
vehicle trialling’ [GOV 2022] was cited by participants as being used by companies
developing driverless vehicles. The trialling CoP was stated as providing high level
guidance only. Participants stated that there was nothing that allowed them to proceed
towards commercial AV use. Several participants stated that interpreting the machinery
regulations for new and emerging technologies was problematic and that further guidance
would help them. Among participants, there was a sense of unease of if and when new
legislation might be released and what it might require, what and how existing legislation
applies, how to interpret and how the regulator might interpret legislation. This was
considered by those canvassed as a contributory factor to the slow take up of some
aspects of new and emerging technology, such as the use of Al in agricultural machinery
control system design.

Most participants noted that additional legislation, as well as SMR, and PUWER, applies to
AAVs, for example, the Electromagnetic Compatibility Regulations 2016, Radio Equipment
Regulations 2017, and the Electrical Equipment (Safety) Regulations. No discussion was
had on whether these regulations might require to be modified for application to new and
emerging technologies. Several participants stated that overregulation would likely limit
innovation regarding new and emerging technologies.

Many participants stated that testing in commercial use is limited by uncertainty about the
regulatory framework for intelligent autonomous equipment. One respondent noted that
they were aware of AAVs in use around the UK albeit in small numbers, and hence
guidance is needed sooner rather than later when it comes to aspects of AAVs that are not
well covered by existing regulation.

One workshop participant noted the future possibility of AAV convoys, possibly on the
roads.
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https://www.gov.uk/government/publications/trialling-automated-vehicle-technologies-in-public/code-of-practice-automated-vehicle-trialling#introduction
https://www.gov.uk/government/publications/trialling-automated-vehicle-technologies-in-public/code-of-practice-automated-vehicle-trialling#introduction

7.3.2 Theme 2: Absence, or inadequate coverage, of standards and guidance —
general comments

Most participants cited 1ISO 18497:2018 for AAVs although it was noted that this version
was high level and that a significant re-write of this standard is ongoing. However,
participants stated that there appears to be few - standards or guidance documents that
cover topics such as Al and CS for AAVS.

Some patrticipants stated that new standards would need to be globally applicable to
maintain a consistent approach to standardisation of AAVs based on new and emerging
technology. Participants also stated that they thought that HSE should be involved in the
development of relevant standards. Participants were informed in the workshop of HSE’s
participation in some relevant standards.

Participants noted that there is considerable variety in tasks that can be performed by
AAVs and that the requirements for each type of task varied widely and as such standards
need to be sufficiently broad and goal based to deal with this. Additionally, participants
thought that sector-specific guidance will be beneficial to help interpret standards for
different applications.

Some participants stated that current guidance may not adequately address
considerations relating to field-to-field transportation of AAVs. The case study presented
describes an AAV in a field but did not describe how it got there. Standards and guidance
would ideally consider this, i.e. is off-road transportation, as opposed to highway
transportation, required or recommended for controlling the risks?

Participants stated that they were unaware of guidance to support safe deployment of
offroad AAV convoys.

Participants stated that the used of Al for the control of AAVs should be considered top
down based on first principles rather than bottom up dealing with specific technical issues
as discussed in the workshop. Some participants stated that systems based on new
technologies do not need to be optimally designed they just need to be safe. This
approach would foster a learning environment so that the industry can see over time what
works and what does not work. Some patrticipants stated that the UK has some working
AAVs (farmdroid) on farms in the UK hence the regulator needs to be able to deal with this
should advice be required, or an incident occur.

Participants said the guidance of the use of AAV is a prime concern, while design issues
can be dealt with by international standards. The guidance should be on issues such as
operator experience, training, competence, environmental conditions, who can do
maintenance of the AAV, and how to deal with mechanical and software updates to AAVs.

Some participants stated that autonomous applications in the agricultural industry are quite
new, which leaves some general requirements in existing design standards that require
possibly more interpretation in their fulfilment than might normally be the case. This could
result in uncertainty as to whether existing legislation has been fully met.

There are international design standards applicable to AAVs, e.g. ISO 18497 and ISO
25119, I1SO 14982, and I1SO 16230. However, these standards do not cover new and
emerging technologies such as Al and CS aspects of the AAV design. Participants thought
that AAV speed limits, were not well defined in standards
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7.3.3 Theme 2a: Absence, or inadequate coverage, of standards and guidance —
risk assessment and reasonably foreseeable misuse.

All participants stated that internal risk assessments were performed based in ISO 12100.
Some participants stated that they use an evolving risk assessment process to address
the use of new and emerging technologies combined with multiple stakeholder input
including universities and other companies with experience of using the relevant
technologies. Most participants stated that different applications had different risks and so
were concerned how can such variety be dealt with in standards.

Participants stated that risk assessment should address reasonably foreseeable misuse,
including deliberate misuse such as cyber-attacks, vandalism and joyriding. Unintended
acts resulting from the supervisor becoming distracted and being unable to supervise the
AAV operation could result in misuse being undetected. Other aspects of misuse
discussed by participants was operation in poor weather conditions when detection
technologies were known to be ineffective. Bypassing of safety features to allow continued
operation of the AAV, operator fatigue. Other factors to consider are poor maintenance,
inappropriate used beyond design parameters. Participants though that reasonably
foreseeable misuse should be part of the goal setting approach to standards writing.

Most participants raised the concern what would be an acceptable level of risk to support
decision making ‘how or safe is safe enough for AAVs and who/how would that decision
be made’? Participants discussed issues such as. One participant stated that manual
operation risk and the risk associated with autonomous operation should be treated the
same

Some participants stated that environmental factors such as complex terrain could
introduce new hazards and exacerbate other hazards such as people/object detection.
Therefore complex terrain is a necessary factor to consider in a risk assessment. Some
participants stated that lone working should be addressed in a risk assessment, although
this was not thought to be specific to AAVS.

7.3.4 Theme 2b: Absence, or inadequate coverage, of standards and guidance —
human machine operation

Participants considered several areas not well covered by current standards or guidance,
which include, practical use of AAVs, how to inform other land users such as the general
public, interface between manned and unmanned systems, in short how to ensure health
and safety of people around AAVSs.

Participants state that warning of operators, adjacent workers and members of the public
with audible and visual warnings to keep away from machines is an important activity and
that approaches were taken to prevent people becoming complacent when around AAV,
for example (male/female, different messages different languages). Some participants
suggested tethered drones to deal with robot / people blind spots. Manufacturers need to
make all the information regarding each AAV available so that warnings systems can be
set up.

Participants states that AAV operating modes are not well understood by the users and
certainly not by members of the public.
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7.3.5 Theme 2c: Absence, or inadequate coverage, of standards and guidance —
redundancy and diversity of safety measures considered a broadly
acceptable approach to safety

Participants at the workshop expressed that the supply of autonomous machinery currently
lacks guidance on what is an acceptable level of risk. There was also no consensus
among participants on how much we rely on machine safety, i.e. safety measures built
in/onto the machine versus situational safety, such as cordoning off fields whilst in use.

Participants stated they were aware that network reliability and real-time signal
performance issues can make remote operation and supervision unreliable. Safety issues
such a remote e-stop used to trigger local safety are lost if comms is lost. It is noted that
this is not a gap in terms of standards and guidance, but rather a technology issue.

7.3.6 Theme 2d: Absence, or inadequate coverage, of standards and guidance —
technology maturity and appropriateness for the application

Most participants agreed that new technologies that could be used in AAV design has
unproven capacity, unproven reliability, and limited flexibility. Most participants identified
types of technology currently used for people and object detection, with this being the
cornerstone of AAV operation. Technologies identified by participants included: LIDAR,
cameras, infra-red, sonar, RFid tagging, thermal cameras, as well as traditional techniques
such as bump bars. Most participants acknowledged that the above technologies do not
work well in poor weather conditions; when vegetation obscures detection; when people
wear coats, hats, gloves etc. Hence the use of these technologies for person/object
detection in the agriculture sector is considered immature. Hence the widespread use of
AAVs has not yet been realised.

Participants did not consider the sensor technology used for people or object detection on
AAVs to be ‘smart’, in terms of their ability to process the data they generate to produce a
reliability detection outcome across a practical range of UK conditions.

Participants stated that clear legal advice on which party is responsible for issues, updates
and incidents is required.

Participants noted that standards are currently in development that would allow multiple
sensors to be fused into a single sensor array.

In the workshop, it was remarked that there are additional needs of AAVs to achieve safe
operation in complex terrain, such as a hillside or fell, compared with more ideal areas,
such as large plains.

Other issues identified by participants were that RF tags were a good method to locate
employees in real time; sensors are weather and light dependant and therefore need
continued monitoring to check operation within agreed specification; there is a need to
match sensors to the given environment; and finally, some participants thought that the
minimum detection height will always be a problem for low level obstacles.

The case study presented included Al to analyse video feed to detect people in real time.
A participant acknowledged that while this may be possible, there would be difficulties to
achieving this at present.
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One participant suggested that the necessary sensor technology already exists that can
detect all the factors required to implement safe control but that they just need adapting to
the agriculture industry.

7.3.7 Theme 2e: Absence, or inadequate coverage, of standards and guidance —
cyber security

Participants stated that networked systems are not prevalent in the agriculture sector yet.
Participants stated that it is not clear how cyber security issues for connected AAVs would
be addressed. It is expected that guidance on how to apply industrial systems cyber
security standards to the agriculture sector is required. Most participants stated they and
others on the sector would likely welcome such guidance. Participants stated that
guidance on who is responsible for updates for networked systems and other such CS
requirements is an example of what would be required by the sector.

Participants stated that there is not enough knowledge about cyber security in the
agriculture sector and that farmers would be unlikely to pay for cyber expertise at present
due to there being no perceived benefit.

7.3.8 Theme 2f: Absence, or inadequate coverage, of standards and guidance —
human monitoring / supervision of autonomous machines

Through the case study, participants considered the possibility of having local or remote
monitoring and supervision of one or more AAV. Some patrticipants stated that having a
driver in the field removes the point of having an AAV.

Participants discussed how many AAVs a person could monitor and whether the
monitoring was on site or remotely. What would the person be monitoring for, AAV failure
or persons in the field as a further sensor? It was also stated that the AAV should confirm
the presence of the supervisor and if not then the AAVs would cease operation.

Participants suggest that the number of AAVs that could be monitored safely should be the
result of a risk assessment and that the people on the ground are the ones who should
make that decision.

An existing example is where there are six AAVs in polytunnels with one local operator
monitoring them. A participant suggested that software could control and monitor a fleet of
AAVs and that a single person would deal with issues if they arose. Conversely, one
participant stated that a single person monitoring multiple AAVs on site was not safe.

One participant suggested that a local person monitoring the AAVs would be best
positioned in the cab of the AAV (if it had one). Other participants stated that if that was
the case there was no need for the AAV.

A question was posed in the case study of how many AAVs could be supervised by a
single operator when the AAVs were in different fields? One participant thought that up to
5 AAVS could be monitored if they were performing the same ask.

Some participants stated that if the AAV is remotely monitored, the operators needs local
information at hand to make relevant decisions. Participants stated that there are no
standards to cover human machine interaction at present.
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7.3.9 Theme 2g: Absence, or inadequate coverage, of standards and guidance —
artificial intelligence

A respondent stated that currently Al use in the agriculture sector was immature and so
control is kept separately from functional safety. It was stated that John Deere use Al for
the detection of people with other sensing systems, such as 360-degree camera systems.
However, this is in the USA, which can differ substantially from the UK agricultural
landscape. It was suggested that in the UK AI/ML based systems are not ready to deal
with UK scenarios. None of the participants were aware and any standards applicable to
Al based systems. One respondent stated that standards covering Al use in control
system design should be developed top down from basic principles to deal with the
potential known issues associated with Al such as their indeterminate operation and
difficulty in verifying their safe operation.

7.3.10 Theme 3: The technology and people in a shared environment

Participants were concerned about the technologies used to detect objects and people and
their effectiveness. For example, one participant asked, what threshold would the
person/object detection system require to be met before the system would determine that
a person/object was present. Participants also stated that, in their opinion, whether an
agricultural machine is manned or unmanned should not make any difference to the
measures used to protect against incidents involving contact with people or objects.

One respondent referred to their use of many different audio warnings (different language,
genders, accents, etc.) to ensure workers and members of the public are aware of the
presence of an AAV.

7.3.11 Theme 4: The technology and people in a shared environment — members of
the public

Participants were concerned about the legal liability with AAVs and public rights of way, for
example the public walking through fields with public rights of way. Participants thought
that the public are likely not aware of AAVs and how they work and hence could be
exposed to unexpected risks. Participant stated that detection of people must be designed
to account for the public as well as well as users of AAVs. Some participants suggested
geo-fencing or the use of physical barriers to protect the public whilst AAVs are in
operation. Some participants were concerned that some members of the public might
intentionally try to stop an AAV or otherwise interfere with its operation, possibly putting
themselves at risk. Participants stated that AAVs should be able to interact with the public
by issuing warnings and by shutting down safely if required.

7.3.12 Theme 5: Competency

Some participants were concerned that failure of operators to understand the operating
modes of an AAV could lead to increased risk of their being injured. Most participants
stated that competency with new technologies was developed in their companies by
training and knowledge sharing with strategic partners in relevant areas. One respondent
stated that “in the absence of consistent or coherent standards to align effort makes this
[competency] all the more of a challenge”.
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7.3.13 Theme 6: Factors not directly related to safety or security

Participants stated that they thought that some people had unrealistic expectations
regarding viability of emerging technologies and levels of performance. There were
guestions over who would be responsible for safety where there is remote operation of
AAVs. However, there were other non-safety considerations that could limit the number of
remote AAVs in operation. One respondent suggested that barriers to the uptake of AAVs
could be complexity of use, cost, early loss of confidence, inadequate support, and public
rejection as well as safety.

7.3.14 Theme 7: Human factors

Those participants with experience of AAVs stated that “people very quickly accustom
themselves to autonomous equipment. At first, they are surprised and curious to see
equipment without a human driver, but quickly they are focusing on other things”. One
participant stated that “I have seen in a factory setting a person working within an
autonomous zone and assuming a mobile trolley would stop but it did not. The robot trolley
had a large red e-stop but he did not push it on time”. Another participant stated that “in my
experience, over time people become complacent and take actions to get the job done
faster and more efficiently, not necessarily safely”.

7.4 Stakeholder Engagement — Autonomous Mobile Robots
(AMR)

7.4.1 Theme 1: Regulations

Most questionnaire participants stated that for new and emerging technologies they used
the Health and Safety at Work Act (HSWA) 1974 and the machinery directive, Provision
and Use of Work Equipment Regulations (PUWER) 1998, and the Supply of Machinery
(Safety) Regulations (SMR) 2008 and relevant associated robotic/autonomous-specific
standards.

Those respondents that commented on cyber security referred to the NIS regulations and
relevant standards. Note, the NIS2 directive came into force in January 2023.

Some participants noted that the Guide to application of the Machinery Directive
2006/42/EC — Edition 2.2, a guidance document of around 500 pages, provides detailed
guidance on how to comply with the machinery directive. Participants noted that if future
UK regulation deviates from the current supply of machinery regulations due to Brexit, the
existing guidance might not be relevant and new guidance would need to be developed. It
was noted that due to the flexible adaptive nature of equipment used, for example AMRs
and AGVs, there needs to be a guidance document that is preferably international in
nature, that covers all Europe and worldwide issues. This will help import / export of such
equipment and help with consistency and understanding.

Some participants stated that the PUWER regulations has not been adapted to consider
collaborative robot applications. For example, cobots (and their end effectors) need to be
considered in a different way with regards to machine guarding and ‘end effector’ risk is
not considered in standards.
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Participants also noted that that the machinery directive, which was approved by the EU
council in April 2023, has been extensively revised. However, it is unclear whether the UK
regulations will now diverge from the EU regulations. Participants said that they were
concerned about the level of uncertainty this introduced to their forward planning.

7.4.2 Theme 2: Absence, or inadequate coverage, of standards and guidance —
general comments

Participants noted that there is a lack of harmonised standards that cover AMR/AGV,
which are required for companies that trade in the EU and therefore need to comply with
EU regulations. Participants also stated that there is disparity between robot standards
and AMR standards.

Participants noted that end users of AMRs, AGVs and Cobots lacked knowledge about the
risks associated with Al and cybersecurity and were not fully aware of their responsibilities
and their responsibilities regarding the validation / verification of these systems. It was
thought that sector-specific guidance would be beneficial in helping to address this lack of
knowledge.

Participants thought that current functional safety standards were high level in nature and
that specific guidance in their application to Cobots, AMRs and AGVs would be beneficial.
Participants stated that standards such as ISO 13849-1 and ISO 10218-1 need updating to
cover these technologies and how they are implemented as part of an overall system
rather than as a specific machine. The HSE team noted that an update to ISO 13849 (ISO
13849-1:2023) has been released and an update to ISO 10218 is due to be published
soon.

Some participants noted that the link between the AMR and the ‘AMR top module’ is not
covered in standards such as, 1ISO 3691-4 safety requirements and verification for
driverless trucks, as part of the total system. The regulator notes that the AMR and the
AMR top module are two separate systems that are covered in separate standards. Hence
any issues regarding their linkage would have to be addressed by guidance. Some
participants listed several technical issues that they thought required support in standards
or guidance including validation of acceptable collision values and guidance on how ISO
3691-4 helps to address this issue.

Participants noted that, generally many existing established standards would benefit from
being updated to provide better coverage for new technology, including AMRs, AVGs, and
the application of Al and cyber security for the machinery sector.

It was also noted that the use of AMRs, COBOTSs and application of Al represented a way
of working that is relatively new and presents new risks that would require modifications to
the existing ways of working. Participants suggested that because of these additional ways
of working, standards such as ISO 10218-2 and ISO 3691-4 should be considered as B
standards because they are no longer specific to a stationary machine with known
hazards, but rather to an interchangeable system involving one or many AMRs, AGVSs, etc.
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7.4.3 Theme 2a: Absence, or inadequate coverage, of standards and guidance —
risk assessment and reasonably foreseeable misuse.

Participants noted that practical guidance on an example risk assessment methodology
that highlights crucial areas, such as functional safety, mechanical safety and cyber
security would be beneficial.

Participants noted that IIOT/Al and smart factories not well covered by standards. There
are many different technical themes and hence the requirement for the application of many
different standards. Participants specifically noted the following areas that required sector-
specific guidance AMRs, AGVSs, risk assessment, software life cycle management,
management of change, use of open-source code.

Participants stated that AGV standards are very out of date and need to be reviewed and
updated, for example - EN 1525:1998. Safety of industrial trucks. Driverless trucks and
their systems.

Participants also noted that COBOT standards do not give a practical way of assessing
risk, without highly complex risk assessment exercises that completely lock down the
application. This could create quite a barrier to their adoption in industry. The lack of clear
standards/guidance also risks unsafe systems.

7.4.4 Theme 2b: Absence, or inadequate coverage, of standards and guidance —
human machine operation

Some participants noted that the area that raises the most discussion is that around
deliberate misuse of systems. It was noted that many solutions are available, but they cost
money to implement. Therefore, a question arises of ‘how safe is safe enough’, which can
only be considered on a case-by-case basis by risk assessment using suitable tolerability
of risk criteria. This was thought by participants not to be adequately addressed by the
current machinery sector standards.

Participants noted that the COBOT standards do not cover hazards associated with the
end effector/workpBS EN IEC e. If a COBOT is handling a sharp end effector such as a
knife, then ‘force limiting’ is not necessarily going to lessen the risk of injury to a person.

One participant stated that collaborative working will at some point in time, be a
requirement with the larger scale robots due to versatility in the workplace. The participant
stated that this would need to be recognised by HSE and supported in standards. While
standards exist that discuss power and force limiting of the device in proximity to humans,
the participant thought this needed to be made more obvious in HSE guidance, and the
PUWER regulations need to be updated to recognise this as well.

7.4.5 Theme 2c: Absence, or inadequate coverage, of standards and guidance —
redundancy and diversity of safety measures considered a broadly
acceptable approach to safety

Participants discussed iterative risk assessment, a technique that is not traditionally used
in the machinery sector, and as such is not covered in robotic standards, although it is
covered in ISO 12100. Participants noted that guidance on how to apply iterative risk
assessment when using new technologies was not available.
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Participants were concerned that a type C standard might not fully cover the risks
associated with all the possible applications of robotic systems such as Cobots or AMRs.

7.4.6 Theme 2d: Absence, or inadequate coverage, of standards and guidance —
technology maturity and appropriateness for the application

One participant noted that ISO PAS 5672, covers test methods for Cobots. The
environment where they have been tested in a clean dry environment. Whilst test
requirements will be different in the field, this does not appear to be addressed in relevant
standards or guidance.

7.4.7 Theme 2e: Absence, or inadequate coverage, of standards and guidance —
cyber security

Participants noted that networked systems were in widespread use with respect to AMR,
AGV and COBOT systems, in the machinery sector. All participants stated that cyber
security was widely implemented. However, participants thought that cyber security is
covered only at a high level in existing standards and that more detailed guidance on the
application of cyber security standards to robotic systems would be beneficial.

Participants stated that cybersecurity guidance should be developed for end users of
AMR, AGV and COBOT applications. Participants noted that the HSE cyber security
operational guidance was a useful document.

Participants noted that while IT people can apply cyber security to office networks, they
lack the knowledge to apply cyber security measures to engineering networks. Generally,
engineers build their own networks, without IT specialist help, but engineers can lack
knowledge on how to apply cyber security to their networks.

Participants said that they would welcome sector-specific HSE guidance on how to
implement cyber security for machinery.

7.4.8 Theme 2f: Absence, or inadequate coverage, of standards and guidance —
human monitoring / supervision of autonomous machines

Human monitoring or supervision of autonomous machines was not considered relevant
by the workshop participants. Participants thought that if an autonomous machine needs
supervision, it loses the benefits of being autonomous. The HSE team thought that
supervision could be limited to unusual situations rather than someone just sitting watching
them.

7.4.9 Theme 2g: Absence, or inadequate coverage, of standards and guidance —
artificial intelligence

Participants agreed that there is a lack of guidance on the use of AI/ML in autonomous
systems, which is seen as a barrier to the adoption for safety applications.

Participants generally agreed that ISO have made good progress in developing material
for 110T/ Al, which presents a good baseline/ framework for these topics. However, it was
thought that more work is needed on industry-specific guidance and standards to support
use of Al and lloT associated with autonomous systems.
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Some participants said that they hoped that the recent revision of the Machinery Directive
2006/42/EC, due to be published in July 2023 will cover a wide range of applications and
facilitate new relevant EU harmonised standards.

Participants were asked which standards were applied to their Al based applications.
Some participants noted that there are now many ISO/BS EN IEC joint Al standards in
development, but application-specific standards/guidance are needed to support Al/ML
implementation in robotic applications. Some participants stated that ISO/TR
22100-5:2021 - Safety of machinery -Relationship with ISO 12100 Part 5: Implications of
artificial intelligence machine learning’ helps outline how to include Al issues that impact
on safety aspects can be addressed in risk assessments.

Participants thought that the reality is that new technologies can cause emerging issues
that can prevent their successful/ safe adoption, which this TR does not adequately
address in their opinion. Participants thought that the scope of such documents needs to
be widened to include the breadth of technology used. Additionally, the impact of the new
machinery regulations needs to be considered.

7.4.10 Theme 3: The technology and people in a shared environment

Participants stated that whilst collaborative robot manufacturers typically promote Cobots
on their capacity for redeployment for different applications. Changing applications can
mean changing risks, especially where the introduction of new risks may not have been
previously identified for an earlier application.

Participants noted that interactions between humans and AMRs in a shared space can be
problematic. Participant noted that humans were wary of AMRS at first, but soon became
accustomed to their presence and in some cases, have become more complacent with
respect to the potential risks introduced by them.

Participants thought that interaction between humans and AMRs is not well covered by

standards. An example interaction pertains to how humans can determine what an AMR
intends to do at any given time. It was thought by the workshop participants that human

factors guidance on this topic was required.

7.4.11 Theme 4: The technology and people in a shared environment — members of
the public

Participants noted that interaction between AMRs, Cobots and people in a shared space
might be acceptable when the people are trained employees in the workspace. However,
this might not be the case with service robots, where members of the public are in a
shared space with AMRs/Cobots, although this is often their intended purpose.

7.4.12 Theme 5. Competency

Some participants perception was that upskilling people from engineering positions to work
with all relevant aspects of autonomous systems would be complicated. Some participants
noted that working with Cobots in the workplace was difficult. Participants were unsure,
when they wanted to change the COBOT function, how much work and checks would

have to be carried out for it to be considered safe again.
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Participants stated that in the food and beverage industry, a lot of suppliers are lacking
knowledge regarding the validation of COBOT systems. This is proving to be a problem,
finding trained people with the relevant knowledge and competence.

Participants noted many ways in which they are developing their competency in working
with the design, integration, and safe use of autonomous systems. These included
launching an engineering academy based on the National Competency Framework,
although it's not clear which national competency frame was used; development of training
matrices; use of an online portal for key and relevant resources; support from external
bodies such as TUV for accreditation and potentially universities for specific topic support.
Participants also included training and support from OEMs as sources of new technology
competence. The HSE team noted that the competency development ideas stated by
participants were generic in nature and were not specifically based on the relevant skills
required. This suggests that competency regarding new and emerging technologies is not
from ideal.

Participants also stated that they use specialist contractors with a proven track record in
the relevant areas. Some participants stated that they had internal specialist support on
relevant topics.

7.4.13 Theme 6: Factors not directly related to safety or security

Some participants noted that the time and effort required to investigate how to create a
safe environment with AMRs & humans in a shared space would be comparable to using a
safety fence.

Participants stated that the consideration of a new technology would involve the evaluation
of which companies they would need to work with, what new regulations they would have
to comply with, and whether the relevant skills and competency were available.

7.4.14 Theme 7: Human factors

Most participants thought that human behaviour around AMRSs varies from person to
person, but generally people would become used to working with AMRSs to an extent. It
was generally thought that younger people more readily accept AMRs while older people
would prefer robots to be fenced off away from people.

Some participants preferred to segregate people and AMRs where they knew interaction
was likely to occur. This approach would be based on specific risk assessments with
respect to the location and activities being performed.

A patrticipant stated the need to account for the unpredictable behaviour of people and
ensure that the equipment would always keep them safe. There were also suggestions
that for there to be any benefit in using AMR’s they need to be operating in a
complex/chaos environment, this means that safe systems of work and training are
paramount in this area.

7.4.15 Theme 8: Technical issue

Some participants perceived risks associated with a race towards Al/ML/advanced
algorithms, both in terms of lack of validation of those technologies and issues around
performance. One issue identified was that false alarm rates may be poor initially,
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encouraging users to find ways to circumvent the safety systems by identifying 'loopholes’
not foreseen in the validation of these new systems, thus inadvertently introducing more
safety risks.

Participants stated that they use intelligent sensors, for picking / orientation of parts /
recognition of items, but not yet for safety.

Participants identified technologies used to detect people and objects included: LIDAR;
radar; optical vision; safety-rated 3D volumetric sensing; Time of flight (TOF) image
sensors; RFID location monitoring, light curtains, plus more traditional measures including
safety beams, perimeter guards and safety switches.

Participants noted that the following uses of Al that they are aware of, including: product
guality systems, adaptive machining/robot systems; Al / ML for machine vision (e.g. object
classification and location) and Al / ML for predictive maintenance (inference from
captured data).

Participants were concerned about technical issues such as ‘digital twins’ for use in an
industrial setting. Participants noted that the digital world is uniform, but the real world is
full of random chaos. For example, a person taking a shortcut across a previously unused
part of the workspace can introduce something that the digital world has not mapped
before, or does not have sufficient time to map in real-time, at which point total reliance is
placed on sensors and the system reaction time. Another example of potentially
unexpected circumstance could be a previously calculated stopping distance becoming
guestionable/ erroneous should there be say, spilt oil on the floor.

Participants agreed that if there are many AMRs of the same make working together works
well because they will all follow the same way of working. However, if you introduce a
different make of AMR to the fleet, they are likely to have been programmed to work and
respond to stimuli differently, which could potentially result in a risk of collision or other
undesired interaction outcome.

7.4.16 Theme 9: Operational issue

Some participants thought that operational issues need to be considered before risks from
AMRs could be fully addressed. For example, if there was an incident like a fire or other
infrequent unexpected event, this might cause people behave differently than usual. In the
case of an emergency evacuation of the workspace, people may choose to take a different
route to that normally used and they may travel faster than usual to exit the premises. How
would the AMRs deal with this?

With respect to the fire alarms, one participant stated that they would expect the
automated environment to stop with no AMRs obstructing and emergency exit on the
activation of a fire alarm to facilitate an emergency evacuation.

Participants thought that many end users lack competency and knowledge of
responsibilities with respect to the final validation of AMRs, AGVs and collaborative robot
applications. Therefore, the OEMs, integrators and end users must work together to
ensure safe adoption and use. If an end user buys an AMR, they may get a declaration of
conformity stating that the AMT is ‘safe’, but perhaps not realising that one of the biggest
factors is the environment within which it is working. So, there is a need for all
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stakeholders to work together to develop a validation plan that ensures human safety over
the lifetime of the system.

Participants noted that if a Cobot or AMR are reprogrammed some time after they were
initially commissioned, as an end user, they must completely re-verify and revalidate the
system as they would a new machine, even though physically/ outwardly it looks.

Participants agreed that there needs to be guidance on the end users’ responsibilities for
validating new applications during operation.

Participants noted that operationally if there is more than one person within the same
space as an AMR, or COBOT, their safety requirements will mean that the device stops,
until the people have left its space, to maintain safety. The issue in this circumstance is
that if the machine does not move, an availability issue may arise, rather than a safety
issue. If this issue results in poor availability of the system, there may be a higher
likelihood that people will attempt to circumvent the safety systems, which may then
potentially give rise to a safety issue.
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The HSE helps ensure machinery safety through two key regulations: the
Supply of Machinery (Safety) Regulations 2008 (SMSR) and the Provision and
Use of Work Equipment Regulations 1998 (PUWER).

HSE commissioned a study to gain understanding of whether existing
machinery design and safety standards and guidance addressed the needs of
UK industry in the application of new and emerging technologies such as, for
example, autonomous systems, artificial intelligence (Al) and cybersecurity
(CS).

The study identified and reviewed a selection of relevant machinery safety and
design standards to determine the extent of coverage of new and emerging
technology. HSE then undertook workshops to elicit opinions of key
stakeholders regarding their experience of standards and guidance when
working with new and emerging technologies.

The study identified potential gaps in existing standards and guidance
documents, and made suggestions to address them:

* lack of end-user guidance for autonomous systems in dynamic environments.
* missing specific standards for integrating Al into machinery safety.

* no competency checks in existing standards for personnel using new and
emerging technologies.

* lack of guidance on safe human interaction with autonomous systems such
as cobots.

» absence of specific guidance on applying existing CS standards to machinery.
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