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Foreword
When we published our science and evidence strategy earlier this year, we presented our science and evidence cycle. This starts with an undertaking that
“we anticipate new challenges through foresight and synthesis of existing evidence”. Therefore, I’m very pleased to be able to present our first annual
foresight report which has been produced using outputs from the Foresight Centre’s horizon scanning work. HSE has had an active involvement in horizon
scanning since 2005, but this is the first time we have shared our work to a wider audience in this way. The theme of this first annual report is Information
and Communication Technologies (ICT), and I hope that this focus provides some food for thought as to the impact this area may have on the future world
of work. The intention is not to predict the future, but to support dialogue and thinking to ensure that we have considered potential future risks. The second
phase of our science and evidence cycle involves providing evidence to ensure that risks resulting from future work activities are effectively controlled,
including those that may be affected by ICT. In taking this approach, we hope to support our ambition
to be an enabling regulator so that potential risks can be understood early in the technology life
cycle and, if necessary, mitigation developed to enable the healthy and safe introduction of
new technologies. We believe that this approach will enable Great Britain to work well,
not just today but in the future.

Professor Andrew Curran
Chief Scientific Adviser and Director of Research
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Introduction
The occupational safety and health (OSH) system in Great Britain aims to
ensure that risks in the changing workplace are properly controlled. One of
the six strategic themes in the Help Great Britain Work Well Strategy (2016)
is ‘Keeping pace with change: Anticipating and tackling new health and
safety challenges’. HSE’s Foresight Centre conducts horizon scanning and
a range of other futures techniques that contribute to the strategic themes.
The Foresight Centre identify and analyse trends and emerging issues with
the potential to affect OSH. When HSE’s futures capability is combined with
our deep knowledge and unrivalled expertise of OSH, it can help GB to tackle
the anticipated problems of tomorrow today.
The government’s Chief Scientific Adviser defines horizon scanning as, “A
systematic examination of information to identify potential threats, risks,
emerging issues and opportunities, beyond the Parliamentary term, allowing
for better preparedness and the incorporation of mitigation and exploitation
into the policy-making process.” Futures techniques do not predict the
future, but rather they provide decision-makers with the opportunity to build
resilience to the changing future occupational landscape. This aligns with
the government’s aims to help businesses grow and to do so in a safe and
productive way.
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The impacts that scientific and technological changes are having on our lives,
both at work and in wider society, are significant and the changing role of
technology in the workplace is being heralded as the 4th Industrial Revolution.
This revolution is said to be moving at a faster pace than any previous revolution
owing to the rapid diffusion and pervasiveness of new technologies.
Alongside this many people are living and working for longer, so the workforce
is becoming more multi-generational. It is likely that the future global labour
market will be highly competitive, jobs will be more fluid and the workforce will
be more remotely connected. There will be an increasing contribution from
people who may have been previously underrepresented in the workforce,
including women, people with disabilities and those with long-term ill health.
In this first annual report from the HSE Foresight Centre, we have identified
ICT as a significant theme with which to demonstrate the importance of
thinking about future risks. ICT encompasses a huge range of technologies
and applications of those technologies, with significant overall implications for
the workforce and others affected by work activities.
In the context of this report, the term ICT covers not only the generation and
transmission of information but also related technologies that are dependent on
ICT, ranging from wearable computers to autonomous vehicles. The content of
this report is derived from a wide range of sources during our regular horizon
scanning activities and from targeted scanning in other specific projects.

DIGITAL REVOLUTION AND THE CHANGING FACE OF WORK

The report contains a collection of thought-provoking articles about the future
world of work and gives some detail of several emerging ICT topics and their
potential impact on occupational safety and health. We have not attempted
to cover every aspect of ICT and there are inevitably overlaps between the
topics selected. The reader can use it as a discussion document to build up
a picture of what their working future might look like and consider the ‘So
What?’ question: what might these potential changes mean for OSH in your
specific interest area(s)?
If you are interested in exploring collaborative futures techniques, such as
workshops and scenario building, you can contact the HSE Foresight Centre
for further support.

5

24/7

6

FORESIGHT CENTRE

CONTENTS
pg22

Farming in the cloud
An example of one sector and the changes enabled by ICT.

pg20

Welcome to the
Cognitive Era
Artificial intelligence is an
important component of
the applications listed above
and continues to be further
developed.

pg18

Backseat Drivers
There are already many examples of computer
enhancement to vehicles that may lead to completely
autonomous vehicles.

DIGITAL REVOLUTION AND THE CHANGING FACE OF WORK

pg8

Everything Everywhere Connected – the Internet of Things
A technological development whereby everyday machines, devices and appliances
are connected and able to send and receive data over the Internet.

pg10
24/7

Work Any Time, Any Place, Any Space
Changes in working patterns driven and enabled by ICT.

DIGITAL
REVOLUTION
AND THE
CHANGING FACE
OF WORK

pg12

As devices become smaller and more
sophisticated they can be used to
monitor our vital signs and may be
used, for example, to indicate potential
health and safety risks.

pg14

pg16

Co-worker or Cobot?

Wearable Health and
Safety

What’s Real and What’s Not? Immersive Technologies
Used to create virtual environments
to assist, for example, in training and design.

Developments in ICT are contributing to the design of
sophisticated robots that can work alongside workers
without the need for segregation.

7

24/7

FORESIGHT CENTRE

Everything Everywhere Connected - the Internet of Things
THE ISSUE

The ‘Internet of Things’ (IoT) is one of the major up-and-coming new technologies
that will play a role in reshaping work. The IoT can most simply be described as
a technological development where everyday machines, devices and appliances
are connected and able to send and receive data over the Internet. Although the
majority of people may be unfamiliar with the term, they probably use cashpoints,
a mobile phone and might be considering installing a ‘smart’ heating system in
the home - all part of the IoT. The number of smart devices connected to the
Internet grew from about 0.5 billion (bn) in 2003 to over 13bn in 2013 and sources
anticipate it will reach anything from 20 to 300 bn by 2022. Data can be exchanged
in real time, 24-7-365, leading to increased automation.
On a grander scale, Smart Cities are being conceived where everything from refuse
collection, to sanitation, to traffic control, to medical and social care are connected
on an integrated platform that aims to optimally serve the needs of the population.
The Government recognises the significance of IoT and in 2015 announced £40m
of funding for IoT development, focusing on health, social care and smart cities.
Gartner, a world leading information technology research and advisory company,
considers that a typical family home could contain more than 500 smart devices
by 2022. Embedded sensors are a major characteristic of IoT that unleashes its
potential to impact on how we live and work.
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Sensors can be embedded in almost everything imaginable: from windscreen
wipers to aircraft engines; from car tyres to cows’ stomachs; and from construction
materials to nano-sized devices that circulate in the human blood stream.
The upside of the IoT for organisations is smarter outputs, better decision-making
and evolution of the business model. The biggest current challenges and concerns
in the development of IoT relate to privacy, security and health risks.
In 2016 unidentified attackers launched the biggest ever cyber-attack which
disabled a major web-hosting company’s website. In the attack, connected IoT
devices (such as home webcams and DVD players) were used to overload the
site with data requests, which caused it to crash. The inventor of the World Wide
Web, Sir Tim Berners-Lee, has said that concerns about cyber threats from all
kinds of actors are justified; attackers may range from curious teenagers to statesponsored agents. There has been a doubling of national security cyber-attacks
which contrasts with estimated growth of the entire IoT market being around 20%
per annum. The UK Government has launched the National Cyber Security Strategy
to both develop the economic opportunities of ICT and also deter and defend against
cyber-security threats which are ranked on a par with the threats of terrorism, or
international military conflict.
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Possible Implications for OSH
Real-time monitoring and feedback using sensors and applications in the
workplace could be useful tools for reducing workplace risks such as falls,
manual handling injuries, stress, fatigue and even fatal injuries. However,
the increasing risk of cyber-attacks may impact on health & safety control
systems. Also, it is uncertain how the IoT will manifest further in the workplace
and therefore what new health and safety risks could arise as a result of
heightened implementation. For example, how will the OSH of a peripatetic
globally dispersed workforce using connected devices be managed effectively?
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Work Any Time, Any Place, Any Space
THE ISSUE

The world of work has changed considerably in the past twenty years and
businesses increasingly rely on the use of non-standard working patterns. Factors
that drive changes in working patterns include: evolution in technology; growth in
global trade; business desire to improve productivity, the need to keep overhead
costs low and retain talent; and employee choice and desire for flexibility or
variety.
Advances in ICT (e.g. virtual meetings, high-speed broadband and mobile
networks) are ‘revolutionizing’ how work is done. As work becomes
increasingly organised via online platforms, a new kind of working life is
emerging; for increasing numbers of us work is now something we can
do wherever and whenever we like. Future workspaces might have a
physical space or digital space designed for collaboration. In fact, coworking (working flexibly in collaborative spaces) is a growing trend, with
the concept of the workspace slowly replacing the workplace.
Technology is facilitating a move away from a 9 to 5 job structure, and
enabling workers to have multiple simultaneous jobs or ‘gigs’ for different
employers across different industries, working in several different locations.
Global operations, made possible by ICT, drive the demand for flexible working.
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In future, if these drivers continue we may expect to see the workforce increasingly
being required to work ‘on-demand and on-call’. The number of ‘on-demand’
workers (those in temporary and contract jobs, including those with ‘zero hours
contracts’) is anticipated to double by 2020. There is an expectation that by 2020,
the majority of the UK workforce will be more flexible. It is anticipated that by
2030 jobs and organisations may become increasingly fluid as people move
from project to project or from one job to the next.
The World Economic Forum, in its Global Risks Report 2016, suggests that
regulators are unable to cope with the pace of technological change. It
will therefore be important for the health and safety system to have the
right evidence for the future and to continue to improve and update its
understanding of issues that could impact on health and safety. How will
regulatory frameworks of the future accommodate changes in working
patterns and ICT?

Possible Implications for OSH
Growth in flexible working makes understanding and controlling the risks more
challenging and difficult. It may increase risk and insecurity for workers and be
linked to poorer health and safety outcomes (injury rates, hazard exposures,
and self-reported health issues). The shift to non-standard, poorly paid and
insecure work can weaken the effectiveness of regulatory oversight and
can undermine OSH surveillance systems. There are positives though, e.g.
improved communications and monitoring technology can improve safety for
lone workers or those in hazardous situations.
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Wearable Health and Safety
THE ISSUE

As smart devices become smaller and more robust there is the potential for a range
of applications to open up, leading to a situation where computers may be found
everywhere. As a result, ICT has moved beyond merely tracking our movements
to monitoring changes to our vital signs that may indicate health and safety risks.
Smart, wearable technology may have a significant impact on the workplace over
the next few years. It is expected that by 2025 people will become increasingly
reliant on and trusting of digital health monitoring and advice dispensed by machine
algorithms. It is estimated that employees in the USA will be using over 13 million
fitness devices by 2018. The UK is likely to follow suit.
The improving availability and affordability of wearable technology means that
companies are increasingly evaluating the application of smart technology as a
tool for enhancing productivity and for bringing about improved communications
and health.
Smart devices including badges, glasses, watches and mobile phones are already
being used in work settings such as offices, retail, warehousing, manufacturing,
healthcare and construction. Smart clothing such as gloves, helmets and shoes
are being introduced to workplaces, along with a very wide range of novel devices
including smart contact lenses and temporary tattoos (stickers attached to the skin)
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containing tiny cameras, sensors and antennae. Smart furniture and equipment are
also available.
It is likely that Smart technology will increasingly be used in workplaces and homes
to gather and analyse health data on stress, fatigue, temperature, respiration, heart
rate, blood pressure, calories burned, activity intensity and sleep patterns. Workers
are experiencing social and workplace incentives to share their personal data,
including data from outside work. Taking part in health and welfare schemes is
voluntary, but employers may use people’s emotional responses, such as a desire
for common purchase and to be ‘one of the team’ to encourage participation by
those who are reluctant to sign up.

Possible Implications for OSH
It is possible that some aspects of work will benefit from the availability of more
task and employee monitoring data. Devices can help to provide tutorials,
prompts and real time OSH monitoring and feedback that will contribute
to improved workplace health and safety. However, there may also be the
potential for increased stress owing to unfair or discriminatory use of smart
data. Employees may feel pressure to conform to desirable health and fitness
characteristics in order to keep up with team-based personal health initiatives
led by the workplace.

While there are drawbacks and concerns, such as invasion of privacy and protection
of personal data, the majority of people seem to be willing to share their data as long
as they will get some benefit in return. NHS research shows considerable public
support for the use of anonymised patient data, despite low levels of understanding
about data use and sharing. Employers will need to protect personal data and
prevent unfair or discriminatory treatment of employees. Policies and employment
contracts will need to be updated.
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What’s Real and What’s Not? - Immersive Technologies
THE ISSUE

Immersive technology can be described as technology that brings the physical
and digital world together, creating a sense of immersion for the user. Rapid
developments are ongoing and devices are appearing in the workplace. As these
technologies mature they will likely pervade many industries.
The main two Immersive technologies are augmented reality (AR) and virtual reality
(VR).
AR provides and supplements a real-time view of an individual’s surroundings
that has been altered or enhanced by computer-generated images or data. This
information can be displayed using hand-held devices (smartphones and tablets),
wearable technologies (glasses, head-mounted displays and contact lenses),
computer VDU screens or projectors. Users interact with information through
touch, speech or gesture recognition. The global AR market was valued at $1.72
billion in 2014 and is expected to reach $56.8 billion by 2020.
AR may be used in the workplace: to direct users through a work task, e.g. by
recording and replaying movements; as a conceptual display tool, to display the
inner workings of a system; and as a communication and collaboration tool, to
allow users in different locations to view 3D images and communicate in real-time.
AR has expanding applications for training, safety and competence purposes.

14

It is already used in the construction, automotive, manufacturing and logistics
industries. Future developments include accurate hand tracking, which will enable
a robot to be shown how to do a task.
VR immerses an individual into a computer generated 3D environment, experienced
or controlled by body movement. Most VR devices are head-mounted displays or
glasses. More immersive experiences can be provided by a Cave Automatic Virtual
Environment (CAVE) system comprising a room where images are projected on the
walls.
Individuals can interact with the virtual world and objects using a device such as
a wand/joystick or a physical sensory device, e.g. a data glove, allowing actions
like pulling or gripping. The world market for VR could reach $30 billion by 2020.
VR applications for work include: training and simulation, such as for welding, spray
painting, or flight and vehicle simulation; as an immersive remote communication
tool and to create and display virtual images of workers carrying out tasks. Future
VR will be wireless, featuring eye-tracking, improved touch and gesture control;
eventually smell & temperature could feature.
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Possible Implications for OSH
These technologies can offer improvements for OSH as they offer benefits such
as improved guidance in procedures or the opportunity to rehearse hazardous
operations in a virtual situation. However, there may also be undesirable
aspects in using these technologies. For example: virtual information may
diminish the view of reality, leading to falls or contact with hazards; users
may be overloaded with information that may distract from their task; the
technology needs to be compatible with hazardous work environments and
PPE. Musculoskeletal conditions such as head, neck and limb discomfort may
follow prolonged use of devices; disorientation and motion sickness have also
been experienced.
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Co-worker or Cobot?
THE ISSUE

Robotics and autonomous systems (RAS) – including drones and driverless vehicles
- are expected to have a major impact on most economic sectors in the next 10
years.
The World Economic Forum recently considered the fusion of technologies
that is blurring the line between physical, digital and biological areas and the
risk to employment and changes to the workforce that intelligent machines
bring. It is estimated that 7 million jobs in the world’s largest economies,
particularly those associated with low skill and repetitive tasks, are likely
to become superfluous due to automation over the next five years. Other
reports suggest that 11 million UK jobs could be automated in the next two
decades. The International Federation of Robotics estimates that by 2018
global sales of industrial robots will grow, year on year, by 15 percent - the
numbers of units sold doubling to 400,000, with five major markets (70%
of sales) located in China, Japan, USA, South Korea and Germany.
Segregation, using perimeter fences, guards and interlocks, has traditionally
been used to mitigate risks to workers from active robots.
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The next generation of collaborative robots, known as ‘cobots’, is being designed to
be used with the worker and robot (or drone) together within a shared workspace.
An increasing range of cobots is becoming available with wide-ranging applications,
and with the ability to operate safely in many industrial environments.
Early in 2016, the International Organisation for Standardisation (ISO)
published a technical specification for collaborative robots to supplement
its ‘Safety Requirements for Industrial Robots’ standards (ISO/TS 15066).
The specification provides guidance for cobot operation in a workspace
shared with co-workers. In such operations, the integrity of the safetyrelated control system is of major importance, particularly when
process parameters such as speed and force are being controlled. The
specification also describes different collaborative concepts and details
the requirements to achieve these. A comprehensive risk assessment
is required to assess not only the robot system itself, but also the
environment in which it will operate.

Possible Implications for OSH
The safe development and operation of RAS will require effective management
and control of the risks associated with deployment of this technology,
including assurance of the integrity of associated safety systems. This will
help to underpin an effective future regulatory framework, towards ensuring
the protection of the health and safety of those working with and alongside
RAS.
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Backseat Drivers
THE ISSUE

The ongoing development and refinement of a combination of technologies
have brought the possibility of autonomous or driverless vehicles to the UK.
This technology offers potential improvements in traffic flow and traffic safety,
alongside reduced vehicle emissions. Businesses could benefit from resulting
higher efficiency, improved productivity and making a contribution to improved
road safety.
Driver assistance systems and higher levels of automation are already available
on a range of vehicles in the UK. This is enabling: hands-free self-parking;
manoeuvres within restricted spaces; cruise and lane control (with acceleration,
braking and steering managed on behalf of the driver for periods of time); and
collision avoidance. Manufacturers and software and technology companies have
joined forces to develop these elements and to improve sensor design, control
software and connectivity. Software is being developed that can interpret inputs
from a variety of sensors and learn to mimic the driving skills of the very best
drivers. This will lead the way to vehicles that are increasingly autonomous, whilst
still needing some degree of manual control. Fully autonomous vehicles could be
on the roads by 2025.
Trials of autonomous vehicles are currently underway across the world. Google,
which has operated its cars in autonomous mode for over 400,000 miles on
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California’s roads, has identified 272 cases when a car’s own software detected
a ‘failure’ that caused it to alert the driver and hand over control. In a further
69 cases, drivers seized control without being prompted to do so, because they
perceived a safety threat. Even so, autonomous vehicles have been found to be
significantly safer than cars driven by humans.
In the UK autonomous vehicles can legally be tested on public roads. Tests began
in 2016 and should be extended to high speed carriageways by the end of the year.
Truck platooning tests have been successfully carried out in mainland Europe in
April 2016. In these tests a number of vehicles travel in a tightly-packed convoy (to
improve fuel efficiency), controlled via radar and optical sensors, with routes and
speeds coordinated using Wi-Fi. A similar trial with a 10-truck platoon is planned
for the UK, with a driver in the lead vehicle controlling the steering, acceleration
and braking of the convoy.

Possible Implications for OSH
Appropriate regulation and guidance may be required to ensure the
widespread roll-out and operation of autonomous vehicles is conducted
safely. Consideration will need to be given to the ownership of responsibility
for any accidents that result from autonomous operation. Control technology
has the potential to reduce accidents that may have resulted from driver error.
Systems have to be sufficiently accurate and functional to facilitate widespread
use. They also need to be robust and secure against attempted unauthorised
hacking, which may seek to interfere with the controlled movement and
operation of the vehicle.

19

24/7

FORESIGHT CENTRE

Welcome to the Cognitive Era
THE ISSUE

Artificial Intelligence (AI) is ‘the science of making machines smart’, and is a field
that is advancing at an exponential rate. Machine learning is a tool for constructing
artificial intelligence systems, involving extraction of knowledge and ‘learning’ from
data. It has been enabled by advances in digitisation and cheaper computing
power.
The need for machine learning has been driven by unmanageable volumes
and complexity of ‘Big Data’. So much data is being generated that humans
struggle to gain insight from it using traditional analytical methods.
Statisticians and scientists would like to use Big Data to know what is going
on, and to work out how we might intervene to change a system (such
as an organisational OSH system) for the better. Professor David Hand of
Imperial College London summarises the Big Data challenge society faces,
“We have a new resource here. But nobody wants ‘data’. What they want
are the answers.” Machine learning and AI are tools that may enable new
learning from Big Data.
Surveys of leading AI researchers suggest a significant probability of humanlevel machine intelligence being achieved in this century. The continued
development of AI will be influenced by the availability of funding, with potential
for its uptake to be hindered by public opinion around ethics.
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For the foreseeable future AI is likely to be used as a tool to complement human
efforts, as machines are not going to have human-level intelligence anytime soon.
However, by 2025, it is expected that robotics and AI could well permeate wide
segments of daily life, although opinions are deeply divided on how advances in
AI and robotics will impact on employment. It is difficult to anticipate the types
of jobs that will emerge in the future, but it is likely that they will require
a wider variety of skills than in the past. Skills in demand may include
creativity, social skills, resilience and flexibility; i.e. skills that complement
those of the machines.

Possible Implications for OSH
Machine learning may enable a better understanding of risk taking behaviour,
and be used to check human analysis of data (reducing errors). It is, though,
too early to appreciate what the unintended consequences of AI might be.
The ‘control problem’ is how to create advanced AI systems that could be
deployed without risk of unacceptable side-effects. Controls and goals for AI
need to be set. The short term impact of AI depends on who controls it. In
the longer term, the impact depends on whether it can be controlled at all.

It is likely that a large number of medium skilled jobs will disappear.
Longer working lives, combined with ongoing workplace change,
mean that training and re-skilling throughout the working lifetime are
becoming increasingly important for the future.
Research on AI is growing, and the assessment and mitigation of
potential risks associated with it are being called for. Risks may include
machines and robots that outperform humans, and pursue goals that do not
align with those of humans. We are facing possible futures of incalculable
benefits and risks. AI is like any technology; if used responsibly it should not
cause harm.
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Farming in the Cloud - what a farm might look like in the future
How could the technologies discussed above affect industry sectors?

Farming is a good example of a sector where new, ICT enabled
technologies are being introduced. In addition, the world’s food security
is threatened by population growth and diminishing resources such
as arable land and water, along with climate change, environmental
pollution and changing consumption patterns. The ageing workforce,
skills deficits and labour shortages are other drivers that may exacerbate
the challenges associated with farming. Technological solutions to some
of the challenges are emerging and farms of the future might look very
different from what we see now.
Labour saving devices such as robotic harvesters, mechanical fruit pickers,
weeding machines and robotic milking parlours are already enabling farmers to
become more resource efficient. Farm animals can be monitored remotely using
wireless sensor technologies (in collars or ingested into the stomach) that transmit
data on location and health.

22

Drones can now carry multispectral cameras, allowing them to observe crop health
continuously. Sensors can measure temperature and moisture in soil, allowing
timely and targeted application of water, fertilisers and pesticides. Fields can be
ploughed by autonomous vehicles guided by sensors, geolocation data and Cloudbased software, saving farmers time and money.
Data collected by embedded sensors on the farm can now be stored remotely (in
the Cloud) and accessed via the Internet, enabling instant connectivity across all
dimensions of farm management and facilitating prompt and informed decision
making.
Developments in automation and the Internet of Things (IoT) are likely to have a
significant impact on farming and the arrival of 5G will boost this. 5G is the next
generation of networks that will offer greatly enhanced speed and capacity. This
has the potential to lead to a massive increase in IoT connected devices, enabling
connection to ubiquitous high speed networks and more efficient gathering and
transmission of actionable data. Increased automation over the next five years is
predicted, leading to: the harvesting of more types of crops by robotic ‘pickers’;
targeted irrigation of crops according to weather data; regional tracking of disease
transmission and improved pest management. This could enable more effective
utilisation and conservation of resources and efficiency savings.
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It may be that in the future, farmers will be able to harvest their
crops, plough their fields, apply crop treatments and check
on animal health using any device, from any location, at
any time they choose.
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