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Section 1 – Memorandum of 
Understanding 

This Memorandum of Understanding (MoU) is between the following parties: 

1. The Department of Agriculture, Environment and Rural Affairs (DAERA); and  

2. The Health and Safety Executive (HSE). 

Each a “Party” and together referred to below as the “Parties”. 

Background 

1. The purpose of this MoU is to set out the framework whereby HSE will provide 
technical support and advisory services to DAERA in relation to the environmental 
aspects of the Specified Animal Pathogens Order (Northern Ireland) 2008 No. 944 
(SAPO).    

2. The SAPO Order referred to in paragraph 1 prohibits any person from having in their 
possession any specified animal pathogen listed in Part 1 of the Schedule to the Order 
or any carrier in which they know such a pathogen is present unless they have a SAPO 
licence. It also prohibits the unlicensed introduction into any animal or bird of any 
pathogen listed in the Schedule to the Order (Parts I and II). 

3. The purpose of the Order is to prevent the introduction and spread into Northern 
Ireland of specified animal pathogens, which, if introduced, could cause serious 
disease and economic loss to animal and poultry industries. 

4. SAPO licences stipulate the way in which the specified animal pathogens covered by 
the licence must be handled to ensure their safe containment and disposal, the areas 
of the laboratory in which various types of work may be done and the persons 
responsible for supervising the work. Licence holders are required to meet the relevant 
containment and operating standards. The SAPO licensing process requires an 
inspection of the premises that are the subject of the application. Licences are usually 
valid for 5 years. Re-inspections of laboratories licensed under the Order may be 
carried out at any time to ensure full compliance with licence conditions. 

https://www.legislation.gov.uk/nisr/2008/336/contents
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Interpretation 

5. "GDPR" means "the UK GDPR" as defined by regulation 2 of the Data Protection, 
Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 
2019.  

6. "Confidential Information" means any information which has been designated as 
confidential by either Party in writing or that ought to be considered as confidential 
(howsoever it is conveyed or on whatever media it is stored) including information the 
disclosure of which would, or would be likely to, prejudice the commercial interests of 
any person or trade secrets or Intellectual Property Rights of either Party and all 
Personal Data and Special Category Personal Data within the meaning of the Data 
Protection Act 2018 (DPA) and GDPR but does not include information which: 

a. was public knowledge at the time of disclosure (otherwise than by breach of 
paragraphs 19-23 (Confidential Information)); 

b. was in the possession of the receiving Party, without restriction as to its disclosure, 
before receiving it from the disclosing Party; 

c. is received from a third party (who lawfully acquired it) without restriction as to its 
disclosure; or 

d. is independently developed without access to the Confidential Information.  

7. In this MoU unless otherwise expressly provided or unless the context otherwise 
requires:  

a. references to the singular include the plural and vice versa. 

b. references to words denoting any gender shall include all genders. 

c. references to the Parties and individuals include their respective successors in title, 
permitted assigns and legal personal representatives. 

8. In this MoU any reference to any statute or statutory provision shall, unless the context 
otherwise requires, be construed as a reference to that statute or provision as from 
time to time amended, consolidated, modified, extended, re-enacted or replaced. 

9. The Annexes form part of this MoU and will have effect as if set out in full in the body of 
this MoU. 

10. In the case of conflict or ambiguity the order of precedence for this MoU and the 
documents attached to or referred to in this MoU will be as follows: 
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a. the body of this MoU; 

b. the Annexes of this MoU. 

Definitions 

Minor Non-Compliances 

11. These are issues of a minor nature that, in the opinion of the inspector, by themselves 
do not significantly compromise bio-security and/or bio-containment of the pathogen.  

Major Non-Compliances 

12. This may be either one single issue that, in the opinion of the inspector, by itself 
significantly compromises bio-security and/or bio-containment, or a number of minor 
non-compliances that when taken together would compromise bio-security.  

Bio-Security 

13. The prevention of disease-causing agents entering or leaving a property and being 
spread. It involves a number of measures and protocols designed to prevent pathogens 
and disease being spread. 

The aims and objectives of the SAPO licensing inspections 

14. The licensing regime enables DAERA to inspect and enforce SAPO sites within 
Northern Ireland, with assurance that those persons: 

a. issued with SAPO licences within Northern Ireland have the necessary trained staff, 
documented operating and management procedures and facilities to ensure the 
safe containment, handling and disposal of the specified animal pathogens for 
which the licence is given; 

b. licensed under SAPO in Northern Ireland continue to comply with the relevant 
containment and operating standards, and with the conditions on their SAPO 
licences while they remain licensed. 

Services and functions to be performed 

15. The services and functions to be performed as part of this MoU are set out in Annex A.  

16. This MoU will be kept under review by both parties to identify any new opportunities for 
joint working, should they arise. Should the MoU require amendment to factor in these 
new opportunities, it will be through mutual agreement. 
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Financial arrangements 

17. The financial arrangements for the services and functions in this MoU are set out in 
Annex B. 

Duration and termination 

18. The MoU shall come into effect as from 1 April 2025 and shall terminate on 31 March 
2030 unless it is extended for any further period or periods of 12 months on the same 
terms and as mutually agreed between the parties.  The MoU or any extension to it 
may be terminated early, on the expiry of six months written notice given at any time by 
either party to this MoU to the other, or immediately with the consent of both parties. 

Confidential information 

19. Each of the Parties understands and acknowledges that it may receive or become 
aware of confidential information belonging to the other Party whether in the course of 
the performance of the obligations under this MoU or otherwise. 

20. Each party understands their responsibilities with respect to the processing of personal 
data and special categories of personal data and agrees to fully comply with UK Data 
Protection legislation (see Annex C).  

21. Except to the extent set out in this paragraph or where disclosure is expressly 
permitted elsewhere in this MoU, each Party must: 

a. treat the other Party’s confidential information as confidential and safeguard it 
accordingly;  

b. not disclose the other Party’s confidential information to any other person except 
their employees, agents and professional advisers to the extent to which such 
disclosure is necessary for the purposes contemplated under this MoU, and subject 
to procuring that such persons are made aware of, and comply with, these 
obligations of confidentiality. 

22. The obligations of confidentiality imposed by paragraphs 19-21 continue in force 
notwithstanding termination of this MoU. They do not apply to any confidential 
information to the extent that it is required to be disclosed by a requirement of law 
placed upon the Party making the disclosure (including any requirements for disclosure 
under the Freedom of Information Act 2000 and/or the Environmental Information 
Regulations 2004 or in accordance with HSE’s policy on open government). They are 
subject to any government requirements as to transparency which may apply to the 
Parties from time to time. 
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23. The Parties must not use the confidential information under this MoU for commercial 
purposes without the prior written agreement of the supplying Party. 

Signatories 

The duly authorised representative of the Parties affix their signatures below. 

We agree to and accept all the terms and conditions of the above MoU. 

Signed on behalf of the Department of Agriculture, Environment and Rural Affairs 

 

Name:  Jim Blee 

Position: Deputy Director Animal Health and Welfare Policy 

Date:  18 March 2025 

 

Signed on behalf of the Health and Safety Executive 

 

 

Name:  David Murray  

Position:  Director of Finance & Corporate Services  

Date:   31/03/2025  
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Annex A – Scope of agreed support and 
services 

1. DAERA will: 

• appoint an inspector from DAERA to undertake inspections of SAPO premises in 
Northern Ireland within 10 working days of receipt of notification or receipt of a license 
application/amendment/renewal;   

• where appropriate, and in agreement with HSE, brigade forthcoming SAPO inspections 
based at the same site with inspections to be carried out as part of DAERA’s rolling 
inspection programme;   

• in respect of applicants for a new SAPO licence/amendment/renewal, request HSE to 
provide support to DAERA inspectors to undertake inspections of premises identified in 
the application and specify the relevant containment level to which the inspection 
should be carried out; 

• obtain staff details, Standard Operating Procedures (SOP) and floor plans that show 
clearly the layout of the areas where the specified animal pathogen(s) are to be stored 
in respect of the premises together with the application form and any previous 
inspection reports or licenses received and forward to HSE’s Microbiology and 
Biotechnology Unit (MBU) for review as part of the advisory function; 

• agree the date of the inspection with the HSE inspector; 
• write to the applicant/licence holder to specify any corrective action; and in respect of 

advice given by the HSE inspector to resolve non-compliances. DAERA will advise 
HSE if non-compliances have been rectified or not after 20 working days;  

• arrange for a licence to be issued subject to DAERA’s veterinary adviser resolving any 
issues they may have regarding the content of the report, and if the laboratory is 
compliant. 

2. HSE will: 

• appoint an inspector from the MBU to accompany the DAERA inspector within 10 
working days of receipt of notification or receipt of a license 
application/amendment/renewal from DAERA. HSE will provide advice to the DAERA 
inspector on any enforcement and/or remedial actions and/or internal reporting as 
required. 

• agree an inspection date to accompany a DAERA inspector; 
• undertake the visit with the DAERA inspector within 60 working days of the MBU 

inspector being appointed, or as agreed with DAERA. 
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Inspections 

3. HSE will: 

• ensure an appropriate number of trained inspectors are available to undertake the work 
agreed by this MoU; 

• maintain competence and expertise in their advisory role of accompanying DAERA on 
inspections of premises that do or will hold specified animal pathogens; 

• conduct a desk-based review of SAPO 2 facilities which are not routinely inspected; 
• accompany a DAERA inspector on inspections of SAPO containment facilities at levels 

3 and 4 to provide advice. The inspections will comprise both routine re-inspections, 
new inspections, investigations of accidents/dangerous occurrences;  

• accompany DAERA on physical inspections of the premises bio-security and bio-
containment arrangements and advise on compliance with the SAPO licensing 
conditions and requirements; 

• HSE will review documentation relating to non-compliances and provide advice to 
DAERA on whether compliance has been achieved and follow-up in writing to DAERA. 
Under exceptional circumstances HSE will consider a further visit, which would be cost 
recoverable under this MoU. 

4. Within 10 working days of completion of the inspection HSE will submit to DAERA an 
inspection report advising whether a SAPO licence should be rejected, issued 
immediately, or issued after certain shortcomings have been addressed. The document 
should bring to DAERA’s attention anything that materially affects containment 
requirements being met and indicate on what information the recommendations are 
made. Copies of any relevant correspondence should also be included. 

5. Where licence holders are found to have minor non-compliances on inspection, HSE 
will: 

• write to DAERA within 10 working days of accompanying a DAERA inspector on an 
inspection, to advise on corrective action required including action to be taken if not 
cleared within 20 working days; 

• within 5 working days of receipt of confirmation from DAERA that the minor non-
compliances have been rectified, HSE will write to DAERA confirming whether they are 
content that they have been cleared and make recommendations about issuing a 
licence. Any documents that have been revised, eg SOPs or floor plans, should also be 
copied to DAERA. 

6. If, at the end of the 20 day period, confirmation of the correction of non-compliance has 
not been received from the licence holder, HSE will advise DAERA on the action they 
deem appropriate and make recommendations about licence issues, including 
suspension and/or withdrawal for existing licence holders. 
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7. Where licence holders are found to have a major non-compliance, HSE will inform 
DAERA and provide expert advice in relation to the content of improvement notices 
(IN) and prohibition notices (PN). 

8. HSE will provide DAERA with specialist expertise advice in respect of any criminal 
prosecution that might arise from investigation activities. 

9. Representatives from DAERA and HSE’s MBU will regularly monitor and review the 
arrangements and progress against the MoU and on-going inspection programme and 
review and revise, where necessary. 

10. Both parties agree to bring forward the review date of this MoU, to address any post 
EU exit issues. Should the MoU require review and amendment to factor in EU exit 
issues, it will be through mutual agreement with both Parties. The revised MoU would 
then run for two years from the date that the EU exit issues had been addressed. 

Audit 

11. HSE will keep and maintain cost records until two years after the completion of the 
agreed work. These will be available for scrutiny, by prior arrangement, to DAERA 
auditors acting on their behalf. 

Record keeping  

12. Records of inspections and enforcement actions conducted in support of DAERA under 
this agreement will be maintained at HSE for a period of two years and will be available 
for inspection, by prior arrangement, with DAERA. 
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Annex B – Financial arrangements 

1. DAERA agree to pay HSE costs for technical support, advice, desk-based reviews and 
travel and subsistence, based on inspector hours spent on the work by HSE's MBU.  

2. Costings for delivery of the agreed annual workplan are calculated on an hourly basis, 
using Full Economic Costs (FEC). The hourly rate will be annually adjusted to align 
with HSE’s current rates. 

3. If circumstances mean that the anticipated annual cost will be greater than 10% higher, 
HSE will gain prior permission from DAERA, before continuing with inspections. The 
calculation includes time to: 

i. accompany DAERA inspectors to undertake inspection of premises for a new 
SAPO licence/amendment/renewal request, to provide advice; 

ii. accompany a DAERA inspector on inspections of SAPO containment facilities at 
levels 2, 3 and 4 to provide advice. Such inspections will be new inspections, 
routine re-inspections and investigations of accidents/dangerous occurrences; 

iii. accompany DAERA on physical inspections of the premises bio-security and bio-
containment arrangements and advise on compliance with the SAPO licensing 
conditions and requirements; 

iv. provide advice to resolve non-compliances and follow up in writing to DAERA; 

v. advise DAERA about SAPO licence applications; 

vi. advise DAERA on minor and major non-compliance issues. 

4. DAERA shall be responsible for additional liabilities only where they have consented to 
that additional expenditure in writing before it was incurred.   

5. Invoices will be submitted to DAERA by MBU following each inspection.  The invoice 
will detail the number of hours spent on the inspection visit and the number of hours 
spent on reactive work, including writing inspection reports and other advisory 
activities. DAERA will pay HSE within 30 days of receiving an invoice.   

6. In the event of this agreement being terminated, HSE will submit an invoice to DAERA 
for any outstanding costs incurred as a result of planned inspections and reactive work, 
if any, up to the termination date certified as an accurate statement of the costs 
properly incurred under this MoU.
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Annex C:  Data Protection Joint Controller 
Agreement   

Purpose  

1.1 The purpose of this agreement is to explain the respective roles that HSE and 
DAERA will play in managing the processing of personal data associated with 
SAPO licensing and inspections, carried out under SAPO and ‘The Specified 
Animal Pathogens Order (NI) 2008’. 
 

1.2 DAERA and HSE are considered Joint Controllers of the data collected, as both 
parties jointly determine the means and purpose of processing personal data as 
part of the functions defined in the MOU.   

  

Joint Controller Responsibilities  

2.1 Joint Controllers have the following responsibilities:  
2.1.1 Each Joint Controller is individually responsible for compliance with relevant 

provisions of the Data Protection Act 2018 (DPA) and the UK General Data 
Protection Regulation (GDPR), in relation to the processing of personal 
data which it carries out. 

2.1.2 Each Joint Controller is responsible for ensuring that personal data which it 
processes is:  
2.1.2.1 adequate, relevant, and only processed in connection with one of the 

lawful bases; and 
2.1.2.2 accurate and, where necessary, kept up to date; the Joint Controller 

having taken every reasonable step to ensure that any inaccurate 
personal data has been deleted or rectified. 

 
2.2 Each Joint Controller must put in place appropriate Technical and Organisational 

Measures within their organisation to protect any personal data they are processing. 
This includes protection against any unauthorised or unlawful processing, and 
against any accidental disclosure, loss, destruction or damage.  

 
2.3 On instruction from the Lead Controller, each Joint Controller is responsible for 

carrying out any required Data Protection Impact Assessment for any element of 
business or process change subject to this agreement.  

 
2.4 Each Joint Controller is responsible for following the Lead Controller’s Data Security 

Guidance to ensure that the necessary measures are taken to protect personal data. 
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2.5 On instruction from the Lead Controller, each Joint Controller is responsible for 
maintaining any Records of Processing Activity for data held on their systems. 

  

Lead Controller’s Responsibilities 

3.1 In the case of this MoU, the Lead Controller is DAERA.  
 
3.2 The Lead Controller, in addition to responsibilities arising in the management and use 

of data by its organisation, is also responsible on behalf of the Joint Controllers for 
leading the appointment and management of any Processors required for the Joint 
Processing. This includes the Lead Controller entering into Data Processing Contracts 
(DPCs) with any Processors who may be appointed.  

 
3.3 The Lead Controller must ensure that Data Protection Impact Assessments (DPIAs) 

are conducted and maintained as required by Section 64 of the DPA. 
 

3.4  The Lead Controller must ensure that a Record of Processing Activity for the 
processing subject to this agreement is maintained as required by Section 61 of the 
DPA. 

 
3.5 The Lead Controller must ensure through Data Security Guidance the necessary 

measures are taken to protect personal data is compiled, maintained and disseminated 
to the Joint Controllers.  

 

Lead for Data Subject Rights 

4.1 The Lead Controller is responsible for identifying the Lead for Data Subjects. 
 
4.2 As the Lead Controller, DAERA has been identified as the Lead for Data Subjects. 
 
4.3 The Lead for Data Subject Rights acts as the contact point for Data Subjects as 

required by Section 58(3) of the DPA. 
 

Data Subject Rights 

5.1 The Lead for Data Subject Rights acts as the primary point of contact for Data Subjects 
wishing to exercise their rights under Part 3 of the DPA. 

 
5.2 Subject to the approval of the Lead Controller, the Lead for Data Subject Rights will 

establish the procedure to be followed by the Joint Controllers in respect of the 
management of Data Subject Rights applications relating to any Joint Processing 
carried out under these arrangements. 
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5.3 All Joint Controllers will maintain a point of contact (SPoC) to assist the Lead for Data 
Subjects in the management of Subject Rights applications and notification of Personal 
Data Breaches. 

 
5.4 When managing Right of Access requests, the Lead for Data Subjects will liaise as 

necessary with the SPoCs of each Joint Controller. 
 
5.5 The Joint Controllers will individually provide such assistance as is reasonably required 

to enable the Lead for Data Subjects to comply with applications from Data Subjects 
exercising their rights under the DPA within time limits imposed by the legislation. 

 
5.6 In respect of Personal Data subject to Joint Processing the relevant Joint Controllers 

will individually notify the Lead for Data Subjects within 24 hours of becoming aware if 
they: 

5.6.1 receive a Right of Access application 
5.6.2 receive an application for rectification of personal data 
5.6.3 receive an application for erasure or restriction on processing of personal data 
5.6.4 receive any other application, request, complaint or communication relating to any 

of the Joint Controllers’ obligations under Part 3 of the DPA 
5.6.5 become aware of a Personal Data Breach event. 
  
5.7  Each Joint Controller must, in respect of the personal data, provide clear and sufficient 

information to the Data Subjects, in accordance with (GDPR Article 14 and/or Section 
44 of the DPA), as to  the purposes for which they will process their personal data, the 
legal basis for such purposes and such other information as is required by the Data 
Protection Law. Each Joint Controller is individually responsible for making this 
information available to Data Subjects. 

 
5.8 Each Joint Controller is responsible for handling Data Subject Access Requests 

received, and where data may be held by another Joint Controller, this must be 
communicated to the Data Subject.  

 

Processing that falls under Joint Controllership 

6.1  The table below sets out details of the Joint Processing that falls under this Joint 
Controllership Agreement. 
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Subject matter 
of the Joint 
Processing 

The processing is needed in order to support delivery of 
SAPO licensing and inspections.  
 
DAERA conduct inspections and enforce sites issued  
with SAPO licences in Northern Ireland. On occasions  
where there has been a breach of the law, DAERA will  
investigate and carry out enforcement action where  
necessary. 

Duration of 
the Joint 
Processing 

For as long as the MoU is in operation ie, 1 April 2025 to 31 
March 2030, unless extended or renewed in accordance with 
the terms of the MOU. 

Purpose of the 
Joint 
Processing 

DAERA collects data from SAPO licence applications  
and identifies possible sites for inspection. DAERA inspectors 
will secure compliance with environmental law and SAPO at 
establishments working with specified animal pathogens. The 
personal data enables them to write to consent holders, 
serve enforcement notices, vary licence conditions, 
prosecute etc. 
 
DAERA provide HSE with all the necessary information  
to enable HSE to properly advise DAERA on SAPO  
licences and inspections. HSE provides support to DAERA in 
an advisory capacity and this MoU provides the detail of how 
this is achieved.  
 

Nature of the 
Joint 
Processing 

The processing is necessary for DAERA to  
perform a task in the public interest or for official  
functions, and the task or function has a clear basis in  
law. DAERA performs the public task, inspectors undertake  
inspections of premises containing specified animal  
pathogens.  
 
HSE require DAERA to share data to enable the provision of 
support and advice regarding the SAPO  
notifications system, inspections and enforcement of  
SAPO sites. 
 
DAERA and HSE share information via Government  
secure e-mail when applications are received. Data is shared 
on an ad-hoc basis/when SAPO notifications are received. 
 
The legal basis is set out in ‘The Specified Animal Pathogens 
Order (NI) 2008’. 
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HSE will handle information as outlined in the HSE Business 
Classification and Disposal Policy. 

Type of 
Personal Data 
subject to 
Joint 
Processing 

HSE and DAERA officials: Names, work addresses and work 
contact details.  
 
SAPO Licences: Job role, business name and establishment 
address. 
 
SAPO Inspections: Name, job role, work contact details and 
establishment address. 

Categories of 
Data Subject 
subject to 
Joint 
Processing 
 

HSE and DAERA officials, Licence applicants/holders. 

Information 
Asset 
Owner(s) of 
Personal Data 
subject to 
Joint 
Processing 

Head of CEMHD 

Jim Blee 

 

Arrangements 
for return or 
disposal of 
the Personal 
Data once 
Joint 
Processing is 
complete 

HSE processes inspection reports and other  
information electronically. HSE will retain the  
information on central record and information  
management systems (called COIN and CM9). HSE  
destroys most files when they are 10 years old,  
however exceptions apply and are specified in the  
business classification scheme and disposal policy. 
 
DAERA will retain the information on a central record  
and information management system and will dispose  
of the information after 10 years 

Authorised 
Staff  

CEMHD8 
Jim Blee 

 
 

Personal Data Breaches  

7.1  Each Joint Controller is individually responsible for any damage caused by the 
processing of personal data by its organisation, which is found to be in breach of the 
data protection legislation. 
 

https://www.hse.gov.uk/foi/assets/docs/busclasschem.pdf
https://www.hse.gov.uk/foi/assets/docs/busclasschem.pdf
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7.2 Each Joint Controller is responsible for reporting any Personal Data Breach, as defined 
by GDPR Article 4(12), committed by its staff to the Information Commissioner’s Office 
(ICO) without undue delay in accordance with DPA, and (where applicable) inform Data 
Subjects as required by the DPA. The Joint Controller will also inform the Lead 
Controller without undue delay via the appointed SPoC in accordance with paragraph 
6.3. 
 

7.3 Each Joint Controller will ensure that any Personal Data Breach that meets the relevant 
threshold criteria will be reported to the ICO within 72 hours of notification. This will 
include informing the affected data subject should the circumstances warrant it. The 
appropriate Data Protection Officer will be responsible for making the report.  

 
7.4 If financial penalties are imposed by the ICO on a Joint Controller in relation to any 

data processed under this agreement and if in the view of the ICO, one Joint Controller 
is responsible for the imposition of those penalties, that Controller shall be responsible 
for the payment of the penalties imposed.  
 

7.5 If the ICO expresses no view as to responsibility, then each Joint Controller shall bear 
responsibility for an equal share of the penalty imposed.  

 
7.6 In the event of a dispute between the Joint Controllers in respect of the responsibility 

for the damage caused by the Joint Processing carried out by one of more of the Joint 
Controllers in accordance with this agreement, the Joint Controller responsible for 
settling the penalty imposed is as determined by the ICO in the exercise of their 
enforcement powers under the DPA. 
 

7.7  In the event that a Joint Controller becomes aware of any Personal Data Breach 
committed by the staff of another Joint Controller they will inform that Joint Controller 
and the Lead Controller without undue delay via the appointed SPoC in accordance 
with paragraph 7.3 

 
7.8 The relevant Joint Controller(s) will provide reasonable assistance as is necessary to 

each other to facilitate the handling of any Personal Data Breach in an expeditious and 
compliant manner. 

 
7.9  If any Joint Controller is the defendant in a legal claim before a court of competent 

jurisdiction by a third party in respect of data processed under the MOU, then the 
Controller determined by the final decision of the court to be responsible for the 
damage shall be liable for the losses arising from such damage. 

 
7.10 Where all Joint Controllers are liable, the liability will be apportioned between the 

parties in accordance with the decision of the court. If the court does not apportion 
liability between the Controllers then each Controller shall bear responsibility for an 
equal share of the penalty imposed, unless it can prove that it is not in any way 
responsible for the event giving rise to the damage.  
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7.11 Nothing in this agreement will prevent the Controllers coming to a mutual 
agreement as to the apportionment of financial responsibility for any losses, cost claims 
or expenses arising from the processing of data under the MOU.   

Data retention  

8.1 Each Joint Controller will only retain or process Personal Data for as long as is 
necessary in accordance with legislation and relevant national or local guidelines. 

 
8.2 Each Joint Controller will retain personal data associated with the MOU in accordance 

with their respective organisational disposal policies. Each Controller is responsible for 
ensuring appropriate technical and procedural functions are in place to ensure the 
secure and timely destruction of personal data.  
 

Security and Training  

9.1 Each Joint Controller will ensure that staff members are appropriately trained to handle 
and process data in accordance with applicable organisational procedures. 
 

9.2 The Joint Controllers will not transfer any personal data they are  processing outside of 
the UK unless appropriate legal safeguards are in place, such as an adequacy decision 
or Standard Contractual Clauses, as required by data protection law.  

 
9.3 Each Joint Controller will ensure staff are appropriately trained in how to use and look 

after personal data and follow approved processes for data handling.  
 

9.4  Each Joint Controller will ensure staff have appropriate security clearance to handle 
personal information subject to the MOU. 

 

Freedom of Information 2000 (FOI) and Environmental 
Information Regulations 2004 (EIR) requests  

 
10.1 Each Joint Controller will ensure that data is managed and controlled in accordance 

with the requirements of the FOI and EIR.  
 

10.2 Any Joint Controller may receive a request for information from a member of the 
public or any other person under the various pieces of information disclosure legislation 
(GDPR, DPA, EIR, FOI).  

 
10.3 Each Joint Controller is ultimately responsible for making the final decision on 

disclosure, non-disclosure or application of any exceptions and exemptions in relation 
to any request they receive, ensuring all resulting responses are lawful. 
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10.4 Each Joint Controller will consider all requests on a case-by-case basis, ensuring 

that public interest tests are conducted and documented where required.  
 

10.5 Each Joint Controller receiving a request for information that has been supplied by 
another Joint Controller, will consult the Joint Controller supplying the information as 
early as possible and before any information is disclosed in response to the request to 
enable sufficient time for the views of the information supplier, including any objections 
to disclosure, to be taken into account when determining whether the information is to 
be disclosed or withheld.  

 
10.6 Each Joint Controller receiving a request for information that it holds and knows or 

believes is also held by another Joint Controller , will consult that other Joint Controller 
as early as possible and before any information is disclosed in response to the request. 
The purpose of this consultation is to ensure that: 

10.6.1 the Joint Controller that received the request is able to share any concerns 
about information that might be disclosed to the requester,  

10.6.2 the Joint Controller holding the information is able to take those concerns 
fully into account in its decision-making, and 

10.6.3 the Joint Controllers can co-ordinate their handling of requests.  
 

10.7 Each Joint Controller will provide to the other Joint Controller(s) any information in 
its possession that may be reasonably requested by the other, subject to necessary 
confidentiality constraints, safeguards and statutory rules on disclosure. 
 

10.8 Each Joint Controller will seek the approval of the other Joint Controller(s) before 
externally publishing any information resulting from the use of information received 
from the other Joint Controller(s), and such approval will not be unreasonably withheld.  

 
10.9 Each Joint Controller shall treat all confidential information belonging to the other 

Joint Controller as confidential and safeguard it accordingly and shall not disclose any 
confidential information belonging to the other Joint Controller to any other persons without 
the prior written consent of the other Joint Controller. 

 
10.10 Each Joint Controller acknowledges and agrees that each may disclose commercial 

information for purposes connected with the exercise of the Government’s functions, 
including:  

10.1.1 any audit or examination of the Government’s accounts or the use of its 
resources, and/or  

10.1.2 scrutiny by the authorised body of the exercise of the Government’s 
functions. 

 
10.11 Nothing in this agreement shall prevent either Joint Controller from disclosing any 

information required to be disclosed pursuant to any applicable law, government 
regulation or decision of any court or tribunal of competent jurisdiction. 
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Review and Governance Arrangements  

11.1 This agreement will remain in force until terminated by a majority number of the 
Joint Controllers. 
 

11.2 The Lead Controller will on behalf of the other Joint Controllers review these 
arrangements in accordance with the 5 year duration of the MoU. On request of one or 
more of the other Joint Controllers a an immediate review of the Arrangements may be 
initiated. The Joint Controllers may decide to continue, amend or terminate the 
Arrangements depending on the outcome of any review. 

 
11.3 The review set out at 11.2 will involve: 

11.3.1 Assessing whether the purposes of Joint Processing are still lawful and 
whether the purposes should be revised 

11.3.2 Assessing whether the legal framework governing data quality, retention, and 
Data Subjects’ and individuals’ rights are being complied with 

11.3.3 Assessing whether personal data breaches involving data have been 
handled in accordance with these Arrangements and the relevant legal 
framework 

 
11.4 The Joint Controllers will provide reasonable assistance as is necessary to facilitate 

the conduct of any review in an efficient and expeditious manner. 
 

Data Protection Officers  

The contact details of the parties Data Protection Officers are:  
 

Joint Controller Data Protection Officer  
HSE  
Health and Safety Executive  
Redgrave Court  
Merton Road, Bootle  
Liverpool  
 

 
Data Protection Officer  
Health and Safety Executive  
Mallard House,  
Kings Pool,  
York,  
YO1 7PX  
Email: Data.Protection@hse.gov.uk   

Department for Agriculture, 
Environment and  
Rural Affairs (DAERA) 
Jubilee House 
111 Ballykelly Road 
Ballykelly  
BT49 9HP 

Philip Gilmore  
Head of Data Protection and Information Management 
Branch 
DAERA 
Jubilee House 
111 Ballykelly Road 
Ballykelly  
BT49 9HP  
Email: 
dataprotectionofficer@daera-ni.gov.uk 

mailto:Data.Protection@hse.gov.uk
mailto:dataprotectionofficer@daera-ni.gov.uk
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