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Please select the type of Memorandum of Understanding (MoU) - Enduring long term share

1. Participants to the MoU

HM Revenue & Customs are referred to as Participant 1 and Health and Safety Executive (HSE) are referred to as
Participant 2. Collectively they are referred to as the “Participant(s)”.

1.1 Participant 1 - HM Revenue & Customs

His Majesty’s Revenue & Customs, of 100 Parliament Street, London, SW1A 2BQ

Contact 1 Contact 2
HMRC Directorate RIS Intelligence, Intelligence Services RIS Intelligence, Intelligence Services
Name of business contact Matt Wright Richard Bradshaw
Role Data Sharing Lead Change and Governance Lead
Email address Matt.wright@hmrc.gov.uk Richard.bradshaw@hmrc.gov.uk
Telephone Number 03000 589 831 03000 539 968
1.2 Participant 2 - Health and Safety Executive

Redgrave Court, Merton Road. Bootle, L20 7HS

Contact 1 Contact 2

HSE, Regulatory Practice Team, Director | HSE, Regulatory Practice Team, Director

QB b bl s of Regulation’s Office of Regulation’s Office

Name of business contact Stuart Easson Bruno Porter

HM Principal Inspector of Health and

Role HM Inspector of Health and Safety Safety, Head of Regulatory Practice
Team

Email address Stuart.easson@hse.gov.uk Bruno.porter@hse.gov.uk

Telephone Number 07469 566 646 07879 661 477

2. Introduction

2.1 This MoU sets out the information sharing arrangement between the aforementioned Participants. For the
context of this MoU ‘information’ is defined as a collective set of Data and/or facts that when shared between the
Participants through this MoU will support the Participants in delivering the Purpose of the data sharing activity
described in section 3 below.
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2.2 Information will only be exchanged where it is lawful to do so. The relevant legal bases are detailed within this
agreement. It should be noted that ‘exchange covers all transfers of information between the participants,
including where one participant has direct access to information or systems in the other.

2.3 This MoU is not intended to be legally binding. It documents the respective roles, processes, procedures, and
agreements reached between HM Revenue & Customs and the Participants. This MoU should not be interpreted
as removing, or reducing, existing legal obligations or responsibilities of each Participant, for example as
Controllers under the UK General Data Protection Regulations (UK GDPR).

2.4 A glossary of terms, definitions of abbreviations of this MoU are detailed in Annex A of this MoU.

3. Purpose and benefits of the data sharing agreement

3.1 Describe the purpose of the MoU and HMRC’s view of why it is necessary and proportionate.

The purpose of this MoU is to document the arrangements and obligations for the sharing of information between
HMRC and The Health and Safety Executive (HSE).

HSE is an executive non-departmental public body, sponsored by the Department for Work and Pensions (DWP)
and is Britain’s national regulator for workplace health and safety.

HSE are dedicated to protecting people and places and helping everyone lead safer and healthier lives. Their role
goes beyond worker protection to include public assurance, working to ensure people feel safe where they live,
where they work and, in their environment. As a regulator, HSE’s goal is to prevent workplace death, injury, and
ill health by working with duty holders to help them understand the risk they create and how to manage them.

HMRC considers that the disclosure of information to HSE under S.19 Anti-terrorism Crime and Security Act
(ATCSA) is necessary and proportionate in line with HSE’s functions for investigation and enforcement of work-
related criminal offences. HMRC data will be used:

e for the purposes of any criminal investigation whatever which is being or may be carried out,
whether in the United Kingdom or elsewhere.

e for the purposes of any criminal proceedings whatever which have been or may be initiated,
whether in the United Kingdom or elsewhere; -

e for the purposes of the initiation or bringing to an end of any such investigation or proceedings; or

e for the purpose of facilitating a determination of whether any such investigation or proceedings
should be initiated or brought to an end.

3.2 What are the specific aims of the data sharing agreement?

HSE may seek relevant HMRC data to support their work in the prevention, detection and criminal investigation of
health and safety offences, and the bringing of legal proceedings in relation to health and safety offences where
they occur in England, Scotland, and Wales.

There are no direct benefits to HMRC, other than to support HSE in their functions and objectives of this share.

3.3 How will the data being shared help achieve those aims?

Income and employment information can only be obtained by HMRC. HMRC hold this information which has been
supplied to HMRC by customers, both individuals and companies, as a requirement for mandatory tax compliance.
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In some cases, without relevant HMRC information, HSE would be unable to progress their investigation into
criminal cases.

3.4 Describe the benefits that the Participants hope to bring to individuals or society or the wider impact e.g.
reduction in fraud and debt, supports UK economy, benefits HMRC customers etc

Provision of pertinent data relevant to the prevention, detection and criminal investigation of health and safety
offences, and the bringing of legal proceedings in relation to health and safety offences where they occur in
England, Scotland, and Wales.

4. Type of data being shared under this agreement

4.1 Does this MoU agreement involve the exchange of Personal Data?

Yes Xl (Go to section 5)

No I (Select ‘N/A — No Personal data’ for Sections 5 to
7 and go to Section 8)

5. Data Protection Impact Assessment (DPIA)

O N/A - No Personal Data

5.1 HMRC - Have you completed a Data Protection Impact Assessment (DPIA)?

DPIA Reference Number:

9715 (Requests for Information)
9717 (Witness Statements)

Yes Date DPIA was registered: 02/09/2022
Date DPIA was last reviewed: 12/06/2024
No [ Please ensure a DPIA is completed before you exchange any personal data. You will not be

authorised to transfer data until one has been completed.

5.2 Participant 2 - Have you completed a Data Protection Impact Assessment (DPIA)?

DPIA Reference Number: DPIA0110-24
Yes Date DPIA was registered: 24/08/2022
Date DPIA was last reviewed: 29/05/2024
No O Please ensure a DPIA is completed before you exchange any personal data.
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6. Relationships under UK GDPR in respect of any personal data being exchanged under this agreement
O N/A — No Personal Data

6.1 Status of HMRC under UK GDPR

HMRC will be disclosing and receiving personal data under this agreement.

Where personal data is being disclosed under this agreement, HMRC's status will be a controller because HMRC
separately determines the purpose and means of the processing of the personal data.

Where personal data is being received under this agreement, HMRC's status will be a controller because HMRC
separately determines the purpose and means of the processing of the personal data after transfer.

6.2 Status of Participant 2 under UK GDPR

Participant 2 will be disclosing and receiving personal data under this agreement.

Where personal data is being received under this agreement, Participant 2 status will be a controller because they
separately determine the purpose and means of the processing of the personal data after transfer.

Where personal data is being disclosed under this agreement, Participant 2 status will be a controller because
they separately determine the purpose and means of the processing of the personal data.

7. Handling of Personal Data and Security 1 N/A — No Personal Data

7.1 Where Participants bear the responsibility of a Data Controller (see Section 6.1 and 6.2), they must ensure that
any personal data received pursuant to this MoU is handled and processed in accordance with the current seven
UK GDPR principles.

7.2 Additionally as part of the Government, HM Revenue & Customs and Participant 2 must process personal data
in compliance with the mandatory requirements set out in HM Government Security Policy Framework guidance
issued by the Cabinet Office when handling, transferring, storing, accessing or destroying Information assets.

7.3 Participants must ensure effective measures are in place to protect personal data in their care and manage
potential or actual incidents of loss of the personal data. Such measures will include, but are not limited to:

e personal data should not be transferred or stored on any type of portable device unless absolutely
necessary, and if so, it must be encrypted, and password protected to an agreed standard;

e Participants will take steps to ensure that all staff involved in the data sharing activities are adequately
trained and are aware of their responsibilities under the DPA, UK GDPR and this MoU;

e access to personal data received by Participants pursuant to this MoU must be restricted to personnel on
a legitimate need-to-know basis, and with security clearance at the appropriate level and

e Participants will comply with the Government Security Classifications Policy (GSCP) where applicable.

Page 6 of 19 Published for HMRC staff on 17-Jan-24 v5.2.3 MoU Register ID / Reference: P-159

OFFICIAL-SENSITIVE


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/
https://www.gov.uk/government/publications/security-policy-framework/hmg-security-policy-framework
https://www.gov.uk/government/publications/government-security-classifications

8. Duration, Frequency and Volume of the data sharing

Date MoU comes into effect: 01/06/2024
Date by which MoU needs to be formally reviewed: 31/05/2026
Date MoU will cease to be valid: 01/06/2027

Requests will be submitted to HMRC on an ad-hoc
basis, as and when required.

Fregueney & Helluline @ elit bl e It is expected that the share will not exceed:

e 20 per annum for Information Reports.
e 20 per annum for Witness Statements.

9. Legal considerations and basis to share data between the Participants

9.1 HMRC has specific legislation within the Commissioners for Revenue and Customs Act (2005) which covers the
confidentiality of information held by the department, when it is lawful to disclose that information and legal
sanctions for wrongful disclosure. For HMRC, disclosure of information is precluded except in certain limited
circumstances (broadly, for the purposes of its functions, where there is a legislative gateway or with customer
consent. Unlawful disclosure relating to an identifiable person constitutes a criminal offence. The criminal
sanction for unlawful disclosure is detailed at section 19 of the Commissioners for Revenue and Customs Act 2005.

9.2 Data can only be shared where there is a legal basis for the exchange and for the purposes described in this
MoU as specified at Section 10 below. No data should be exchanged without a legal basis and all exchanges must
comply with our legal obligations under both the Data Protection Act 2018 and Human Rights Act (HRA) 1998.

9.3 Enter relevant legal basis / bases for HMRC to disclose data

HMRC may disclose information to HSE using the legal gateway in section 19 of the Anti-Terrorism, Crime and
Security Act 2001 (ATCSA).

This allows HMRC to disclose information to another law enforcement agency for the purposes of assisting
criminal investigations or proceedings, including for the purpose of determining whether investigations or
proceedings should be initiated or brought to an end.

All disclosures must also comply with “Anti-Terrorism Crime & Security Act 2001: Code of practice” and be
justified, relevant, necessary, and proportionate to the request.

9.4 If applicable — Enter the relevant legal basis / bases for Participant 2 to disclose data

HSE may disclose information to HMRC using the legal gateway in section 17 of the Anti-Terrorism, Crime and
Security Act 2001 (ATCSA).

Information is required to undertake functions designed to protect the public, data sharing under Schedule 2(2)(7)
of Data Protection Act 2018.
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10. Lawful basis under UK GDPR to process personal data [0 N/A— No Personal Data

10.1 Personal data can only be processed (transferred, disclosed) where there is a valid lawful basis/bases as set
out in Article 6 of UK GDPR — see ICO Guidance

10.2 Enter relevant lawful basis for HMRC to process (share) personal data

UK GDPR Article 6 (1)

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official
functions, and the task or function has a clear basis in law.

10.3 If applicable - Enter relevant lawful basis for Participant 2 to process (share) personal data

Public tasks — Public Task Article 6 (1);

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official
functions, and the task or function has a clear basis in law.

DPA 2018 Schedule 2, para 2(1)(a), para 2(1)(b) and para 2(2)(7).

11. Data to be shared and systems it will be derived from

11.1 Describe the types of data / data fields being shared and their source systems

HSE will be requesting information (including request for Witness Statements) from HMRC by completing the
agreed request template and providing enough information for HMRC to identify the subject or company
(showing the types of data as personal and company).

HSE will extract the information to be sent to HMRC from corporate information systems.
The data sent from HSE to HMRC will include some or all the following data elements:

e Requested tax years.

e Full name (individual / Company)
e Full address

e Date of birth

e Date of incorporation

e NINO

e Company Registration Number

e Previous address

e Employer(s)

e Nature of Enquiry

Each request will be considered by HMRC on a case-by-case basis, and HMRC information will only be shared if it is
lawful, justified, relevant, proportionate, and necessary to do so.

The relevant HMRC data may be extracted from any HMRC system, which could include but is not limited to:

e TBS
e PAYE
e NIRS
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e VISION

e MSS

e SA

e CENTAUR

e CASEFLOW

e DTR

e CONNECT (ICE)
e CBS

e TAX CREDITS

e ETMP

e COTAXVIEW
e ELECTRONIC FOLDER

The returned data from HMRC to HSE may include the following:

e Individual’s name (First name/surname/middle name if given)
e Date of Birth

e Address

e Contact detail if requested (phone number and email address)
e NINO (ajustified reason must be provided)

e Employer name

e Employer address (if requested)

e Employment start and end dates

e Employment taxable pay for the year

Tax paid (if requested)

Tax Return details

VAT Return details

Bank Details

e Number of Employees

e Corporation Tax Details

11.2 What is the Government Security Classification for the data being shared?

Official- Sensitive

11.3 Is there any special category data, sensitive data or criminal offence data
being shared?

Yes

No O

HMRC may be processing criminal offence data as part of this share.

UK GDPR and Part 2 DPA-18 or for law enforcement purposes under Part 3 DPA-18.

Depending on the nature of the request HMRC may be processing criminal offence for general processing under

No special category data or sensitive data (for law enforcement purposes) will be processed as part of this share.

12. How the data will be shared

12.1 Describe the method by which data will be transferred under this agreement
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Procedure for HSE to obtain HMRC Information for intelligence (hon-Witness Statement): -

Every request for disclosure of HMRC information must be made in writing (by secure e-mail) on the latest HMRC
Request template available through the HMRC Single Point of Contact (SPOC).

Any HSE Officer may request disclosure of HMRC information for any of the purposes set out by 5.19 (2) (b), (c), (d)
or (e) ATCSA 2001, but it must be submitted to HMRC by a registered authorised officer. A requesting officer
cannot normally self-authorise, and authority is to be given only if the authorising officer is satisfied that the
request meets the legal requirements for disclosure.

E-mail requests should include the authorisation from the authorising officer in the e-mail chain after the
requestor.

A request must bear the appropriate Government Security Classification (GSC).
Under the GSC Policy, documents carrying a Protective Mark of OFFICIAL do not need to be protectively marked.
However, information exchanged under this MoU relates to personal information and sensitive information of

individuals which may be evidence of a crime.

All requests should be protectively marked OFFICIAL: Sensitive or higher. If any request carries a SECRET and TOP
SECRET classification HSE must contact the HMRC RIS Gateway Exchange Team before transmitting the request.

Requests for information must be submitted to the HMRC email address: -
risgatewayexchangeteam@hmrc.gov.uk

HSE may request information that HMRC holds, as detailed in HMRC's Privacy Notice. The request from HSE to
HMRC must be for a specifically named individual or company and contain enough details of the investigation or
proceedings to enable HMRC to assess whether it is lawful, relevant, necessary and proportionate to the
individual request.

HMRC must be satisfied that all requests made under s19 ATCSA 2001, are for the purposes allowed by ATCSA.
HMRC will only disclose information when it is lawful to do so. All disclosures must be relevant and proportionate
to the purposes for which it is requested. Requests under S19 ATCSA must also comply with the ATCSA Code of
Practice .

Disclosures made by HMRC will be made on a case-by-case basis.
Bulk requests or lists covering many individuals or companies will not normally be accepted, however in
exceptional circumstances & for proportionate operational needs, bulk requests will be considered. Notification of

such Operations should be made to the Gateway Exchange Team prior to submission.

Any disclosure by HMRC will be returned on a Word document and sent by secure electronic communication to
the officer who initiated the request, and if requested also copied to the HSE SPOC.

Requests for Information will usually be responded to within 25 working days,

Procedure for HSE to obtain HMRC Information as a Witness Statement: -

Requests for disclosure of HMRC information in the form of a Witness Statement, will be made in line with the
process documented above. Requests will be received by the HMRC RIS Gateway Exchange Team and routed to
the HMRC Witness Statement Unit.

Any disclosure by HMRC will be returned on an MG11 Witness Statement template and sent by secure electronic
communication to the officer who initiated the request, and if requested also copied to the HSE SPOC.
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Requests for Witness Statements will usually be responded to within 35 working days.

Proactive disclosures by HSE to HMRC

Information should be sent, preferably in Intelligence Report format to the following e-mail address:
intelligence.bureau@hmrc.gov.uk

If necessary, contact the Intelligence Bureau for advice on 03000 521 779.

12.2 Will direct (or browser) access to HMRC systems be granted? Yes [ No

Direct access to HMRC is not covered by this agreement.

13. Accuracy of the data being shared

13.1 Before sharing data both Participants must take all reasonable steps to ensure that the data being shared is
both accurate and up to date.

13.2 The exporting department will ensure that data integrity meets their own department’s standards, unless
more rigorous or higher standards are set out and agreed at the requirements stage.

13.3 Participants will notify each other of any inaccuracies of the data as they are identified.

14. Retention and Destruction of data

14.1 State how long the data will be retained for by each Participant and what their arrangements are for secure
storage, and disposal / destruction of data.

HMRC

All data received is stored within a CPIA (Criminal Procedure Investigation Act 1996) compliant Records
Management System (RMS) that only HMRC RIS Intelligence Services (inc. Gateway Exchange Team (GET), Witness
Statement Unit (WSU) and OSIT (Operational Support Intelligence Team)) staff have access to. Access to RMS is
controlled by HMRC RIS Intel Corporate Centre. Data will be automatically deleted from RMS on retention expiry.

Both RIS GET and RIS WSU retention policy is 6 months, this is for assurance and to inform and support our own
processes.

However, data is currently held for 6 + 1years this is due to requests being stored on the RMS system. Data
cannot currently be deleted from RMS earlier than 6+1 years, as the system does not allow for more than one
deletion schedule. A remediation project is currently underway, and a replacement system is planned to be
available by December 2024.

HSE

The data received is stored within HSE’s records management systems (CM9) which can only be accessed by HSE
staff. The CM9 investigation folder is accessed by investigation teams, and HSE lawyers. Information used in legal
proceedings is shared with the court and solicitor agents as part of court bundles/case files and stored/processed
by those parties according to their GDPR/DPA-compliant data policies.
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Disposal of material is governed by HSE’s retention policy and OG on Material and Evidence Management Material
and evidence management (collection, retention and disposal) (hse.gov.uk).

The first review date (at which any hard copies are returned/disposed of) is generally
e six months from the date of conviction, if the court imposes a non-custodial sentence; or
= for six months or until a convicted person is released from custody, whichever is longer, if the court
imposes a custodial sentence; or
= until an appeal against conviction is determined, if longer than six months or any custodial period; or
» after acquittal.

In the case of an investigation not resulting in legal proceedings, the initial retention date is three months after
any grounds for judicial review of the decision not the proceed arise.

At the end of an investigation, review/retention dates are set on HSE’s case management system. At the
expiration of the second review date, the material is identified for disposal by HSE’s Information Management
Team, unless it is to be retained for possible transfer to The National Archives (TNA) in accordance with HSE's
Business Classification Scheme and Disposal Schedule.

14.2 State what access controls each Participant will have in place to ensure access to the data will only be
provided to authorised personnel with the appropriate security clearance.

HMRC

e The data will be classified as Official-Sensitive. Staff are SC vetted which permits access to this category of
data and some staff may have a higher level of clearance.

e Access to the RMS system where data is stored is reviewed each month by RIS Intel Corporate Centre.

e The RIS GET team manages access to group mailbox where all requests are sent, only GET team have
access to the mailbox, and access is reviewed and updated with any Team changes.

e The data is not encrypted within the HMRC environment but is secure and only available to staff with a
business need for access.

e All HSE staff are vetted to BPSS standard and undertake training on information security.

e Information received from HMRC under these arrangements will be marked appropriately and sent by
secure email from the SPoC to the requestor, who will be referred to the handling instructions in this
MoU.

e The information will be stored in HSE’s fully auditable, secure electronic database, which is accessed only
by those with a legitimate need to do so — generally investigation and legal teams only, in accordance with
HSE’s information security policies.

15. Onward disclosure to third parties

15.1 Participant 2 agrees to seek permission from HM Revenue & Customs before any onward disclosure of
information to a third party and will only disclose any information if permission is granted.

Where there is a delay in HMRC's ability to respond to a request, they will notify the other participant, ensuring
they are kept up to date with any progress.
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15.2 Where permission for onward disclosure is granted by HMRC, describe how the onward transfer of
information from Participant 2 to the third party will be handled (if allowed) under the legal basis

Onward disclosure of information by HSE will be completed in consultation with HMRC.

Any onward disclosure will be contained within an Intelligence Report with handling codes and ‘Government
Security Classifications’ applied.

HMRC will be informed if the law or a court order compels HSE to disclose any HMRC information.

16. Role of each Participant to the MoU

16.1 Role of HMRC

e |dentify the appropriate data required from HM Revenue & Customs IT systems / records

e Provide the data to Participant 2 in Microsoft Word or MG11 template transferred by secure TLS email
from and to agreed contact points.

e Only allow access to that data by the team requiring it

e Ensure that staff handle this data in line with the approved secure transfer method agreed by both
departments and within HM Revenue & Customs data security instructions

e Only store the data for as long as there is a business need to do so

e Move, process and destroy data securely i.e. in line with the principles set out in HM Government Security
Policy Framework, issued by the Cabinet Office, when handling, transferring, storing, accessing or
destroying information.

e Comply with the requirements in the Security Policy Framework, and in particular prepare for and respond
to Security Incidents and to report any data losses, wrongful disclosures or breaches of security relating
to information.

16.2 Role of Participant 2

e |dentify the appropriate data required from HM Revenue & Customs.

e Only use the information for purposes that are in accordance with the legal basis under which it was
received.

e Only hold the data for as long as there is a business need to do so.

e Ensure that only people who have a genuine business need to see the data will have access to it.

e On receipt, store data received securely and in accordance with the prevailing central government
standards, for example in secure premises and on secure IT systems.

e Move, process and destroy data securely i.e. in line with the principles set out in HM Government
Security Policy Framework, issued by the Cabinet Office, when handling, transferring, storing, accessing
or destroying information.

e Comply with the requirements in the Security Policy Framework, and in particular prepare for and
respond to Security Incidents and to report any data losses, wrongful disclosures or breaches of security
relating to information.

e |If Participant 2 adheres to a different set of security standards they must inform HMRC what these
standards are at 16.3 below and comply with any additional security requirements specified by HMRC.

e Seek permission from HM Revenue & Customs before onward disclosing information to a third party

e Seek permission from HM Revenue & Customs if you are considering offshoring any of the personal data
shared under this agreement.
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e Mark information assets with the appropriate government security classification and apply the baseline
set of personnel, physical and information security controls that offer an appropriate level of protection
against a typical threat profile as set out in Government Security Classifications, issued by the Cabinet
Office, and as a minimum the top level controls framework provided in the Annexe — Security Controls
Framework to the GSC.

e Send the data in Microsoft Word format on agreed template via secure TLS email agreed by both
departments under the protective marking ‘Official-Sensitive’.

16.3 If Participant 2 adheres to different security standards, please state what these

standards are here. N/A

17. Monitoring and Reviewing and arrangements

17.1 This MoU relates to a regular exchange that must be reviewed annually to assess whether the MoU is still
accurate and fit for purpose.

17.2 Reviews outside of the proposed review period can be called by representatives of either Participant. Any
changes needed as a result of that review may be agreed in writing and appended to this document for inclusion
at the formal review date.

17.3 Technical changes necessary to improve the efficiency of the exchange that do not change the overarching
purpose can be made without the requirement to review formerly the MoU during its life cycle but must be
incorporated at the formal review stage.

17.4 A record of all reviews will be created and retained by each Participant.

17.5 Appendix 2 outlines the contacts for amendments to the MoU. Appendix 1 sets out the document control,
and the version history of the MoU.

18. Assurance Arrangements

18.1 HM Revenue & Customs has a duty of care to assure any data that is passed on to others. Processes covered
by this MoU will be subject to annual reviews, from the date of sign off (to be inserted). HMRC may also choose to
introduce ad hoc reviews.

Assurance will be provided by the annual completion of a Certificate of Review & Assurance. The assurance
processes should include checking that any information sharing is achieving its objectives (in line with this MoU)
and that the security arrangements are appropriate given the risks.

18.2 Participant 2 agrees to provide HM Revenue & Customs with a signed Certificate of Review & Assurance
within the time limits specified upon request.

18.3 HMRC reserves the right to review the agreed risk management, controls, and governance in respect of this
specific agreement.
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19. Security Breaches, Security Incidents or loss or unauthorised disclosure of data

19.1 The designated points of contact (provided at Appendix 2 of this MoU) are responsible for notifying the other
Participant in writing in the event of loss or unauthorised disclosures of information within 24 hours of the event.

19.2 The designated points of contact will discuss and agree the next steps relating to the incident, taking
specialist advice where appropriate. Such arrangements will include (but will not be limited to) containment of the
incident and mitigation of any ongoing risk, recovery of the information, and notifying the Information
Commissioner and the data subjects. The arrangements may vary in each case, depending on the sensitivity of the
information and the nature of the loss or unauthorised disclosure.

20. Subject Access Requests

20.1 In the event that a Subject Access Request (SAR) is received by either Participant they will issue a formal
response on the information that they hold following their internal procedures for responding to the request
within the statutory timescales. There is no statutory requirement to re-direct SARs or provide details of the other
Participant in the response. However, each Participant will notify the other if a SAR is received in respect of any
personal data shared under this agreement. Contact details are at Appendix 2.

20.2 Full details of Data subject’s rights in relation to processing of personal information can be found in each
Participant’s Privacy Notice — links below. Also, see ICO Guidance.

20.3 HMRC HMRC Privacy Notice
20.4 Participant 2 HSE Privacy Policy Statement
20.5 ICO Guidance ICO Data Sharing Code of Practice — The rights of individuals

21. Freedom of Information Act (FOI) 2000

21.1 Both Participants are subject to the requirements of the Freedom of Information Act (FolA) 2000 and shall
assist and co-operate with each other to enable each organisation to comply with their information disclosure
obligations.

21.2 In the event of one participant receiving an Fol request that involves disclosing information that has been
provided by the other Participant, the organisation in question will notify the other to allow it the opportunity to

make representations on the potential impact of disclosure.

21.3 All HMRC Fol requests must be notified to the Central HMRC FOI Team inbox

22. Issues, disputes, and resolution

22.1 Any issues or disputes that arise as a result of exchange covered by this MoU must be directed to the
relevant contact points listed in Appendix 2. Each Participant will be responsible for escalating the issue as
necessary within their given management structure.
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22.2 Where a problem arises it should be reported as soon as possible. Should the problem be of an urgent
nature, it must be reported by phone immediately to the designated business as usual contact (listed in Appendix
2) and followed up in writing the same day. If the problem is not of an urgent nature, it can be reported in writing
within 24 hours of the problem occurring.

23. Costs

23.1 Will there be a charge for this service? Yes [ No

HMRC will not charge Participant 2 for information requested under the arrangements in this MoU. However,
HMRC reserves the right to review, negotiate and adjust the response times in order to meet demand where it has
identified a significant increase of requests during any financial year.

24. Termination

24.1 This MoU may be terminated by giving three months’ notice by either Participant.

24.2 Both Participants to this MoU reserve the right to terminate this MoU with three months’ notice in the
following circumstances:
» by reason of cost, resources, or other factors beyond the control of the HM Revenue & Customs or
Participant 2
» if any material change occurs which, in the opinion of HM Revenue & Customs and Participant 2 following
negotiation significantly impairs the value of the data sharing arrangement in meeting their respective
objectives.

24.3 In the event of a significant security breach or other serious breach of the terms of this MoU by either
Participant the MoU will be terminated or suspended immediately without notice.

24.4 In the event of a failure to cooperate in a review of this MoU or provide assurance the agreement may be
terminated or suspended without notice.

25. Signatories

25.1 Signed on behalf of the HM Revenue & Customs:

| accept the terms of the Memorandum of Understanding on behalf of HM Revenue & Customs.

Signature: _SJuc// ,{f/[m/(éj
Print Name: Stuart Murtha
Date: 19/09/2024
Position: HMRC Customer Compliance Group SIBP
Contact details: Tel no: 07825546346 Email: stuart.murtha@hmrc.gov.uk
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25.2 Signed on behalf of Health and Safety Executive (HSE)

| accept the terms of the Memorandum of Understanding on behalf of Health and Safety Executive (HSE)

/) %M%
Signature: U+ j
o

Print Name: Jane Lassey

Date: 21/06/2024

Position: Interim Director of Regulation

Contact details: Tel no: 07771 667036 Email: jane.lassey@hse.gov.uk

26. Appendices and Annexes
26.1 Appendix 1 — Document Control

Document Control Personnel

Key Personnel Organisation Name Department
Author HMRC, RIS Intelligence, Volume
HMRC Matt Wright Intelligence, Business Change
and Governance
HSE, Regulatory Practice Team,
HSE Stuart Easson Director of Regulation’s Office
Approver HMRC Stu Murtha CCG SIBP
HSE Jane Lassey Director of Regulation
Review Control HMRC, RIS Intelligence, Volume
HMRC Matt Wright Intelligence, Business Change
and Governance
HSE, Regulatory Practice Team,
HSE B P
> runo Porter Director of Regulation’s Office
Version history
Version Date Summary of changes Changes Marked
0.1 10/05/2024 2024 Review Draft No
0.2 28/05/2024 Changes to named HSE individuals Yes
0.3 03/06/2024 Additional text added in sections Yes

9.4, 10.3 and 15.1;
Additional contact details added in

section 26.2
0.4 12/06/2024 Final version for Sign Off No
1.0 19/09/2024 Final Signed Yes — Signatures
26.2 Appendix 2 — Business Contacts
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a) Business as Usual Contacts — HMRC

Contact Email

For Intel: Judith.hall@hmrc.gov.uk
Judith Hall, SO, RIS GET

For Witness Statements:

Responsibility

Operational Queries

Claire Denton, SO, RIS Claire.denton@hmrc.gov.uk

WSuU

Information Policy & ipd.disclosure (CS&TD TAD) Legal Issues
Disclosure

Matt Wright, HO, Data matt.wright@hmrc.gov.uk

Review and amendments to

Sharing Lead MoU

Richard Bradshaw, SO, richard.bradshaw@hmrc.gov.uk Security Incidents

Change and Governance

Lead

RIS Central Team mailbox.risprivateofficetransformation@hmrc.gov.uk | Subject Access Requests
(SAR’s)

Solicitors Office and Central HMRC FOI Team inbox Freedom of Information

Legal Services — FOI

Team

HMRC Office of the Data | ppO Office, Mailbox (CSIR DPO) Advice on data protection

Protection Officer

issues e.g. GDPR, DPA 2018

b) Business as Usual Contacts — Health and Safety Executive (HSE)

Contact
Stuart Easson — HM Inspector of Health and Safety,
Regulatory Practice Team

Bruno Porter — HM Principal Inspector of Health and
Safety, Head of Regulatory Practice Team

Email Responsibility

Stuart.easson@hse.gov.uk Operational Queries

Bruno.porter@hse.gov.uk

Stuart Easson — HM Inspector of Health and Safety,
Regulatory Practice Team

Bruno Porter — HM Principal Inspector of Health and
Safety, Head of Regulatory Practice Team

Stuart.easson@hse.gov.uk Legal Issues

Bruno.porter@hse.gov.uk

Stuart Easson — HM Inspector of Health and Safety, Stuart.easson@hse.gov.uk Review and
Regulatory Practice Team Bruno.porter@hse.gov.uk amendments to MoU
Bruno Porter — HM Principal Inspector of Health and

Safety, Head of Regulatory Practice Team

Stuart Easson — HM Inspector of Health and Safety, Stuart.easson@hse.gov.uk; Security Incidents

Regulatory Practice Team

Bruno Porter — HM Principal Inspector of Health and
Safety, Head of Regulatory Practice Team

Data Protection Office HSE — including any Data
Breaches

Bruno.porter@hse.gov.uk;

IAST@hse.gov.uk;

Data.protection@hse.gov.uk
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Stuart Easson — HM Inspector of Health and Safety, Stuart.easson@hse.gov.uk; Subject Access
Regulatory Practice Team Bruno.porter@hse.gov.uk; Requests (SAR’s)
Informationrequest@hse.gov.uk

Bruno Porter — HM Principal Inspector of Health and
Safety, Head of Regulatory Practice Team

HSE Central Disclosure Team

Stuart Easson — HM Inspector of Health and Safety, Stuart.easson@hse.gov.uk; Freedom of
Regulatory Practice Team Bruno.porter@hse.gov.uk; Information
Informationrequest@hse.gov.uk

Bruno Porter — HM Principal Inspector of Health and
Safety, Head of Regulatory Practice Team

HSE Central Disclosure Team

26.3 Annexes

Annex Ref Description Document
Annex A Glossary of Terms and Abbreviations %
Annex A.docx
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