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EXECUTIVE SUMMARY

Thisreport isthefirst of 3 parts presenting the results of an HSE-sponsored research project.
The overall purpose isto create a scheme for learning from incidents that involve electrical,
electronic or programmable electronic (E/E/PE) systems. Part 1 (this report) reviews existing
learning processes and causal analysis techniques, examines industry practice and makes
recommendations for anew scheme. Part 2 presents the recommended scheme and Part 3
gives accompanying guidance, examples and rationale.

Theinitial requirements are for a scheme that can be adopted by companies and organi sations
to help them learn from incidents that involved E/E/PE systems. This should fit with existing
safety and quality management systems, should alow for different levels of maturity and
organisational complexity and should satisfy legal and regulatory requirements. The scheme
should be applicable to awide range of sectors, including oil and gas, chemical process,
machinery, nuclear and railways, and should cover varying roles including end users, system
designers and component suppliers. Root causes should be classified using a common
taxonomy to aid consistent characterisation, retrieval and anaysis and the scheme should
enable recommendations to be generated from these root causes.

The consensus behind IEC 61508, and especially the agreed terminology of the standard, will
be important in developing a scheme that is widely applicable. In addition the safety lifecycle
in IEC 61508 will provide an overall processthat can be detailed and refined within the
incident learning recommendations.

A wide range of reporting architectures and causal analysis techniques have been proposed in
the academic literature and have received at least limited industrial use. 11 causal analysis
techniques are summarised under the following categories: dicitation and analysis techniques,
event-based techniques, flow charts and taxonomies, accident models and argumentation
techniques.

The project carried out structured interviews with 10 companies and organisations from the
pharmaceutical, nuclear, oil and gas, chemical process, marine, rail and machinery sectors.
Rolesincluded end users, designers, maintainers, procurers, assessors, system suppliers and
component suppliers.

The consultations reveal that supply chain and information sharing isimpeded by industry
fragmentation. An organisation’s most significant technical influence over contractorsisthe
standards used for project development, which tend to be widely available (such as IEC
61508) rather than company-specific. Reliance on contractors |eads to problemsin ensuring
sufficient in-house competence and experience. The design history for existing systemsis
rarely available.

Existing end-user schemes are generic and do not contain in-built specialised € ements for
focussing on E/E/PE systems. Only asmall fraction of reported incidents involve a special
investigation of E/E/PE system failure. For example, one company had 750 incidents per
year, 6 were investigated in detail and only one involved this kind of special investigation.
End user organisations often find it difficult to determine whether E/E/PE systems should be
implicated in an incident.

More than one company observed that implementation of more rigorous reporting schemes
increased the incident reporting rate, but the serious accident rate reduced, suggesting that



there was previous under-reporting. Most companies have non-confidential reporting
schemes.

Causal analysistechniques used include: timelines, event trees and checklists; a method
similar to TRIPOD (accident trees plus structured checklists); event-based/event chain causal
analysis; and ad-hoc approaches such as textual elaboration by designated experts. The
E/E/PE system suppliers interviewed do not use any specific method.

Large companies have up to four levels of internal incident enquiry depending on severity, eg
trivial, local, formal investigation, formal enquiry, with different levels of investigation and
different personnel at each level. Typically for large companies there are many thousands of
trivial incidents per year but |ess than ten of these result in the most stringent type of enquiry.

Some companies classify incidents according to type (for subsequent monitoring and trend
analysis). However thereisrarely any formal classification scheme of incident causes —the
priority isto identify necessary changesin product, procedures or personnel competence.

Recording of incidents, analyses and tracking of safety recommendationsis quite
sophisticated in some large companies and is implemented independently of other systems.
However small companies tend to use existing QA systems for this purpose.

Some companies have explicit mechanisms for reviewing and generalising incidents into
recommendations. Experienceis fed back into the design rules and business processes, and is
often disseminated more broadly to other sites, trade bodies and regulators. Tools, such as
databases, intranets, bulletin boards and e-mail, aid dissemination.

vi
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1 INTRODUCTION

IEC 61508 is a key standard for industry as it sets out specific requirements for E/E/PES
systems within a generic framework that defines the safety lifecycle and safety management
activities that should be followed. One of these requirementsisthe need to learn from
experience, with 6.2.1 of IEC 61508-1 stating that responsible organisations or individuals
should consider specifying, implementing and monitoring the progress of:

6.2.1i) the procedures which ensure that hazardous incidents (or incidents with
potential to create hazards) are analysed, and that recommendations are made to
minimise the probability of a repeat occurrence.

This requirement addresses arange of safety stakeholders including the developers and
operators of safety-related systems.

In addition IEC 61508-2 requires that:

7.8.2.2 Manufacturers or system suppliers which claim compliance with all or part
of this standard shall maintain a system to initiate changes as a result of defects
being detected in hardware or software and to inform users of the need for
modification in the event of the defect affecting safety.

So arequirement to respond to incidentsis placed on the “ supply chain” of system suppliers
and product manufacturers.

These requirements represent goals to be achieved, and as is often the case with goal based
regulation, leaves questions undecided about how this should be done. The implementation
details will depend on the organisation that istrying to learn, its maturity in terms of data
collection and analysis, and the criticality of the systemsthat it isresponsible for.

In designing a scheme to meet these requirements, we face problems providing a useable
scheme that can be tailored to the sector or application of interest. The consensus behind IEC
61508, and especially the agreed terminology of the standard, will be important in developing
ascheme that is widely applicable. In addition the safety lifecycle in IEC 61508 will provide
an overall process that can be detailed and refined within the incident learning
recommendations.

In thisfirst part we:
o Establish the requirements for the scheme (Sections 2 and 3).

e Review current schemes for incident recording, analysis and learning that can contribute
to the design of a new scheme (Section 4 and Appendix A).

¢ Report on the consultations with industry to determine what methods are currently in use
for learning from incidents (Section 5 and Appendix B).

¢ Review the results and make recommendations for the scheme (Sections 6 and 7).



2 REQUIRED SCHEME FEATURES

These features were devel oped in discussion with HSE.
2.1 STUDY REQUIREMENTS

The client for our report isHSE. Our report will be used in developing HSE guidance, but it is
not the guidance itself. As such, promotional aspects to ensure adoption are peripheral issues.
However the study should identify, and mitigate where possible, potentia barriers to

adoption, such as:

e Cost and time to implement and operate the scheme.

e Complexity/usability of the scheme.

e Need to integrate with existing schemes.

The study documentation should provide arationale that gives the thinking behind the scheme
that is produced. In addition the project will maintain an on-going record of issues considered,
and reasons following particular paths at decision points.

2.2 CHARACTERISTICS OF THE E/E/PES-RELATED REPORTING SCHEME

2.2.1 Operational environment

1 Thescheme should link to existing systems, not just to existing incident reporting and
analysis but also to safety management systems, control logging, risk management etc.

2 The scheme has to be implementable by industry — and allow an evol utionary approach.
2.2.2 Client community

3  Weassume the client community will at least comply with RIDDOR. However this does
not necessarily imply that there is a pre-existing incident recording and analysis scheme
internal to the company (for example, RIDDOR allows tel ephone reporting as a minimal
reporting interface).

4 The scheme should be applicable to organisations at different levels of maturity and
organisational complexity.

2.2.3 Specialisation for E/E/PES

5 The scheme should use terminology and concepts from |EC 61508 as a basis, but should
not be bound completely to thisif certain aspects are not fully covered or if we consider
the standard’ s terminology to be a barrier to the target user’ s understanding. The scheme
should not depend on detailed knowledge of IEC 61508 or on the technical terms used
within it.

6 The scheme should cover E/E/PES users, E/E/PES system designers and E/E/PES product
suppliers.
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The scheme should fit in with existing incident reporting and analysis schemes although
the focus of our study is on E/E/PES specific aspects. (We might need to develop process
models after the consultation to help define the interface between general and E/E/PES
specific aspects and a so between the core guidance and wider issues such asincident
reporting, incident investigation, and process improvement).

The scheme needs to identify necessary “pre-conditions’, ie e ements for incident
recording and analysis that are needed before it can be specialised for E/E/PES related
incidents.

The scheme should identify where an E/E/PES isinvolved in an incident, and whether
changes in E/E/PES related aspects (taking a wide interpretation equivalent to the scope
of al IEC 61508 requirements, eg training, process, management etc) could have averted
or contained the incident.

2.2.4 Scheme Design

10

11

12

13

14

15

16

17

The scheme should take account of the criticality and potential consequence of the
incident. The measure of criticality will depend on the scheme user. Vendors may
measure this by safety integrity level, users by consequence.

The core scheme should be concrete (to simplify implementation — especially for smaller
companies, and to improve comparability), eg state overall principles, implementation
approach, and example forms, etc, that can be adopted by clients.

The duty holder’s viewpoint has to be established and addressed when devising the
scheme. Note that a duty holder organisation islikely to have severd rolesto consider.

The scheme should be based on current industry practice and emerging practice where
relevant.

The scheme should cover recursive causal analysis, but provide guidance on when to
“stop”. In particular it should encourage consideration of root causes rather than taking a
“sticking plaster” approach.

The scheme should include the generation of recommendations from identified root
Causes.

The scheme should address confidentiality issues (of reporter, incident details, causal
analysis, etc).

The scheme should consider how to make learning the lessons effective, so that lessons
learned through incidents in one system are used to prevent the incident being repeated in
others.

2.2.5 HSE data consistency requirements

18

The scheme should have a common taxonomy to aid consistent characterisation, retrieval
and analysis, but not be restrictive, eg by making use of free text and/or allowing sub-
classifications. Nonetheless, it is believed that a common causal taxonomy is likely to be
most important in achieving consistency within a domain.
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Repeatability of reporting and analysisis adesirable goal, but not at the expense of
coverage or consistency.

2.2.6 Scheme implementation

20

21

22

23

The scheme should include recommendations on hecessary competence (eg recommend
the use of teams in causal analysisto ensure good coverage of viewpoints, including
people with enough knowledge of the operational context, etc). Causal analysis
(techniques, teams used, formality of approach, validation etc) should be proportional to
the potential criticality of the incident. The potential criticality will very often differ from
the actual outcome.

The scheme should include recommendations on process aspects, such as validation of
incident reports and of causal analysis classifications.

The scheme should document adoption issues for consideration by the implementer. This
should include guidance on cultural factors (eg creating trust for confidential and open
systems, encouraging participation) and training.

Some guidance should be given on what defines an incident. This could change
depending on the perspective of the organisation using the scheme.



3 SCHEME CONTEXT

The overall purpose of incident investigation schemes is to prevent immediate reoccurrence,
identify wider lessons (in terms of training and management controls, for example), provide a
rough indication of the frequency of adverse events, and inform the design of future systems.
Learning from incidents can be viewed as a means of process improvement asillustrated in
Figure 1 below.

Incident
significance
criteria

Learn lessons/ . _ | Observed incidents
. . Use revised process L
identify changes using process

Y

Incident monitoring
and incident analysis

Figure 1 Incident investigation as a means of improving the stakeholder’s process

In the context of |EC 61508, this process improvement is related to processes that involve
E/E/PES. The stakeholders who could benefit from the feedback of experience from incidents
are quite broad and could include:

e end usersof E/E/PES

o E/E/PES system integrators

o E/E/PES product suppliers

e procurers of E/E/PES

e trade organisations

e regulators.

The information presented and the responses and time scales will differ for each stakeholder,
for example:

e theend user might respond by using alternative systems or changing operationa
procedures;

o the procurer of E/E/PES might change requirements processes or purchasing and
assessment criteria;

e trade organisations and regulators might consolidate this experience into guidance or
standards.

In the following sections, we will review the current state of the art in incident recording and
analysis and learning from incidents, and present the results of our consultation on current
industrial practices.



4 REVIEW OF CURRENT PRACTICE
4.1 INCIDENT INVESTIGATION

Incident investigation has matured over many years [1-4] and the general approach is well
established. The overall stages of incident investigation are shown in Figure 2 below.

Detection and
notification

\

> Data gathering

Y

Reconstruction

Y

\

Analysis

\

Recommendations
and monitoring

\

Reporting and
exchange

Figure 2 Stages of the investigation

Some investigation methods are applicable to all stages of an incident and its investigation,
others are appropriate to only a subset of stages.

It should be stressed that the fairly linear process depicted above coversthe lifecycle of aone-
incident investigation. The overall incident investigation context is more complex with the
development of the incident investigation requirements evolving over time to respond to
changes in technology, the operating environment and saf ety management. For example, after
amajor accident the collection and detection criteria may change significantly to reflect
public concern.

4.1.1 Detection and Notification

A scheme design must recognise that reporting includes a voluntary element; reporting must
be encouraged and cultural barriersto reporting addressed. Thisis a particular issue for the
reporting of events and occurrences which can be considered as “weak-signals’, “near-
misses’ and precursors to more critical incidents, but in which there was no actua loss.
Recognition of the prevailing safety and organisation culture (including the peer and
supervisory culture) is necessary to understand the complex motivations for reporting in an
organisational setting.



Scheme reporting can be open, confidential or anonymous, depending on whether reporters
may be deterred from reporting by fear of consequences. External agencies are typically
needed for a confidential scheme. Open and confidential schemes have advantages over
anonymous ones in that they permit clarification of points of the report with the original
reporter after submission. Open schemes whereinitial submissionisto alocal supervisor or
sponsor alow for that person to add clarification and additional local knowledge to the report
before processing. However, such schemes may need an alternative submission route if the
report could include shortcomings of the supervisor or sponsor.

Submissions may be paper or electronic and typically arein the form of afirst hand account,
usually involving completion of a standard form which may include required fields or
categories such as: time of event, location, type of equipment, number of casualties (if any)
and an initial assessment of the potential criticality.

Schemes frequently have guidelines on what sort of incidents should be submitted. It is
desirable to capture “near misses’ that have no consequences and other low criticality events.
Such schemes are based on the fact that in any human situation, alarge number of failures are
detected and corrected for every failure that is not corrected and results in adverse
conseguences. Schemes can be widened in scope to obtain reporting by awider group, for
example the genera public or other organisations in the supply chain. Where a gatekeeper or
sponsor is part of the architecture of the scheme, their personal reputation or enthusiasm can
be amajor factor in the success of the scheme.

Where external agencies are used, care is needed to manage the relationship between the
agency and local management who must act on recommendations.

Bottlenecks at the submission stage are a potential problem.

Schemes should be monitored to ensure that some groups are not underrepresented as
reporters. There may be good reasons for this, eg nurses might be expected to report more
than doctorsin amedical scheme, because they have more contact with patients. On the other
hand it could be because one group is unwilling to report.

4.1.2 Data Gathering

The data gathering stage includes:

e extracting and safeguarding any relevant logs (manual or from automated systems)

e dlicitation of testimony from witnesses

e direct interviews

e gathering group testimony, for example through focus groups or anonymous
questionnaires

Different organi sations approach the investigation phase in different ways. For example, the
NTSB usesthe “Go teams’ concept where asmall number of highly trained investigators are
always ready for deployment. Once they are deployed they recruit domain specialists to add
to the team.



Investigation models[1, 5] may be used at this stage. Investigation models can help direct
what information is collected. Investigation methods include:

Event anaysis

MORT [6]

Fault Tree Analysis
e Event chains

A problem of this stageisthat it is generally impossible to capture all relevant information.
Missing information may lead to ambiguity and uncertainty in the analysis.

4.1.3 Reconstruction

Reconstruction focuses on what took place. Accident models may be used in this stage to
capture generic aspects of the adverse event. Some models focus on a chain of events, while
otherslook at the changing relationships between the individual s and organisations involved.
Timelines are often devel oped as part of the reconstruction.

Asitisimpossible to capture al the data in the investigation, there will be missing
information in the accident model. In some cases this may lead to uncertainty or ambiguity in
the accident analysis and conclusions. Some organisations require their investigatorsto use
judgement about the most likely cause and focus al effort on this scenario. Others favour
subjunctive reconstruction (ie reconstruction of aternative scenarios) although thistypically
uses more resources. Koornneef [7] argues that it isimportant to have a“learning agency”
within the organisation that has sufficient background knowledge to provide missing context
in the incidents.

Biasin the investigation team can be a factor and may affect the outcome of the investigation.
Bias can arise from:

e Hindsight bias. Facts evident after the incident are assumed to have been evident
beforehand.

e Pdlitical bias. The views of one individual or organisation are given undue weight
because of their status.

e  Sponsor bias. Theinvestigator has responsibility for agroup or individual who may be
adversely affected by the analysis.

e Professional bias. Investigators avoid questioning the performance of fellow
professionals or their own professiona bodies.

e Recognition bias. Investigators identify causes that they are most familiar with.

o Confirmation bias. Analysts actively interpret evidence to support predetermined
hypotheses.



4.1.4 Analysis

This stage isintended to find out “why” amishap occurred. There are usually feedback loops
between the analysis, reconstruction and data gathering stages, as greater understanding
causes data from earlier stages to be examined more closely. In the analysis stage, root causes
and wider causal factors may be identified [3, 8, 9]. Some analysis approaches distinguish
between necessary and sufficient causes. Counter-factual arguments may be used (eg “if X
had not been the case then Y would not have happened”).

A prescribed training programme for incident investigators can be used to ensure all
investigators within an organisation or domain apply a consistent anaysis approach. Analysis
methods include:

e MORT [6, 10]

o Event and Causal Factor (ECF) andysis[8]

e TRIPOD [11]

o Why-Because Andysis (WBA) [12]

e STAMP[13, 14]

e PRISMA

More detailed descriptions of these techniques are given in Appendix A.

Investigative, accident and analysis models and methods should have the following
properties:

e They should encourage the participation of the many different parties affected by the
incident.

e They should be realistic, ie the expressiveness must capture sequential and concurrent
aspects.

e They should be definitive and preferably composed of definitive descriptive building
blocks that enable investigators to describe the information sources.

e They should be satisfying, ie the model must fit well with the organisation’s overall
objectivesincluding research and statutory obligations.

¢ They should support consistent anaysis; otherwise corrective action will provide varying
degrees of protection against future hazards.

e They should support inclusion of information about previous failures.
Model notations can be divided into three groups:
e Formal, mathematical. These are amenable to mathematical reasoning, but typically can

only be used and interpreted by a narrow group of specialists. Often, their expressiveness
will be limited to a particular facet of the incident.



o Semi-formal, graphical. These have defined syntax but not aformal semantics. They are
highly representational and support discussion well but mathematical analysis cannot
usually be applied. A popular example is ataxonomy, which can be useful in guiding
investigators and providing a common categorisation for analysis across incidents, but
flexibility (extension to the taxonomy) is generally required.

¢ Natural language. Natura language is the lowest common denominator. It is used for
submissionin virtually all cases, supports dissemination to hon-specialists and is very
expressive. Natural language techniques such as storytelling [ 15, 16] may also have arole
to play in the investigation, reconstruction and analysis stages.

4.1.5 Recommendations and monitoring

Flowing from the incident analysis, actions must be identified and applied. Processes are
needed to monitor that corrective actions are completed and are effective. Care must be taken
to ensure that the actions respond to the underlying problems rather than to the symptoms.
Difficulties are often encountered in driving through deeper structural or managerial changes.

Conclusions and recommendations should be tailored to the needs of the reporting staff.
Unless reporting staff see a positive response, they will be discouraged from reporting in the
future. Reporting staff should be able to find out about the progress of their reports—ideally,
and especially for confidential and anonymous schemes, progress tracking should be
automated. Requests for status information can then be anonymous.

4.1.6 Reporting and exchange

The main purpose of this stage is dissemination of the lessons learned. There may be a
planned process of efficient exchange of data between local schemes to create an overview at
regional, nationa or international level. Mishap reporting may be integrated into more general
systems of lessons learned and management reporting. M easures assessment and trends
analysis over several incidents may be undertaken. In the case of |arge organisations and
schemes involving multiple local sub-schemes, the effect of local contextual factors needsto
be considered in any cross-scheme analysis.

10



4.2 SCHEME ARCHITECTURES

While any scheme would have the same stages, the scheme architecture needsto reflect the
scale and complexity of information processed. Other factorsinfluencing scheme architecture
include the relationship with external stakeholders (especialy regulators); relationship with
other schemes (eg so that related organi sations can also learn from the experience) and
protection for confidentiality or anonymity. A wide range of possible scheme architectures are
described in [17] and some examples are given below.

Local scheme architectures are appropriate for use within a single user or supplier
organisation. Simple architectures are unsuitable for larger schemes because they may
experience bottlenecks when a large number of reports are submitted or problems with lack of
domain expertiseif reports can arise from alarge number of different engineering or
application sectors.

Figure 3 shows an open, local reporting scheme with corrective action initiated by local
management or sponsor (such as a safety group). Lessons may be disseminated viaalocal
newsletter, employee/management briefings, notice boards, websites etc. Corrective action
may include maintenance, engineering redesign, process change, retraining, changesto roles
and responsibilities etc.

Occurrence
Contributor Submit report Feedback
\ T
. Investigate, Take . .
Supervisor or _ . _ | Disseminate
supplement, > corrective >
sponsor . . lessons
validate report actions
Y
Senior Monitor
management Receive report > corrective
(and regulator) actions

Figure 3 Local architecture
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Figure 4 shows alocal scheme that supports confidentiality by using an external group to
process reports. The external group could be alocal university research group, asin the case
of the Confidential Incident Reporting and Analysis System (CIRAS) for Scottish train
drivers, where reports are processed by Strathclyde University [17]. A confidentid, rather
than an anonymous, reporting scheme has the advantage that the investigator can follow-up
theinitial report with the originator to fill in any missing information. In a small organisation
or one where roles are highly specialised, confidentiality will be undermined whereit is
obvious who could have had the knowledge to submit the report. It may be more effective to
use an open reporting system provided that cultural factors that would discourage voluntary
reporting (eg fear of repercussions, inability to admit mistakes) are first addressed.

Occurrence

l

Contributor Submit report Feedback
\ T
External Investigate, ; _ | Disseminate
supplement, > Research trends >
agency . lessons
validate report
A
Feedback
\
Receive Take corrective
Management . _ )
anonymised »| actions and
(and regulator) .
report monitor progress

Figure 4 Local architecture with confidential reporting
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More complicated architectures are needed where there are a number of organisations
involved, or the volume, range of expertise, scale and complexity of the incident reporting
means that initial investigation needs more than one team. Figure 5 shows one solution: a
gatekeeper architecture. The gatekeepers determine which specialist organisation should
handle each report. An alternative, confidential submission route (ie direct to the gatekeeper
or viaan external agency) may be needed if the culture does not support an open scheme.

Occurrence
Contributor Submit report Feedback
\ 4
Local Take local action
and supplement Feedback
management
report
Y
Gatekeeper Regelve and > Forwarq to Feedback
register report specialist group T
Specialist Investigate,
oo recommend
organisation A
actions
\
Publishing Disseminate
group lessons

Figure 5 Gatekeeper architecture

There are also more complex architectures that involve the regulator. For examplein the
USA, medica device problems have to be reported to the regulator as well as the device
vendor.
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4.2.1 Supply chain dissemination

In the context of E/E/PES related incidents, we also need to consider dissemination to
stakeholdersin the “supply chain” as shown in Figure 6 below. Note that the dashed boxes
represent related activities that are normally under separate control (like the company’s
engineering and operations departments). Dashed arrows represent recommendations to the
separate departments. The progress of the recommendations is normally tracked as part of the
incident handling process.

System
redesign/ E/E/IPES
component redesign
replacement
) A A
Operational . Recommendations Recommendations
workarounds i Recommendations
Warnings -
Barriers E/E/PES E/EIPES
system component
problem problem E/E/PES
Workplace — _ ] End user > System > component
incident I designer )
incident S supplier
. _ incident oo
handling < handli < incident
Alerts andling Alerts handling
Known faults Known faults
Workarounds Workarounds
Inst_a_ll E/E/PES < Patches New versions
revision New versions
Recommend-
ations Recommend— Recommend-
ations ations
\ \ \
User processes Component

Competencies
Standards, etc

Other end users

System design
processes, etc

Other system

design
processes, etc

suppliers

Figure 6 Dissemination through the supply chain

In this scenario, it is assumed that a system designer integrates products on behalf of an end-
user. The end-user might introduce immediate measures to control the risk, and also report the
problem up the supply chain in order to rectify the problem. If other users are affected then
they have to be alerted (particularly if it is a safety-related application). The same process
appliesfor problems with specific products, where the product purchaser is aerted about the
problem, and they then alert end-users. Thistype of natification would be expected in IEC
61508 compliant organisations and could be verified as part of CASS certification.

Incident analysis will lead to recommendations for both local and general changesto the

company’ s processes, products, procedures, design practices, staff competencies, etc to
prevent a recurrence of the problem on future systems (see Section 4.3).
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In practice, different structures may be used, especialy if the system designer does not
provide long-term support (eg due to outsourcing policy by the procurer). In this case the
feedback is only indirect, eg via corporate or international standards. Thisisillustrated in the
figure below.

Operational
incident
reporting and

E/E/PE safety-
related system

analysis system ‘ vendor ‘
Operational
workarounds
Warnings Alerts
Barriers Known faults™. Alerts .
) < Workarounds * Known faults -~
Eq(ljupment Incident Patches - Workarounds —
under during . New versions | /E/PE safety- | New versions | g/E/PES
control . Operational _
operation e related system |« component
(EUC) | incident o .
> ) vendor incident vendor incident
and reporting and » reporting and » reporting and
EUC analysis system E/E/PES porting E/E/PE porting
analysis system analysis system
control problems component
system problems
EUC Design and Design and Design and
modification equipment equipment equipment
recommend- recommend- recommend-
ations ations ations
Y \ \ 4
New New projects New E/E/PE New E/E/PE
projects EUC and EUC safety-related safety-related
design Standards | control system system design component
contractor | gnd design authority authority design authority
equipment A
New Experience
) standards p New
Experience standards
Y

Corporate and international
standards on E/E/PES

Figure 7 Oil and gas supply chain with indirect feedback of experience
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4.3 LEARNING THE LESSONS

There are three areas in incident analysis schemes where learning is important:

1

Learning the lessons locally so that actions are taken to ensure that the incident is not
repeated.

L earning lessons more widely so that lessons from other systems are applied and |essons
from local experience are disseminated and acted upon.

Thelearning involved for the people who carry out the investigation —ie in ensuring that
the investigators are able to absorb and understand the new information that they uncover
in the course of the investigation and how the process of participating in the investigation
affects their behaviour later on.

4.3.1 Learning lessons locally

Thefina stage of the incident investigation process is communication. The output of the
investigation must be in aformat and style that communicates to the stakeholders.

For managers:. a suitably summarised report that communicates the essential messages.
These will include: what went wrong; how serious it might have been; the successes and
failures of the systems and processes involved; the recommendations to avoid future
incidents.

For safety records, regulators, researchers etc: the full documentation in technical detail
of the invedtigation and its findings.

For operators, system developers etc:

e Trandation of thefindings into aformat and style that is accessible to them at atime
when they might be the cause of (or a means of avoiding) future incidents. This could
include checklists, updated (or new) procedures, data sheets, rules within computer-
aided design tools etc.

e Training/education materials. This could include guidance on new processes, training
simulations or exercises, using scenarios based on previousincidents, and
presentations (el ectronic or face-to-face) that tell the story of an incident from the
investigators' perspective and/or from those involved (reconstructions or personal
accounts). Training materials must be tailored to the audience. Since individuals have
different preferences for how they learn, training materials should ideally bein a
variety of formats (exercises, theoretical papers, first hand accounts, procedures).

The story of what happened is an important knowledge asset. It should not be discarded when
lessons are distilled into other formats such as checklists. The ideal checklist would be one
where every listed item can be traced to background knowledge that helps the user understand
why this point isimportant.

A culture of organisationa learning is needed if lessons learned are to be maximised. Staff
setting up new projects and operations (or modifying existing ones) should be encouraged to
consult repositories of lessons learned and to use techniques such as ‘Peer Assist’ [18] to
learn from the experience of others.
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4.3.2 Learning lessons more widely

Many incident schemes include a publishing capability that allows lessons learned within one
organisation to be distributed globally. This can be via trade magazines (though financial
support for trade organi sations seems to be declining), specialist publications or websites.
Typicaly, lessons tend to be most relevant (and accessed) within an industry sector, such as
within aerospace or within oil and gas. Sometimes |lessons are disseminated across industry
sectors but within atechnology domain, eg amongst software practitioners and managers.

Disseminating lessons like this requires a good editorial capability. First hand accounts have
more impact on readers [15]. “War stories’ of known incidents (such as “ Out of Control”
[19]) are useful for disseminating lessons learned, but they have to be well presented. The
editor should be competent to:

e Providea“wrapper” to theincident, eg highlighting current relevance and other factors of
interest to the audience.

e Provide asummary and conclusion.
e Cut down thefirst hand account, so that it has maximum impact.

e Summarise similar incidents into one article without repetition, ie highlighting similarities
and differences.

e Add trend information.

In amedium or large organisation, the individuals who have first hand experience of the
incident or itsinvestigation may have arolein teaching others, providing either presentations
at workshops or case studiesin training courses. In GEC plc, such experience was used
extensively in atwo day Product Safety Management Course.

Aswell as disseminating experience, organisations must have processes to ensure that they
are learning from external experience. Domain experts can be encouraged to join or
participate in trade activities where incidents are publicised and to report internally on
relevant lessons. Safety |egislation requires that organisations take account of knowledge
external to themselves when considering risks.

Another example of learning from experienceis the MERE system developed in the REAIMS
project for Aerospatiale [20]. MERE (Managing Experience for Requirements Engineering) is
apowerful approach to preserving corporate memory that enables organisationsto learn from
their experience. It enables experience to be recorded, analysed and processed to generic
rules—Rule/Recommendations (R/R) in MERE terminology—which are applied in future
projects to prevent errors being repeated or to preserve valuable experience. The MERE
process defines the lifecycle of the R/Rs from initial incident collection through elaboration
and validation, to application and verification on a new product.
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fact
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Verification 4_@’@ <@ Application

Figure 8 The MERE process

4.3.3 The learning process of investigations

The process of investigating an incident is alearning process for the investigation team. Facts
about the incident are initially absorbed by the team members, then, collectively, new
knowledge is created (an understanding of what went wrong and why).

Thelearning processis:

Motivation: the trigger for the individual team member is assignment to the investigation
and/or involvement in the incident. Those who are personally involved should have a high
motivation, especidly if the actual or potential consequences were serious and fully
understood. Professional investigators can lose motivation if the job becomes routine. For
example, for a pathologist, death is a daily occurrence. Motivation is also very important
to those who report faults. In many cases they will not be team members investigating
theincidents. In some cases they may be part of the cause and will need confidencein
the system. It should also be noted that team composition will be limited by resources
available and funding.

Exploration: the exploration stage is where the facts are gathered and interviews taken.
This stage requires an opening, questioning mind. Some individuals have a tendency to
leap to conclusions too early in the process. A well put together team should include
people who have divergent thinking skills. Individuals or the team as awhole may have
biases that cause them to overlook or exclude parts of the evidence, eg to concentrate on
factors within their own expertise or to respond to preconceptions about causes. Good
team design should try to mitigate common viewpoints. At this stage, experimentation
with different models or tools may find that one is more suitable than others for the
particular nature of the incident. Teams will often need to include expertsin the use of a
particular tool or technique.

Understanding: the understanding stage is where the facts begin to form a pattern.
Convergent thinkers are needed in the team to bring the exploration stage to a close and
help the team to reach conclusions. The team needs to agree on the pertinent facts and
models.

Didtillation: distillation is the stage where the essentia points form atheory of the

incident. Depending on the nature of the incident and the analysistools used, key points
may fall naturally out of the analysis process (eg from an analysis of necessary and

18



sufficient causes). Thiswill not necessarily be the case and team members will need to
apply judgement.

e Generalisation: generalisation is the point where specific facts and local conditions may
be replaced by more generic examples. Sometimes root causes are only identified at this
stage. For example, an investigation might have found that a particular operator lacked
the skill to undertake atask — however, the general issue could be that none of the
operators were trained for the task.

¢ Communication: the finad stageis for the investigation team to prepare their findings for
communication to awider audience. This may involve such diverse tasks as recording
facts within a constrained format for a database and providing presentations to awide
range of personnel. In putting together an investigation team, thought needs to be given to
the communication skills needed.

The team may be exposed to so much information, especially in the exploration stage, that
they are unable to absorb and internalise it. Techniques such as “After action review” [18] can
be used by the investigation team (for example at the close of each day) so that they ensure
that they reflect on what they have heard, improve their own processes and learn throughout
the process.

People who participate in an incident investigation will go through alearning curve. If thisis
their first such experience, it will open their eyesto safety issues that they had previously not
been aware of . They can then take on other roles where they will be able to apply their greater
understanding and awareness of safety concerns. An organisation could consider using
assignment to investigation teams as a competence devel opment exercise for people who are
intended for responsible positions (design authorities, managers etc) as well asfor peoplein
safety roles.

“Gatekeepers’ for incident reporting schemes and editors who publish incidents for large
schemes become experts in their domain through exposure to so many lessons learned. This
expertise can be used for other purposes, eg for consulting on the design or risk analysis of
new systems or operations.
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5 SURVEY OF INDUSTRY PRACTICE
In this survey we planned to cover the main stakeholders, namely:

e Procurers

e System Suppliers

e Users

e Maintainers

o Assessorg/licensors/regulators
e Standards/guidance developers

¢ Incident investigation consultant/academics

We aso planned to cover arange of industries that are the direct responsibility of the HSE, ie

e Process

e Offshore

e Machinery
e Nuclear

e Railways

As a comparison, we planned to look at other sectors where safety-related PES are used, eg

e Marine
e Medica
e Aviation
e Defence

The survey was based on structured interviews with a sample of stakeholdersin different
industries. We also drew on direct experience and review materia and contacted academics
with expertisein incident analysisin related industries.

5.1 CONSULTATIONS PERFORMED

A series of interviews were set up with industry, using a standard interview brief (see
Appendix B). We also drew on our own experience of incident reporting in the medical,
defence and aviation sectors.

5.2 ANALYSIS OF INDUSTRY PRACTICE

The actual interviews were confidential so they cannot be reproduced verbatim. However we
have reviewed the interview reports and some of the main features are summarised below. In
accordance with the confidentiality requirements of the study, individual organisations are not
identified.
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Table 1 Industry practice

Sector/ Incident Incident Handling of Learning Dissemination
Role reporting investigation E/E/PES
Pharma- Learningfrom  Works Company Feedback of Sites can report
ceuticals experience Investigation for  standards (old recommendation  incidentsto
(End user, reporting seriousincidents  equipment) sto reporters moderator:
designer, ~ Scheme (6lyr) IEC 61508 (new)  (trid) - classified and
maintainer)  Not . . Training 2 failuresin 10 Contrpl and authorised
o;)g(f;/dentlal Checklists tests trigger electn(:jl forum  _ put on Intranet
(750/ym) Timeline Investigation Ene:/)ﬁ%s) - emailed to those
Event tree (Vyear) registered for
specific classes of
incident
Nuclear Events RIDDOR events  50-70% events Central Feedback co-
(End user, classifiedby 3  reported involve E/E/PES Learning from ordinatorsin
designer, layer model immediately to (esp. firealarm Experience operationa units
maintainer)  Non-reportable CEO failure) management (3 Hg Sinfo and
hazards are Fix identified by ~ Repeat failures sites) discussion forum
logged operational units not examinedyet  Regular review on intranet
Not Use event-based  Put possible of internal and
confidential levent chain For E/E/ PES: external incident
causal analysis.  design section databases
Havelookedat ~ @Sistsand also
MORT records findings
to inform future
No trend desi
. gn
analysis of logs ]
Using 61508 for
(vet)
some new PES
Oil andgas  Standard Recommen- E/E/PESfailure Review of Safety briefings
(Procurer, incident dations tracked could be a causal external and weekly safety
end user) reporting, on per factor in spurious  industry-wide meeting to discuss
4 leve installation basis  trips accident incidents
classification No awarenessof ~ database Incident
20-30 events IEC 61508 (but Workforce investigation team
per month outside the consultation can issue
involving interviewee'sarea  processasa recommendations
injury, time of expertise) feedback acrossawide
off, etc Supply chain mechanism range of stations
Report filled in reporting not Accident reports
by safety known can go to shared
officer industry system
Not
confidential
Marine Incidents are Accidentsin UK PESin amost Incorporating Public records of
(Assessor) reported (but investigated by every system experienceina  accidents
only the industry Systems not 1SO standard
“significant” body. Some intearated referencing |IEC I~
ones—injury, accidents have ;g intearat 61508 _O;ganletsat;onal
pollion et SN g e oo
using amethod np by sh i .
similar to variable Yy Sharpening problemsto aid
: user surveyors
TRIPOD —finds Al snyftems e equirements &
more causdl one-o and PES system
factors Long term support  requirements

aproblem

Suppliers
generally unaware
of IEC 61508

and using good
practice through
the lifecycle
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Table 1 (continued) Industry practice

Sector/ Incident Incident investigation Handling of Learning Dissem-
Role reporting E/E/PES ination
Rail sector  All incidents Some incidents investigated E/E/PESis Analysis of long Not
(Procurer, ~ recordedin locally (500/mth). thoughttobea termtrendsin established
end user) Industry Remainder subject to formal smdll fraction  industry database.
database investigation (75/month) and of incident Can search for
(SQQO/month) formal enquiry (2 or 3 per gausesforA patterns of events
Trivial ones month). Category
just logged _ ) ) incidents that fidential
i Public enquiry for major need formal Confidenti
Conﬁ?enn a accidents. investigation. repor? ng spherer:je
;iflz;g%xists Accident investigation team Higher ;)??c:d?éalall;a/v
produce report, reviewed by proportion in
Safety Review Group. locally
Operators are free to investigated Confidential
accept/reject recommendations  incidents. reporting scheme
but whole processis (Greatest could aid incident
documented and auditable. concernis investigation (eg
Consistency achieved via human factors) - find accident
formal training scheme (root Supply chain  precursors)
cause analysis and leading issues covered
investigation teams). by contractual
Defined process for incident requirements
investigation. rely on ISO
) . 9000 approval
Recommendation tracking to aid
supported by tools reporting
Rail sector  Incidentsfrom  All accidents and fatalities 2 incidents Attempting to Annua
(Assessor) the shared investigated. known to be improve quality of — safety
industry Causal analysis performed, but PES related, incident datain reports
incident method not standardised but normally collaboration with  showing
database (not handled by the  operating trends for
confidential) operating companies different
are transcribed companies No formal trend incidents
into assessors andysis
datebase. performed
Incidents
classified by
type and
severity,
around 8000
incidentsin
database
Machinery 300 Safety co-ordinator receives Not addressed  Insurer compiles Not
(Procurer, reports/year forms. records and established
enduser)  Incidentreport  Incident forms sent to insurer anaysesdataon a
if damage or Minor injury: Single page form yearly basis
injury. Filedby  _yind of action, agents H& S department
local safety co-  jnyolved, what caused injury, produce statistics
ordinator preventive action and Risk manage Task
(or person comments by reporting officer group review
involved) More serious: incident incidents that
investigation team produces could impact
report. (;several
Incidents reported to Risk epartments
Management Task Group H& S departments
undertake local

Recommendations tracked in
regular meetings

analysis and make
recommendations

22



Table 1 (continued) Industry practice

Sector/ Incident Incident Handling of E/E/PES  Learning Dissem-
Role reporting investigation ination
E/E/PES Client 3 “Hazardous’ CASScertifiedto IEC ~ Updates of review  Intranet
supplier telephone incidents only 61508 checklists, test bulletin board
(Designer, ~a@hdemals:  Regyondin 1 day Staff competence templates and of known
maintainer) O CUSlOMer  \yith fix. scheme for equipment  9reen book problems.
feedback - . u " designs. Email to notify
Notified to Director Green book” of .
form — standard desians Documentation problems
classifiedby ~ All eventsrecorded 9 Reau ) (internally and
aengineer as  and tracked in QA eogl;u a(;;tev'ev\; to product
hazardousor ~ System ?n oLrjtp o Tc%ﬁ o suppliers)
commercia  Product problems p?Fc))bI o ACCESs to
Standard QA and resolution aso configuration product
non- tracked by QA rules supplier web
compliance system Periodi . ‘ site
form used to erodic r.:"a’v o documentation
record commerci and software
problems tracked
product by OA
problems yQ
Monitor of system
effectivenessvia
customer
satisfaction
E/E/PE Product Design/software Hardware problems Not established Alerts from
system problem problems handled reported to product product
supplier reported on by product support  vendor suppliers are
(Designer, an equipment  dept. reviewed and
maintainer) ~ Performance A gatahase of ll where
reportform  tionsand applicable
resolutionsis passed in to
maintained end users
E/E/PE Customer Safety significant Part-way through IEC ~ Impact analysisof ~ Customer
component  email and eventsreceive 61508 CASS problem support via
supplier phone immediate certification (hardware and Internet
reports investigation Plan to produce a software modules  website.
:ranscrlsi)ed (relatively few in 61508 product soon useg 'Qtre' ated Technical info
fg;g‘;d(omer UK mainly Separate procedures pro u 9) _ and guidance
form mi s_match withuser  fqr handling changes to Warnings issued for end-users
classified b environment) IEC 61508 products to users Wherfe and system
oort y Product problems Procedures updated in product usgd in suppliers
SOIEENCE Lenorts to USA for i i safety gpplication
ep the light of experience

analysis/ correction
or achange of
documentation.

Customer follow up
to check
satisfactory
resolution

All |IEC 61508
products to be painted
yellow — so handled

differently through the

supply chain

Regular reviews
of the problem
report database
and long term
trend analysis
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The following table is based on the knowledge of project team rather than consultation.

Table 2 Aviation sector practice

Sector Incident Incident Handling of E/E/PES Learning Dissem-
reporting investigation ination

Aviation  Interna incident  Analysisof Strict type approval of Trend Public
recording by air  serious incidents avionicsby FAA or CAA  andysisof records
traffic services by CAA Safety Avionics software written  incidents, and  of near
and aircraft Regulation Group 1 4 gtrict standard that near misses misses
operators. Near misses varies with safety class by aircraft and
Mandatory (Airprox Board) [23] type location,  accidents
reporting of and accidents Problem reporting back to ete
seriouseventto  (AAIB). suppliers Corrective
the CAA [21] Recommendations  arnings issued to users achtcf rs]ggtrg,
Also a fed back with recommendation to
Eurocontrol upgrade
regulation on . .
incident Strlct'verson control of
monitoring [22] avionics

: . Ground ATS systems

Conﬂ(.jent.lal regulated by CAA.
reporting is Published assessment
possible

standards
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5.3 EXAMPLE INCIDENT HANDLING PROCESSES

The processes used by companies varied in size and sophistication, depending on both the
complexity of the company organisation and its position in the supply chain. Some example
processes are shown the subsections below.

5.3.1 Pharmaceutical manufacturer

This incident reporting scheme applies to a single site with around 500 staff.

. Status feedback to
Operative/ o
' : Local incident report workplace [
first aider o
(via intranet)
Incident report
A
Identify immediate Experimental
Local manager basic causes and feature
preventative action *
Updated report
Y
Safety o - InC|d(_entlre(_;ords:
Log incident » classify incidents by
manager
type and category
Copy of report
Y
Learnyng Tracking actions and _ | Action list and
experience o I S
. closure status
coordinator

* More serious events

Potential HSE Actual HSE
reportable event reportable event
or production loss Use: or production loss
Timeline,
Event tree,
Investigation . N Causal (_;hecklists: . L
team Section investigation - operations Works investigation
- human factors

- work environment
- management
control

Figure 9 Incident handling process: pharmaceutical manufacturer
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5.3.2 Oil and gas extraction

The siteis one of many belonging to the same company. Serious incidents have declined
since this system was implemented. Normally recommendations apply to one site, but
recommendations can be issued for other sites.

Safety advisor

Investigation
team

Incident:
Medical attention
Loss of production

Work restriction (cannot do some tasks)

Local incident report -] We_eklly staff briefings
on incidents
Incident analysisand |
cIaSS|f|'cat|0n (4 levels) of »| Incident database <
worst likely outcome and |
recommended local action
\ \ Y
Tracking actions and Per|0(j|c monitoring . N
on incident Dissemination
closure .
eg trend analysis
v \j
Optional: Other sites  Industry-wide
~» Recommendations information
for other sites exchange
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5.3.3 Process industry

This scheme applies to a company with several sites, and severa units on one site. Serious
incidents have declined since this system was implemented.

Operative

Supervisor

Incident
investigation team
(composition varies
with classification)

Central unit

Incident report

Y

Record details and classify
(3 levels)

Local unit fix

A

No
hazard

\

Incident investigation
(rigour varies with
classification)

Y

Log incident

Feedback

A

, reports

Site incident

Review of reported
incidents

Recommendations

A

coordinators

A

A

Wider industry
incident reports

Figure 11 Incident handling process: chemical manufacturer
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5.3.4 C&l System Supplier

The C&I supplier designs, installs and maintains C& | systems. The company uses |EC 61508
assured PES and designs to specific safety integrity levels. In cases where a hazardous
incident is caused by a customer modification, the customer is officially notified. However,
customers are not generally IEC 61508 assured, so there is no obligation to improve their
process in the light of this report.

C&l user/
site engineer

Engineering
department

Senior
engineer

Initial notification
(e-mail or phone)

Acknowledgement

A

Resolution for
known problem

Information recorded

Analysis of problem
Classified as “safety”
or “commercial”

Updates to process:

- standard designs

- review checklists

- E/E/PE configuration rules
- testing templates

Changes to
process

Staff training/ Change to
on customer competence C&l system
feedback form P 4

y Updated

problem report QA

v

Report to director
if hazardous

l

Official hazard
notification to customer
(if customer malpractice
is the cause of the
incident

Figure 12 Incident handling process:

Yy

PES component

system

Periodic QA review:
- recurring problems

- component problems

Review of E/E/PE
supplier changes

failure via QA
non-compliance
form

Known problems/
best practice
(on intranet)
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Action for
unresolved
problems

Component
replacement

User User
alert notification
of upgrades

Component
supplier alerts
Updates to specs,
firmware and
configuration rules

E/E/PE system supplier



5.3.5 E/E/PE component supplier

This company supplies electronic and PE components, and has partial IEC 61508
certification. Each component has a unique serial number and the customer is known for each
component. This enables the company to dert all affected customersif aproblemis
identified. Note that severa products may be affected, as they may share common hardware
and software components.

| Workaround to
known problem
E/E/PES Initial notification _
component . > Acknowledgement
user (e-mail or phone)
Alert affected users
of new problem
Y
. ) Information recorded
Engineering on customer
support feedback form
Y
QA
configuration | Analysis of problem > Product update
(all affected products)
control group
Problem
report IEC 61508 product
Engineering »| change (special
. . procedures)
Engineering change
department request Other product
# change (normal ISO
9001 procedures)
Sales or
Marketing macrrlfzgng Update product Distribution
and sales 9 1 specifications/ [ (documents
department guidance documents and internet)
Y
Periodic review of problems eg Engineering
Problem report »| failure frequency, recurrent ——— change
database .
problems, similar faults request
Request for new Request for updates to
support documentation IEC 61508 and normal
(eg for installation/ 1ISO 9001 procedures

configuration)

Figure 13 Incident handling process: E/E/PE component supplier
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5.4 DISCUSSION OF SURVEYED SCHEMES

We can see from the tables and process diagrams that there is awide variation in incident
reporting and analysis mechanismsin the different industry sectors and the supply chain. As
we have alimited sampleit is not clear how many companies follow good practice in each
sector. However it is clear that the variability isfar greater in unregulated industries (where
there is no external approval) than unregulated ones (such as aviation).

5.4.1 General issues

The “contractor culture” prevalent in industry today can limit the application of lessons learnt
to new projects. Current procurement strategies for new projects within many sectors fix
capital costs and may even involve “gainshare” (where there is astrong financial incentive to
cut costs). Such contracts inhibit improvements because changes can increase equipment and
design costs. In some cases the only influence the user organisation has is on the standards
used for the project design. Many user organisations no longer have their own standards and
instead reference international standards such as IEC 61508. The only effective feedback to
design involves changes to these standards, which takes many years and limits what can be
achieved. Also, most contract organisations have competence and experience problems.

The majority of existing systems will not have been implemented using IEC 65108 as a
design basis. There will be limited knowledge on the design history of such systems. The
guidance will need to be suitable for use with legacy systems.

Root causes associated with E/E/PES incidents will be common to non-E/E/PES incidents.
This needs to be recognised when fitting a scheme for E/E/PES within a more general
scheme. The taxonomy of root cause should be consistent across incident types.

5.4.2 Incident reporting

As might be expected, large end-user companies have the most sophisticated schemes
especially where they are subject to regulation. End-user schemes are generic (ie are not
focused on E/E/PEYS). It was observed by more than one company that implementation of
more rigorous reporting schemes increased the incident reporting rate, but reduced the serious
accident rate, suggesting that there was previous under-reporting. Under reporting of incidents
might be due to a number of factors:

e the perceived risk of being blamed for reported errors,

e thelack of any response to reported problems.

Some companies address the latter point by feeding back the result of the incident report to
the originator. Confidentiality could encourage reporting but most companies have non-
confidential schemes.

Only asmall fraction of reported incidents involve a special investigation of E/E/PES failure.

For example, in one company that had 750 incidents per year, 6 were investigated in detail
and only one required a special investigation of E/E/PES failure.
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5.4.3 Incident analysis

Here again thereiswide variation, from formal training in a method to ad hoc approaches.
One end user company said that their event-based causal analysis method did not get to the
root causes very well, and they would be interested in alternatives. Another end user used
timelines, event trees and checklists. Y et another uses a method similar to TRIPOD (accident
trees plus structured checklists). The E/E/PES supply chain companies we interviewed did not
use any specific method. In large companies we found up to four levels of incident enquiry
(excluding public enquiry). The level depended on incident severity and could be either
trivial, local, formal investigation, or formal enquiry, with different levels of investigation and
different personnel at each level. Typically for large companies there were many thousands of
trivial incidents per year but less than ten resulted in the most stringent type of enquiry.

5.4.4 Recording

Recording of incidents, analyses and tracking of safety recommendations can be quite
sophisticated in some large companies and can be implemented independently of other
systems. However some small companies make use of existing QA systems for this purpose.
Thisis an efficient approach if there are few safety-related incidents. Additional or modified
QA procedures can be incorporated to address safety aspects (eg require greater urgency or
qualified people).

5.4.5 Implementation

Some companies expressed concern about the implementation of such schemes. Given the
significant costs in training and in writing documentation and procedures for using a new
analysis module, some care has to be given to the business case.

e Thereisasignificant amount of inertia associated with existing systems. New schemes
should build on these and augment them, rather than offer an approach that may be seen
to be “unrelated”.

o Also the use of technical language or jargon can put people off. This was an issue for
scheme users even though the companies had spent some timein trying to guide the
technical development and to reduce the jargon.

e The scheme hasto be highly usable.

e Expectations of what the scheme will provide should be carefully considered and
communicated. For example in one organisation, end users had expected a supporting tool
for ascheme to “provide solutions’, whereas in fact it should have more properly been
thought of as an aid/stimulus for the analyst.

5.4.6 Learning and dissemination

There are many ways of learning lessons and dissemination. Some have explicit mechanisms
for reviewing and generalising incidents into recommendations. The experience can also be
fed back into the design rules and business processes, and can be disseminated more broadly
to other sites, trade bodies and regulators. Tools such as databases, intranets, bulletin boards
and email aid dissemination. However to change the company culture, “ softer” methods may
need to be deployed which might involve briefing, anecdotes, or “stories’ that make a point
(such asthe “Out of Control” report).
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6 CONCLUSIONS

6.1 CURRENT INCIDENT HANDLING SCHEMES

1

Incident reporting systems can reduce losses arising from production and other |osses
(environmental, security etc) aswell asreducing injury. Therefore organisations can use
incident reporting and analysis systems as a genera organisational risk management tool.

The best companies have well-established incident handling schemes. These can include
specific roles for generalising the lessons learned from incidents and disseminating them
throughout an organisation.

Companies classify incidents according to severity and this determines how the incidents
are investigated.

Companies may also classify incidents according to type (for subsequent monitoring and
trend analysis). However thereisrarely any formal classification scheme of incident
causes—the priority isto identify necessary changes in product, procedures or personnel
competence.

There are awide range of incident reconstruction and analysis methods available, but it is
not clear that any one method (or set of methods) will be appropriate for a given
company.

For less severe incidents (and less mature companies), analysisis based on textual
elaboration by designated experts.

Companies make use of modern technology like email, databases, discussion groups, and
on-line documents. This can reduce the manual effort involved in incident reporting,
incident handling, feedback, and the dissemination of lessons learned and “tips’.

6.2 INCLUSION OF E/E/PES

8

10

11

Most companies do not record whether E/E/PES are involved in minor incidents. End
user organisations often find it difficult to determine whether E/E/PES were implicated in
an incident.

Most companies do not consider that E/E/PES are a mgjor cause of incidents (even
though E/E/PES are widely used).

Specia investigations of E/E/PES failures are only ingtigated for major incidents.
Only afew organisations are familiar with IEC 61508. A wide range of company and

industry-specific standards are used for E/E/PES. It cannot be assumed that companies
will be familiar with IEC 61508 concepts, life-cycle or terminology.
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6.3 ADOPTION ISSUES

12

13

14

15

Even for companies with mature incident handling schemes, there is concern about the
cost/benefit of any extension to an existing scheme. There are often significant costsin
devel oping supporting documentation and procedures to run such a scheme. Retraining is
also asignificant cost. Also extensions to reporting can be a disincentive to the reporters
and investigatorsif the reporting processis too onerous.

Smaller companies tend to reduce costs by building on existing systems (like an existing
guality management system). Implementing an entirely new schemeislikely to be too
time consuming and expensive.

Comprehensive incident reporting schemes that include the supply chain and information
sharing are impeded by industry fragmentation (contracting out, lack of continuity in the
supply chain, etc).

Management support and motivation isimportant for a successful scheme. Thisrequires
feedback to the reporters and investigators (to show their activities are valued and acted
upon).
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7 RECOMMENDATIONS

Based on our survey of existing industrial practice and methods, we make the following
recommendations for guidance on incident reporting and analysis that covers E/E/PES.

7.1 GENERAL SCHEME DESIGN

1

To support analysis of information from large incident repositories (eg collected across a
large organisation or industry) there is a benefit in creating an explicit structure for that
data (eg by classification of incidents). In practice however, free text retrieval isalso
needed to extract information from general description fields.

For larger organisations there is aneed for various “learning roles’ that maintain a good
overview of reporting and investigation generally.

Implementers of a scheme need to take into consideration the actual reporting and safety
culture of the organisation and industry as a whole. For example whether to implement an
anonymous reporting scheme will depend on this.

A common training approach for incident investigators is recommended to ensure a
consistent and comparable approach to root cause analysis within an organisation.

7.2 INCLUSION OF E/E/PES WITHIN AN INCIDENT REPORTING SCHEME

5

To ease uptake, any causal analysis scheme should be simple to apply, and complement
existing methods rather than replace them. For example a method can be used that is
specific to the E/E/PES failures associated with the incident.

The guidance should focus on the additional aspects necessary to include the E/E/PES
contribution to the incident.

The guidance should indicate where these additional E/E/PES aspects should be
incorporated within an overall incident handling process.

The scheme extension for E/E/PES should be “low impact”, allowing easy integration
with existing schemes (both reporting and analysis).

Classification of aspectsthat are not of direct interest to the company should be simple to
implement, eg the causal classification could follow directly from the application of
causal analysisto an E/E/PES related incident.

7.3 ADOPTION

10

11

Organisations should seek to ensure that feedback of the implementation of
recommendations arising from incident reporting and analysis is made visible to the end
users who are reporting the incidents. This increases motivation for reporting as users can
see that a benefit was achieved.

It isimportant to disseminate the lessons learnt from individual incidents as widely as
possible to maintain commitment to the scheme. Organisations can use standard hypertext
and intranet tools to devel op “knowledge bases’ of known issues and design tips, that are
readily available to interested parties.



12 Incident reporting (by computer or paper form) should seek to be simple and usable by its
end users to encourage adoption (eg avoid jargon and only ask for relevant information).

13 The scheme extension to E/E/PES should be fairly low cost to implement and administer.
14 Administrative burdens should be minimised. Low cost technol ogies (such as email,
databases, etc) can reduce the effort needed to maintain the scheme. Organisations can

make use of their existing QM S to track the implementation of any recommendations that
are generated.
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APPENDIX A OVERVIEW OF CAUSAL ANALYSIS
TECHNIQUES FOR E/E/PES

Chris Johnson, Dept. of Computing Science, University of Glasgow, October 2002

This overview provides a brief summary of causal analysis techniques that can be used to
analyse mishaps involving electrical, electronic or programmable el ectronic systems
(E/E/PES). Theintention is not to provide a complete introduction. Detailed guidance on each
technique is available for the references at the end of this document.

A.1 INTRODUCTION

In the aftermath of adverse events, it isimportant to identify those hazards that threatened the
safety of an application process. Each of these may stem from numerous causes. These can be
catalytic eventsthat triggered the mishap. They can also stem from background or latent
conditions that emerge slowly over alonger period of time. Incident investigations must also
identify those remedia actions that can be taken to prevent similar failures from occurring in
the future. Table A.1 illustrates a common format that is used to summarise these products of
an incident investigation.

Table A.1 Results of an incident investigation

Hazard Root cause of thehazard Proposed remedial action  Responsible authority

Hazard 1 Root causes Remedial actions Person or team to sign-off

Hazard 2 Root causes Remedial actions Person or team to sign-off

Any particular mishap may involve severa different hazards. Each hazard can be the result of
several different combinations of causes. Each of these may, in turn, require a range of
remedial actions. The following pages introduce techniques that investigators might use to
identify the root causes of hazards involving E/E/PES.

A.2 WHAT IS CAUSAL ANALYSIS?

Causal analysisisaprocess by which investigators can identify the reasons why a mishap
occurs. In contrast, mishap reconstruction identifies what happened during an accident or
incident. Causal analysis forms part of awider process of mishap investigation. Ideally,
investigators and safety managers must ensure the immediate safety of a system and gather all
necessary evidence before any attempts are made to identify causal factors. In practice,
however, investigators may have preconceived notions about what led to afailure. This can
bias the way in which they gather evidence so that they only look for information that
supports preconceived theories. From this it follows that the use of a causal analysis technique
does not guarantee that appropriate lessons will be learned from adverse events.

39



A.3 CASE STUDY INCIDENTS

An E/E/PES case study will be used to illustrate the causal analysis techniquesin this paper.
Thisincident has been chosen through consultation with HSE and industry representatives
because it typifies the adverse events that currently threaten many safety-critical industries.
Some details have been removed and others have been deliberately added so that the case
study does not reflect any individual incident. Over time, however, the nature of these events
will change as new technologies and operating practices are introduced.

Theincident in this paper started when a spillage of methanol was detected on board an off-
shore production vessel. In order to collect this material, the vessel’ s ballast system was used
to induce alist. During the clear-up operation, firewater hoses were used to clean the decks.
As aresult of these operations, the water pressure fell to such alevel that the duty firewater
pump was automatically started and this increased the pressure to an acceptable level. Asthe
methanol clean-up progressed sensors detected high levels of gas and thisinitiated a plant
shut-down. Thisincluded a plant ‘black-out’ with the loss of all electrical power. A further
consequence of thiswas that crew could not use their control systemsto halt the ballast
operations that had been started to induce the list and collect the spilled material. The crew
were, however, able to intervene directly to close off the valves that controlled the ballast
operation before the list threatened the integrity of their vessel. The following pages focus on
the E/E/PES related causes of thisincident.

PLC channel 1
(Separate PLC's for input proc ng, 8-channel
control logic and output processing) output
Input from - 7'y cards, 2 out Output to
field —p Discrepanc of 2 voting
devices channels S gnalep y used to process
monitors

\ ensure et
PLC channel 2 / agreement
) . . from PLC1
(Separate PLC's for input processing,
B . and PLC2
control logic and output processing)

Figure A.1 High-level architecture for the E/E/PES case study

Figure A.1 illustrates the high-level architecture for part of the system that contributed to the
mishap that forms the case study for this paper. Input is received from a range of devices and
sensors. These are fed into two independent command ‘ channels . They are intended to ensure
that near identical data is passed to independent PL Csthat are responsible for detecting and
responding to certain input conditions according to the design ‘logic’ associated with the
application. The signals generated by these output PLCs are passed to a separate output card,
which uses aform of two-out-of-two voting protocol. Although thisis an asynchronous
system, under normal operation the two input processing PL Cs will sample the same input
values and the logic PLCs will arrive at the same outputs. It is unlikely that any discrepancies
will persist. However, if there are any discrepancies between the output states of the two
command channels and they persist beyond a timeout then a discrepancy signal isfed back. If
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the data on the preceding logic PLC indicates that avalid trip can be performed then it will
reset all of its output to a predetermined ‘ safe state’ during emergency shutdown.

During the mishap, a sensor detected afall in the water pressure as hoses were being used to
clear theinitial spill. However, thistransient signal was only received by channel 1. An alarm
was triggered on the human operators control panel. If water pressure fell below athreshold
value then the control logic was to ensure that the duty firewater pump was started but
channel 2 had not received the low-pressure signal. The attempt to start the pump by PLC
channel 1, therefore, raised a discrepancy between the two PLC channels. The requirement
for agreement between both channels in the ‘two out of two’ protocol also ensured that the
relevant pump was not started. By thistime, however, PLC channel 1 was aready actively
monitoring the duty pump to ensure that it had started to address the fall in water pressure.
This, in turn, generated a further alarm when the pump failed to respond after a predetermined
time out. Thelogic in PLC channel 1 responded by trying to start another pump. This created
afurther discrepancy with PLC channd 2, which, of course, was not even monitoring the
initial command to the duty pump.

Water pressure had continued to fall throughout this period so that eventually both PLC
channels received a further warning signal. They responded by commands to start the duty
pump. The pump worked correctly and water pressure began to rise. At this point the operator
intervened to turn off the second of the pumps; the command from PLC channel 1 to activate
the reserve pump would not have had any effect without agreement from PLC channel 2
anyway. However, the discrepancy over the state of the stand-by pump persisted. Shortly after
this, gas was detected as aresult of the original spill. The control logic should have resulted in
commands to start the duty firewater pump and to activate a general public alarm throughout
the facility. However, the two PL C channd s continued to show a discrepancy. Channel 1 had
set the duty pump to the reserve mentioned above. Channel 2 retained the original equipment
as the duty pump. The system, therefore, performed an emergency shutdown that included a
loss of electrical power. This generated afurther flood of alarms. It also impaired control over
the ballast operation.

It isimportant to observe that both the suppliers and the operators involved in the incidents
that form this case study were entirely unaware of the particular failure modes before they
occurred. It is also important to emphasi se that the case study cannot be characterised as
software or a hardware failure. It stemmed from complex interactions between a number of
system components.

A.4 CAUSAL ANALYSIS TECHNIQUES

Many organisations publish detailed guidance on causal analysis techniques. For example,
NASA'’s procedures and guidance on mishap investigation advocates several different
approaches [1]. These include checklists that can be used to ensure that investigators consider
abroad range of possible causal factors. They also include more open-ended approaches that
do not rely on enumerations of previous problems. Aswe shall see, the costs associated with
some of these approaches imply that the selection of appropriate techniques may depend on
the resources of the organisation conducting the analysis and the perceived severity or
‘plausible worst case’ consequences of the incident under investigation.

In the following sections we will present the following sets of techniques.
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Elicitation and analysis techniques
e Barrier andysis

e Change analysis

Event-based techniques

e Timelines

e Accident fault trees

e Failure event tree, ECF charts, MES and STEP

Flow Charts and Taxonomies
e MORT
e PRISMA

Accident models
e TRIPOD
e STAMP

Argumentation techniques
e WBA
e CAE diagrams

A combination of these methods might be used in an incident investigation.
A.5 ELICITATION AND ANALYSIS TECHNIQUES

A number of causal analysis techniques are tightly integrated into the elicitation of evidence
and mishap reconstruction. Investigators who are still considering ‘what’ happened are
encouraged to consider a number of possible causal factors so that they gather an appropriate
range of evidence about the incident. Thisisimportant because, as mentioned previoudy, the
investigators' initial causal hypotheses may mean that evidence is only gathered if it supports
their preconceptions. Barrier analysis provides an example of thisform of causal analysis
technique.

A.5.1 Barrier analysis

Barrier analysis stems from work in the field of energy production. The central ideaisthat
incidents are caused when unwanted energy flows between a source and atarget. Over time
this approach has been generalised to other industries so that attention focuses on the hazards
that affect particular targets. Figure A.2 provides an overview of this approach. As can be
seen, the adverse effects of a hazard must pass through a series of potential barriers before
they can reach the ultimate target. In this case, the final barrier prevents the incident from
affecting the target. Thistypifies the way in which afinal layer of defences can make the
difference between a near miss and an accident. In such circumstances, incident reports
provide important insights both about those barriers that failed and those that acted to protect
the target from a hazard.
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Figure A.2 Targets, hazards and barriers

Barrier analysis, therefore, begins by drawing up tables that identify the hazard and the targets
involved in an incident or accident. Table A.2 illustrates these entities for the case study in
this paper. Thisisardatively straightforward example. For instance, it can be argued that the
loss of control does not directly affect the general public. The table could, therefore, be
revised to show that the loss of control only poses a direct threat to the safety of the vessel
itself. However, the purpose of this exerciseis to determine precisely which barriers would
have to fail before potential targets might actually be affected. Hence, the initia tables of
barrier analysis often try to consider as many plausible targets as possible.

Table A.2 Hazard and target identification

What? Rationale

Hazard Loss of control of key functions during emergency shutdown

Targets  Production system, operators, the environment ...

The analysis progresses by examining the barriers that might prevent a hazard from affecting
the targets. Analysts must account for the reasons why each barrier actually did or might have
failed to protect the target. Table A.3 illustrates the output from this stage. As can be seen, the
fire and gas system architectureillustrated in Figure A.2 was intended to prevent the hazard
identified in Table A.2. The use of redundancy in a‘two out of two’ architecture was
specifically designed to reduce the number of spurious alarms that might otherwise have led
to unnecessary ‘safe’ shut-downs. However, Table A.3 also records that this architectureis
vulnerable to the inconsistencies created by transient input signalsto each of the PLC
channels. Thetable also records that the feedback of discrepancy warnings did not counter the
effects of such inconsistency on the state of the channds. In thisincident, PLC channel 1
monitored for the activation of the first pump and responded to the failure to agree on starting
this equipment by attempting to start the backup.
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Table A.3 More detailed barrier analysis

Barrier Reason for failure?

Fire and gas redundant system  Two out of two voting protocol susceptible to transient failures

architecture K nock-on effects of commands during discrepancy had
unappreciated effects on state of PLC pipeline

Safe-state trip on a discrepancy may create new hazards

Backup ballast valve control Crew used wrong tool to operate solenoids
system Omissions in crew training and maintenance procedures
Need for revised hazard analysis of system operation

Pneumatic detection systemin  Non-return valves leaked
automatic del uge equipment Need to improve maintenance standards on non-return valves

Table A.3 also looks beyond the immediate events that led to the ‘ safe’ shutdown and
considers a number of related issues that helped to cause the loss of control. For example,
after power was lost to the main ballast control systems it should have been possible for crew
to resume manual control of the valves. However, the lack of proper tools frustrated their
attempts to exploit this barrier or protection mechanism. Similarly, the deluge system was
activated in the aftermath of the power failure. Pneumatic detection equipment was intended
to prevent the spurious activation of this equipment. As can be seen, a series of maintenance
related issues led to this protection being lost during the case study incident.

The meta-level point here is that the causal analysis technique encourages designers to look
beyond the immediate triggering events that led to the mishap. It can be difficult to predict al
of the possible events that might individually contribute to an adverse incident. In contrast,
analysts must focus on the protection mechanisms that were in place to prevent those
individual events from threatening the safety of the system.

A.5.2 Change Analysis

Change analysis provides asimilar form of support to that offered by barrier analysis. Rather
than focusing on those defences that either worked as intended or failed to protect a potential
target, change analysis|ooks at the differences that occur between the actual events leading to
anincident and ‘normal’ or ‘ideal’ operating practices. For example, the actual testing
techniques that were deployed in a project might be compared with those described in arange
of documents including internal company guidelines, contractual agreements or safety cases
depending on the context in which amishap occurred.

Table A.4 provides an example of change analysis. As can be seen the first column describes
the ideal condition or the condition prior to the incident. Thisis an important distinction
because the causes of an adverse event may have stemmed from inappropriate practices that
continued for many months. In such circumstances, the change analysis would focus less on
the conditions immediately before the incident and more on the reasons why practice changed
from the ideal some time before the mishap.

Change analysis helps to focus on those factors that distinguish the mishap from standard
operating practices or from recommended procedures. The ‘idea’ conditionsin such tables
can aso help to identify recommendations. Thisis not straightforward. For instance, stating
that operators should be made aware of ‘serious’ discrepancies does little to direct the detailed



development of future systems. The prior/idea condition column in the change analysis tables
can, however, provide a starting point for this analysis. Further problems complicate the
application of thistechnique. It can be difficult to connect this form of anaysis to the mass of
more immediate events that are, typically, documented in the evidence that is gathered
following near miss events. Event-based causal analysis techniques arguably provide a more
convenient bridge to these reconstructions.

Table A.4 Change analysis

Prior/ideal condition

Present condition

Effect of change

Any (serious) discrepancy
should be identified by operator
and appropriate action taken to
resolve discrepancy and clear
any latched values.

Available generator controls
should be distributed across a
diverse range of PLC output
cards. If acard tripsthen it
should not disable all possible
generating sets.

Fire pump logic should operate
on aone out of two principle
because the adverse effects of a
spurious start are negligible.

The discrepancy was noted at
such alow level that the
operator was not informed. So
when he/she detected the fire
pump start was spurious they
halted the pump but did not
resolve the discrepancy between
PLC channels 1 and 2.

When the PLC channels tripped,
both available generators were
on the same cards.

A two out of two voting
protocol was used.

The system was |eft with a
latent failure in the form of the
discrepancy. It was vulnerable
to any genuine adverse event
because the discrepancy and
such an event would cause the
two PLC channelsto trip.

All power was | ost.

A discrepancy occurred from
what need not have been a‘high
integrity’ output given the safe
default. This discrepancy
created a hazard for higher
integrity outputs where two out
of two was appropriate, such as
acard trip event.
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A.6 EVENT-BASED TECHNIQUES

Barrier and change analysis can be thought of as guides for the identification of causal
factors. They provide away of thinking about an adverse event that can also help to
encourage investigators to gather additional evidence, for example about the performance of
protection devicesin barrier analysis. In contrast, event-based techniques focus more on
documenting the events that |ed to a mishap. They are, therefore, based on reconstruction
tools. They aso often are combined with particular forms of reasoning that enable designers
to identify why an incident occurred from the events that describe what happened. Time-lines
provide arguably the simplest form of event-based analysis technique.

A.6.1 Timelines

Timelines are included in most accident and incident reports. They provide a straightforward
and accessible representation of the ways in which events unfold over time. Thisis important
because different analysts can use these sketches and tables to gradually piece together the
events that contributed to an incident or accident. The most primitive forms of timeline can be
directly extracted from system logs. For example, Table A.5 recreates part of the alarm log
that might have been derived from the monitoring systems associated with our case study
application.

Table A.5 Example summary from automated alarm log

Point Time Stateof Description  State at start Current status  State System
the of scan once scan
alarm complete
BLS 605 11:27:20 Normal Gas Acknowledged Reset Deleted Fire &
detector gas
BLS 605 11:27:37 Beam Gas Nominal Generated Generated Fire &
blocked detector gas
BLS 605 11:27:40 Normal Gas Generated Reset Reset Fire&
detector gas
BLS 605 11:28:30 Normal Gas Reset Acknowledged Deleted Fire &
detector gas
PLW-61  11:28:32 Low Ringmain- Nomina Generated Generated Fire &
pressure water gas
PLT-23  11:28:34 Loop F/Disch Nominal Generated Generated Fire &
fault gas

It is apparent from this high-level summary of alarm logs that such event based descriptions
cannot directly be used to identify the underlying causes of the incidents that they depict. A
further limitation is that there may be other events, including operator interventions and
management decision-making processes, that will only be indirectly represented in the output
of such systems. In consequence, most incident investigations construct higher-level,
graphical timelines to record the events that contributed to an accident or near miss. Figure
A.3 provides an example of thisform of timeline for our case study.
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Figure A.3 High-level timeline of the case study incident

Figure A.3 uses atechnique for the development of time-lines that was pioneered by groups
within the US National Transportation Safety Board [2]. Theideaisto place eventson a
horizontal time-line but to group them according to the agents involved. In this case, the
events relating to the two PLC channels are separated from the actions of the crew and so on.
In practice, initial forms of this representation are often produced by sticking notes onto a
blank piece of paper. Such structuring mechanisms are important if analysts are not to be
overwhelmed by the mass of detail that can be obtained in the aftermath of an adverse event.
There are a number of problems with the use of time-lines in the reconstruction and causal
analysis of E/E/PES related incidents. Firstly, it can be difficult to obtain exact timings for
asynchronous systems that lack a global clock. Hence there will often be inconsistencies and
contradictory evidence for exact timings. Similarly, asin Figure A.3, there may be events
whereit isimpossible to obtain an exact timing. Thisis the case for some of the crew actions
that cannot be timed to the same granularity as the low-level alarmsillustrated in the previous
table. Such detailed criticisms have persuaded many analysts to identify alternate event-based
representations that can be used to analyse adverse events at a more abstract level. The
intention is not to model every detailed event that occurred but to sketch critical causal
relationships between alesser number of more important events.
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A.6.2 Accident Fault Trees

A number of attempts have been made to extend fault-tree notations from the design of
safety-critical systems to support the analysis of incidents and accidents. This approach has
the obvious benefit that engineers who are trained in the existing use of Fault Trees can apply
their knowledge and tool support to investigate the causes of adverse events. Figure A.4
provides an overview of one form of accident fault tree.

Problems in
stopping the
increasing list.

AND
|
[ |
Ballast Ship side Crew faced
operation was ballast valve problems in
underway. failed open. operating the
manual backup
AND ballast
AND
[ |
Potential Loss of Difficulty in Manual
problem hydraulic finding correct operation of
identified in power. equipment for the ballast
safety case but manual backup control
not fully operation of system was not
resolved. backup ballast adequately
system. rehersed.

Figure A.4 Overview of an accident fault tree

The events that contribute to a mishap are represented as rectangles. Logic gates are used to
describe rel ationships between these events. In this case, the tree only includes ‘AND’ gates.
For example, the bottom right sub-tree illustrates the observation that there was ‘ Difficulty in
finding the correct equipment for the manual operation of the backup ballast system’ AND
that the ‘Manual operation of the ballast backup control system was not adequately
rehearsed’ . These two observations together are used to conclude that the * Crew faced
problems in operating the manual backup ballast system'’. This example also illustrates a
number of important differences that distinguish accident fault trees from their more
conventional counterparts. As mentioned earlier OR gates are not used. Thiswould imply
uncertainty in the reconstruction — there would be two alternative paths of eventsleading to
the failure. Such uncertainty is, in general, avoided in incident investigation unless analysts
are explicitly looking for aternative failure mechanisms that might lead to slightly different
mishaps in the future.

There are further differences between accident fault trees and the use of this technique for
design. For example, it is unclear how to represent the events that occur in the immediate
aftermath of amishap. Thisisimportant because the response to an incident can help to
determine the eventual outcome. In conventional fault-trees the analysis stops with a potentia
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hazard. Figure A.4 dso illustrates the manner in which applications of this approach can blur
the distinctions between events and conditions. The labelsin the tree are natura language
statements and they can hide a variety of important details that might themselves be
represented as individual eventsin amore detailed tree. Finally, the construction of the trees
provides little insight into the causal factors that lead to an incident. As we shall see, arange
of more complex techniques, such as PRISMA, therefore uses the development of these trees
as aprecursor to other forms of causal analysis. These, typicaly, examine the events at the
bottom of the tree to identify ‘root causes'.

A.6.3 Failure event tree, ECF charts, MES and STEP

The previous paragraphs described the numerous differences that exist between conventional
applications of fault tree techniques and their use in the causal analysis of incidents and
accidents. These differences have led a number of researchers to develop alternative
techniques that are specifically designed to support both the reconstruction and the causal
analysis of mishaps. There are strong similarities between techniques such as Events and
Causal Factors charting (ECF), Multilinear Events Sequencing (MES) and Sequential Timed
Event Plotting (STEP). Brevity prevents a detailed analysis of each of these approaches; the
interested reader is directed to [2] and [3].

In contrast, Figure A.5 illustrates a further form of event plotting similar to ECF, MES and
STEP. This Failure Event Tree embodies many of the ideas that are common to ‘ chain of
events models. A sequence of events leads to the mishap. These are denoted by the simple
rectangles on the top half of the image. The events annotated with * X:XX:XX Hoses used to
assist in clean-up’ and ‘11:29:07 PLC channel 1 receiveslow pressure dlarm’ provide
examples of these mishap events. Outcomes are denoted by bold rectangles with dotted
borders. In this example there is only one * 11:32:12+ Control lost over ballast operation’. In
practice, however, an investigation and analysisislikely to refine Figure A.5 to consider a
number of different outcome events associated with such an incident.

Figure A.5 also captures direct factors that influence the course of the incident but which
cannot conveniently be represented by discrete events. These are denoted by rectangles with a
double line border, such as‘ Decks not cambered’ or ‘ Transient signals allowed through input
processing PLCS'. In many cases, we could extend the diagram to represent these factors as
events. For example, the previous observation about the construction of the vessel might be
denoted by an event ‘ Decision istaken to construct decks without a cambered surface’.
However, it is often more convenient not to have to represent such events which may lie
outside the scope of the current investigation and which can be difficult to tie into the course
of events which more directly surround theincident itself. Finally, Figure A.5 captures a
series of less direct factors that contribute to the incident. Many would argue that these factors
represent the root causes of an accident or near-miss. Dotted double borders around a
rectangle denote these. They include observations that ‘risk assessments failed to identify
failure modes and ‘did not understand interaction between asynchronous logic and the
latches, timers etc’. As can be seen, these underlying indirect factors hel ped to create the
conditions for the more direct factors, which in turn, contributed to the actual events leading
to this particular mishap.

It isimportant to observe that Figure A.5 provides a‘road map’ for the causal analysis of an
adverse event. As with previous representations, including fault-trees, it is intended as aliving
document that will change during the analysis. There are no exhaustive rules for
distinguishing mishap events from direct or indirect factors. In contrast, these distinctions are
the result of a process of negotiation between the participants in an investigation.
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As mentioned previously, event models can be used to support the reconstruction of adverse
events. They typically include aform of timeline that can be used to place individual events
into the sequences that |ead to incidents and accidents. The process of building such
sequences can initself help to identify causal factors. The failure event tree shown in Figure
A.5 aso includes a number of indirect causal factors shown as boxes below the main incident
line. In other similar techniques such as Events and causal factor charting, investigators can
also represent the conditions that make adverse events more likely. These indirect factors and
conditions are often used to represent background factors or latent conditions that many see as
the ‘root causes’ behind E/E/PES related failures. It is also important to stress that event
based techniques are also used in conjunction with a particular style of analysisthat is often
regarded as the main means of distinguishing root causes from the other less significant
events in such diagrams. Counter-factual reasoning is the name given to arguments that take
the general form ‘if X did not occur then the accident/incident would have been avoided'.
Thisform of argument is‘ counterfactual’ because we know that the accident or incident did
take place and we are trying to imagine ways in which we might have avoided the failure. In
practical terms, analysts use this form of reasoning by looking at the event closest to the
incident. In Figure A.5, we ask “would the mishap still have occurred if the electrical power
had not been lost”. If the answer is yes and the mishap would till have happened then this
event cannot be a candidate root cause of the incident. If the answer is no and the mishap
would not have occurred without this event then we can argue that it was necessary for the
incident to occur so it can be considered as aroot cause. The process continues for each of the
mishap events shown in the diagram. Once potential root causes have been identified,
remedial measures can be introduced to address the direct and indirect factors that led to each
of the particular mishap events that were identified as the root causes of this mishap.

A number of criticisms can be made about ‘ chain of event’ techniques, including failure event
trees. It can be difficult to determine the scope of any investigation. The selection of an initial
event in Figure A.5 is often the result of an arbitrary decision. Investigators using these
techniques will often disagree about the initial eventsthat create the preconditions for a
mishap to occur. For example, we might reasonably have started the chain of events with the
decision to use a ballast transfer to support the clean-up operation. Alternatively, we might
have focused more on the supply chain to look at the events that helped to select an
asynchronous PL C architecture over synchronous alternatives. ‘ Chain of events’ models al'so
often fail to distinguish between different types of events. Figure A.5 contains missing
process elements, such asthe failure of PLC channel 2 to receive theinitia pressure warning.
Others nodes represent missing controls, including the loss of electrical power. The arrows
between eventsintroduce further confusion. They represent causal relationships. For example,
the command to start the duty pump and initiate a public alarm together with the existing
discrepancy between the two PL C channels caused the watchdog relays to de-energise the
control system. Elsewhere they represent the ‘flow of events' without any causal information.
For instance, the discrepancy between the two channels does not necessarily cause Channel 1
to detect that the duty pump is not running at 11:29:09. Such criticisms have resulted in
aternative forms of causal analysis techniques such asLeveson’s STAMP and Ladkin's
WBA, which avoid some of these confusions between temporal sequences and causal
relationships. Both of these techniques are introduced in subsequent sections of this
document.

A.7 FLOW CHARTS AND TAXONOMIES
The previous paragraphs have described a range of techniques for identifying the causal

factors that lead to adverse events. As can be seen from Figure A.5, they are capable of
representing mishaps at a considerable level of detail. However, most of these techniques
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require specidist training. A further problem isthat they do not explicitly encourage
consistency between investigators. Experience in applying event modelling techniques has
shown that different investigators will produce very different models of the same adverse
events. In contrast, flow charts provide explicit means of encouraging inter-analyst
agreement. They are also, typically, used to identify common classes of causal factors. These
two properties together make them very useful for the extraction of statistical information
from large-scale incident reporting systems. The flow charts help to ensure that analysts
consider the same range of causal factors even though they may have minimal training and
may not be in close contact with each other.

A.7.1 MORT

Management Oversight and Risk Trees (MORT) provide arguably the best-known exampl e of
aflow charting approach to the identification of causal factors [4]. Asthe name suggests, it is
well suited for the identification of organisational issues leading to mishaps. It isless suited to
the technical analysis of computer-related incidents; however, it could be extended to address
this potential weakness. At the heart of MORT is atree structure that resembles the fault tree
shown in Figure A.4. Figure A.6 provides an abbreviated version of aMORT diagram.
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’ Controls LTA ‘ Barriers LTA ‘

Figure A.6 Abbreviated form of a MORT diagram

The analysis begins when investigators consider the top levels of the tree. They must ask
themselves whether the mishap was the result of an omission of some management function
and whether the incident occurred from arisk that had already been recognised. In the tree,
theterm LTA refersto a‘less than adequate’ performance of some necessary activity. If there
was an oversight problem then analysis progresses to the next level of the tree. Investigators
are encouraged to consider both what happened and why it happened. The reasons why an
oversight might occur include less than adegquate management policy, implementation or risk
assessment. The analysis progressesin this manner under investigators reach a number of
termina nodes, not shown here, that describe the more detailed causes of the incident.
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As can be seen from Figure A.6, the elements of the MORT tree are generic in the sense that
they capture management problems that can arise in any domain. This enables comparisonsto
be made between the causes of mishapsin different areas of a company and even between
companiesin different industries. The tree structure also plays an important role in ensuring a
consistent anaysis because investigators ask themselves the same analytical questionsin the
same order determine by aleft to right traversal of the diagram. For example, the analysis of
the case study might begin by asking whether the oversight during either development or
operation was adequate. If it was not then we can begin to analyse what happened during the
incident by going down the far left branch of the figure. Thisinvolves the identification of
hazards, barriers and targets in an identical fashion to barrier analysis introduced previously.
After having identified these components of what occurred, analysis might go on to consider
the right branches including the reasons why management might have been less than
adequate. Figure A.6 encourages analysts to consider whether the policy, the implementation
or the risk assessment in the design and operation of the system might have contributed to the
mishap. Figure A.5 has already shown that previous risk assessments failed to uncover the
potential failure modes associated with the generator controls. The right most sub-branch
encourages analysts to further consider whether this was due to incorrect goals, to problemsin
the technical information systems that were available to management, to inadequate hazard
analysis or problems in the safety program review process. The MORT handbook provides
descriptions of what each of these categories means. For now it is sufficient to observe that
the power generation vulnerability could be aresult of inadequate hazard analysis or afailure
to review the safety case that maintained that this configuration was acceptable.

Aswith all of the causal analysis techniques that are introduced in this document, it is
important that investigators document the results of their investigations. Table A.6 illustrates
one technique that can be used in conjunction with MORT diagrams such as that shown in
Figure A.6. As can be seen, investigators can write a brief argument to state why a mishap
was caused by one of the factors that are represented in the nodes of the tree. In this case, the
risk assessment was less than adequate because the danger of aloss of control functions after
asystem trip for the crew and the vessel was not considered in sufficient detail. Such
documentation is important if others within an organisation are to understand the reasons why
particular causes have been identified in the aftermath of an adverse event or near miss
incident. They can act as afocus of subsequent discussion and can help to direct resourcesto
improve areas where previous management activities have proven to be less than adequate.

Table A.6 Documenting the products of a MORT analysis

Branchin MORT tree Node of MORT tree  Incident description

Risk assessment less Hazard Loss of control of key functions during emergency
than adequate shutdown

Target Production system, operators, the environment...
Hazard analysis less Control operability Control of power generators vulnerable to trips on
than adequate problems PLC channels

Asnoted earlier, MORT is ageneric technigue intended to help identify management
problems across many different industries. It lacks the technical details hecessary for example
to distinguish afailure in software requirements capture from inadequate component testing.
A number of other techniques, such as PRISMA, have been devel oped based on the flow-

53



chart approach to causal analysis. These provide more focused support for particular
application domains.

A.7.2 PRISMA

PRISMA is amulti-stage technique. It includes an initial reconstruction based on an accident
fault tree [5, 6]. The leaf or termina nodes on the tree are then classified to identify more
generic root causes. Thisisimportant because the complex differences that exist between
individual incidents can often make it difficult to compare the causes of several apparently
related incidents. A flow chart can, therefore, be used to provide a higher-level classification
of these more detailed causes. For example, an operand error might be classified at one level
as a problem with type checking. At a higher-level it might be classified as a coding error
rather than a problem in requirements and so on. These higher-level categories can be used to
inform the statistical monitoring of incident data and can also arguably increase consistency.
Investigators may disagree about the detailed causes of an adverse event but may exhibit
greater agreement about the higher-level classification.

Figure A.7 illustrates a PRISMA flow chart that was devel oped specifically to identify
higher-level causal factorsin the process industries. As can be seen, each terminal nodeis
associated with a particular abbreviation, such as TE for atechnical, engineering related
cause. It is also extremely important to stress that the ordering of termina nodes can be used
to explicitly bias the insights obtained from any causal analysis. In Figure A.7, technical
factors appear before organisational issues and human behaviour. It is therefore more likely
that analysis will identify technical issues before considering these other potential classes of
causal factors. It is aso important to stress that the devel opers of the PRISMA approach
encourage investigators to extend the classification to support their particular domain of
interest. For example, medical versionsinclude ‘ patient related factors' as a potential cause in
healthcare incidents. In our case study, we might extend the flow chart to explicitly consider
far more detailed technical factors than those shown in Figure A.7. For instance, we might
introduce nodes to capture failures that are due to the interaction between asynchronous
control algorithms and the use of latching in safety state information, including discrepancy
indicators. Thereis abalance to be struck, however. If the flow chart is too detailed then it
can quickly become intractable as other analysts attempt to discriminate between hundreds of
complex categories. Conversdly, if the flow chart istoo general then it may yield relatively
little insights into common engineering problems in E/E/PES applications.

Causal analysisisnot an end initself. It is obviously important that recommendations be
derived from the findings of an investigation so that previous problems can be avoided in the
future. An important strength of flow-chart methods such as PRISMA is that the generic
causal classification that isused in the analysis of an adverse event can aso be used to direct
investigators towards a number of general solutions. For example, Figure A.8 illustrates a
classification action matrix. This showsthat if, for example, an incident were due to problems
with management priorities then subsequent recommendations might focus more on * bottom-
up communication’. As might be expected, this approach is intended to ensure that
investigators offer acommon response to incidents with similar causal factors. If incidents
continue to recur with the same set of causal factors then safety managers might decide that
the remedies advocated in Figure A.8 are ineffective and should be revised. In particular, it
might be argued that the remedial actions should be at afar finer level of detail. In our case
study, it might be advocated that modifications be made to eliminate transient inputs. For
instance, the input processors in each PLC channel might ensure that such short-lived signals
are sustained until the processing PL Cs are sure to receive them. Such a detailed remedial
action could only be represented in a classification/action matrix if the associated flow chart



were extended to asimilar level of complexity. It would need to consider transient signalsas a
potential cause of technical failure. Asthe sophistication of the flow-chart increases, so does
the extent of the classification/action matrix unless common interventions can be identified
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A.8 ACCIDENT MODELS

A criticism of the previous techniques discussed in this summary is that they only provide
limited support for investigators who have little familiarity with the causes of many incidents
and accidents. In other words, it is assumed that they understand how to produce an accident
fault tree or atimeline event model from the complex events that they have witnessed or
identified through the accumulation of evidence. In many cases, these assumptions are
unwarranted. In consequence, causal analysis techniques have been developed around
‘accident models' . Under one interpretation these models provide strong guidance about what
causes an adverse event. Less charitably it can be argued that they enforce a particular
viewpoint on the analytical process.

A.8.1 TRIPOD

The TRIPOD approach to causal analysis builds on the notion that most mishaps are caused
by a number of more general failure types. Thisideais arelatively simple extension of the
higher-level causal classification in flow-chart techniques such as PRISMA and MORT. In
particular, TRIPOD distinguishes between the following causes of incidents and accidents:
hardware; mai ntenance management; design; operating procedures; error-enforcing
conditions; housekeeping; incompatible goals; communication; organisation; training;
defence planning. These general failure types have strong similarities to concepts that we
have met before. For example, problems in defence planning are very close to the barrier
analysis that was introduced in previous sections. Other issues such as maintenance
management are not explicitly considered in some of the other causal analysis techniques.
Software is a notable omission from thislist and must certainly be included. Our case study,
however, raises the recurrent problem of whether PLC design issues relate more to hardware
or software design give the particular characteristics of these implementation platforms.

TRIPOD also provides aform of graphical modelling that can be used to show how specific
instances of these general failure types combine to create both necessary and sufficient causes
for an incident or accident. This diagrammatical techniqueisillustrated in Figure A.9. As can
be seen, elements of barrier analysis are again used to illustrate the manner in which a hazard
can affect atarget. A number of active failures can be associated with each of the defences
that did not protect the target. These active failures can be thought of as the immediate events
leading to the incident. The context in which they can occur is often created by a number of
preconditions. For instance, one active failure ssemmed from the way in which alow
conseguence discrepancy over the command to start the feed water pump jeopardised more
critical responses to the gas detection event. The precondition for this failure was the manner
in which only one of the input cards on the two PLC channels detected the pump pressure
warning. This, in turn, stemmed from alatent failure to design input cards that would ensure
the adequate replication of transient signals until both channels were sure of recognising
them. Aswith flow chart techniques the intention is to move away from the specific events
that led to a mishap so that greater attention is paid to the generic or systemic failuresthat are
likely to threaten future operation. It is argued that a specific recurrence of an incident, such
our case study, is unlikely. However, the same problems of hidden failure modesin
combinations of asynchronous and latched systems may manifest themselvesin ahost of
future incidents unless these latent causes are addressed.
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Precondition:
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Latent Failure: failure
to design input circuits that
replicated transients until
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Latent Failure: failure

to identify importance of
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General failure type:
1. Hardware/Software;

3. Design;

5. Error enforcing condition.

General failure type:
1. Hardware/Software

3. Design.

7. Incompatible goals

Figure A.9

General failure type:
1. Hardware;
5. Error enforcing condition

General failure type:
4. Operating procedures;
8. Communication

11. Defence planning.

Example application of TRIPOD general failure types

As mentioned, TRIPOD embodies a model of how accidents and incidents occur. This model
builds on barrier analysis and includes concepts such as general failure types, latent causes,
preconditions and active failures. A range of computer-based tools a so supports it, further
details are provided in [8] and [9]. The meta-level point here is that the costs associated with
each of the techniques described in this document can be substantially reduced by appropriate
tool support. It is also possible to automatically perform certain consistency checks and
search tasks for similar previous incidents using these tools [2].

A.8.2 STAMP

Leveson's Systems Theory Accident Modeling and Process (STAMP) approach [10, 11] is
similar to accident fault treesin that it attempts to apply a more general, constructive
engineering tool to support the analysis of incidents and accidents. Instead of extending the
use of fault trees, STAMP exploits elements of control theory to help identify causal factors.
Thisis motivated by the observation that mishaps occur when external disturbances are
inadequately controlled. Adverse events can also arise when the failure of process
components goes undetected or when the actuators that might respond to such afailure are
unsuccessful in their attempts to control any adverse consequences from the initial fault.

Control failures can arise from ‘dysfunctional interactions’ between system components. For
example, if one subsystem embodies inappropriate assumptions about the performance
characteristics of another process component. In this view, mishaps do not stem from events
but from inappropriate or inadequate constraints on the interactions among the elements that
form complex, safety-critical applications. Safety is viewed as a dynamic property of the
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system because the congtraints that are applied and the degree to which a system satisfies
those constraints will continually evolve over time. The analysis progresses by developing a
control model of the relationships between entitiesin the system. Figure A.10 illustrates this
approach. It isimportant to emphasise that this diagram uses arrows to represent
communication and control flows. The rectangles are entities, including people, systems and
organisations; they do not represent the events shown in the failure event tree of Figure A.5.

Regulators [ »  E/E/PES System
< »  Vendor/Designers
A A Engineering -
Project Technical
Operating Manager < experts
Company i
Crew of the
vessel Control Room A
I Operator External
= I
f product
* | auditors
Control Room
(HMI) Interface
y
Public Fire and gas Alarm logging
a _> »
address system PLC Channel 1 < PLC Channel 2 system
alarm
y
A
Sensors Actuators
‘ |
A 4 | A A |
Electricity Stand-by fire Active fire Gas detection Firewater
Generators water pump water pump systems systems
»  Hydraulic
Power Unit
»

Ballast control
system

Figure A.10 Example control model from STAMP [10]
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As can be seen from Figure A.10, the STAMP control analysis extends from the operator, and
the systems under their immediate control to aso consider the relationships between project
and company management, between management and regul atory agencies and between
regulation and system vendors. These different forms of interaction include the preparation,
presentation and acceptance of the safety case that originally covered the design and then the
operation of the application as awhole. These different relationships must be captured in any
analysis because they have a profound influence on both the development and operation of
safety-critical systems. The control model also considers interactions between system
components. For instance, Figure A.10 traces the way in which the control room operator
monitors and issues commands through their human-machine interface. This controls the fire
and gas systems that included the PL C channels mentioned in previous sections. These PLC
channels, in turn, interfaces with the sensors that detected the presence of gas and the falling
water pressure. The output from the fire and gas system can also affect the operation of the
generators and, through them, could affect the hydraulics and the ballast system. After having
conducted this extended form of control analysis, the STAMP technique progresses by
considering each of the control loops that are identified in the ‘ socio-technical system’.
Potential mishaps stem from missing or inadequate constraints on processes or from the
inadequate enforcement of a constraint that contributed to its violation. Figure A.11 illustrates
the general classification scheme that guides this form of analysis. It provides a classification
scheme that helps to identify potential causal factorsin the control loops that exist at different
levels of the management and operation hierarchy characterised using diagrams similar to that
shown in Figure A.10.

1 Inadequate enforcements of constraints (control actions)
1.1 Unidentified hazards
1.2 Inappropriate ineffective or missing control actions for identified hazards
1.2.1 Design of control algorithm (process) does not enforce constraints
— Flaws in creation process
— Process changes without appropriate change in control algorithm
(asynchronous evolution)
— Incorrect modification or adaptation
1.2.2 Process models inconsistent, incomplete or incorrect (lack of linkup)
— Flaws in creation process
— Flaws in updating process (asynchronous evolution)
— Time lags and measurement inaccuracies not accounted for
1.2.3 Inadequate coordination among controllers and decision makers

2 Inadequate execution of control action
2.1 Communication flaw
2.2 Inadequate actuator operation
2.3 Time lag

3 Inadequate or missing feedback
3.1 Not provided in system design
3.2 Communication flow
3.3 Timelag
3.4 Inadequate sensor operation (incorrect or no information provided)

Figure A.11 Control flaws leading to hazards [10]
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Analysis progresses by examining each of the arrows in the control model to see whether any
of the flawsin Figure A.11 can be identified in the relationships that they represent. It might
be argued that there were unidentified hazards in the control 1oop between the PLC channels
and the generators. Similarly, subsequent investigation might identify flawsin the creation
process that led to the human-machine interface design’ s representation of the sate of the fire
and gas system. It isimportant to note that the inclusion of control flaws 2.3 ‘timelag’, 1.2.2
‘Time lags and measurement inaccuracies not accounted for’ and 3.4 ‘ Inadequate sensor
operation (incorrect or no information provided)’ illustrate the control theory roots of this
technique. These control flaws also demonstrate the suitability of the STAMP technique for
our E/E/PES case study.

Figure A.11 illustrates the high-level similarities between STAMP and previous techniques
such as PRISMA and even MORT. All of these approaches rely upon taxonomies of general
causal factors. These lists of potentia problems help investigators to focus their analysis and
can also ensure consistency. It isimportant to emphasise that STAMP is arelatively new
technique. However, there are already a number of case studies in which this approach has
been applied to support the analysis of E/E/PES related incidents. These are, however,
focused on high-consequence mishaps given the potential overheads that stem from the
development of detailed reconstructions and control models.

A.9 ARGUMENTATION TECHNIQUES

Previous approaches have focused on the identification of causal factors by the modelling of
adverse events or of control relationships. Investigators are then expected to exploit a range of
informal arguments to identify the root causes that are represented in these models or
diagrams. Thisinformal reasoning often exploits counter-factual arguments of the form ‘the
accident would not have occurred if causal factor X had also not occurred. Unfortunately, this
form of reasoning can be very unreliable. Implausible arguments can be made so that the
causal factor may have no apparent relationship to the incident itself. For instance, we can
argue that ‘the incident would not have happened if we had been given an infinite amount of
money to spend on the testing phase’. In our case study, we might argue that the incident
would have been avoided if the PLC channel had been designed to use synchronous
redundant channels with guaranteed bounded skews between resynchronisation points. The
use of causal analysis techniques does not, therefore, avoid the arguments that often arise
about what are and what are not plausible causes of an adverse event. Severa techniques
have, however, been developed to help ensure that investigators form ‘ reasonable’ causal
arguments from the evidence that is embodied in timelines and other reconstructions.

A.9.1 WBA

Ladkin and Loer's Why-Because Analysis [12] begins by a reconstruction phase during
which a graphical notation constructs sequences of events leading to amishap. The angled
arrows shown in Figure A.12 illustrate this. As can be seen, the leak in the methanol plant
occurs before the ballast is altered to assist in the clean up operation and before the hoses
were used. It isimportant to stress, however, that this sequential information does not imply
causation. We cannot in this early stage of the analysis say that |eak necessarily caused the
changein ballast. In order to make this argument we must demonstrate that we have identified
sufficient causes for an ‘effect’ to occur. For example, they may have been other factors
including previous operational experience in successfully following this approach that
justified its use by the crew. A more sustained causal analysis must consider these additional
issuesin order to fully explain the reasons why the ballast was altered in the lead up to the
incident.
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Figure A.12 Example WBA diagram

Once analysts are convinced that they have considered a sufficient set of causal factors for an
effect they can then revise the WBA diagramillustrated in Figure A.12. A double arrow
denotes causal relationships =>>. As can be seen, the leak in the methanol plant was a
sufficient cause for gas to be detected in the storage area. No further explanation need be
considered at this stage. However, if welook at the causes for the low-pressure alarm on the
ring main then we can see that the use of the hoses in the clean-up operation may provide an
insufficient explanation. Further analysis is required to determine exactly why such aroutine
cleaning procedure resulted in awarning when fire-fighting activities might require a greater
volume of water than was needed in this clean-up operation. Informally, the analysis proceeds
by examining each node in the diagram to create statements of the form ‘“Why did A occur,
because of B and Cand D...". Thistransition from temporal sequences to more rigid causal
relationships can produce insights that are not apparent in purely event-based approaches,
such as timelines. For example, in order to explain why power was lost following the
intervention of the watchdog timers we must understand the way in which the generators were
controlled by the same card combinations that were used by the gas and fire system. Thisis
explicitly represented in Figure A.12 but was not previously included in the event-driven
approach of Figure A.5' s Failure event tree.

The most striking feature of WBA isthat it provides a set of mathematically based procedures
that analysts must follow in order to replace the angled arrows of atemporal sequence with
the double headed arrows of the causal relationship. These procedures are necessary to ensure
that we have established sufficient causes for the effect to occur. They are based on
arguments of the form ‘A causes B’ if B istruein possible worlds that are close to those in
which A istrue, which can in turn be given a counterfactual semantics. In other words, if we
know that A and B occurred and that if A had not occurred then B would not have occurred
then we can conclude that A causes B. Ladkin and Loer aso provide arange of additional
proof rulesthat can be used to ensure both the consistency and sufficiency of arguments about
the causes of amishap. The full form of Why-Because Analysisincludes techniques for
reasoning about operator behaviour as well as component failures. However, the proponents
of this approach argue that analysts should only recruit the level of formality that is
appropriate to their needs. Increasing the level of detail in a supporting proof canlead to a
corresponding if not a proportionately greater increase in the resources that are required by
any analysis. Tool support is available. However, in practice investigators are faced with a
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decision between restricting their analysis to the more accessibl e aspects of the informal
graphical reasoning, based on diagrams such as that shown in Figure A.10, and more
complete forms of WBA involving the use of discrete mathematics. It seems likely that this
fuller form of analysis would only bejustified for high consequence mishaps. The transition
from temporal sequences to causal relationships, illustrated in the previous paragraph, yields
the greatest insights using this approach and is usually adequately supported by alessformal
approach.

A.9.2 CAE diagrams

The ultimate aim of any causal analysisisto trace the recommendations that might be made
in response to an adverse event or near miss. Table A.7 illustrates the general format of a
recommendation table. These provide a simple means of linking the products of a causal
analysis to the recommendations that are intended to avoid any recurrence and also to the
evidence that justifies any potential intervention. For instance, a recommendation to make
temporary modifications to eliminate transient input signals to the PLC channel is supported
by the argument that such a condition triggered the case study. There is evidence to support
this argument from the logs and from simulator reconstructions. It can, however, be difficult
to construct such tables for complex incidents. There may be many hundreds of items of
evidence in complex failures. Similarly, can be competing arguments that undermine
particular recommendations. For instance, any decision to introduce a temporary fix may
introduce further failure modes. It might, therefore, be better to operate the existing system
until afull re-design can be completed.

Table A.7 General format for a recommendation table

Conclusion/recommendation  Root cause (analysis) Supporting evidence

C1 Temporary modification ~ Al.1 Input discrepancy E1.1.1 Fireand gas system logs
to eliminate transient signals ~ between PLC channels1  (seetable A.5)

and 2 created necessary  E1.1.2 Simulations run by supplier after
precondition for incident  the incident

C2 Replacetoolstooperate  A2.1 Incorrecttool used E2.1.1 Witness statements

ballast system using manual  to operate solenoid E2.1.2 Deficienciesin the existing
backups valves on ballast backup  procedures and manuals covering ballast
related mishaps

E2.1.3 Deficienciesin the existing safety
case and hazard assessment documents

Conclusion, analysis and evidence (CAE) diagrams can help designers to map out the
competing arguments for and against particular conclusions or recommendationsin the
aftermath of a complex incident. These diagrams are smpler than many of the techniques we
have described [2]. This approach lacks the consistency and completeness checks that are
provided by the formal reasoning in the WBA technique. However, the reliance on a
graphical formalism together with less strict rules on how to conduct the analysis can
arguably reduce the costs and increase the flexibility of this approach. In consequence,
although these techniques stem from similar motivations they offer different degrees of
support depending on the resources of time, expertise and money that are available to an
investigation.
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Figure A.13 provides an example of a CAE diagram. As can be seen, rectangles are connected
to form a network that summarises arguments about an incident or accident. Asthe CAE
name suggests, the rectangles labelled with a C are used to denote conclusions or
recommendations, those labelled with an A are lines of analysis while the E rectangles denote
evidence. Lines are drawn to show those lines of analysis that support particular conclusions.
For example, the recommendation to introduce temporary modifications (C.1) is supported by
the argument that this would address the input discrepancy noted for PLC channels 1 and 2
(A1.1). The evidence for this assertion is provided by the fire and gas darm system logs
(E1.1.1) and by simulations (E1.1.2). It isimportant to note that Figure A.11 also captures
contradictory arguments. For instance, the dotted linein the first of the networks denotes that
the temporary fix recommended in C1 is not supported by the argument that alonger term
upgrade will have to be made (A1.2) and that previous temporary fixes provide evidence of
the danger of such short-term measures (E1.2.1).

E1.1.1 Fire and gas system logs
(see table B.5)

Al1.1 Input discrepancy between PLC
channels 1 and 2 created necessary
precondition for the incident

E1.1.2 Simulations run by
supplier after accident

C1 Temporary modification to

eliminate transient signals N
\\
\\
M. | AL.2 ** Longer term upgrades will have
*\| to be deployed with possible system E1.2.1 Previous upgrades have
replacement for input PLCs, short term introduced new failure modes
fix may create new hazards **
E2.1.1 Witness statements

A2.1 Incorrect tool used to operate E2.1.2 Deficiencies in the

solenoid valves on ballast manual existing procedures and manuals

control system covering ballast-related mishaps
C2 Replace tools to operate E2.1.3 Deficiencies in the
ballast system using manual . existing safety case and hazard
backups N assessment documents

N, | A2.2 Crew managed to perform

\| operation using existing tools — focus
should be on training using existing
equipment?

Figure A.13 Example CAE diagram

The lower of the two networksin Figure A.13 illustrates the argument that tools need to be
replaced to help the crew operate the ballast system using the manual backup controls (C2).
This recommendation is based on the observation that incorrect tools were used during the
incident to operate the solenoids and that this hindered the crews' intervention (A2.1). This
argument is based on evidence of witness statements (E2.1.1), on deficienciesin the manuals
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(E2.1.2) and the safety-case which fails to consider the potential problemsin operating this
defence mechanism (E2.1.3). The recommendation to introduce new tools is weakened by an
argument that the crew managed to intervene eventually with existing resources and that the
introduction of new tools should not take the focus away from revised training procedures to
guide any response to such an incident in the future. As can be seen from Figure A.13, CAE
diagrams capture genera arguments about incidents and accidents. For example, a conclusion
might refer to arecommended action, it need not simply capture a causal relationship. It is
also important to mention that this technique was specifically developed to enable
investigators to sketch out the arguments that might appear in an incident report. This helps to
ensure that any document avoids contradictory arguments.

A.10 CONCLUSIONS

This paper has provided a brief overview of causal analysis techniques. We have identified
several main classes: elicitation and analysis techniques, such as barrier analysis; event-based
techniques, including accident fault trees; flow Charts, including those within the PRISMA
approach; accident models, including the control theory model in STAMP, argumentation
techniques, such as the counterfactual approach in WBA. The techniques differ according to
the amount of investment, in terms of training and investigators' time, that isrequired in order
to apply them. They also differ radically in the degree of support that they provide in terms of
the consistency that might be achieved between individuals applying the same approach to the
same incident. A more detailed introduction to various causal analysis techniques and a cost-
benefit survey of the various approaches can be found in Johnson (2003).

This paper has presented a limited selection of causal analysis techniques. For instance, we
have not considered stochastic modelling or formal, mathematically based approaches[2].
The selection of particular techniques has been based narrowly on pragmatic concerns,
including the degree of previous commercia uptake and the number of previous case studies
in E/E/PES related systems. It is also important to stress that this review reflects the
subjective opinions of the author. Much work remains to be done to validate particular views,
for exampl e about the degree to which a technique supports the consistent causal analysis of
adverse events. The intention has, however, been to provide a basic road map for the range of
approaches that might be used to analyse the causes of E/E/PES related incidents.
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APPENDIX B INTERVIEW BRIEF

The following interview brief was used to prompt discussion. However, since the
interviewees covered different industries and elements of the supply chain, the brief was used
only as aguide. The main objective was to discover current industry practice in learning from
incidents.

B.1 COPY OF THE BRIEFING DOCUMENT

INDUSTRY CONSULTATION ON INCIDENT REPORTING AND ANALYSIS
SCHEMES

Background

The UK Health & Safety Executive is sponsoring a project to develop a generic incident
reporting and analysis scheme. The scheme is designed to be flexible and extensible so that it
may be tailored to different domains, and to organisations with varied experience of incident
reporting and different levels of organisational maturity. HSE has contracted a consortium,
led by Adelard LLP and aso involving the Glasgow (University) Accident Analysis Group
(GAAG) and Blacksafe Consulting to undertake this project.

As part of this project, the consortium is consulting with industry to identify and evaluate
existing schemes for classifying causes from incident data and generating lessonsto avoid
recurrence of similar incidents. The consultation also wishes to understand the potentia
constraints and barriers to implementing such schemes. The results of this study will be used
in the development of the generic HSE reporting scheme.

General Approach

Our approach isto aim for a structured but fairly free ranging discussion within which we
hope to ensure that the topics are covered. We do not propose to go through the questions as
in some forms of market survey. The interviews are likely to be constrained by time and the
availability of people so we will have to prioritise the topics during the interview.

We recommend that some of the discussion focuses on experience on real operational
facilities, particularly the use of existing schemes.

Ideally, we would like to conduct the meeting in a group, representing both safety
management and operational functions. Thisisto elicit both strategic and practical issues
concerning the design and use of such schemes and any supporting systems.

Confidentiality

Notes will be taken at the meeting, but these will be kept confidential within the project —
they will not be seen by HSE. The intention is to extract generic, non-ascribable information.

Where we see any benefit in documenting information pertaining to a specific organisation
(even through covert recognition), we will seek permission in advance, and provide a copy of
the written material for review and approval. In general, where we intend to reuse material we
will remove any specifics that would tend to identify a particular organisation or individual
(unless specifically approved by the organisation and individuals concerned).
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I nterview Outline

1

2

3

Background to the HSE project

Objectives of the consultation

Company safety management approach with linkage to incident reporting

Approach to incident reporting

e What aretheincident criteria used to initiate a recording and analysis of an incident.
Can you provide some examples that show when an incident report was initiated and
some exampl es that show when no further action was taken to investigate.

¢ Reporting (what types of incident reported, forms, classification)

e Analysis (how analysed for cause)

e Generation and tracking of recommendations/ feedback to operations

Handling of incidents involving safety related systems

e Doesthisinclude abnormally high failure rates as well asindividual incidents caused
by safety system malfunctions?

e Interfacesto suppliers (reporting and feedback)
Interfaces to other company processes, eg new projects
Supporting procedures, software and tools

e What tools, benefits and problems of software support
Measures of effectiveness

e Cost of implementing and operating the scheme

e Incident rates (reducing?, a alow level?)

PES specific questions

o What are the design standards for E/E/PES safety related systems in new projects?:
e |EC 61508
e sector standards equivalent to IEC 61508
e other standards based on a safety lifecycle approach
e product standards

o Arelegacy E/E/PES-based facilities reconsidered and classified according to the
safety integrity level requirements within IEC 615087?
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o What percentage of reported incidents involve E/E/PES safety related systems?

o Arerepeated failures of the E/E/PES safety related systems detected by routine
testing regarded as an incident and subject to causal analysis? How would the
repeated failures be detected?

e Isademand on an instrument protection system treated as an incident? Would
frequent demands be treated as an incident? How would the repeated demands be
detected and how would they be reported and analysed?

¢ How areincidentsinvolving E/E/PE safety related systems fed back to designers of
new facilities to minimise repeat occurrence and maximise lessons |earned?

e What istheformat and status of the feedback to designers?

e |f ageneric reporting and analysis scheme is in operation, do specialistsin E/E/PES
technology become involved for certain types of incident? What would be the
condition for E/E/PES speciaist involvement and would they use a specialist
E/E/PES reporting and analysis system?

e Do any of your E/E/PE safety related vendors operate a scheme that alerts you to
dangerous failures of their system that have been reported by other users? Give some
indication of the percentage of vendors operating schemes of this kind.

General Discussion

Opinions on best approach, constraints on implementation, limitations, etc.

Would you be prepared to attend a meeting in London on 5 November with other project
participants to discuss the findings so far of this research project? The meeting would
seek to establish consensus on the direction of future work and the type of system that
would provide most value.
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