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Foreword

“IEC 61508 has been approved and is to be published during 2000. The review
contained in this report was conducted on an earlier version of the standard, prior to

the standard being approved.

Whereas much of the standard has remained unaltered since the review contained
in this report, there may have been material changes in some areas.”



ABSTRACT

This document is the final summary of ROPES (Review of Offshore Programmable Electrical Systems).
ROPES was a project undertaken by the University of Durham and funded by the HSE to study PLC
(programmable logic control) code: ESD (emergency shut down) and F&G (fire and gas) code situated
on a North Sea Qil production platform.

The aim of the project was to determine how beneficially the techniques cited in IEC 1508 (draft) as
highly recommended for SIL (safety integrity level) 1-3 would be when used in conjunction with
application code on North Sea oil production platforms. '

The project was tackled by translating the code into WSL {(Wide Spectrum language) which is the
language used in Durham’s transformation tool MA (Maintainers Assistant). The code was then analysed
using a Goal, Question, Metric technique to determine the suitability of offshore code for applicability of
the recommended techniques.

The project identified many important characteristics of the code. It also identified many safety critical
techniques that could and should be used when developing this sort of software it also identified a few
that could not be used with the software and tools provided. It was assumed that the ESD and F&G code
studied was characteristic of the sort of code situated on offshore platforms.
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1. EXECUTIVE SUMMARY

E

ROPES (Review of Offshore Programmable Electrical Systems) was an HSE-funded project that was
undertaken by the University of Durham Centre for Software Maintenance between 1996 and 1998. The
aim was to assess the recommendations of (draft) IEC 1508 in terms of their practical benefit in large
scale safety-related offshore applications. The case studies for the project comprised the PLC
(programmable logic controller) code that had been written for two major safety-related applications on a
North Sea oil platform. These were a F&G (fire and gas) system and ESD (emergency shut down)
system. In both cases, the code that was analysed comprised the delivered FAT {factory acceptance test)
phase; in other words, the code had been tested and passed but had not been validated on the actual plant.
The code had been in operation for two years, and changes and updates had subsequently been made
since the FAT code had been delivered. It was considered by HSE that these programs exhibited many
features typical of the PLC code on offshore platforms, in terms of scale, structure, safety, design, and
language. They were thus excellent and appropriate systems with which to undertake the investigation.

A detailed and comprehensive analysis of the two applications was undertaken to identify characteristics
of the code, and relevant safety design, coding and analysis techniques. During the period of the ROPES
project the standard JEC 1508 was being developed. IEC 1508 addresses the development of
programmable electrical systems used in safety-critical and safety-related applications. The applications
studied are both typical of those that in the future will be developed to comply with the standards
recommended in IEC 1508. Thus the objectives of the project were to take each of the techniques in IEC
1508 and assess how appropriate and useful they would be for PLC code, using the results of the above
comprehensive analysis. If the two applications studied are typical of F&G and ESD systems, then
conclusions could be drawn about the benefit of IEC 1508 to this class of applications. (It is noted that
the IEC have introduced a modified numbering scheme for standards, but this report will continue to use
the scheme that was in force during the study).

The standard adopts a structured approach to safety levels. Four SILs (safety integrity levels) are defined,
where SIL 1 is the lowest level of safety integrity and SIL 4 is the highest. The basic idea is that the
application is specified to be constructed to a certain SIL level (at project definition time), and then the
associated IEC 1508 techniques are used in the development process. Safety integrity is the probability of
a safety related system satisfactorily performing the required safety Junctions under all stated conditions
within a stated period of time [1]. 1t was decided that a subset of the techniques recommended for
systems up to SIL 3 should be studied. So the project aimed to determine if, by following the IEC 1508
techniques at the appropriate safety level, a safe system would result. It is important to stress that the
project scope only included artefacts, and was not concerned with the development or maintenance
process. Clearly, any industrial project that develops safety-based systems must address the process and
its management.

1.1 METHOD

It was decided to use an analysis approach that has been widely used internationally and has gained an

_established reputation. The Durham group had also used this approach in other projects. The method is
termed the Goal-Question-Metric (GQM) approach, and was pioneered by Basili and Rombach at the
University of Maryland. It provided a single unified framework for the investigation.

The approach begins by identifying goal; we identified 22 key goals for the ESD/F&G applications. In
the project, these were of course the techniques recommended in IEC 1508, and Section 6 of this report
consequently follows this structure. The next stage is to create a number of questions, the answers to
which will provide a means of assessing if the goals have been met. To answer the questions raised, it is
necessary to seek detailed information from the software. Sometimes this is quantitative (e.g. variable
usage), and elsewhere it is qualitative. We term these metrics.

A comprehensive study and thorough analysis of the software (and particularly the code) has been
undertaken to obtain these metrics. It is believed that this is the first time such information has been



obtained about industrial scale PLC programs. Where possible, the metrics have been obtained using
software tools, and this required us to embark on a major tool building activity. Some tools were already
available locally, but they had to be extended substantially to address the PLC programs.

1.2 ANALYSIS

Before the code was analysed, it was translated into WSL (wide spectrum language) which is a high level
language that is mathematically defined (it has precisely defined semantics). The reason for the
translation was so that the code could be analysed using tools that had already been developed at the
University of Durham; additionally, the code was then represented in one third generation language
(WSL), rather than in three PLC languages in which the application had been written, two of which were
graphical.

The analysis was performed to discover the useful and appropriate safety techniques (as defined below)
within the applications chosen. This analysis was performed following translation using the code in both
WSL and PLC format. The intention had been to use WSL alone, but it was found that multiple
representations gave a greater insight to the code.

The characteristics of the code were dependent both on the Siemens high level language APT (application
productivity tool) that was used to program the code, and the ESD and F&G applications themselves.
Some of the important characteristics were:

ESD F&G

Lines of translated WSL code (no 99,757 51,171
comments)

Global variables 4413 3958
Unit global variables 5,889 35
1/0 devices 2260 728

Figure 1:1
Table giving facts about the code

There were a large number of global variables; this was a consequence of the inability to declare many
variables as local variables. There were no user-defined function calls as this was not supported (the
APT had many pre-defined functions that could be used). The code was written using two graphical
languages, CFC (continuous function charts) and SFC (sequential function charts); within these graphs,
code could be written in a third, PASCAL style, language known as the Math Language. Note that the
term SFC and CFC are used to denote both the generic SFC and CFC classes of programming language,
and also a specific Siemens product; in this Teport, we shall use the term to refer to the latter, unless stated
otherwise. The CFCs were divided into . discrete blocks of code whose execution is ordered by the
compiler. The SFC consisted of steps (blocks of code) and control passes between steps when the
transitions (predicated on Boolean values) associated with the step become true. A step executes
continually until the transition becomes true. Each block of code is executed once in each cycle.

The code had a surprising lack of explicit user-defined loops; there was only one loop in ESD code that
was used to set array values, and none in the F&G code. It is considered that the lack of loops will
increase the ease with which analysis can be performed on the code. The SFC is based on an iterative
execution model, but this was relatively well structured. The major problem for analysis and testing of
the code is the lack of compilation ordering; compiling the code twice could possibly give different
ordering of the blocks. The lack of defined compilation order implies that an important property of the
analysis and testing of the code should be the lack of dependability on ordering.

With the year 2000 being imminent, the date had to be taken into consideration; the APT date function
within the PLC provides a two digit year. The code itself did not use the date function, although it used
the hour function to identify when in the day the system checks were to be performed. This showed that



our analysis techniques would identify potential Y2K problems in an audit, but in the code studied, there
were no such problems.

1.3 MAIN RECOMMENDATIONS

Report IEC 1508 Goal Recommendation or conclusion
Section '

6.1 Coding standards Good practice requires the enforcement of coding standards, and
it is easily possible to do so. Naming standards should be used. It
is not possible to use, or emulate data encapsulation in the PLC
languages used.

62 Limit use of pointers | Conventional pointers cannot be used, but limited aliasing is
possible by direct reference to hardware addresses. These should
be very carefully controlled by the local standards and
commenting

6.3 Limit use of Recursion is not supported

recursion

6.4 No dynamic objects Dynamic allocation is not supported

or variables

6.5 No unconditional Unconditional jumps are not permitted in the Math language. In

jumps the SFC, the implicit execution model does in effect use
unconditional jumps, but these are well-structured

6.6 Limit use of Hardware interrupts are not available in the APT languages, and

interrupts the input buffering of the PLC removes the need for them. There
is a form of software interrupt in the SFC control structure, but
these are relatively well structured

6.7 Limit size of modules | This is very difficult, because the languages used do not support
the concept of modularisation. Most variables have to be global,
and it is difficult to use programmer-declared subroutines with
parameters.

6.8 Use information See above. The languages do not support this, and it is not

hiding/encapsulation | possible to achieve the same effect by informal programming
methods. As a result, data management in large programs is very
weak and uncontrolled. All the programmer can try to do is
restrict the usage of variables to small areas of the code, via
coding standards. The analysis results indicate that proper
modularisation could be used, with an appropriate language.

6.9 Use verified modules | This important technique is not possible, even at the procedural

' level, because of the language limitations noted above. Yet it is
felt that there is considerable potential for reuse.

6.10 Use a strongly typed | The study showed that a strongly typed language with careful

language coercions could be used without problems. Two cases were found
(Booleans and flags, and timers) which demonstrated a loophole.
In passing, many cases of data declared/not used, write only etc
were found. The language would benefit from a proper record
construct and a subrange type. A proper strongly typed parameter
mechanism is needed.

6.11 Use a safe subset of A problem was found with procedures compiling to SFPGM,; this

the programming
language

was reported to Siemens and the documentation rectified. Two
aspects of the languages were found to be redundant: parallelism,
and loops (only one used). Also, execution ordering of CFBs was
not defined, and this caused problems in many places. A very
important problem is the informal style of language definition.
Fundamentally, the issue is that the languages need extra




facilities.

6.12

Different
programming
languages used

This was addressed in terms of the three languages used. It was
concluded that all three rated strongly in not providing constructs
that were dangerous. As above, the main problem is in the area of
data management and the lack of encapsulation and associated
constructs. Further details of the three are given in the next three
categories. In all cases, major concerns are expressed about the
informal definition of the language semantics. :

6.13

CFCs

The execution order of CFBs is not defined: as already noted this
causes many problems for static analysis. CFBs provide a very
limited form of local scope.

6.14

SFCs

The main issue is that the programmer needs to understand
clearly the execution model used.

6.15

Math language

The lack of block structuring implies that math language units
should be small. One minor problem with flag semantics was
found.

6.16

APT tool

The APT tool combines the above language components, and
thus the conclusions above are relevant.

6.17

Design easily
analysable programs

The main criterion is that static analysis techniques can be used.
The language design clearly helps here (e.g. no recursion,
dynamic objects), reinforced by local standards (e.g. avoid loops).
A major limitation is the management of time; the language does
not allow analysis of timing properties. The ordering of CFBs
needs to be defined.

6.18

Use data flow
analysis

Comprehensive information on data usage was obtained. This
reinforced the conclusion above that the languages need to be
based around a proper encapsulation system. The analysis
uncovered many potential questions (data written but not read
etc) which would merit further investigation.

6.19

Use control flow
analysis

The APT programming style enforces a good structure. The
control flows that were obtained by our tools matched very
closely the structure of the CFC SFC and math language
components. This is a strong feature.

6.20

Use structured based
testing

The restricted forms of control structure in APT programs means
that a wide variety of test techniques can be used and exercised in
reasonable time. Special treatment could be given to the very few
loops. The decision on which method will give required levels of
confidence is beyond the scope of the project.; whereas
techniques like LCSAJ (linear code sequence and jump testing)
will help, a strategic test plan in safety-related applications is
mandatory

6.21

Use FMECA (Faifure
Mode and Effects
Criticality Analysis)

Although use of the technique would be tedlous (without too}
support and additional information about /O attributes), it
appears to be feasible with PLC code.

6.22

Use software fault
tree analysis

An in-depth investigation of this was undertaken, We conclude
this is an important powerful validation technique. Some changes
in the PLC languages (e.g. CFB ordering) would make its
application much more tractable. However, templates for all the
language constructs were defined, and their use demonstrated.
SFTA , with tool support is a strongly recommended technique
(though again, we did not have any process data with which to
assess its efficacy to detect errors)

Tn the table above, the main conclusions and recommendations are listed, with the associated 'EC1508
goal and the report reference. In Section 8, some general conclusions are presented, concerned mainly
with Janguage issues.



1.4 SUMMARY

This project has undertaken a comprehensive investigation of PLC software, using 22 recommended
techniques from the draft IEC 1508. It has met all the objectives defined for the work. The main
conclusion is that the APT languages meet many of the IEC1508 requirements, but could be redesigned
in several respects to improve the safety properties of programs. The obvious main area is in data
management, where the languages reflect ideas from the 1970s, and do not include modern concepts of
data encapsulation and modularisation. Timing and concurrency are other areas of concern. We are very
concerned that the languages used for safety-critical applications are defined so informally. The Cause
and Effect Charts appear to be a useful declarative system specification, but again, the main issue is the
lack of precision. Improvements on these areas would not only help the safety properties of programs
under development; they would also aid subsequent maintenance and evolution.



2. DEFINITION OF PROBLEM

PLC systems are used widely in safety-critical and safety-related applications. Hardware reliability can be
predicted by recognised techniques ([2]). With respect to software reliability the situation is less clear.
The operating systems are given extensive testing, as they are used in many sites; however, the
application software is normally developed for only one site so has much less widespread testing.
Standard 1EC 1508 has defined the concept of "safety integrity levels” (SILs), for PES-based systems
(programmable electronic systems). The SILs are organised as a series of levels of increasing rigour.
Discrimination between levels can be expressed in terms of the probability of failure on demand (i.e. the
system does not perform within its defined specification).

For each level, recommendations are made for techniques which should be employed to achieve the
designated SIL. Hence the system designer will decide on the SIL, based on an analysis of the application
and its domain, and IEC1508 will provide appropriate recommended technigues. The concem of this
report is entirely with software, and the recommendations are expressed in terms of software techniques.
“Thus the approach is fundamentally "product-based", rather than process based (for example, the maturity
of the software development process is not an issue). Furthermore, the analysis applies to the software at
the time of the FAT (factory acceptance testing), not to any enhanced or modified version of it (produced
under maintenance).

The project addressed three problem areas, which are now summarised,

2.1 PROBLEM ONE: COMPLEXITY

When the project was originally under discussion, the then extant version of IECI508 stressed the
importance of software complexity and its effect on reliability. We had originally planned to address this
in four stages: '

a) Providing definitions of software complexity, and reviewing common metrics for it. Further
details are given in Appendix 1.

b) Applying the metrics on a range of non-PLC software from ESD and F & G application programs
(written in e.g. C). :

¢) Assessing the complexity of PLC code, and relating the results to (b).

d) Drawing conclusions on complexity. '

In a reissue/revision of IEC1508, the prominence of software complexity was very much reduced, and
hence, with the agreement of HSE, the scope of this part was reduced to (a) alone.

2.2 PROBLEM TWO: TRANSLATION

The Siemens PLC is programmed using three languages:

1. Sequential function charts
2. Continuous function charts
3. Math language

This posed problems for analysis of and reasoning about PLC programs, because tools and methods
would need to be developed for all three representations. It was thus decided to use a common single
representation to case analysis; the choice was made to use WSL, a wide spectrum language with formal
semantics, designed and used at Durham[3]. This had several potential advantages:

1. The single representation would allow a single "language of discourse” i.e. one representation for
all subsequent analysis based on IEC1508 recommendations



2. Code expressed in WSL can be transformed (i.e. the syntax can be changed without altering the
sernantics) and this was felt to be a powerful technique in analysing PLC code.

3. Defining a mapping document from the informally defined PLC languages to the formally
defined WSL will highlight any language problems e.g. omissions, contradictions, ambiguity etc.

2.3 PROBLEM THREE: PLC ANALYSIS

As already explained, IEC1508 defines 2 set of highly recommended techniques for each SIL level. The
problem now addressed was to assess the extent to which the highly recommended techniques (for SIL 1,
2 and 3) were effective, considering in particular the ESD and F&G PLC sofiware from an offshore
platform. C

_ Of course, it was not feasible to undertake dynamic analysis of the software reliability. The problem was
expressed in terms of the static analysis of the PLC code, and it was decided that a set of IEC1508
recommendations should be analysed in a unified framework.






