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Summary

Her Majesty’ s Railway Inspectorate (HMRI) commissioned the Risk Assessment Section of
the Health & Safety L aboratory to examine Railway Safety’ s Safety Risk Model (SRM) to
inform the Inspectorate of its scope, limitations, strengths and weaknesses. This model,
developed by Railway Safety (RS) (prior to 1 January 2001 the Safety and Standards
Directorate of Railtrack), aims to provide a structured representation of the cause and
consequences of potential adverse events arising from the Railtrack PL C-controlled
infrastructure (RCI). The SRM consists of a series of fault tree and event tree models
representing 110 hazardous events split into three divisions: train accidents, movement and
non-movement accidents.

The intended objectives of the SRM are potentially far-reaching, from providing inputs into
risk assessments (which form part of Railtrack’s Railway Safety Case, and indeed the safety
cases of othersin the Railway Group), to assisting in the making of safety decisions about
changes or modifications and new infrastructure investment. It islikely that over the
forthcoming months and years the Railway Group will make increasing use of the SRM when
attempting to justify that the risks from current and future operation on the railway are As
Low As Reasonably Practicable (ALARP). Therefore, it isimperative that an examination of
the SRM is made, prior to it being extensively used, to inform HMRI of its strengths and
weaknesses. Thiswill enable HMRI to make balanced decisions about whether cases, to
demonstrate that risk is tolerable, are acceptable when arguments are presented partly based
on the output from the SRM.
Objectives
1. Carry out a detailed review of the SRM

* Determine the strengths and weaknesses of the model;

* examine the limitations of the model;

* investigate the scope of the model; and

* examine the human factors aspects of the model.
2. Benchmark the SRM

* Develop criteriafor benchmarking QRA models;

* benchmark the SRM against the criteria; and

e compare the SRM with London Underground Ltd's (LUL’s) QRA.
3. I nvestigate roll-out of the SRM

¢ Examine who will use the model and how it is intended to be used; and
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* examine the mechanism for roll-out to members of the Railway Group.
4, Examine the use of the SRM by the Railway Group

* Examine use by Railtrack; and

* examine use by an example Train Operating Company.

The scope of the review isto form abalanced view of the SRM from a consideration of the
above objectives. The review involved examining the fault tree and event tree models, which
make up the SRM, examining the supporting documentation and holding discussions with
various members of the Railway Group, primarily RS and Railtrack. It was not intended that
the issue of implementation would be covered by this review.

Main Findings

The SRM has generally been found to be a good quality system-wide QRA that modelsto a
level of detail commensurate with the input data available. Itisa‘high level’ QRA, in so far
as it does not address the details of each line of route and does not model in detail systems,
such as train braking systems. However, there is a significant amount of detail included in
parts of the SRM, particularly the train accident models. Some shortcomings have been found
with the SRM, these being of arelatively minor nature, which are discussed in detail in this
report. The main issues are not connected to the SRM itself, but more to do with how it isto
be used.

Although the benchmarking exercise highlighted a number of detailed issues for both the
SRM and LUL QRA, in genera both were found to be high quality and well developed. The
SRM has undergone a very structured, well-documented, devel opment. We can therefore be
confident that it does not contain significant gaps. The output from the model benefits from
the fact that it isflexible, in that the risk can be quantified in terms of different levels of harm
and for different groups of people at risk. However, at this stage in its development (that is
since 1999, compared to the LUL QRA which has been under devel opment since the early
90s), it is not clear how the SRM will meet all of its stated objectives. In addition, the generic
nature of the model makes no alowance for regional differences on the infrastructure.
However, thisis not a weakness in the production of the SRM, rather a weakness in the scope
(which was restricted to system-wide considerations).

The LUL QRA, in contrast, has different models for each LUL line, enabling them to take
account of line specific features. The model contains more detail on accident precursors and
the likelihood of detecting failed controls than the SRM, thus enabling risk reducing measures
to be evaluated more readily. In addition, the model only considers fatalities and not different
levels of harm, although these are taken into account in LUL’ s customer risk assessments, as
they are outside the scope of the LUL QRA. Historically, the development and maintenance of
the LUL QRA was not particularly well managed and the process was not coherently
documented. However, the management of the LUL QRA hasimproved in recent yearsand is
no longer perceived deficient.
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The overall approach taken by RS, to widely distribute the outputs from the SRM, but not the
actual fault and event trees and to provide guidance on its use within safety cases, would
appear to be acceptable. The main points are summarised below.

RS are, quite rightly, currently being very cautious in how they pass the SRM to the
Railway Group, mainly because they are aware of its limitations and share many of the
concerns about the results being used inappropriately.

The TOCs appear to have been well-informed about the SRM, primarily through the ‘ Risk
Profile Bulletin’. Thiswould appear to be an acceptable way of sharing the findings from
the SRM with the Railway Group.

The guidance drafted by RS on the preparation of risk assessments within railway safety
cases will help to reduce concern about the SRM being used inappropriately. It should
prove invaluable if supported by suitable training for ensuring adequate competence levels
when using the SRM.

Disappointingly, some TOCs have not attended any of the briefing sessions held by RS.

The Railway Group have only recently begun using the SRM and therefore there are currently
no clear processes in place. However, where it has been used, no evidence has been found that
the SRM was used inappropriately. Currently, the SRM is mainly used as a checklist of
hazardous events and precursors for operators’ own risk assessments. Although thisisan
acceptable use of the SRM, more benefit could be obtained, especialy if operators used the
SRM to inform them of how they contribute risk to the network and how their risk compares
with system-wide average risk. RS have drafted guidance (October 2001) on use of the SRM
within railway safety cases, which when formally issued should help immensely in ensuring
that the SRM isused to its full potential and, more importantly, used appropriately.

Reassuringly, most of the Railway Group appear to share the same view; that the SRM will
feed into their risk assessment rather than be a replacement for it. However, the development
of any processes and increased use of the SRM will need to be carefully scrutinised.
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1. INTRODUCTION

Her Majesty’ s Railway Inspectorate (HMRI) commissioned the Risk Assessment Section of
the Health & Safety Laboratory (HSL) to examine Railway Safety’ s Safety Risk Model (SRM)
to inform the Inspectorate of its scope, limitations, strengths and weaknesses. This model,
developed by Railway Safety (RS) (prior to 1 January 2001 the Safety and Standards
Directorate of Railtrack), aims to provide a structured representation of the cause and
consequences of potential adverse events arising from the Railtrack PL C-controlled
infrastructure (RCI). The SRM consists of a series of fault tree and event tree models
representing 110 hazardous events split into three divisions: train accidents, movement and
non-movement accidents.

The intended objectives of the SRM are potentially far-reaching, from providing inputs into
risk assessments (which form part of Railtrack’s Railway Safety Case, and indeed the safety
cases of others in the Railway Group), to assisting in the making of safety decisions about
changes or modifications and new infrastructure investment. It islikely that over the
forthcoming months and years the Railway Group will make increasing use of the SRM when
attempting to justify that the risks from current and future operation on the railway are As
Low As Reasonably Practicable (ALARP). Therefore, it isimperative that an examination of
the SRM is made, prior to it being extensively used, to inform HMRI of its strengths and
weaknesses. Thiswill enable HMRI to make balanced decisions about whether cases, to
demonstrate that risk is tolerable, are acceptable when arguments are presented partly based
on the output from the SRM.

1.1 Objectives
The overall objectives of the review of the SRM are summarised bel ow:
Carry out a detailed review of the SRM

* Determine the strengths and weaknesses of the model;

examine the limitations of the model;

investigate the scope of the model; and

examine the human factors aspects of the model.

Benchmark the SRM

* Develop criteriafor benchmarking quantified risk assessments;
* benchmark the SRM against the criteria; and

e compare the SRM with London Underground Ltd’s (LUL’s) QRA.

! The Railway Group comprises Railtrack PLC, Railway Safety and the train and station operators who
hold railway safety cases for operation on or related to infrastructure controlled by Railtrack PLC.
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I nvestigate roll-out of the SRM

* Examine who will use the model and how it isintended to be used; and

* examine the mechanism for roll-out to members of the Railway Group.

Examine use of the SRM by the Railway Group

* Examine use by Railtrack; and

e examine use by an example Train Operating Company.

The scope of the review isto form a balanced view of the SRM from a consideration of the
above objectives. The review involved examining the fault tree and event tree models, which
make up the SRM, examining the supporting documentation and holding discussions with
various members of the Railway Group, primarily RS and Railtrack. It was not intended that
the issue of implementation would be covered in detail by thisreview.

1.2. Scope of the report

This report presents the findings to the above four objectives. The first objective, to carry out
adetailed review of the SRM, was reported in detail in an interim report (Turner and Keeley,
2001) and is therefore not discussed in detail here.

The report is structured as follows:

e Section 2 summarises the review of the SRM;

*  Section 3 describes the benchmarking of the SRM;

* Section 4 discusses the strategy taken on roll-out;

e Section 5 discusses how the SRM is being used by the Railway Group; and

* Section 6 draws together the main findings.

2. REVIEW OF THE SRM

The results of a detailed review of the SRM were contained in an interim report (Turner and
Keeley, 2001). However, two areas were not discussed in detail in the interim report: the
quality of the data and an examination of the human factors element. These are discussed in

greater detail below.

The review undertaken was of Version 1 of the SRM, as supplied by RS on 5 April 2001. In
particular, the following were supplied:

» fault tree and event tree models (FaultTreet files); and
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* aMicrosoft Access project database containing details of the derivation of the basic events
and the fault sequence consequences.

Asthe SRM is being continuously devel oped, the comments in the following sections may not
apply to later versions of the SRM FaultTree+ files. Therefore, where relevant, the specific
version of the files examined is clearly stated.

In addition to examining the fault tree and event tree models, relevant documentation has been
examined and communication made with personnel from both RS and Railtrack.

2.1 Scope of the review

In order to determine the strengths and weaknesses of the SRM a sample of the fault and event
tree models have been reviewed. It would have been an extremely resource intensive task to
consider each of the 110 hazardous events within the SRM to any level of detail. Therefore
the review has been broken down into:

* ahighlevel review of the overall model (Section 2.2);

* adetalled review of the fault and event trees for two high consequence / low frequency
hazardous events (Section 2.3):

e HET-1: ‘Collision between two passenger trains (other than at a platform)’ - version 1,
subversion (@), FaultTreet files were examined.

e HET-12: ‘Derailment of apassenger train’ - version 1, subversion (b), FaultTree+ files
were examined.

* and adetailed review of the fault and event trees of two low consequence / high frequency
events (Section 2.4):

* HEM-9: ‘Passenger fallsor isinjured whilst boarding or alighting thetrain’ - version
1, subversion (b), FaultTreet files were examined.

*  HEN-24: ‘“Worker dlips, trips and falls (less than 2 metres)’ - version 1, subversion (b),
FaultTreet files were examined.

The reviews of specific hazardous events have looked in detail at:

* the completeness of the hazardous event, that is whether all major precursors, and
mitigation and escalation factors are considered;

* the assumptions made;
* the structure of the event trees and fault trees, that is an examination of the logic; and

* thebase event data, including derivation, traceability and sensitivity.
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2.2. High level review of the SRM

The review of the overall model has generally not dealt with the detail of specific hazardous
events, but has considered more high level issues, such as those that impact the SRM as a
whole. This section describes the findings from this review and considers global assumptions,
quality assurance, possibilities for misuse and misinterpretation, and any other pitfalls, as well
as any issues with the chosen software.

2.2.1. Initiation of the SRM

The project initiation document (RS, 1999a) described the factors considered by RS at the
outset of the development of the SRM. These were considered appropriate and therefore
helped provideinitia confidence in the SRM.

2.2.2. Scope of the SRM

The scope of the SRM was found to be clearly stated (RS, 2001a), with the primary objectives
being:

* to provide an understanding of the nature of the current risks on the RCI; and

* toproviderisk information relating to the RCI to the Railway Group.

It isclear that the SRM is able to meet these high level objectives, although it is not clear how
some of the more detailed objectives would be fulfilled, particularly in relation to supporting

processes that would need to be involved. For example, the following are stated objectives
(RS, 1999a; RS, 20018a):

assist in the development of railway safety cases within the Railway Group;

provide risk information for use in risk assessments throughout the Railway Group;

identify and prioritise the revision of Railway Group Standards; and

assist in identifying additional control measures.

The mechanisms and processes that would enable the SRM to fulfil al these objectives were
not explicit as was discussed, in detail, in the interim report (Turner and Keeley, 2001).
However, RS in response stated (RS, 2001c):

* “itistheresponsibility of the Senior Risk Analyst within Raillway Safety to ensure that
progress is made towards achieving as many of the objectives of the SRM as soon as
possible; and

* thedesign and implementation of specific tasks and projects to achieve thisare an
essential part of the ongoing SRM development programme.”
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This response appears reasonable, since the SRM has only been developed since 1999. The
draft Guidance Note ‘ Guidance on the preparation of risk assessments within railway safety
cases' (see Section 4.3.2) prepared by RS in 2001, after the interim report (Turner and Keeley,
2001), isindicative of a continuing commitment to meet the stated objectives.

The scope of the SRM,
* intermsof its boundaries, that is the parts of the RCI modelled; and
* intermsof the groups of people whoserisk is quantified

was found to be clearly stated. Indeed, areas of the RCI not covered by the SRM were also
clearly stated.

2.2.3. Review of the fault and event tree related software

The applicability of the software packages used, Isograph’s FaultTreet+ and RiskV u, appear to
have been carefully considered at the outset. These packages are also used by London
Underground Ltd (LUL), and FaultTree+ is used throughout the aviation industry. Therefore,
it is considered that overall the choice of software is appropriate. However, a number of issues
were identified and discussed in detail in the interim report (Turner and Keeley, 2001). The
strengths and weaknesses are summarised below.

FaultTreet+
* FaultTreet isrelatively smpleto use with little training;

* itinterfaceswell with other packages allowing all data and assumptions to be recorded
elsawhere and imported electronicaly;

* large event trees cannot be scrolled around and are, therefore, difficult to read, which gives
apotential for introducing errorsinto the models; and

* FaultTreet+ allowsthe use of partial event failure nodes in the event trees. Thisisa
strength in that it gives analysts flexibility. However, there is a potential pitfall in that
FaultTree+ does not check that the sum of the partial event probabilities for a specific
sequence is one.

RiskVu

* RiskVuissimpleto use without needing access to the fault and event trees. However, it is
difficult to use the results appropriately without understanding the underlying fault and
event tree models. It is a concern that with RiskVu, the SRM could be treated like a ‘ black
box’ and the results used inappropriately. However, from discussions with RS, they are
aware of thislimitation and only alow trained analyststo use it;

e itisstraightforward to use RiskVu to ask ‘what-if’ type questions and to perform simple
sensitivity studies; and
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* it presentsresultsin aclear and easily digestible form. However, care must be taken to
ensure that the results are used appropriately. For example, it would be a concern if the
RiskVu outputs were used as the main argument in supporting a decision not to accept
safety improvements.

2.2.4. Hazard identification

The approach used to identify the hazardous events generally appeared to be very good, that is
logical and well scoped. The only small concern related to the fact that the range of people
used in the brainstorming sessions had not been described. However, RS’ s response was that
the following were involved (RS, 2001c): risk analyst specialists from within Railway Safety;
technical speciaists from Railway Safety, who reviewed the hazardous event identification
document (RS, 1999c); and a diverse range of expertise by making use of the original East
Coast Main Line, Channel Tunnel Rail Link and Y ellow Book hazard identification processes.
Assuming that these previous studies involved personnel from all parts of the rail industry and
at al levels and that these studies are still valid, then the hazardous event identification
process would be acceptable.

The approach adopted to identify the hazardous event precursors involved reliance on
previous hazard identification studies, and “the experience and knowledge of the Risk Model
analysts’. One possible shortcoming involved the lack of any new hazard identification study
for the purpose of identifying precursors. However, RS stated that: “the comprehensive nature
of the previous analyses combined with the knowledge of the individuals within RS and their
review of historic data, provides considerable confidence that a minimum number of gaps
exist” (RS, 2001c). The identification of precursors would therefore appear to be acceptable.

There remained a small concern about the apparent lack of a process for ensuring that there
are no gaps in the future, for example aformal system for regular review. However, RS stated
that they have a commitment to update the model to account for new data and system
technology changes at least once per year (RS, 2001c). Indeed, RS have a procedure for the
update of the SRM (TP 624/01), which appears adequate.

2.2.5. Development of the FaultTree+ models

The link between the FaultTree+ models and the hazardous event identification (RS, 1999c) is
excellent. However, the link between the identified precursors (RS, 1999d) and the FaultTree+
modelsis not clear, as some of the precursors do not appear in the fault trees. It has not been
possible to determine the mechanism employed for deciding whether particular identified
precursors should be incorporated into the fault tree models or not. Thisistherefore a cause
for concern, asthereisthe potential for the SRM to miss some ways in which a particular
hazardous event may occur. RS have not included all the identified precursors in the fault tree
modelsin order to limit the level of detail. Only the high level precursors have been included
in the fault tree models because of limited data available on the root causes of some failures.

RS stated to have originally intended to provide atable, cross-referencing each precursor in
the precursor identification report (RS, 1999d) to the SRM precursors; this was not done due
to insufficient time and resources to complete the process (RS, 2001c). However, RS stated
that part of the quality assurance process required the reviewers to satisfy themselves that the
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identified precursors had been adequately represented in the SRM (RS, 2001c). Although the
process appears adequate, the lack of traceability for the decision making process makes it
difficult to be confident that there are no gaps.

2.2.6. Structure of the FaultTree+ models

Generally the fault tree and event tree models appear to have been well-constructed. Even
though some of the models are extremely large, for example the collision models, they are
relatively easy to navigate, although for someone with little knowledge of quantified risk
assessment (QRA) they would be difficult to use. There was some initial concern that, given
the size and complexity of the SRM and in particular some event trees, thereisareal
possibility for mistakes in the model itself, and also possibilities for mistakes to be made
when using the model. Given amodel of this size and complexity it would be impossible for it
to be totally error free; however, because of the way that it has been constructed this anxiety
has been minimised.

In general the fault trees within the SRM are expressed at arelatively high level and do not,
generally, model the root causes of failures. However, RS indicated (RS, 2001g) that: “many
person months of effort were expended in resolving the fault trees as far as possible, but were
ultimately limited by the availability of suitable data. And indeed, the collision models do
include some 500 individual cause precursors’. Therefore, where data was available, detailed
modelling has been incorporated in the SRM. Those acknowledged modelling limitations
mean that thereis potential for the SRM to aid safety decisions at afairly high level but not at
the practical or sharp end. There also appears to be no attempt to model any controls; this
makes the link between the precursors modelled in the SRM and the controls and safety
management system difficult to envisage. However, RS have developed a Controls Database
and are working on a Risk Control Matrix project (RS, 2001g; RS, 2002). The Controls
Database contains all the controlsin all the Railway Group Standards, and the Risk Control
Matrix is being designed to link explicitly the precursors in the SRM to the controls and
measures listed in the Controls Database.

The SRM is very much a system-wide model that generally does not take account of
differences across the RCI. Thus, the risk calculated is an average system-wide value.

Escalation and mitigation factors have, with necessity, been modelled in detail because of the
large effect they can have on the consequences of certain events. These factors increase the
complexity and size of the event trees but are necessary to get a reasonable estimate of the
risk. Thereis obviously a balance to be struck between arefined, extremely complex model
with an accurate estimate of risk and a coarse, smple model but a very approximate estimate
of risk. The SRM appears to strike an appropriate balance.

2.2.7. Quantification of the FaultTree+ models

Quantification of the SRM is discussed in detail in this section, because the quality of the
input data dictates the quality of the outputs from the SRM. The section is split into three
subsections:

» fault tree event and event tree node quantification;
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e consequences; and

e quadlity of theinput data.

I ssues relating to the human factors aspects of the SRM are discussed in Section 2.2.8.
Fault tree event and event tree node quantification

Asdiscussed in Section 2.1.3 of the interim report (Turner and Keeley, 2001), because of a
specific FaultTree+ modelling issue, the fault tree basic events have been quantified in terms
of number of events per train mile or per passenger journey. RS indicated (RS, 20019) that
this has had to be done so that the risk contribution from each cause precursor is quantified
and displayed within the RiskVu program. The traditional use of frequencies at the first node
of the event tree will result in no precursor risk contribution estimates being generated within
RiskVu. RS have stated (RS, 2001g) that this matter has been taken up with Isograph, the
software author, who are considering whether modifications can be made to RiskVu to correct
the anomaly. With the LUL QRA, which has event frequencies attached to the first node of
the event trees, RiskVu does not produce any precursor risk contributions.

Thislinking of the event frequency to the second node in the event treeis unusual in that
normally the fault tree would be quantified in terms of events per year and this would be
linked to the event tree as the initiating event. This has led to the following issues:

the basic eventsin the fault trees are populated with extremely small numbers which are
difficult to visualise;

the unusual codification may cause confusion to others; and

even though the basic events are quantified as frequencies (events per mile) they have
been modelled throughout the fault trees as probabilities. Mathematically thisisincorrect,
because when afault tree is quantified these frequencies are multiplied together (cross
product terms). This potentially results in an inaccurate calculation of the event tree top
event ‘frequency’. However, asthe values are small the error should be negligible. This
has had to be done because these fault trees feed into the second node of the event tree and
not the first asis normally the case.

However, this does not create a numerical problem, because where the second node of the
event tree is specified as the ‘number of events per train mile’, the initiating event is
guantified as the ‘ number of train miles per year’. Therefore, combined they represent the
number of events per year asis usualy the case.

Additionally, quantification in this way could give the SRM inherent flexibility, since risk
could be calculated for any number of assumed passenger journeys or train miles. There are
therefore potential benefits to TOCs who could, in principle, determine their overall level of
risk and compare with national averages (by inputting the specific number of train miles
undertaken).
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The following are inconsistent within the SRM.

The units of the basic events are not consistent throughout the different hazardous event
models. Events have been derived as either ‘ events per number of train miles’, ‘events per
number of passenger journeys’ or ‘events per track miles . Numerically, aslong as the
same units are used consistently throughout the fault tree models for a specific hazardous
event, this approach should create no problems. However, there exists a potential pitfall
for the unaware, as it increases the chance of errors being made in the quantification of the
fault trees. It neverthel ess appears that within the SRM the most appropriate units have
been intentionally used for each specific hazardous event, presumably to make the
frequencies more meaningful in terms of the normalising parameter used. For example,
the number of boarding and alighting incidents relate more to the number of passenger
journeys than the number of train miles travelled and the number of worker dlips, trips and
falls relate more to the number of track miles than the number of train miles.

Another small inconsistency, which again numerically is not problematic, but to the
unaware is apotential pitfall, is that frequencies calculated for the hazardous events are
either the frequency of all incidents, whether or not they lead to injury occurring (mainly
the case for the train accident hazardous events), or the frequency of incidents which lead
directly to injury (mainly non-movement or movement hazardous events). As the SRM
has mainly been quantified in terms of accident data, limitations in the data prevent al
incidents being calculated in terms of the frequency leading to any level of consequence,
including no harm.

These points are adequately described within the Risk Profile Bulletin (RS, 2001a). Therefore,
the potential for error should be small, but cannot be ruled out.

Many of the eventsin the high consequence / low frequency classification, such astrain
accidents, have been quantified on the basis of very few past incidents, for example
sometimes only one or two incidents. There is therefore a concern that these may be under
represented in the SRM. An analysis of data over a 10 year period may not identify the risk of
an event that only occurs every 50 years, for example; but, if the consequences of that event
are severe then the risk may by significant.

Some cause precursorsin the fault trees of the SRM have afailure frequency of zero assigned.
Approximately thirty percent of the events stored in the project database have afailure
probability or frequency of zero. However, the vast majority of these appear in the ‘collision
between trains' top events and therefore only affect a small part of the SRM. It appears that
with the current version of the SRM, particularly in the collision models, where a particular
failure has not been observed then it is assumed never to occur. For these cases thereislittle
recognition (except for events where there is no precursor data to quantify the hazardous
events and estimated precursor frequencies have had to be used) that just because historically
an event has not been seen, there is still a chance, although small, that it may occur in the
future. The overall system-wide risk could be assumed to be insensitive to afew of these such
events. However, asthere are alarge number, some 500, then this assumption cannot be made
straightforwardly and is a cause for concern. RS, in response (RS, 2001c), stated they have
thought hard about this and indicated that they believe that it is not a cause for concern,
because in these cases there is a high degree of confidence in the overall hazardous event
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frequency and assigning a non-zero frequency to these precursors would significantly
overestimate the hazardous event frequency and therefore the risk. Whilst thisis true for the
historic risk, it may not be the case for the future risk. RS stated that (RS, 2001g): “the
purpose of the SRM is to attempt to establish what we believe is the current level of risk on
the railway by predicting the risk contribution from each cause precursor and all the possible
outcomes associated with each hazardous event. Then, using knowledge of what might
happen on the railway in the future e.g. fitment of TPWS (Train Protection Warning System)
or changesin SPAD management, we can make estimates of what the future risk might be”.
The SRM is suitable for this and provides a reasonabl e estimate of the current level of risk. It
is also representative of the future risk assuming there to be no significant change to the
system hardware or operating procedures, and can be used to estimate the change in risk from
making changes on the railway, for example fitment of TPWS.

Issue 1 of the Risk Profile Bulletin acknowledges “that for Version 1 of the SRM, no attempt
would be made to quantify the frequencies and probabilities for these precursors’, (that isthe
‘cause precursors') where no datais available for some but not al the identified cause
precursors. This only appliesto the collision between trains hazardous events, and as such
only affects asmall part of the SRM. It al'so goes on to say that “the actual data gives a
reasonabl e estimate of the hazardous event frequency, such that this assumption is unlikely to
produce significant errors’. RS have indicated (RS, 20019) that Lancaster University MSc
students have confirmed that thisis a reasonable assumption. The approach taken also
emphasises that the output from the SRM is not a measure of the current or even future risk on
the RCI but more a measure of the past or historic average risk; however, this can be
indicative of the current and future risk as discussed above. It is emphasised in the Risk
Profile Bulletin that a study will beinitiated in 2001 with the aim of developing a
methodology to assign data where little or no records of failure exist for such cause
precursors; RS stated that this project is now underway (RS, 2001c).

Consequences

Similar to the derivation of fault tree basic event failure probabilities or frequencies and event
tree node probabilities, the derivation of consequencesis based wherever possible on
historical data and then on expert judgement. However, thereis very little data available,
particularly for high consequence / low frequency type train accidents and where this data
exists, it can vary considerably in quality. Consequence data can therefore be subject to great
uncertainty. To account for the uncertainty, arange of casualties have been estimated for each
accident type over an order of magnitude. It appears reasonable to be able to make this
estimation. Generally within the SRM the midpoints of the range in consequences have been
assigned to each accident scenario. Thus, as with the failure data, the consequences are very
much best estimate.

It is good to see that the SRM Overview Report (RS, 2000) refers to the use of the upper and
lower bound estimates of the consequences as the basis of sensitivity analyses. However, this
iSsue appears to be glossed over within other documentation supporting the SRM. RS in
response (RS, 2001g) have indicated that “significant effort was put into ensuring that the
SRM is abest estimate model including a considerable amount of effort assessing the validity
of the results against historical data. Therefore, uncertainty in the data has been considered”.
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For specific fault sequences where there is no accident data, expert judgement has been
applied. This can be very subjective, and is often a concernin QRAs. However, for the SRM a
number of factors were used: historical data, the characteristics of the rolling stock, train
speed, the location of the incident, the conditions for evacuation, differences between two
similar fault sequences and other relevant conditions. These help reduce the concern, as this
structured approach helps derive consistent and repeatable consegquence estimates.

SRM data quality

The fault trees and event trees within the SRM have been predominantly populated with data
from various accident, incident or failure databases. Therefore, in order to determine the
guantitative aspect of quality of the SRM, it is necessary to determine the quality of the datain
the incident databases. RS carried out areview of available data sources (RS, 1999f) with the
aim of determining: what isin them; the number of years worth of data; how accessible the
datais; and how relevant the datais. Although this provided an excellent summary of the
contents of these databases, it did not address the important issue of data quality.

In order to determine the quality of the data input to the SRM, RS were asked to provide
information on the following databases (Turner, 2001a):

* Safety Management Information System (SMIS);

* AEA derallment database;

* Fatalities database;

* Major Injuries database; and

* SPADMIS database (a predecessor of the SPADs database).

These databases were used to quantify the vast magjority of the events within the SRM.
Information was requested for each of the above databases on:

the level of detail stored in each;

the process for data entry;

quality assurance aspects; and

how the data from these databases was used to support the SRM.
A review of the information provided by RS (RS, 2001e) is discussed below.

Level of detail: The amount of information stored in each of these databases varies
considerably, asit also can from record to record within a given database.

SMISis an extensive database that is used by all the Railway Group to record
information on safety related events. The level of detail is very dependent on the type
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of incident. Greater detail isrequired if an incident involved atrain or has been classed
as‘serious, that isif it could lead to afatality. However, from the one example
provided, where atrain collided with an animal but did not derail, there is no detail
given either on the speed of the train or on the number of people on the train. Both of
these are required to be able to get areasonable estimate of the consequences for a
given event.

The Fatalities and Mg or Injuries databases provide simple information on injuriesto
passengers, members of the public and workers. Thisincludes all mandatory SMIS
fields as well as some additional information such as the type and degree of the injury.
Links are present in these databases to the relevant SMIS records.

SPADMIS contains vast amounts of information on al category ‘A’ SPADs that have
occurred on the RCI. Thisis contained in over 300 fields. The data was found to
support the SRM well in the level of detail contained within the fault trees where
SPADs were an identified precursor.

The AEA derailment database was found to contain high level details about
derailments such as: location, the train involved, details of the design of the vehicle
derailed, abrief description of the cause and details of the injuries. However, no
information was given on the number of people at risk, nor was sufficient information
given about the cause to enable the root cause to be determined. For the SRM, asa
high level tool, use of this database is probably adequate.

Processfor data entry: Each database uses different data sources and has a different process
for data entry. These aspects are therefore discussed for each of the databases.

Datais entered into SMIS by approximately 40 organisations throughout the United
Kingdom. There is therefore a potential problem in ensuring consistency and quality.
However, Railtrack stated that they have strict key performance indicators regarding
input of data and finalising of safety related events. The adequacy of these indicators
has not been assessed. Data is input by data clerks and therefore sanity checking of the
data at the input stageis likely to be limited. However, as the clerks are required to go
on atwo day training course as part of the process to ensure competency, the concern
issmall. The large range of data sources used for populating SMIS, for example daily
incident logs, Railtrack Zone reports, freight and passenger train operating companies
(FOCS/TOCs) and the Fault Reporting and Monitoring of Equipment (FRAME)
system, mean that quality and consistency of the data input into SMIS may vary due to
variations in the quality of these reports; thisis aconcern.

Entry into the Fatalities and Magjor Injuries databases is carried out centrally at RS by
Safety Intelligence Advisors (SIAS). The primary source of datais SMIS and each SIA
isrequired to undergo both SMIS browser and maintenance training as well as have a
satisfactory level of understanding of safety on the railways. The fact that these
databases are maintained and updated centrally and that the personnel involved in this
appear to be suitably qualified and experienced gives confidence in the consistency of
the datawith that in SMIS. However, one potential area of weakness, and therefore a
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concern, isthat the data is derived predominantly from SMIS. The quality of the data
in this database is therefore driven by the quality of the data within SMIS.

A national SPADMIS database is held centrally by RS. Thisis updated by RS by the
downloading of local databases held by the Railtrack Zones. Data is entered into these
local databases by clerks within each of the zones. Therefore, as data entry is not
centralised there is potential for problems with consistency and data quality. However,
the concernis likely to be minimal, as the same format of SPAD reports are used
throughout Railtrack and thisis especialy the case if the information contained within
the reports aligns well with the fields in the SPADMIS database.

The AEA derailment database was maintained by British Rail Research (BRR), now
AEA, and information was fed into it by use of D1 and D2 forms. These were
completed by the Railtrack zones (or equivaent pre 1994) and sent to BRR. Asa
standard form has been used throughout the zones, this should have helped ensure
consistency in populating the database. It would appear reasonable to be able to rely on
this for estimating the frequency of high level precursors that lead to a derailment for
guantification of the SRM.

Quality assurance: The overall quality of the database is very dependent on the quality
assurance procedures applied to inputting data, verifying the data and maintaining the
databases. Thisistherefore discussed at length for each of the databases making
particular reference to: verification, consistency and accuracy of the data.

Within SMIS the safety manager of the organisation, that is the ‘event owner’, is
responsible for the verification of any inputted safety related events and auditing the
quality of the datainput. RS stated that thisis usually carried out by checking the
details of the inputted safety event against paper records. The process would appear to
be acceptable, although it has not been possible to determine whether thisisthe casein
reality. RS audit compliance against the Railway Group Standard which mandates the
requirements for reporting of safety related information by means of SMIS
(GE/RT8047). In addition, RS also verify the quality of datain SMIS by verifying the
datain databases it has derived from SMIS, against other data sources. RS generally
do not compare the data within SMIS against hard copies of the data as used by the
input clerks. However, for serious incidents the data is compared with information
provided in the incident logs, from HMRI and any other data provided by the zones.

Consistency of datafor similar eventsin SMIS is ensured by the use of mandatory
fields. However, this does not help ensure consistency within non-mandatory fields,
where RS agree that data is input to varying levels of consistency and is dependent on
the data available to the datainput clerk. It is these non-mandatory fields that may
provide most information on the root causes of an event.

RS indicated that under-reporting in SMIS is not seen to be a significant issue,
although they do recognise that there is less confidence in the accuracy of the detail
contained in the less serious events and that under-reporting is likely in the following
areas: trespass, near miss events (particularly non-movement incidents) and vandalism.
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With the Fatalities database, SIAs are responsible for verification of the data. They
cross check data in this database with: daily incident logs, British Transport Police
reports, coroner’s reports and HMRI data. Additionally, RS stated that they would
meet every 6 months with HMRI and Railtrack to discussissues related to data quality
such as inconsistencies and means of improving data quality. Consistency is ensured
by centralised data entry. It therefore appears that control of datain this databaseis
acceptable.

Quality assurance of the datain the Mgjor Injuries database is similar to that with the
Fatalities database. However, there is no cross checking of data against any hard
copies of the data, as the data has been derived solely from SMIS. The SIAs monitor
the data downloaded from SMIS for any anomalies. The quality of the datawould
therefore appear to be adequate.

Datain the SPADMIS database is verified by RS. By verifying the data centrally this
also helps ensure that there is consistency between records. Checks are made between
that contained in the central database and those held by the zones to identify any
possible inconsistencies. Detailed checks are a'so made with data on SPADs contained
within the Daily Incident Logs. There would therefore appear to be no major cause for
concern as regards the quality of data in this database.

Derailment investigation officers within BRR were responsible for the verification of
data contained in the AEA derailment database. They used their skill and judgement
when entering the data. However, there is a considerable amount of variation between
the data stored in the various records. In addition, there has apparently been a
significant under-reporting of incidents during the transitional periods of the rail
industry, which has inevitably affected the quality of the data. Thiswas due to the
zones, or their equivalent, not sending the required information. The derailment
investigation officers did however reconcile data contained within the Daily Incident
Reports; this should have minimised the degree of under-reporting to some extent, but
probably had more of an impact of ensuring accuracy of the events reported. It would
appear that this potential issue has not had a detrimental affect on the SRM, as RS
stated that they have made specific checks against the number of derailments recorded
within HMRI annual reports and the HMRI reportabl e accidents database.

Usewithin SRM: Interrogation of the databases for use within the SRM was done by RS
staff. For the SMIS database, the Risk and Safety Intelligence Team who have had
specific training and have a high level understanding of the system and the data
recorded in it, were used. For the other databases risk analysts from RS, closely
involved with the devel opment of the SRM, were used; particular analysts familiar
with a given database were used. Advice was taken as necessary from the SIAS,
especialy for the SPADMIS database. RS believed that specific training was
unnecessary to use the Fatalities, Major Injuries and AEA derailment databases
because of the analyst’s familiarity with these databases. The latter database was also
supplied with a detailed document describing each field in the database. Therefore, as
suitable competent personnel appear to have been used to interrogate the databases for
data to populate the SRM, thisis not an area of concern.
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RS stated that: “whenever datais used within the SRM careful thought is given to the
applicability of the data to the cases being considered” and go on to say that “the
relevance of the sources of information was an input into the quality assurance checks
for each model included within the SRM”. In addition, further checks were made
against the number of SPADs recorded in SPADMIS, SPAD reports and the SPAD
frequencies generated by the SRM models to ensure the accuracy of the results.
Although implementation of this process has not been examined the approach would
appear to be reasonable.

In summary, the main issues found with the data sources used to populate the SRM are:

* thereisinsufficient breakdown of the causes of an incident, therefore why an incident
occurred cannot be fully determined;

* RS have made good use of the data available, therefore retrieval of information and use in
the SRM are not perceived to be major problems. However, if the TOCs were to require
information, this would be a concern, due to their probable lack of suitably qualified and
experienced personnel; and

* best use of available data has been made, although there does appear to be some
limitations in this data, especially that derived from SMIS, and thisis aminor cause for
concern.

Summary

A number of issues have been identified relating to the quantification of the SRM, as
discussed in detail above. The vast mgjority of these are relatively minor and the
guantification was generally found to be fit-for-purpose. However, one small area of concern
isthat some of the datain the SRM is up to 3 years old and in need of reviewing. RS have
acknowledged this and have provided verbal assurances that the necessary work would be
done; and have indicated that an update is currently in progress.

2.2.8. Human factors aspects

Many causes leading to the realisation of a hazardous event are human error related, either
directly, for example asignal passed at danger due to adriver disregarding a signal because of
their ignorance of the rules and instructions, or indirectly, for example abroken rail dueto the
failure of maintenance. Human error can appear both as a cause precursor, as in the above
examples, and also as a consequence precursor. It was, therefore, imperative to review how
human error aspects were incorporated into the SRM.

Throughout the documentation supporting the SRM (RS, 1999a) it is stated that where dataiis
not available, use has been made of human error probability assessments using the Human
Error Assessment and Reduction Technique (HEART) or expert judgement from in-house
expertise. However, use of techniques such as HEART to produce estimates of human error
probabilities should be used with caution because they were not developed specifically for the
railway industry. HEART analysis (Williams, 1986) is based on areview of human factors
literature and of experimental evidence (nuclear power control room simulation studies)
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showing the effects of various parameters on human performance. One of the problems
associated with this technique is that both human performance literature and simulator
exercises tend to be highly controlled, use reasonably motivated subjects for short periods of
time and often look at no more than two independent variables. Contrast thisto the RCI,
where many performance shaping factors vary and interact; for example: time pressures,
adequacy of training, inadequate mai ntenance scheduling and driver fatigue. In addition,
Kirwan (1994) points out that the HEART technique fails to model dependence, and its
further weaknesses include alack of justification for such a simple multiplicative model
which sees human error as afunction of Error Producing Conditions, and its varied use by
different assessors. In summary, the generality of data obtained from human reliability
techniques such as HEART, remains questionable. However, Version 1 of the SRM has tried
to steer away from these techniques wherever possible and use actual data. RS have also
indicated that they are commissioning a Research and Devel opment project to investigate the
possibility of developing a Human Error Probability assessment methodology specific to the
railway industry.

The adequacy of the human factors aspects depends on the data used to populate the SRM; for
example: on the reliability and validity of the data sets used, whether the historical accident
and incident databases record information in terms of the root cause of the human error, and
whether the databases are sensitive enough to consider the underlying psychological
mechanisms, that is the reasons why the human error occurred in the first place. Experience
from other high hazard industries, for example mining (Weyman and Anderson, 1997),
suggests that such classifications are frequently found wanting in this respect. A summary of
the sources of data used to popul ate the SRM, and associated issues, was discussed in

Section 2.2.7, where in general it was found that there isinsufficient detail to give an insight
into the root cause of the human error.

At ahigh level, assuming the data used to be adequate, the SRM does take account of human
factors. The level of detail varies depending on the particular hazardous event. For example,
the collision between trains hazardous event contains many human factors related precursors,
particularly in connection with signals passed at danger. Thisis clearly seen by referring to
Table Al in Appendix A, where the highlighted events are basic events in the fault tree
models that are quantified. Whereas, asseenin Table A2 in Appendix A, the derailment of a
passenger train hazardous event contains relatively few direct human error precursors. The
proportion of human factor related precursors can be seen for other example hazardous events
by referring to Tables A3 to A5 in Appendix A.

A small concernin the SRM isthat various events, whilst modelled to the same level of detail,
appear not to be equivalent. For example, consider the collision between trains hazardous
event and the following precursors:

e ‘driver error due to disregarding signals because of their ignorance of the rules and
instructions’; and

e ‘driver error due to disregarding signals because they fail to react to a caution signa’.

These are modelled to the same level in the fault tree, but it is not clear that they are
equivalent levels of cause. The important aspect about failing to react to a caution signal is not
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the description, but why the driver failed to react. Because of the possible mix in the level of
detail, any prioritisation of precursorsin terms of their risk contributions may not reflect the
actual relative risksin terms of the root causes.

Events which are indirectly human factor related are not obviously taken into account within
the SRM. For example, the risk of broken rails may be partly due to maintenance errors, but
the fault trees are not devel oped sufficiently to show this, mainly dueto alack of suitable
data. However, the frequency of abroken rail should include contributions from all causes,
therefore, the calculated risk should be accurate even if the root causes are not clear. Indeed,
up to 99 percent of the precursor events within the SRM are ultimately human factor related if
the fault trees were devel oped down far enough. If the SRM is used as atool for calculating
high level risk profiles rather than detailed assessment of the root causes of hazardous events,
the limited development? of the fault trees is not a cause for concern because the hazardous
events with the highest risk contributions can be targeted and then detailed analysis carried out
outside the SRM. From discussion with RS and Railtrack this appears to be the way that the
SRM isto be used. Even though root causes may not be fully modelled, thereis still a
significant amount of detail in the SRM to enable users of the SRM to carry out a detailed
analysis of the causes of a hazardous event.

2.2.9. SRM project database

The project database forms an integral part of the SRM. This stores all data, assumptions,
justifications, references and cal cul ations used to derive the data. This database is an excellent
part of the SRM and is the single most important aspect that makes the SRM stand out above
many other QRAS across many industries. Currently, the derivations and assumptions are not
given for al the datain the database; the incomplete records rel ate to three hazardous events
(HET-1, 2 and 3), the data associated with the other 107 hazardous events being fully
complete. In addition, RS have stated (RS, 2001g) that: “information relevant to HET-1, 2 and
3 is contained within separate spreadsheets and is currently being updated”. Therefore, thisis
not perceived as amaor issue.

The importance of this database cannot be overstated. It isavital element of the SRM in
ensuring traceability of the data populating the fault tree and event tree models. It also helps
immensely in understanding the SRM models and will be vital if the model is used outside RS
by the Railway Group. The lack of such a database isa common flaw in QRAS. It is good to
see that RS thought of this at the outset and have also produced a report describing its
contents and its use (RS, 1999¢). However, thisreport is out of date as regards to linking with
FaultTreet because of changes to the functionality of FaultTree+. Because of the importance
of the database, RS should consider revising this report as soon as possible.

A summary of the other points discussed in the interim report (Turner and Keeley, 2001) are
given below:

* Because the database is used to calcul ate the consequence of each fault sequence within
the event trees, they can be quantified in terms of arange of consegquence outputs.

2 The SRM does model the system-wide aspects of the railway in detail, and in considerably more
detail than has been attempted before. However, it does not generally model the precursors down to
root causes.
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* Using the database to cal cul ate consequences could also be a weakness, as the coding
required to do this appears to be rather cumbersome for simple multiplication and addition
of data

* Thefield that identifiesin which particular hazardous event a particular failure probability
or frequency is modelled does not appear to have been filled in consistently.

2.2.10. Risk measures

The SRM has been quantified in terms of equivalent fatalities, which is excellent in that it
recognises the importance of considering not only fatalities but also major and minor injuries.
However, thereis asmall concern that there isno clear rationale for the ratios used to convert
amajor and aminor injury into an equivalent fatality. The output from the SRM will be
dependent on these ratios, and a sensitivity study should be carried out. RS have stated (RS,
20019) that: “these ratios are the currently accepted values used throughout the railway
industry and were in use before the SRM project was initiated”. RS have also indicated (RS,
2001g) that they are commissioning research into this area as a part of the Research and
Devel opment programme.

The SRM isvery flexiblein terms of the risk measure used. Instead of equivalent fatalities,
the SRM can output in terms of absolute fatalities, major injuries and minor injuriesto
passengers, workers or members of the public.

The normal risk measure, expected equivalent fatalities per year, gives the total expected
equivalent fatalities from the RCI - the collective risk. Thisis useful to determinerelative
risks but does not give any indication of individual risk. In the Risk Profile Bulletin (RS,
20014a) the collectiverisk is converted to an average individual passenger risk for acommuter.
Thisisreasonable asfar asit goes, but it does not help identify what the risks are to particular
groups of passengers. Indeed, this would not be possible because this information cannot be
resolved from the SRM. This therefore appears to be alimitation in the scope of the SRM, as
it was not a part of the original scope.

Itisanticipated by RS, although not part of the original scope, that the SRM will also be used
to derive individual risk to workers and members of the public. However, currently it is
recognised that difficulties exist in doing this because of problems in identifying the
proportions of the various hazardous events that would apply to specific groups of staff or
members of the public. It would be a concern if the SRM were used to derive individual risk
in thisway. There is no distinction possible between the different groups of workers and too
many assumptions would have to be made, resulting in extreme subjectivity.

The SRM is essentially based on historical accident data; it presents the average collective risk
over thelast 10 years for example. Therefore, the output from the SRM appears more a
measure of risk outcome rather than risk potential. Thisis particularly true for the derivation
of hazardous event frequencies. However, the derivation of consequences has had to be
predictive because of the limited numbers of specific historical incidents. It could be a
concern if the SRM is put to more uses than can really be justified, such as being the main
input into the decision as to whether a new safety feature should be implemented. However,
the SRM can be constructively used as an input to the decision making process aslong asit is
not the sole inpui.
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2.2.11. Review of major assumptions

The SRM has been developed to represent the average risk on the system-wide RCI. This
therefore leads to a number of potential problems, especially if it isused to assist in making
safety decisions on alocal basis. For example, certain assumptions would be extremely
inaccurate for particular regions of the country. The SRM contains a number of assumptions,
for example ‘the average length of atunnel is half amile’ and ‘afixed proportion of the track
hasathird liverail’. This potentially makes the SRM very difficult to use by many members
of the Railway Group, for example small TOCs, without many changes to the fault tree and
event tree data.

Most key assumptions are identified and discussed by RS in the Risk Profile Bulletin (RS,
2001a; 2000d). These were found to be adequate except for the following issues:

Consequences. Where possible consequences have been derived from the average of past
experience. However, the project database does not appear to give details of the
number of people present on the trains for these real events, as accurate estimates of
this have not been recorded historically, and a value of 700 over 10 carriages has been
assumed (fully loaded train). Where fewer passengers were present in reality this does
not appear to have been taken into account. RS indicated that they have taken thisinto
account, although thisis not clear in the documentation or project database, and agree
that this should be made clearer in the project database (RS, 2001c).

Passenger loading: Although it appears that the consequences in the SRM are based on a 10
car train (the average train being smaller), scaled to account for the time of day (night,
off-peak and peak) and as such may overestimate the consequences for a smaller train,
thisis not the case in practice. For most scenarios, it is not the total number of people
on the train that is the important variable, but the number of peoplein a carriage.
Therefore, the density of passengersis the important variable. The way that the
consequences have been derived therefore apply equally well to any length of train for
agiven number of passengers per carriage. The main exception iswith fireson atrain
in atunnel, where the total number of passengers would be the important variable. In
this case the consequences could be overestimated approximately by afactor of two to
three for smaller trains.

The issue of how consequences apply to different length trains has caused some
confusion within the Railway Group and as aresult RS have attempted to clarify the
issue. The current position, however, still requires resolution, both from a project
database and supporting documentation perspective.

Speed of trains. The SRM israther coarse in how speed of trains are dealt with. Trains are
assumed to be either slow, which is defined as either less than 15 mph or 25 mph, or
fast, greater than 15 mph or 25 mph respectively. This does not appear sufficient to
cover the range of train speeds and therefore consequences on the RCI.
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2.2.12. Auditable trail and quality assurance
Generally, the way in which the SRM has been developed is excellent in terms of auditability.
The model has been developed in-house and is therefore owned and understood in-house.

The project database hel ps trace the derivation of all the data that popul ates the fault trees
and events trees of the SRM.

The project quality plan (RS, 1999b) clearly describes the way in which records of
meeting notes, telephone conversations, hand cal culations and computer calculations
which support the development of the SRM should be stored. This, if carried out as
suggested, ensures that the assumptions made are traceable.

The event tree models for each hazardous event have generally been developed in a
consistent way, which also helps the audit process.

During the development of particular hazardous event models, unique filenames have
been used to identify the FaultTreet files for these events. This has given good traceability
to theinitial development of the SRM.

The quality plan also details the organisation of staff involved in the project and their
responsibilities and briefly the level of checking required for the SRM. Although the staff
responsibilities are clear, the degree of verification and peer review for the model is not. RS
stated that each fault and event tree model within the SRM was checked either by another
member of the RS risk team who was not directly involved in the development of the specific
model or by external consultants (RS, 2001c). Two of the fault and event tree models,
derailment and fire models, have been checked in detail by external consultants. However,
RS sresponse (RS, 2001g) was that “the SRM concept was reviewed independently by the
Head of Standards Justification within RS’. Railtrack have also independently reviewed the
SRM (Railtrack, 2001d) prior to incorporating the resultsin their draft railway safety case
(Railtrack, 2001a). However, prior to this review there does not appear to have been any
overall independent review (independent of Railtrack and Railway Safety).

The overall control exercised during the development of the SRM appears good. The
documentation supporting the SRM is excellent, in stating where the requirements of the
SRM came from, what the initial boundaries of the SRM were, how the identification of the
hazardous events was made and how the model was developed. These matters are clearly and
competently presented.

2.3. Review of high consequence events

In general, no major issues were found with either of the high consequence hazardous event
models examined in detail - ‘ collision between passenger trains' and ‘ derailment of a
passenger train’. Despite their size, the models were surprisingly easy to navigate and review
because they have been excellently structured. However, many detailed, but relatively minor,
issues were raised following this review. These are discussed at length in the interim report
(Turner and Keeley, 2001).
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2.4. Review of low consequence events

No major issues were found with either of the low consequence hazardous event models
examined in detail - ‘ passenger falls or isinjured whilst boarding or alighting the train’; and
‘worker dlips, trips and falls'. The minor issues uncovered are discussed below.

* Themajority of the non-movement and movement accident events are modelled in the
same way. They are extremely smple fault tree and event tree models which effectively
present average historical accident datain away that can be compared with the risks
generated from the train accident models. The fault trees are simple OR combinations of
different ways in which the hazardous event can be caused; for example, a passenger
dipping or falling while boarding either a moving or stationary train are two such events
in the fault tree for the * passenger falls or isinjured whilst boarding or alighting the train’
hazardous event - HEM-9. The event trees are even simpler in that there are no mitigation
or escalation factors considered. They merely present the frequency of the hazardous event
leading to injury, and a consequence. Thisis a complicated way of using the data but is
done to give consistency and compatibility with the rest of the SRM.

* Thebasic eventsin the fault trees are generally based on a significant amount of data,
being frequent events; in fact for the two events considered 5 years of incident data have
been used. This appears to be an acceptable period of time to consider, and therefore get
reasonabl e estimates of the occurrence frequency. However, the problem with this sort of
event isthat thereislikely to be huge under-reporting, especially in incidents leading to
minor injury. It isof concern that this eventuality does not appear to have been considered
by RS. It is acknowledged, however, that the significance of thisis probably small. RS
have indicated (RS, 20019) that they are currently undertaking a detailed analysis of the
16000 minor injury related events that occurred over the period April 2000 to March 2001.
RS anticipate that the risk profile for the movement and non-movement hazardous events
will change significantly as aresult of thisanalysis.

* Averages are taken over the whole of the RCI and over al groups of people at risk,
therefore any local differences or differences between individual groups, for example
elderly passengers, cannot be resolved from the SRM. Thisis alimitation of the SRM and
is acknowledged by RS.

Overal the quality of the low consequence event modelsis entirely dictated by the quality of
incident recording systems. Despite this, the way in which the risk from all hazardous events
within the SRM can be compared is extremely useful.

2.5. Sensitivity

Therole of uncertainty in the documentation seems to have been glossed over and end results
just stated. Sensitivity analyses are referred to, but thereis little evidence that they have been
carried out. RS stated that they have made some consideration of uncertainty during the
development of the SRM (RS, 2001c). They consider that judgements were made that erred on
the pessimistic side. In addition, RS are currently working on projects relating to defining the
uncertainty within the SRM. Once completed this may reduce the concern in this area.
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2.6. Summary of review

The SRM has generally been found to be a good quality system-wide QRA that includes
modelsto alevel of detail commensurate with the level of input data available. It isa‘high
level’ QRA in so far as it does not address the details of each line of route and does not model
in detail systems, such astrain braking systems. However, there is a significant amount of
detail included in parts of the SRM, particularly the train accident models. Some shortcomings
have been found with the SRM, the mgority being of arelatively minor nature, and are
discussed in detail above. It is unrealistic to expect the first attempt at such a model to be
perfect or complete. The important point is that once one exists, it can be refined and added
to. We have been given verbal assurances, through discussion with RS, that the SRM will be
refined and extended. However, there is still a concern that it may be treated as perfect and
complete by others and that the calculated risks are presented in such away asto give the
impression that there is no uncertainty in the final result.

Most areas of concern relate to use of the SRM by Freight or Passenger Train Operating
Companies. Thisisdiscussed in detail in Sections 4 and 5.

3. BENCHMARKING
3.1. Approach to benchmarking

One of the objectives of this piece of work was to benchmark the SRM with similar models
developed by other rail industries, for example London Underground Ltd. (LUL). This section
describes the process by which criteria were developed and the SRM and LUL’s QRA
benchmarked.

Initially, aliterature review was carried out to identify potential techniques for benchmarking
QRASs. A number of publications on benchmarking in the field of safety were identified but
almost exclusively these dealt with levels of safety rather than risk assessment. During the
1980s, a series of inter-comparison exercises on QRA were carried out between risk
assessment teams across Europe. However, whilst thisis a good method of studying
uncertainty and lack of consensusin QRA, it does not examine the qualities of a given QRA.
It isalso very resource intensive and is not applicable to new risk assessments. Therefore it
was decided to draw up a scheme, from first principles, against which the qualities of any
QRA could be assessed.

Such an evaluation scheme should be relatively straightforward to apply and, because of the
breadth of potential application, generally applicable. Therefore, alist of criteriafelt to be
relevant to all QRAs was drawn up in a brainstorming session (at HSL), with each criterion
effectively subdivided into ‘ characteristics', in order to define the criterion and thus improve
the reproducibility of assessment. The characteristics were divided into ‘good’, ‘average’ and
‘poor’; hence a QRA exhibiting all ‘good’ characteristics would be considered good with
respect to this criterion. An effort was made to keep both the list of criteriaand their
associated characteristics limited in number, to prevent the evaluation scheme from becoming
unworkable, whilst covering all the characteristics of QRA felt to be important. After the
initial brainstorming session, the criteria and characteristics were compared against the
relevant areas of guidance for use in assessing safety cases submitted under the COMAH
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regulations and then further reviewed internally within HSL and externally by HMRI to ensure
the relevance and comprehensiveness of the scheme. Thelist of criteria and their respective
characteristics are given in Appendix B.

The benchmarking involved assessing a QRA against eight criteria:

1. concept/scope;
2. ownership/resourcing;
3. quality assurance;

4. hazard identification;

5. structure of the mode!;

6. quantification of the mode!;
7. anaysis, and

8. results.

For each of these criterion a score between 0-10 was assigned; a score between 0 and 3
implying a poor rating against the particular criterion; a score between 4 and 7, an average
rating; and a score between 8 and 10, a good rating.

Each criterion has listed sets of characteristics that represent what is expected for good,
average and poor ratings. These characteristics are used to help determine the score against the
particular criterion. The QRA is assessed against each individual characteristic for agiven
criterion to determine where, qualitatively, it lies, for example alow good or a high average.

Once al the characteristics for a particular criterion have been rated, an overall score for that
criterion is assigned, based on the spread of ratings of the individual characteristics.

It is not intended that the scores for each criterion should be combined in any way as their
importance will vary and therefore the use of subjective weightingsis avoided. Itisalso
stressed that the use of the scoreisjust a means of comparing two different QRAS. It isthe
qualitative aspects of the benchmarking which are most important.

3.2. Benchmarking the SRM with LUL’s QRA

The SRM and LUL’s QRA were benchmarked against each characteristic (given in the tables
contained within Appendix B) according to the system outlined in the previous section. The
SRM benchmarking was carried out as a group task and was based on the findings of HSL's
earlier review of the SRM (Turner and Keeley, 2001) and any new documentation or
information received from Railway Safety and Railtrack. It should be noted that the LUL
QRA had to be benchmarked following only one days discussion with LUL; a brief review of
some of the LUL QRA supporting documentation; and knowledge gained from a previous
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review of LUL’srisk assessment systems (Turner and Gadd, 2001). Ideally a detailed review
of LUL’s QRA should have been carried out, as was the case with the SRM and discussed in
Section 2. Therefore, athough the benchmarking of LUL’s QRA was not ideal, it is certainly
indicative.

It should also be noted that the two models are not identical in scope and depth. The SRM has
awider coverage than the LUL QRA in terms of high level hazardous events, whereas the
LUL QRA models high consequence events in much more detail with different models for
each line. The LUL QRA also has more detail on accident precursors and the likelihood of
detection than the SRM, thus enabling the assessment of risk reducing measuresto be
evaluated more readily. Throughout the benchmarking it has been attempted to assess the
models with respect to their given scope, such that the differencesin scope should not affect
the scoring assigned.

The results of the benchmarking exercises are summarised in Appendix C. The following
sections discuss both model’ s strengths and weaknesses with respect to each criterion. The
characteristic numbers in the following tables refer to those given in the tablesin Appendix B
and the qualities*A’, ‘B’ and ‘C’ correspond to ‘good’, ‘average’ and ‘poor’ respectively. For
example, in Table 1 both the SRM and the LUL QRA have aquality of ‘A’ assigned to
characteristic 1.1. This, therefore, reflects that both QRASs were best described by
characteristic 1A.1 in Appendix B and not characteristics 1B.1 or 1C.1.

3.2.1. Criterion 1 - Concept / Scope

TABLE 1: Summary of benchmarking for criterion 1

Criterion 1: SRM LUL QRA

Concept/Scope

Characteristic Quality Quality
1.1 A A
1.2 A B
1.3 B B
1.4 B C
15 B B
1.6 B B
1.7 A A

Overall Score 7 6

SRM: The supporting documentation for the SRM clearly states the scope of the assessment
and what it aimsto achieve. In addition, the physical boundaries of the SRM are
defined and justified. Supporting documentation for the model contains a thorough
description of all of the techniques used. The model uses afault tree/ event tree
approach which is an appropriate technique to use given the complexity of high
consequence / low frequency type events. Although the approach may be
overcomplicated for low consequence/ high frequency type eventsit is acceptable for
integration with high consequence/ low frequency events. The significant limitations
of the SRM areidentified, that isit isaglobal average model. It isnot entirely clear
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how the model can meet all its objectives. The SRM has not been devel oped far
enough at present and therefore the processes needed to allow the stated objectives to
be met are not clear. It isalso not clear if all stakeholders, in particular external ones,
were consulted by RS. However, the needs of those that were consulted have been
taken on board, although the processes for this are not clearly documented.

LUL QRA: The supporting documentation for LUL’s QRA also clearly states the scope of

3.2.2.

their assessment and what they aim to achieve. However, the physical boundaries of
the LUL model are not discussed fully in any of the documentation reviewed.
Supporting documentation for the model does, however, contain athorough
description of all the techniques used. The LUL QRA model also uses afault tree/
event tree approach, which as discussed in the previous section, is an appropriate
technique to use, given the complexity of some of therisks. Again, the processesin
place to ensure that the model is able to meet all its stated objectives are not entirely
clear. For instance, whilst the model allows customer risk to be calculated, the
processes in place for ensuring that the risk is ALARP are not clear in the
documentation reviewed; LUL stated that this was not the purpose of this
documentation and the matter is covered elseawhere. LUL stated (LUL, 2002) that most
stakeholders, with the exception of third parties, were consulted by LUL prior to the
development of the model. The same stakeholders are now apparently given the
opportunity to comment on, and review, the documentation although the processes for
this are not clearly stated in the documentation reviewed; LUL stated that this was not
the purpose of this documentation and the matter is covered el sewhere. The significant
limitations of the LUL QRA are not clearly identified in any of the documentation
reviewed.

Criterion 2 - Ownership / Resource
TABLE 22 Summary of benchmarking for criterion 2
Criterion 2: SRM LUL QRA
Owner ship/ Resour ce
Characteristic Quality Quality
2.1 A B
2.2 A/B B/A
2.3 B A
Overall Score 8 7

SRM: This criterion assesses the familiarity and understanding of the models by those who

created and developed them, in addition to the resource available for their
development. The SRM was created internally by the same experienced personnel who
are now responsible for its maintenance and development. A number of staff in both
Railway Safety and Railtrack have a good understanding of the model, although there
isadlight concern that a deep knowledge of the model may be limited to just one
individual. Maintenance and devel opment of the SRM may be constrained by alack of
available resource.
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LUL QRA: The LUL QRA was created by consultants and we were informed that initially
LUL failed to buy into the model. Thisis no longer the case and it is now mostly
developed internally by LUL (with consultant support as deemed necessary). A
number of staff in LUL have a good understanding of the model although, again, there
isadlight concern that there is only one expert with a deep understanding of it. LUL
have an assigned budget to buy in any necessary consultancy resource for the
development of their model.

3.2.3. Criterion 3 - Quality Assurance

TABLE 3:  Summary of benchmarking for criterion 3

Criterion 3: SRM LUL QRA
Quality assurance
Characteristic Quality Quality

3.1

3.2

3.3

34

3.5

3.6

3.7

3.8
Overall Score
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SRM: The supporting documentation for the SRM is very good with regular updates,
although the database documenting values and assumptions used is in need of review.
The model has been reviewed, at least to some degree, externally athough this was not
truly independent, and has also been through some independent internal review
process. However, neither review processis particularly clear. In addition, the model
has been checked for errors, although again the process for this does not appear to be
documented. Railway Safety have agood QA plan. Some of the data used in the SRM
isup to 3 years old; Railway Safety are currently in the process of reviewing it. Indeed,
RS have aprocedure for the update of the SRM (TP 624/01). The SRM is supported
by an excellent Access database, which ensures that the data and assumptions used are
traceable. However, this database is not fully complete (at 10/01). All file names for
the SRM reflect the version number, thus helping to ensure that the latest versions are
used at all times.

LUL QRA: The QA supporting the LUL QRA is not particularly detailed or comprehensive.
Although their summary document, LUL QRA 2001 (LUL, 2001a), is updated at least
yearly, the rest of the supporting documentation, although available, is not
comprehensively assembled. The model has been reviewed externally and has also
been through an independent internal review. However, the review processes are not
particularly clear in the documentation reviewed. LUL stated (LUL, 2002) that “there
IS supporting documentation for the review of the LUL QRA as documented in the
LUL Safety Case”, and went on to say that “the progress of this updateis also
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monitored via the London Underground Safety Action Tracking Database”. The model
was checked for errors during the internal review, although again the process does not
appear to be clearly documented. LUL have no QA plan as such, although a high level
description of their proceduresis given in Safety Control Standard 8 (SCS8) (LUL,
1999). A review process for the LUL QRA is documented in Section 7 of the LUL
Railway Safety Case (LUL, 2001b), in which a safety improvement plan is mentioned.
LUL have a paper system in place for documenting their data and assumptions,
although they are in the process of creating an electronic Access database. LUL’sfiles
are distributed by a controlled source, although there have been incidents of
consultants using the wrong version of FaultTreet files while developing the model.
However, LUL, in response, have stated (LUL, 2002) that “this was due to the
consultants assuming they had the correct version from previous work undertaken on
behalf of LUL without checking with LUL before commencing this particular piece of
work”.

3.2.4. Criterion 4 - Hazard ldentification

TABLE 4. Summary of benchmarking for criterion 4

Criterion 4: SRM LUL QRA
Hazard | dentification
Characteristic Quality Quality
4.1 B B
4.2 B B
4.3 B B
4.4 A A
4.5 A B
4.6 B B
Overall Score 7 6

SRM: This criterion considers the process for the identification of the hazardous events, the
precursors, and the mitigation and escal ation factors used in the QRA models. The
hazard identification process used in the creation of the SRM employed a
brainstorming approach, although it is not clear who was involved in the process.
Railway Safety consulted some of those affected by the hazards, for example workers,
but some other relevant groups, such as vulnerable people, were not approached. It is
considered that there are no significant gapsin the SRM within its stated scope.
Railway Safety’ s approach to hazard identification when creating the SRM iswell
documented. The model considers human factors and abnormal operations, but does
not cover abnormal and degraded operations comprehensively and both need further
development.

LUL QRA: LUL describe the hazard identification techniques in detail, in their standard
SCS8. It appears that they used a HAZOP approach but no documentation of the
process or the personnel involved could be found in the documentation reviewed;
however, LUL have stated in response (LUL, 2002) that “these are contained in a
number of separate files to the summary document”. LUL also consulted some of

HEALTH AND SAFETY LABORATORY
An agency of the Health and Safety Executive

27



those affected by the hazards, for example workers, but some of the other groups, such
as vulnerable people, were not approached. It appears that there are no significant gaps
inthe LUL QRA. The LUL Railway Safety Case describes how their QRA has
developed over the last 10 years, but the initial process for hazard identification was
not described in the documentation reviewed. LUL have stated in response (LUL,
2002) that this“is documented in areport entitled J2419 - Fault Tree development and
consequence analysis for London Underground”. The model considers human factors
and abnormal operations, but does not cover abnormal and degraded operations
comprehensively and both need further devel opment.

3.2.5. Criterion 5 - Structure of the model

TABLES5: Summary of benchmarking for criterion 5

Criterion 5: SRM LUL QRA
Model Structure

Characteristic Quality Quality
5.1 A B
5.2 B B
5.3 B B
54 B B
5.5 A A
5.6 A B
5.7 B B

Overall Score 7.5 6

SRM: The models contained within the SRM are well structured and, for the most part,
logically correct. However, the SRM is not detailed enough to allow all of its stated
objectivesto be met. The labelling of the logic gatesis clear, although not all the event
tree sequences are uniquely labelled. The modelling assumptions for the SRM are
stated although not fully justified. The model is designed to alevel commensurate with
the available data. A good process, which is well documented, ensures that there
should be no significant gaps in the scenarios considered in the SRM. The model is
flexible; however, substantial effort would be needed to include local differences.

LUL QRA: The modelsused in the LUL QRA are generally acceptable, although they have
been found to contain a number of minor mistakes in the labelling and logic. The LUL
QRA has been developed to alevel to identify main areas of customer risk. There are
some problems with inconsistent |abelling and duplicate names. The modelling
assumptions are not explicitly stated in SCS8, although this document states that they
are recorded elsewhere; indeed, it does not appear to be the purpose of SCS8 to
describe all modelling assumptions. The model has been designed to alevel
commensurate with its objectives and a so taking account of the available data. LUL
do afault schedule stage after their hazard identification, which is then mapped onto
the fault and event trees. This should help ensure that no gaps exist, but the processis
not documented in the literature reviewed. The modé is reasonably flexible and,
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because it is structured by line, it should be easier (than for the SRM) to take account
of changes and local differences

3.2.6. Criterion 6 - Quantification of the model

TABLE 6: Summary of benchmarking for criterion 6

Criterion 6: SRM LUL QRA
Model Quantification

Characteristic Quality Quality
6.1 B A
6.2 A B
6.3 B B
6.4 B B
6.5 N/A N/A
6.6 B B

Overall Score 7 6.5

SRM: Railway Safety have made a substantial effort to obtain suitable data for their models,
although the quality of some data is questionable. The SRM has generally used
historical datafor quantifying the fault trees and as aresult, where no datais available,
some events have been assigned avalue of zero. The source of data used in the SRM is
al referenced within an Access database, which also documents any assumptions used.
Railway Safety have used a structured approach where expert judgement has been
used. The model appears to have used a best estimate type approach and although used
consistently throughout the model, the approach is not fully justified. The model tends
to use historical datawhich is acceptable for low consequence/ high frequency events
but not necessarily for high consequence/ low frequency events.

LUL QRA: LUL have used many different sources of data and made a substantial effort to
ensure its suitability. They have used engineering judgement and statistical techniques
where little or no suitable datais available. At present, LUL have a paper database
which may not contain areference for al data and is unlikely to include any
justification for old data. LUL responded (LUL 2002) that “data used in the LUL
model in current updates (i.e. over the last 4 years) has been justified and is fully
traceable. It is only some of the very old or origina data sources that are not fully
traceable’. An electronic Access database is currently being developed by LUL. LUL
internally review any values gained from expert judgement and cross check them with
other relevant industries before using them in their model. However, the
documentation of this process may not be comprehensive. The LUL model uses a most
probable outcome type approach and again, although used consistently throughout the
model, the approach is not fully justified. The model tends to use historical data,
although any predictive datathat is used is peer reviewed and generally justified.
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3.2.7. Criterion 7 - Analysis

TABLE 7:  Summary of benchmarking for criterion 7

Criterion 7: SRM LUL QRA
Analysis
Characteristic Quality Quality
7.1 A A
7.2 A A
7.3 B B
7.4 B B
Overall Score 7 6.5

SRM: This criterion assesses whether the calculation platform or software used for the
analysisis appropriate. The SRM uses adetailed QRA which is necessary for high
consequence/ low frequency events. It is not clear that this approach is needed for low
consequence/ high frequency events, but it is good to use a similar method for
comparative purposes. RS chose FaultTree+ software, which iswidely used for similar
applications, in particular in the aviation industry. They also use RiskVu whichisa
useful add-on for simplistic sensitivity analyses and risk contributions. The modelling
assumptions used in the SRM are stated but not fully justified. In addition, Railway
Safety do not clearly state the limitations of the package, although they appear to be
aware of them.

LUL QRA: The LUL QRA model also uses adetailed QRA, which again is necessary for
high consequence/ low frequency events and for comparative purposes with low
consequence/ high frequency events. LUL have also chosen to use FaultTree+
software. LUL have only documented the modelling assumptions used in recent
reviews of their model. LUL have also not clearly stated the limitations of the package,
although they too appear to be aware that they exist.

3.2.8. Criterion 8 - Results

TABLE 8: Summary of benchmarking for criterion 8

Criterion 8: SRM LUL QRA
Results

Characteristic Quality Quality
8.1 B B
8.2 B B
8.3 B A
8.4 A B
8.5 B B
8.6 B B
8.7 B A

Overall Score 6 6.5
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SRM: Railway Safety do not appear to consider, or attempt to identify, key uncertaintiesin

their model although the major assumptions are stated. The SRM makes use of
RiskVu to perform simple sensitivity analyses and give the percentage risk
contributions for various scenarios. The results of the SRM are presented in the Risk
Profile Bulletin, which, although suitable for Railtrack, may not be in the most usable
format for the TOCs to understand. However, Issue 2 of the Risk Profile Bulletin
attempts to address this point. The output of the SRM is flexible when quantifying the
risk to different groups of people and apportioning different levels of harm. The
model clearly identifies the largest risks but does not consider vulnerable people. The
risk measure used appears to be fit-for-purpose. The model allows societa risk to be
guantified, in that F-N curves can be derived from the SRM outputs. The results of the
SRM have the potential to meet some of the models' objectives, but it is not clear how
they can be used to meet all of them, particularly when the processes necessary for
delivery are not specified/fully developed.

LUL QRA: LUL do not appear to identify any key uncertainties in their model, although

3.3.

some of their assumptions are stated. The LUL QRA model also makes use of RiskVu
to perform simple sensitivity analyses and give the percentage risk contributions for
various scenarios. The results of the LUL QRA are clearly presented in a summary
document (LUL, 2001a), which is updated yearly. This document illustrates the risk
profiles for the LUL Group and each business unit. LUL do not consider different
groups, asthisis not within the scope of their assessment and their risk isonly
quantified in terms of fatalities. The model clearly identifies the largest risks but does
not consider vulnerable people. The risk measure is fit-for-purpose but not necessarily
the best that could have been used as it does not take into account major and minor
injuries; however, thisis outside the scope of the LUL QRA and these are accounted
for elsewhere. Again the model allows societal risk to be quantified in that F-N curves
can be derived. The results of the LUL QRA clearly show significant risks to
customers on the LUL infrastructure and therefore the model meetsits main objective.

Summary of benchmarking exercise

TABLE9: Summary of benchmarking scores

Criterion SRM LUL QRA
1. Concept/ Scope 7 6
2: Ownership/ Resource 8 7
3: Quality Assurance 8 6.5
4. Hazard |dentification 7 6
5: Structure of Model 7.5 6
6: Model Quantification 7 6.5
7: Analysis 7 6.5
8: Results 6 6.5
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This section highlights the key strengths and weaknesses of the two QRAS benchmarked.
Although there are a number of deficiencies of each QRA, generally both were found to be of
high quality and well-developed. A summary table showing the benchmarked scores for each
QRA isshown in Table 9. Some of the weaknesses associated with the SRM are dueto it
being relatively new and still developing, as opposed to the LUL QRA, whichisover 10 years
old and therefore arelatively mature QRA. Some of the weaknesses of the LUL QRA are
because it is older, when control and devel opment standards were not so stringent. However,
there are areas where both QRASs could be improved, learning from each other’ s areas of best
practice.

The strengths of the SRM are:

* themodel was created internally by suitably qualified and experienced personnel, and a
number of other staff have a good understanding of the model;

* the supporting documentation is very comprehensive and details the entire creation
process;

* themodel is supported by avery good database, which tabulates the values used, their
sources and any assumptions made;

* can be confident that there are no significant gaps in the hazardous events considered and
the modelled precursors within the SRM’ s scope;

* themodel iswell-structured, clearly labelled and generally logically correct;

* agood choice of calculation method was made and appropriate software for the
application was used; and

* the output from the model isflexible, in that the risk can be quantified in terms of
different levels of harm and for different groups of people at risk.

The strengths of the LUL QRA are:

* LUL have created different models for each of their lines, thereby incorporating any line
specific features,

* can bereasonably confident that no major gaps exist in the coverage of the model within
its scope - the level of modelling is suitable given the supporting data;

* themodel has more detail on accident cause precursors and the likelihood of detection
than the SRM, thus enabling the assessment of risk reducing measures to be evaluated
more readily;

* agood choice of calculation method was made and appropriate software for the
application was used;
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the results are clearly presented in a usable format and are appropriate for the stated
objectives and scope of the QRA; and

resources are made available for the development of the model in the yearly business
planning rounds.

The weaknesses of the SRM are;

it isnot clear how the model will meet all its stated objectives, although it is realised that
this may be because the model isrelatively new and still developing;

the dataused is at least three years old and needs reviewing. In addition a significant
number of events have not been assigned values;

the model is very generic and makes no allowance for regional differences on the
infrastructure; and

uncertainty seems to have been glossed over and no rigorous sensitivity analyses have
been carried out.

The weaknesses of the LUL QRA are:

the supporting documentation is not coherently managed;

the model was initially developed by consultants and therefore some detailed
understanding of the model has been lost due to the lack of supporting documentation;

thereis no detailed QA plan;

the model only considers fatalities and not different levels of harm. However, these are
taken account of in LUL’ s customer risk assessments; and

uncertainty seems to have been glossed over and no rigorous sensitivity analyses have
been carried out.

3.3.1. Further work

The benchmarking exercise has concentrated on treating the QRAS in isolation without
considering their interaction with other risk assessment systems. There is therefore potential to
expand the benchmarking to consider:

the links between the risk controls and the QRA;
interfaces between the QRA and the risk management system; and

how the QRA is used.
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4. ROLL-OUT OF THE SRM TO THE RAILWAY GROUP

The SRM considersthe railway system as awhole, rather than the details of a particular route
or operator. There istherefore concern that it could be used inappropriately by thetrain
operating companies (TOCs), given their perceived limited level of competence and a model
as large and complex as the SRM.

This section discusses Railway Safety’ s strategy for SRM roll-out, including that for the
actual fault and event trees and, as importantly, the outputs.

Investigation of roll-out has been approached from two sides:

* communication with Railway Safety to determine their strategy for the process (Section
4.1); and

* production of a questionnaire, which was forwarded to the TOCs, to determine their
perception of the roll-out process (Section 4.2).

4.1. Railway Safety’s roll-out strategy

The Risk Profile Bulletin (RS, 2001a; 2001d) states that “the means by which the model will
be made available outside Railway Safety and the levels of competency required to run the
model are being considered currently”. RS were asked to provide information on their current
strategy (Turner, 2001b). In response (RS, 2001f), they stated:

“Our approach has been:

e toinformindustry of the SRM through briefings, workshops and
demonstrations;

* to make available the key risk information outputs from the SRM through
publication of the Risk Profile Bulletin;

* to makethedatain the Risk Profile Bulletin available in Excel
spreadsheet format on request;

* to provide support and advice on risk questions arising;

* to provide advice on how the system-wide risk information from the SRM
can be used effectively to support arisk assessment which underpins a
duty-holder’ s railway safety case; and

* to provide the SRM’ s fault-event tree models and databases where these
add value and are formally requested.”

At first sight this statement appears acceptable. There is a need, however, to examine the
various processes for undertaking each step. These are discussed later in thisreport. A
particular concern involves the possible wide distribution of fault and event trees, which the
final bullet point suggests. Thisis because the SRM consists of over 100 complex fault and
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event trees requiring specialist software and expert analysis, many TOCs do not possess the
reguisite resources or competence.

Discussions with RS made it clear that currently, it was not their intention to issue the
FaultTreet files to the Railway Group, with the exception of Railtrack. RS believed that
Railtrack had sufficient staff at their headquarters who were suitably qualified and
experienced. Also the SRM applied directly to them, asit stands, without requiring
modification. Railtrack gave us assurances that they had staff with the necessary competence.
As regards the remainder of the Railway Group, it isthe opinion of RS that they could provide
paper copiesif specifically requested, but only when they added value. In addition, RS stated
that it was not the intention to supply the SRM in the RiskVu format either. RS appear to
understand the general limitations in the resource and competency standards throughout the
Railway Group; that is, being able to use the SRM appropriately. RS also understand the
inherent dangersin distributing the SRM files throughout the Railway Group. The main
vehiclesfor roll-out are the Risk Profile Bulletin and a RS guidance note; these are both
discussed in Section 4.3.

In summary, the overall approach taken by RS, to widely distribute the outputs from the SRM
but not the actual fault and event trees, would appear to be acceptable.

4.2. TOC’s perception of the roll-out strategy

This section discusses how the TOCs perceive the roll-out process and how they are organised
and prepared, particularly as regards competency, to use the SRM. A questionnaire was used
to gather a snapshot of the Railway Group position. This section is split as:

e Section 4.2.1, which describes the questionnaire; and
e Section 4.2.2, which summarises the findings from the questionnaire.

4.2.1. Background to the questionnaire

To determine how RS sroll-out strategy was viewed by TOCs, a questionnaire was
developed. The questionnaire was designed to garner answers to the following:

understanding of the SRM;

* anticipated use of the SRM;

* competence standards perceived necessary to use the SRM
* information received,

* accessto the SRM; and

e support on the SRM.

The questionnaire (see Appendix E) and accompanying letter (see Appendix D) was
forwarded to 29 TOCs. Of these, 12 replies were received. Summaries of the comments
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received are given below, with the results being anonymised. It should be noted that the
companies who replied represented a range of operational experience and size.

4.2.2. Summary of TOC’s response to questionnaire
The responses to al questions are summarised below.
Purpose of the SRM - question 1

Eleven of the companies appeared to have a clear understanding of the model’ s purpose. The
one company that did not answer this section stated that they would not be using the SRM.
The consensus response was that the purpose of the model was to evaluate the risk to the
overall railway infrastructure and aso link control measures to risks. This corresponds to what
is stated in the Risk Profile Bulletin.

Expected use of the SRM by the TOCs - question 2

Two of the companies did not anticipate using the SRM. From the other ten replies, it appears
that the SRM is being used in asimilar way. The TOCs have stated that the output from the
SRM isonly being used as support to their own risk assessment, and not as a replacement.
Comments included:

“Relate control measures to the risk, and to provide assurance that they are adequate.”
“Review significant risksin the safety case to ensure they are being controlled.”

Due to the system-wide nature of the SRM, it would be inappropriate for the TOCs to be
using the SRM as their own risk assessment, as it would not reflect the location specific risks
for their company. However, it would be appropriate to use the SRM as an aid to the risk
assessment process as a whole. This appears to be the approach being adopted.

The Risk Profile Bulletin - question 3

All of the companies who replied indicated that they had received a copy of the Risk Profile
Bulletin. Five mentioned that the information isin aformat that can be easily used, although
one of these went on to state that they would prefer the risks to be broken down into those for
TOCs, Railtrack and the zones.

Of the remaining seven companies. one did not indicate any improvements they would like to
see; three would prefer if the risks could be made more location specific instead of being for
the whole railway infrastructure; two indicated that they would prefer the outputs to be
simplified and summarised and the remaining TOC thought that further health warnings
should be present with the information, and was unsure whether the information was new.

It is noted that since this questionnaire was circul ated, a second issue of the Risk Profile
Bulletin has been published by RS and circulated to the Railway Group. Therefore, some of
the comments may now be inappropriate. The Risk Profile Bulletin is discussed in greater
detail in Section 4.3.1 of this report.
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Any further information received about the SRM - question 4

Nine of the companiesindicated that they have not received any formal information on the
SRM except viathe Risk Profile Bulletin. Of the remaining three, one had received additional
information about a year ago, although they did not specify what it was; another said they had
received briefing notes; and the last stated to have received |etters and a one-to-one briefing.
Therefore, the Risk Profile Bulletin would appear to be the main way information about the
SRM isreceived.

Formal familiarisation in the use of the SRM - questions 5 and 6

Eight of the companies that replied indicated that they had not attended any formal
familiarisation sessions, although one of these had indicated that they have had informal
meetings about the SRM with RS. Five of these companies indicated that the reason that they
did not go to any of the formal familiarisation sessions, such as briefings, was because they
either did not know they existed, or the dates were inconvenient.

Of the four that indicated they had received familiarisation training, one had attended the
workshops, another had attended workshops and seminars, another had attended seminars and
had self teach notes/reports, and the last had attended seminars, received letters, had
one-to-one meetings and presentations.

Use of the SRM - questions 7 and 8

These answers relate closely to those given for Question 2. As with Question 2, two of the
TOCs indicated that they would be unlikely to use the information from the SRM. Two of the
remaining companies have currently not used the information from the model but indicated
that they would in future.

It appears those companies who have used, or will be using, the SRM output, check it against
their own risk assessments, or will be taking small amounts of non-site specific datafrom it.
The main reason for the use of the SRM as a‘check tool’, is due to it considering system-wide
conditions, and not local conditions such aslong tunnels or alarge number of level crossings.
Where indicated, only the senior safety person is expected to use the information from the
SRM. How the SRM isbeing used is discussed in greater detail in Section 5.

Accesstothe SRM - question 9

One of the TOCs had requested access to the SRM fault and event trees and access was turned
down due to specific software requirements. Another company had been granted access,
although have currently not been able to further develop it; however, this company had
indicated that they have knowledge of fault tree and event tree analysis. A further TOC had
explored requesting access, but decided against it on the grounds that the customisation
required for their operations would be large and this would not have been cost effective. The
remaining eight TOCs have not requested access to the SRM fault and event trees.
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Expertisein Fault Tree and Event Tree analysis- question 10

Only two companies indicated that they had specific knowledge in fault tree and event tree
analysis. One of these was a company that was not expecting to be using the output from the
SRM. Four of the other companies mentioned other, general risk assessment expertise, though
not specifically fault tree and event tree analysis.

It should be noted that the question specifically asked about fault tree and event tree
expertise/training in the TOCs. Those companies that indicated ‘no’ to this question, and
included no other comment, would still be assumed to have a degree of expertisein general,
more qualitative, risk assessments.

Support by Railway Safety - question 11

Apart from three companies, no further support (except that previously mentioned for
Question 5) on the SRM was mentioned. Of these three, one indicated that they had been
offered support but had not required it, another TOC had informal meetings with RS, and the
last indicated that they had all their questions answered.

From discussions with RSt is clear that they would provide support and advice to companies
asrequired, on how to use results from the SRM, particularly as regards risk assessments in
railway safety cases. However, the onus is on the TOCs to request this support.

4.3. Dissemination of knowledge of the SRM to the Railway Group

The method of informing the Railway Group of the SRM, including its limitations and its
results, such asrisk profiles for the RCI, is by the Risk Profile Bulletin publication. This
publication is discussed at length in Section 4.3.1. It isrecognised by RS that the railway
industry requires assistance to apply the results from the SRM, as presented in the Risk Profile
Bulletin. Thisisto avoid many of the potential pitfalls of applying a system-wide
representation of the risk to a particular route or for a particular operator. RS have recently
produced guidance for this, which is discussed in Section 4.3.2.

4.3.1. Risk Profile Bulletin

The Risk Profile Bulletin has been produced to inform the Railway Group and wider railway
industry of current views of the risk profile and the dominant contributors to risk on the RCI.
The Bulletin’s purpose is to provide information for use in risk assessments and for
supporting judgements about the risk relating to a company’ s operations and how this
compares with and contributes to the system-wide risk. There are anumber of concerns as
summarised below.

Thedatain Issue 1 (RS, 2001a) was not presented in away that most of the Railway
Group would find useful. The presentation of datain the Risk Profile Bulletin has been
improved in Issue 2 (RS, 2001d). However, it is still likely to be difficult for aTOC to
use.

Thetotal risk is presented in relation to train accidents, movement accidents,
non-movement accidents and trespass. However, these are not broken down further into
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the risk to the different exposed groups, that is passengers, workers and members of the
public. The datais available to make the necessary calculations.

Although the main assumptions are presented, it would be difficult for a TOC, for
example, to make the SRM output more applicable to them.

Local factors are not incorporated. It is therefore difficult to see how local decisions can
be made based on such global average representations of risk.

The breakdown of precursorsin terms of risk contribution is good as far asit goes, but the
process only considers hazardous events in isolation. There is no attempt to take account
of where particular precursors can lead to more than one hazardous event. Therefore, how
the risk contributions are presented is potentially misleading.

The Risk Profile Bulletin does have many strengths as summarised bel ow:
* SRM intended objectives, scope and boundaries are clearly presented;

* it clearly states that specific details relevant to a particular operator are not modelled in the
SRM and also acknowledges that the results should only be used as an input into, and not
as a substitute to, decision making - agood health warning;

* the system-widerisk profiles are clearly presented;

* consequences and frequency are clearly presented for each hazardous event. These include
the frequency, the risk in terms of equivalent fatalities per year, and the predicted average
fatalities, major injuries and minor injuries per event for passengers, workers and
members of the public; and

* the background to the SRM, the modelling approach and key assumptions are
summarised. Although these do not go into detail, what is presented should be sufficient to
warn the Railway Group that the SRM needs to be used with extreme care. However, there
isno clear guidance on how to use the results from the SRM.

Issue 2 of the Risk Profile Bulletin hasimproved the presentation of the data, particularly as
regards the risk contribution from the many precursors. Inissue 1, the risk contribution from
every precursor was simply listed under each hazardous event. This constituted a massive
amount of confusing detail. It also did not reflect the fact that some precursors may lead to
different hazardous events. Precursors are now categorised into eight common groupings:
vandalism, track faults affecting different categories of trains, rolling stock faults affecting
different categories of trains, structural failures, train SPADSs, driver error, crossings and
stations. For each of these groups the risk contribution has been calculated. In addition, these
are broken into a number of sub-groups whose risk contributions have also been calculated.
Thisisamajor improvement.

In addition, more detail on the key assumptions for each hazardous event fault and event tree
model has been provided.
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The Risk Profile Bulletin is generally found to be a useful way of informing the Railway
Group of the SRM and more importantly the risks from the RCI. However, even with the
warnings presented, there is concern that the results could be used inappropriately.

4.3.2. Guidance on use of the SRM

A guidance note (RS, 2001b) has recently been prepared by RS on the preparation of risk
assessments within railway safety cases. Appendix A of this document describes a‘ safety case
risk assessment method based on the use of the outputs from the SRM’. This has been written
with the aim of aiding TOCs to use the SRM appropriately, in an attempt to mitigate potential
problems. A review of these aspects of the guidance has therefore been carried out and the
findings are summarised below.

* Theintroduction to the process clearly stresses where and how use of the results of the
SRM is appropriate, and where it is not. For example, it clearly stresses that the results of
the SRM should form the initial basis for risk assessment, if the operation is similar to
those considered in the Risk Profile Bulletin and the SRM. It stresses that it is not
appropriate to reproduce information from the SRM without taking into account the
specific factors applicable to the operation being considered. Finaly, it also states areas
not considered by the SRM. This gives sufficient warning that careful consideration
should be made of how the SRM should be applied.

* The guidance presents a clear and structured approach in using the results of the SRM
appropriately for TOCs.

* A workshop approach is suggested, with examples of the range of experience in the
members that should attend. Thisis good practical advice that should facilitate appropriate
outcomes.

* The approach using spreadsheet templatesis good in that it should be relatively smple for
the methodol ogy to be used. However, it is aconcern that the risk assessment process may
be treated like a*black box’.

e Guidanceisgiven on how a TOC can adjust the system-wide SRM assumptions into those
relating to their operations. Thisisin terms of both the precursor frequency and the
consequences. Thisgivesa TOC clear guidance on how to make the SRM apply to them;
however, the basis on which this guidance has been made is not made clear.

Overdl, this guidance is very much needed. In its absence, the SRM may well have been used
inappropriately. However, to ensure that the Railway Group have sufficient understanding and
develop required competence levels, specific formal training will be necessary. The training
proposed by RS should be examined to ensure that it is at a suitable level and that all within
the Railway Group are trained before they use the SRM in detail to support their safety cases.

4.3.3. Familiarisation training

RS have introduced the Railway Group to the SRM, predominantly through briefings and
seminars. This has enabled Railway Group to be informed, at a high level, about the SRM and
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its objectives. However, such processes have not been detailed enough to enable the Railway
Group to utilise the SRM themselves. This was never the expectation of the familiarisation
sessions.

It isaconcern that not all parts of the Railway Group have received familiarisation training.
From the questionnaire responses, 7 of 12 TOCs indicated that they had received no formal
familiarisation on the SRM. It would appear that only those particularly interested in the SRM
have attended the seminars and briefings. It would be of particular concern if the TOCs who
have not attended any familiarisation session given by RS used the SRM in any way.

RS appear to have put significant effort into informing the Railway Group about the SRM.
They have held various briefing sessions at various times and in numerous locations. They
have also been in direct discussions with various TOCs, at the TOC' s request. It would
therefore appear that RS are supporting the Railway Group in the use of the SRM in an
appropriate way. More important, however, will be the training necessary to support the
guidance produced as discussed in Section 4.3.2.

4.4. Summary

Overall, the SRM roll-out process appears to be acceptable thus far. The main points to note
are summarised below.

* RSare, quiterightly, currently being very cautious about how they pass the SRM to the
Railway Group. Thisis mainly because they are aware of its limitations and have concerns
about the results being used inappropriately.

* The TOCs appear to have been well informed about the SRM, primarily through the Risk
Profile Bulletin. Thiswould appear to be an acceptable way of sharing the findings of the
SRM with the Railway Group.

* The guidance drafted by RS on the preparation of risk assessments within railway safety
cases will help to reduce concern about the SRM being used inappropriately. It should
prove invaluable, if supported by suitable training, for ensuring adequate competence
levelsin using the SRM.

» Disappointingly, some TOCs have not attended any of the briefing sessions held by RS.

S. RAILWAY GROUP’S USE OF THE SRM

To date (September 2001) the SRM has mainly been utilised in supporting the risk
assessments in railway safety cases. Detailed descriptions of processes to use the SRM or
methodol ogies to adjust the data to reflect the local conditions are still developing. Therefore,
thereisonly alimited amount of information available to be able to reflect on the Railway
Group’ s use of the SRM. Railtrack stated (Railtrack, 2001f) “the SRM is excellent in
presenting the overall landscape of risk, but does not have sufficient information about local
issues or analytical detail in the precursors to be able to support ALARP arguments.
Conseguently, the SRM can only realistically be applied as a start point for assessment”. As
stressed in the interim report (Turner and Keeley, 2001), one of the greatest concerns about
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the SRM iswhether it is going to be utilised appropriately by the Railway Group. Current use
and intended future use of the SRM, by both Railtrack and the TOCs, are discussed
respectively in Sections 5.1 and 5.2.

5.1. Utilisation within Railtrack

The SRM most accurately relates to the operations of Railtrack, as opposed to that of the
TOCs, asit was primarily developed to represent the risks on its infrastructure. Thereis
therefore only minimal concern in the SRM’ s use within Railtrack, particularly as atool for
assessing system-wide risk. Thereisstill concern as to how the SRM will be used to take local
differences into consideration, however. Railtrack have stated that (Railtrack, 2001f) the SRM
cannot be used to address local issues, as such analyses would require much more detailed and
specific assessment. This currently would be done outside the SRM, but making use of it to
define the average system-wide risk landscape. In the future, an evolution of the SRM may be
used, which would consist of a number of models relevant to particular regions of the
network, such that particular types of signalling, rolling stock and types of e ectrification can
be specifically addressed (Railtrack, 2001f).

Railtrack’s overall strategy for the use of the SRM isdiscussed in Section 5.1.1, followed in
Section 5.1.2 by adiscussion of how it has been utilised in Railtrack’s safety case, recently
submitted to HMRI for assessment.

5.1.1. General use
Railtrack stated that they saw two main uses of the SRM:

* to provide information on the system-wide risk profile and use this to support the safety
case; and

* within the Safety Risk Framework (Railtrack, 2001b; 2001c), to aid safety related decision
making.

Railtrack saw the SRM as a representation of the historical risk and in indicating, at a high
level, where the high risk areas are. They recognised that the SRM does not provide detailed
root cause analysis, nor reflect local differencesin the infrastructure. Indeed, Railtrack appear
to recognise the major limitations of the SRM. Railtrack thought a number of problems to be
national rather than just local and, therefore, believed the SRM to be an invaluable tool. The
intent, as stated by Railtrack, in the use of the SRM, isto prioritise coarsely the areas of
significant risk and then do more detailed assessment outside of the SRM. Railtrack’s
approach to the use of the SRM, although still developing, appears acceptable.

Railtrack are the one member of the Railway Group who have access to the SRM fault and
event tree files. They recognise the potential problemsin distributing the SRM widely
throughout their company, particularly to line management in the zones who would not have
suitable competencies. Railtrack gave verbal assurances that the SRM would only be used by
asmall team of staff (approximately four) in their headquarters who are competent in its use.
In fact, one of these was originally involved in its development. This team would use the
model and advise others throughout Railtrack as necessary.
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A small concern in Railtrack’s access to the SRM isin connection with version control and
ownership of the SRM. It is not clear how RS will manage access and ensure that parallel
developments of the SRM do not occur. Railtrack gave verbal assurances that as RS have
custody of the SRM, Railtrack will formally only use the official version, as supplied by RS.
However, they indicated that they may also make experimental changes to the SRM; this
would not then be used as aformal version and would not be recognised by RS. Nethertheless,
Railtrack felt that they could use a modified version of the SRM to support a safety
justification, if al changes made relative to the official version could be justified and suitable
quality assurance procedures adhered to. In addition, Railtrack stated (Railtrack, 2001f) that
“in the future, the needs of risk assessments by RS and Railtrack are likely to diverge, mainly
because under the Railway Safety Case Regulations there is a requirement to reduce risk
compliant with the principle of ALARP". Thisthey felt “will necessitate the development of
local or regional risk assessments that are in much more detail than the SRM, and RSin their
overseeing role may have less interest in the more parochial issues’. However, Railtrack
indicated that “there is no reason why any future updates required by Railtrack and RS should
not be coordinated such that there is a single model that can be used by both parties and
controlled by RS'.

Railtrack stated that there were not any formal links between the SRM and other risk
assessments, particularly local or task based risk assessments. The SRM, they believe, is used
to define the risk landscape and to give a baseline from which to start other assessments. The
apparent informal nature of the interfaces with other risk assessments and the safety
management system isaconcern, but it is appreciated that the SRM’s useis very much inits
infancy and still developing.

Railtrack’s major use of the SRM will be within the Safety Risk Framework (SRF), whichis
an element of an overarching strategy being developed to deliver an approach to managing
safety risks - the Safety Risk Strategy (Railtrack, 2001b; 2001c). Thisis currently being
developed and the outline of the strategy is summarised in the devel opment plan of
Railtrack’s Railway Safety Case (Railtrack, 2001a) and in their Safety and Environmental
Plan 2001/02 (Railtrack, 2001c). However, even though the detail is still being devel oped, the
importance of this makes it worthy of brief discussion, particularly in how the SRM is
intended to be utilised.

The main elements of the framework are:

e toidentify all of Railtrack’s safety risks associated with their assets and activities; and

* to provide key information about the risks, and action plans to eliminate or mitigate them.
It isintended to be a mechanism for ensuring that all safety risks are identified, assessed, and

reduced so far asis reasonably practicable; and for ensuring that safety objectives are also
met.
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The SRM will be used to identify the hazards and provide the top level assessment of the level
of risk associated with each. For each of these risks, the framework will be alog of
information based on a number of key questions, for each of which the SRM will provide a
high-level insight:

* What isthe character and magnitude of the risk?

* Who has responsibility for managing this risk?

* Have we assessed this risk?

* Isour management of thisrisk in line with objectives?

* How good are the controls on this risk?

* How will thisrisk change over time?

* Do we have plans to reduce this risk?

*  What more should we do to reduce this risk?

* How high apriority is the reduction of this risk?

* How will work be funded?

* What are we going to do, and when?

The use of the SRM in this way would appear to be acceptable. However, how it will be used
in detail is currently unknown, and should be examined at a later stage.

Overdl, Railtrack’s current use and future use of the SRM would appear acceptable. They
have also reviewed the SRM in detail for completeness and applicability (Railtrack, 2001d).
In addition, a thorough comparison has been made by Railtrack between the SRM and London
Underground’s QRA (Railtrack, 2001e).

5.1.2. Specific use in Railtrack’s Railway Safety Case

Railtrack’ s latest safety case (Railtrack, 2001a), as submitted to HMRI for assessment,

presents an assessment of the risks on the RCI derived from the SRM. The SRM has been

used to calculate the risk profile in terms of equivalent fatalities in several ways:

» profilefor broad categories of risk - accidents to trespassers, train accidents, accidents to
passengers at stations, other accidents to passengers, accidents to workforce, pedestrians
struck by trains at level crossings, and other accidents to members of the public;

* detailed risk profile in terms of each hazardous event;
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» detailed risk profile in terms of each hazardous event, but separated into train accidents,
movement accidents and non-movement accidents;

* the contribution of risk to different railway assets and activities; and

* therisk contribution of the precursorsto their respective hazardous event, as presented in
Issue 1 of the Risk Profile Bulletin.

In producing these profiles, the SRM appears to have been used appropriately, although the
contribution of risk to different assets may be alittle simplistic in its approach. As such, there
isaconcern that dependencies between the different sub-asset/activity groups are not
reflected. However, Railtrack indicated (Railtrack, 2001f) that the vast majority of the risk
from the SRM is from independent precursors, and therefore this approach is commensurate
with the SRM. Railtrack also indicated (Railtrack, 2001f) that one of the main uses of this
section isto inform people as to where significant risks are present on the railway and not to
present the results of detailed analysis. Thus the presentation of information in thisformisa
useful start point for more detailed analysis outside the SRM. Therefore, overall, the minor
inaccuracies from not truly reflecting the dependencies is not thought to be a significant
problem.

No further use appears to have been made in the Railway Safety Case, other than presentation
of the risk profiles. For example, this has not been taken further to link with the controls,
including the standards, nor used to determine whether current controls are effective and if
not, what additional controls could be used. However, Railtrack indicated that they are
currently working on thisin arevision of their draft safety case.

In summary, use of the SRM to produce the risk profilesis acceptable, but it is not clear how
thisinformation is, or isintended to be, used.

5.2. Utilisation within the Train Operating Companies

Use of the SRM within the TOCs has up to now been very limited. However, from the
questionnaire discussed in Section 4.2.2, it isclear that it islikely to be used increasingly over
the next few months, particularly to support TOC’ s railway safety cases. Section 5.2.1
therefore discusses the overall use of the SRM as indicated in the responses to the
guestionnaire and Section 5.2.2 looks briefly at one TOC' s use of the SRM, as described in
their draft railway safety case submitted to HMRI for assessment.

5.2.1. General use

From the TOCs responses to the questionnaire, as summarised in Section 4.2.2, the main use
or intended use of the SRM is:

* to support risk assessments in railway safety cases;
¢ to check that risk assessments have no obvious omissions; and

* to compare company risks with system-wide risks.
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These applications al appear to be acceptable, although particular attention should be paid to
the processes by which these objectives have been realised. It appears that most TOCs
understand that the SRM is not a replacement for their risk assessments, but merely an input
into them. This therefore gives confidence that the mgjority of the industry are going in the
right direction. The guidance, currently in draft form, on how to use the SRM to support
railway safety cases is welcomed. Once the guidance is formally issued and more detailed use
of the SRM is made, athorough review of how the TOCs are organised to use the SRM
should be made.

5.2.2. Specific usein a TOC railway safety case

In one draft safety case submitted to HMRI for assessment, the SRM was used as an input to
the risk assessment. Its use was essentially as a checklist for hazardous events and precursors.
From the list of hazardous events in the SRM, if any were thought to be within the scope of
the TOC' s operations, they were chosen for further assessment. These were reviewed and
compared with previous risk assessments to ensure there were no significant gaps. For
relevant hazardous events, the precursors were aso listed, using the SRM as a source of
information. No further use of the SRM was made.

No use of the SRM data appears to have been made and heavy reliance is made on limited
incident data (3 years) and judgement. This may therefore underestimate the risk from high
consequence / low frequency events, although it is appreciated that most of such events would
be under the control of others, for example Railtrack.

A comparison of the risks from the SRM and the TOC’ s risk assessment does not appear to
have been undertaken both for the hazardous events and the precursor risk contributions.
Therefore, thereis no feel for how the TOC compares with the national average.

In summary, the use of the SRM to help generate alist of hazardous events and precursorsis
acceptable; however, much more use could have been made of the SRM. However, itis
appreciated that use of the SRM is still developing.

5.3. Summary

No evidence of the SRM being used inappropriately has been discovered, although thereis
scope for much increased use. However, because of the developmental nature of how the
SRM is being used by therail industry, it is recommended that particular attention be paid to
this, especially in the current round of railway safety case submissions.

The Railway Group, generally, have no clear process for linking the SRM into their overall
risk management system. Currently, the SRM is mainly used as a checklist for hazardous
events and the precursors for operators’ own risk assessments. Although this is an acceptable
use of the SRM, more benefit could be obtained, especially if operators used the SRM to
inform them of how they contribute risk to the network and how their risk compares with the
system-wide average risk and to other similar operators.
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6. MAIN FINDINGS

The SRM has generally been found to be a good quality, system-wide QRA that modelsto a
level of detail commensurate with the input data available. Itisa‘high level’ QRA, in so far
asit does not address the details of each line of route and does not model in detail systems,
such as train braking systems. However, there is a significant amount of detail included in
parts of the SRM, particularly the train accident models. Some shortcomings have been found
with the SRM, these being of arelatively minor nature, which are discussed in detail in this
report. The main issues are not connected to the SRM itself, but more to do with how it isto
be used. The main points to note are summarised below.

6.1. Review of the SRM

* Thedesign and planning of the SRM, in the particular aspects considered before it was
developed, were considered comprehensive.

* The scope of the SRM was found to be clearly stated, including the physical boundaries of
the model. The high level objectives of the SRM were also found to be clearly stated,
although the processes of how the SRM is going to be used to fulfil most of these was not
clear. Thisrequires further consideration and development by RS.

* The software chosen for the devel opment of the SRM was carefully chosen by RS and
appears fit-for-purpose.

* The hazard identification processes were found to be adequate. Therefore, confidenceis
gained that within the stated scope and boundaries of the SRM there should be no
significant gaps.

¢ OQverdl, the fault and event tree models were found to be well-constructed.

* The SRM provides afirst high level look at system-wide risk on the RCI. It does not
provide the necessary detail to allow risk to be assessed on a particular line or for a
particular train operating company, nor doesit aid safety decisions at the practical or sharp
end.

* Thefault tree models are not developed further than available incident data. This reduces
the uncertainty in the basic event data, but does not assist in determining whether controls
are all embracing, which is an important element of risk management. Controls are
implicitly modelled and assumed to be working.

* A number of issues were identified as regards the quantification of the SRM. The vast
majority of these are relatively minor and the quantification was generally found to be
fit-for-purpose. However, one small area of concern is that some of the datain the SRM is
already 3 yearsold and in need of reviewing.

* The sources of data used to quantify the SRM were generally found to be adequate. The
main area of concern was due to the databases containing insufficient information to allow
the root causes of incidents to be derived.
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Consideration of human factors in the SRM was found to be acceptable. Human factors
have been taken into account at a high level and the quantification of such eventsis data
driven and has avoided the use of techniques such as HEART. However, the SRM was
found not to resolve incidents into their root causes and was also found not to explicitly
model indirect human failings. These are not major causes for concern if the SRM is used
only as afirst-pass assessment tool.

The project database forms an integral part of the SRM. It stores all data, assumptions,
justifications, references, and calculations used to derive the data. This databaseis
invaluable.

The risk measure used, equivaent fatalities, is suitable for the SRM.

There may be questions asked about specific assumptions underlying the SRM, but RS
have been very open about these in an attempt to get the Railway Group to use the SRM
appropriately. There are a number of concerns over the effectiveness of this, however, as
the Railway Group may not appreciate the inherent limitations.

The general quality assurance procedures associated with the development of the SRM are
good and the documentation supporting the SRM is excellent.

Thereisaformal process for update of the SRM, both in terms of the structure and in
terms of the data.

The fact that the model has been developed in-house and is owned and understood in
detail by those maintaining and supporting its use is very important to its useful ness.

The SRM models a vast range of hazardous events which affect all exposed groups of
people on the RCI; high consequence / low frequency train accidents to low consequence /
high frequency dipstrips and falls are considered. This helps present afull picture of the
average system-wide risk.

The SRM effectively presents historical incident datain adifferent way. It could be argued
whether more is being made of the SRM than isjustifiable. In practical terms, it is difficult
to visualise how the SRM will help make detailed safety decisions especially on a
day-to-day basis.

Therole of uncertainty in the documentation seems to have been *glossed over’ and end
results simply stated. Sensitivity analyses are referred to, but there is no evidence that they
have been carried out.

Benchmarking of the SRM

Although the benchmarking exercise highlighted a number of detailed issues for both the
SRM and LUL QRA, in general both were found to be high quality and well developed. The
SRM has undergone a very structured, well-documented, development. We can therefore be
confident that it does not contain significant gaps. The output from the model benefits from
the fact that it isflexible, in that the risk can be quantified in terms of different levels of harm
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and for different groups of people at risk. However, at this stage in its development (that is
since 1999, compared to the LUL QRA which has been under development since the early
90s), it is not clear how the SRM will meet all of its stated objectives. In addition, the generic
nature of the model makes no allowance for regional differences on the infrastructure.
However, thisis not a weakness in the production of the SRM, rather a weakness in the scope
(which was restricted to system-wide considerations).

The LUL QRA, in contrast, has different models for each LUL line, enabling them to take
account of line specific features. The model contains more detail on accident precursors and
the likelihood of detecting failed controls than the SRM, thus enabling risk reducing measures
to be evaluated more readily. In addition, the model only considers fatalities and not different
levels of harm, although these are taken into account in LUL’ s customer risk assessments.
Historically, the development and maintenance of the LUL QRA was not particularly well
managed and the process was not coherently documented. However, the management of the
LUL QRA hasimproved in recent years and is no longer perceived deficient.

6.3. Roll-out of the SRM

The overall approach taken by RS, to widely distribute the outputs from the SRM, but not the
actual fault and event trees and to provide guidance on its use within safety cases, would
appear to be acceptable. The main points are summarised below.

* RSare, quiterightly, currently being very cautious in how they pass the SRM to the
Railway Group, mainly because they are aware of its limitations and share many of the
concerns about the results being used inappropriately.

* The TOCs appear to have been well-informed about the SRM, primarily through the ‘ Risk
Profile Bulletin’. This would appear to be an acceptable way of sharing the findings from
the SRM with the Railway Group.

* Theguidance drafted by RS on the preparation of risk assessments within railway safety
cases will help to reduce concern about the SRM being used inappropriately. It should
prove invaluable if supported by suitable training for ensuring adequate competence levels
when using the SRM.

» Disappointingly, some TOCs have not attended any of the briefing sessions held by RS.
6.4. Use of the SRM

The Railway Group have only recently begun using the SRM and therefore there are currently
no clear processes in place. However, where it has been used, no evidence has been found that
the SRM was used inappropriately. Currently, the SRM is mainly used as a checklist of
hazardous events and precursors for operators’ own risk assessments. Although thisisan
acceptable use of the SRM, more benefit could be obtained, especialy if operators used the
SRM to inform them of how they contribute risk to the network and how their risk compares
with system-wide average risk and other similar operators. RS have drafted guidance (October
2001) on use of the SRM within railway safety cases, which when formally issued should help
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immensely in ensuring that the SRM is used to its full potential and, more importantly, used
appropriately.

Reassuringly, most of the Railway Group appear to share the same view; that the SRM will
feed into their risk assessment rather than be a replacement for it. However, the development
of any processes and increased use of the SRM will need to be carefully scrutinised.
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APPENDIX A

APPENDIX A: BREAKDOWN OF EXAMPLE HAZARDOUS EVENTS

This appendix shows the level of modelling in the fault trees of five hazardous events from
the SRM. For each of these the fault tree logic is summarised in atable, showing the hierarchy
of precursors leading to the hazardous event. The most resolved precursors, the basic events,
are at the right hand side and the least resolved at the left hand side. The basic events have
been highlighted in the tables. Any one of the precursors will lead to the top event occurring.
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APPENDIX A

TABLE Al: Summary of hierarchy of precursorsfor collision between trains
hazardousevent - HET 1

Highest level precur sor

L owest level precursor

Wrongside signalling failure

T&RS failure

Brake failure

Traction control failure

Other railway staff human error
(not drivers)

Signalman human error

Signalman human error in
operating signalling equipment

Signalman communi cation human
error

Other staff human error

Other staff communication human
error

Other staff hand signalman
communication error

Environmental conditions V egetation on track
Other environmental conditions
Train driver human error Driver disregards signal Anticipation of signals clearance

Fails to check signals aspect

Fails to locate signals aspect

Fails to react to caution signal

Ignorance of rules and instructions

Violation of rules and instructions

Driver miscommunication

Ambiguous or incomplete
information

Correct information given but
misunderstood

Information not given

Wrong information

Driver migudges signal

Misjudges environmental
conditions

Misjudges trains behaviour

Driver misreads signal

Misreads correct signal by
misreading signal aspect

Misreads signal as aresult of
misreading previous signa

Misreads signal by viewing wrong
signa

Uncategorised SPADs which are
drivers responsibility
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APPENDIX A

TABLE A2: Summary of hierarchy of precursorsfor derailment of a passenger train
hazardousevent - HET 12

Highest level L owest level
pr ecur sor pr ecur sor

Overspeeding

Other S&C faultson S& C defective S& C

track maintenance
errors

movement of points
under train
(equipment faults)

incorrect scotch and
clip of points

incorrect train SPAD at S&C miscommunication by
movementson S& C driver or signaller

signaller operating
errors

environmental
conditions

rolling stock faults

driver error categorised

uncategorised

Signalman or
crossing keeper error

pointsin wrong
position and not
detected

wrongside signal
failureat S&C

shunter errors

other driver or train
Crew errors

Other plain line track faults track support failure | drainage culvert or
pipework collapse

subsistence or
landslip under track

buckled rail

broken rail

broken fishplate

gauge spread

track damage from
other undetected
derailment

track twist
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APPENDIX A

TABLE A2 (cont): Summary of hierarchy of precursorsfor derailment of passenger
train hazardousevent - HET 12
Highest level L owest level
pr ecur sor pr ecur sor
Other plain line running into vehicles fallen from
continued obstructions overbridge
through boundary
fence
objects on the line maintenance vehicles
objects fallen from
trees
engineers material
left fouling line
objects placed on
track by vandals
trees
items blown onto line
objects from building
sites
large animals
running into rail derailed OTM or
vehicles engineerstrains
train derailed while in
depot or sidings
debris from structural | overbridges
failures
lineside structures or
buildings
landslip
OHLE structures
signalling gantries
retaining walls
flooding
Snow or ice
rolling stock faults axle failure
seized axle box
bearing
suspension system or
bogie failures
wheel flats or
wheel/tyre wear
beyond limits
whed failure

buffer locking

coupling failure

severe braking or
snatching
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APPENDIX A

TABLE A2 (cont): Summary of hierarchy of precursorsfor derailment of passenger
train hazardousevent - HET 12
Highest level Lowest level
precur sor Precur sor
Other plain line other causes rail bridge collapse
continued

structural damage due
to earthquake

high winds

miscellaneous or
unknown causes

HEALTH AND SAFETY LABORATORY
An agency of the Health and Safety Executive

57




APPENDIX A

TABLE A3: Summary of hierarchy of precursorsfor worker being struck or crushed
by atrain hazardous event - HEM 19

Highest level precur sor

L owest level precursor

train in station

taking short cuts across
linesin station

during
coupling/uncoupling of
trainsin stations

green zone working

struck/crushed whilst in
possession

incorrect possession
initiation/removal
arrangements

worker in possession
strays onto running line

wrongside signalling
failures alowing train
into possession

train enters possession
incorrectly dueto SPAD

struck/crushed lineside

worker strays from
lineside onto running line

red zone working

train within possession

train/wagons not secured
correctly

errors during
coupling/uncoupling

derailment of train /OTM

worker gets out of the
wrong side of trainflOTM

incorrect train movement
within possession

failure of communication
between signalman and
driver

train brake failure

following train/fOTM
driver error

train overspeeding in
possession

failure of lookout

lookout struck/crushed

failure of worker to move
out of path of train

while patrolling

worker strays onto
adjacent running line

general causes

train derailed on line
adjacent to work site

out of gauge item on
passing train

shunting movements

taking short cuts across
lines (not at station)
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TABLE A4: Summary of hierarchy of precursorsfor passenger fallsor injurieswhile

APPENDIX A

boarding or alighting from thetrain - HEM 9

Highest level precur sor

L owest level precur sor

Injured whilst boarding train

under the influence of acohol

moving train

stationary train

Injured whilst alighting from train

under the influence of acohol

moving train

stationary train

TABLE A5: Summary of hierarchy of precursorsfor worker dips, tripsand falls (less

than 2 metres) - HEN 24

Highest level precur sor

L owest level precursor

Worker dlips, trips and falls

on track or about track

on platform

on stairs or steps

over objects

on ice/snow

on walkway or crossing

from vehicle

in signal box

from ladder

on bridge

genera
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APPENDIX B

APPENDIX B: BENCHMARKING CRITERIA

Criterion 1: Concept/scope

Quality Characteristics
(A) (1A.1) The problem to be addressed is clearly defined, particularly regarding the scope
GOOD (8-10) of the assessment; and the ai ms® and obj ectives” are clearly stated.
(1A.2) Physical boundaries are stated and justified.
(1A.3) The approach used is appropriate for the magnitude or complexity of the risks.
(1A.4) All significant limitations are identified.
(1A.5) The approach is capable of achieving the desired goals and process clearly
outlined.
(1A.6) Stakeholders defined and consulted prior to QRA being developed, and their
needs taken on board.
(1A.7) Thorough description of all techniques used.
(B) (1B.1) The scope, and aims and objectives defined although all are not clear.
AVERAGE (4-7) ) ) _ o
(1B.2) Physical boundaries are defined but justification found to be unclear.
(1B.3) The approach taken appears to be acceptable, although more could be reasonably
done (the approach is not exemplary).
(1B.4) Most significant limitations are identified but maybe lacking clarity.
(1B.5) Ableto visualise how the QRA will partly meet most objectives although the
overall process may be unclear.
(1B.6) Stakeholders partly consulted and their main needs taken on board.
(1B.7) Description of only the predominant techniques are provided.
(C) (1C.1) The scope, aims and objectives are vaguely defined; not in sufficient detail or
POOR (0-3) with sufficient clarity.
(1C.2) Physical boundaries are not clear.
(1C.3) The approach taken does not appear to be commensurate with the risk. Proposed
scope too small or too large.
(1C.4) Limitations are not clearly identified.
(1C.5) Unclear how most of the goals can be achieved.
(1C.6) Little evidence of consulting any stakeholders, or where done their needs not
taken on board sufficiently.
(1C.7) Only alist of the techniquesiis provided without any description.

3 Aimsor goals are broad statements of intent.

4 Objectives are measurable/quantified/or highly specific versions of the aims or goals (that are used to judge
achievement against and may apply to the model itself).
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APPENDIX B

Criterion 2: Owner ship/resourcing
Familiarity and understanding of model(s), data and assumptions

Quality Characteristics
(A) (2A.1) Themode has been developed internally by suitably qualified and experienced
GOOD (8-10) personnel, or where consultants have been utilised, these have worked closely
with the company.
(2A.2) Numbers of staff have a deep understanding of the QRA, its scope and its
limitations.
(2A.3) Sufficient resource” and experience are available for continuous maintenance of
the QRA.
(B) (2B.1) Consultants have been utilised for the vast majority of the work although there is
AVERAGE (4-7) evidence that they have worked with the company to some extent.
(2B.2) The odd staff member has a good understanding of the QRA, its scope and its
limitations (this may be a cause for concern if this staff member was to leave).
(2B.3) Some maintenance of the QRA could be carried out, although the extent may be
limited by sufficient suitable resource.
(C) (2C.1) Expertisein fault tree and event tree analysis severely limited and the model has
POOR (0-3) been developed externally by consultants with little or no consultation with the
company.
(2C.2) Very littleinternal understanding of the QRA.
(2C.3) Resource and experience are serioudly limited thus maintenance of the QRA will

be affected.

® Resources have been clearly defined for effective maintenance (for example, the number of staff yearsto
undertake a specified review in a given work year) and development (matters that need to be taken forward
following review or changes in legislation for example). Resources are usually expressed in awork plan for the
whole QRA process or operation.
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APPENDIX B

Criterion 3: Quality assurance

Quality Characteristics
(A) (3A.1) Therolesand responsibilities of al those involved in the QRA are clearly
GOOD (8-10) documented and match their experience.

(3A.2) Supporting documentation is readily available, up-to-date, easy to use and
comprehensive.

(3A.3) Themodd has been independently peer reviewed both internally and externally.
All comments have been noted or acted upon and the review processis clearly
documented.

(3A.4) All aspects of the QRA (data, structure, assumptions) have been thoroughly
checked thus confident that there are no significant errorsin data or structure.

(3A5) QA procedures6 are clearly documented and are adequate.

(3A.6) Well defined formal processes are in place for the regular review and update of
the QRA.

(3A.7) Clear effective processes are in place to ensure the data used and all assumptions
(modelling and data) are traceable.

(3A.8) Measuresin placeto prevent use of old versions of the QRA (excellent version
control).

(B) (3B.1) Rolesand responsihilities of personnel documented and an indication of their
AVERAGE (4-7) experience stated. However, questions exist about the stitability of all personnel
or insufficient detail given.

(3B.2) Supporting documentation relatively comprehensive, although may not all be
up-to-date.

(3B.3) Some limited independent review has been carried out although possibly not
externally. Most actions have been acted upon and the process has been
documented although it could be improved.

(3B.4) Most of the QRA has been checked for accuracy, although the records of this may
be poor. Therefore, only have limited confidence in the quality.

(3B.5) QA procedures documented and generally fit-for-purpose although may be weak
in places.

(3B.6) Processes appear to be in place for the review and update of the QRA although
these may appear to be rather informal and infrequent.

(3B.7) Evidence of aprocess to make the data and modelling assumptions traceable.
However, the effectiveness may be questionable.

(3B.8) Version control is operated centrally, but not implemented in other units.

6 QA procedures for both the development and use of the QRA. For example, was there a suitable quality plan at

the outset?
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APPENDIX B

Criterion 3: Quality assurance

Quality Characteristics

© (3C.1) Rolesand responsihilities of personnel not clearly documented. Where they are

POOR (0-3) documented, the experience may not be adequate.
(3C.2) Very little supporting documentation. What there is may be out-of-date.
(3C.3) Very littlereview (internally or externally) has been carried out.
(3C.4) Checking of the QRA for accuracy extremely limited, therefore not confident of

the quality.

(3C.5) QA procedures not documented or where documented are clearly inadequate.
(3C.6) Very little evidence of any process for the review and update of the QRA.
(3C.7) A poor processisin place to make the data and modelling assumptions traceable.
(3C.8) Poor measures in place for version control.
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Criterion 4: Hazard identification
I dentification of the hazardous events, the precursors, and the mitigation and escalation factors

Characteristics

Quality
(A)

GOOD (8-10)

(4A.1)

(4A.2)

(4A.3)
(4A.4)
(4A.5)
(4A.6)

Hazard identification is considered systematically and comprehensively drawing
on historical data, personnel with extensive knowledge of the system, experienced
risk assessors and any other available resource.

Recognised hazard identification techniques have been used by suitably qualified
and experienced assessors.

A wide range of people exposed to the hazard have been approached.
Confident that there are no significant gaps in the QRA within the stated scope.
The approach taken is clearly documented.

Human factors and abnormal operations are considered in detail.

(B)
AVERAGE (4-7)

(4B.1)

(4B.2)

(4B.3)

(4B.4)

(4B.5)
(4B.6)

Some form of brainstorming used to identify the hazards and the mechanisms
leading to these. However, the brainstorming team did not have a suitable balance
of experience and expertise.

Some recognised hazard identification techniques have been used by reasonably
qualified and experienced assessors.

Some of those affected by the hazard have been approached although not a
sufficient number.

Cannot betotally confident that no significant gaps exist although it appears to be
fairly comprehensive.

Some documentation of the process taken exists.

Human factors and abnormal operations are considered to some extent although
not comprehensively.

©
POOR (0-3)

(4C.1)
(4C.2)

(4C.3)
(4C.4)
(4C.5)
(4C.6)

Very insular in the approach taken to identifying the hazards.

Inappropriate hazard identification techniques used or appropriate techniques
used by unqualified assessors.

Those affected by the hazard not approached.
Gapsin the analysis are clearly present.

Little or no documentation of the process.

Only normal operation considered with little consideration of human factors.
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Criterion 5: Structure of model

Quality Characteristics
(C?C))OD ©.10) (5A.1) Themodelsarewell structured to ensure no ambiguity and are logically correct.
(5A.2) Thefault trees and event trees have been developed to alevel that allows all the
objectives to be met.
(5A.3) All gates, events and event tree sequences are clearly labelled. All event tree
sequences are uniquely labelled.
(5A.4) All modelling assumptions are clearly stated, well founded and do not limit the
usability of the QRA within its scope.
(5A.5) Thelevel of modelling is suitable given the data supporting the model.
(5A.6) There are no significant gaps in the scenarios considered in the fault trees and
event trees.
(5A.7) The QRA structureisflexibleinthat it is easily adaptable to changes both from
changing circumstances and local differences.
(B) (5B.1) Themodelsare generally well structured and logically correct although some
AVERAGE (4-7) ambiguity exists.
(5B.2) Thefault trees and event trees have been developed to alevel that allows some of
the objectives to be met.
(5B.3) Most gates and events are clearly labelled and most event tree sequences are
uniquely labelled. Some duplicate names have been used.
(5B.4) Modelling assumptions have been stated athough there is no justification for
their use.
(5B.5) Thelevel of modelling is suitable for most of the QRA given the supporting data.
(5B.6) Thereare no gaps for major accident scenarios, but some of the lesser ones are
missing.
(5B.7) Themodel isflexible, but significant effort is required to perform changes.
© (5C.1) Themodelsare poorly structured such that they contain ambiguities and incorrect
POOR (0-3) logic.
(5C.2) Thefault trees and event trees have not been developed sufficiently such that very
few, or none, of the objectives have been met.
(5C.3) Only afew of the gates and events are clearly labelled. Event tree sequences are
not uniquely or clearly labelled.
(5C.4) Few of the modelling assumptions are stated and where stated they have been
with no justification.
(5C.5) Thelevel of modelling isinadequate given the data supporting the model. The
model may be far too complex given the data or vice-versa.
(5C.6) Therearesignificant gapsin all levels of scenario severity.
(5C.7) Themode isinflexible.
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Criterion 6: Quantification of model

Characteristics

Quality
(A)

GOOD (8-10)

(6A.1)

(6A.2)

(6A.3)

(6A.4)

(6A.5)
(6A.6)

Clear effort has been made to obtain suitable data. Dataisfit for purpose, or if
little of such datais available, deficiencies and corresponding limitations are
described.

Source of data (basic events, event tree node probabilities and sequence
conseguences) and any assumptions are documented and traceable.

Where expert judgement has been used, an acceptable process has been used to
ensure consistency, and the value is widely accepted. The processis clearly stated
where thisis done.

The use of a best-estimate or pessimistic approach is clearly justified and is
consistent throughout the QRA.

Any models used in the QRA arejustified and clearly fit for purpose.

The use of historical and predictive datais clearly justified and is acceptable
given the objectives of the QRA.

(B)
AVERAGE (4-7)

(6B.1)

(6B.2)
(6B.3)

(6B.4)

(6B.5)
(6B.6)

Some effort has been made to obtain suitable data when it has a significant effect
on the risk assessment. Little effort has been taken for the remaining data.

Sources of important data are referenced, but not for the rest.

Where expert judgement has been used a single expert has been used to produce
values.

Limited justification is made on the best-estimate or pessimistic approach taken.
However, this has generally been used consistently throughout the QRA.

Only the significant models used in the QRA have been justified.

Only limited justification of historical and predictive datais made, generally for
the significant data. Where made, the data is acceptable given the objectives of
the QRA.

©
POOR (0-3)

(6C.1)

(6C.2)

(6C.3)

(6C.4)

(6C.5)
(6C.6)

Insufficient effort has been made to check that the dataiis fit for purpose.
Limitations of the data are not described.

No clear reference to the source of the data has been given. Very difficult to trace
data and assumptions.

Where judgements have been made, this has been carried out by people with
insufficient expertisein the field.

No justification has been made on the best-estimate or pessimistic approach taken
or the approach is not stated. In addition, the approach has not been used
consistently throughout the QRA.

No justification has been made of the models used in the QRA.

No justification has been made of the use of historical and predictive data.
Therefore, the data may not be acceptabl e given the objectives of the QRA.
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Criterion 7: Analysis
The calculation platform or software if relevant

Characteristics

Quality
(A)

GOOD (8-10)

(7A.1)

(7A.2)

(7A.3)
(7A.4)

The choice of calculation method is clearly justified and is suitable for the
application.

The software iswidely used for similar applications and its choice has been
clearly justified.

The modelling assumptions are clearly stated, justified and are fit for purpose.

Any limitations or potential pitfalls are clearly stated in order to greatly reduce
the potentia for misuse.

(B)
AVERAGE (4-7)

(7B.1)
(7B.2)

(7B.3)
(7B.4)

Limited justification on the choice of cal culation method.

The softwareisfit for purpose but there are other packages that are more widely
used.

Modelling assumptions are stated, but there is no justification.

Only major limitations and pitfalls have been stated.

©
POOR (0-3)

(7C.1)
(7C.2)
(7C.3)
(7C.4)

No justification of the calculation method used.
The software is not fit for purpose.

The modelling assumptions are not stated.

No limitations or pitfalls stated.
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Criterion 8: Results

Characteristics

Quality
(A)

GOOD (8-10)

(8A.1)
(8A.2)

(8A.3)
(8A.4)

(8A.5)
(8A.6)
(8A.7)

Key uncertainties and assumptions are identified and their effect quantified.

The effects of uncertainty in the model and input data are considered in detail. A
thorough sensitivity analysis has been carried out.

The results of the risk assessment are clearly presented in a usable format.

The output isflexible in that risk can be quantified in terms of different levels of
harm and to different groups of people at risk.

The largest risks and the groups of people most at risk are clearly identified.
The risk measure is clearly the most suitable for this application.

The results are appropriate for the stated objectives and scope of the QRA.

(B)
AVERAGE (4-7)

(8B.1)
(8B.2)

(8B.3)

(8B.4)
(8B.5)
(8B.6)

(8B.7)

Key uncertainties and assumptionsidentified, but their effect not quantified.

The effect of uncertainty has been considered, but a sensitivity analysis has not
been performed.

The results of the risk assessment have been stated, but the format is difficult to
use.

The output is flexible but considerable effort is required to produce further data.
The largest risks are identified but not clearly stated.

The risk measure used is fit-for-purpose but a better measure could have been
used.

The results are appropriate for most of the stated objectives and scope of the
QRA.

©
POOR (0-3)

(8C.1)
(8C.2)
(8C.3)
(8C.4)
(8C.5)

(8C.6)
(8C.7)

No identification of key uncertainties or assumptions.

No consideration of uncertainties.

The results from the risk assessment have not been presented in a usable format.
The output isinflexible.

Thereis no statement of what the largest risks are and different groups most at
risk are not considered.

The risk measure is not suitable for the application.

Few, if any, of the stated objectives and scope of the QRA have been met.
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APPENDIX C: SUMMARY OF BENCHMARKING OF SRM AND LUL QRA

Tables C1 to C8 in this Appendix summarise the results of the benchmarking exercise.
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TABLE C1: Summary for benchmarking of SRM and LUL QRA against Criterion 1

Critwion . | SRM - 7 LUL QRA -6
Concept/scope
Quality Characteristics M et Characteristics M et

GOOD (8-10) 1A.1 The scope, aims and objectives are clearly stated although 1A.1 Scope and aims clear - stated in SCS8
how use of the SRM can achieve these aimsis unclear
1A.2 Physical boundaries are clearly stated and justified
1A.7 All techniques used are described 1A.7 Good descriptions given in SCS8

AVERAGE (4-7) 1B.2 Boundaries vaguely stated but not thorough (low average)
1B.3 The FT/ET approach is appropriate although it may be 1B.3 Technique appropriate (high average)
overcomplicated for low consequence/ high frequency type
events (however acceptable for integration with high
consequence/low frequency events)
1B.4 Most of the significant limitations (e.g. global average
model, need for expertise, lack of detail) areidentified (good to
average)
1B.5 It isnot clear how the model will meet its objectives. The 1B.5 Not entirely clear how the LUL can ensurerisk is ALARP.
model is not far enough along in development therefore the However, LUL stated that this was not the purpose of the
processes in place are not clear (lower half of average) documentation reviewed and thisissue is covered elsewhere.
1B.6 All stakeholders were not consulted, especialy externa 1B.6 Stakeholders not defined but LUL stated that they are sent
ones. Have attempted to take most heeds onboard although not the summary document to comment on, were involved in the
aways clearly demonstrated initial development and are involved in its continued

development.
POOR (0-3) 1C.4 Can't find any mention of limitations
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TABLE C2: Summary for benchmarking of SRM and LUL QRA against Criterion 2

Criteion 22| GRM - 8 LUL QRA -7
Owner ship
Quality Characteristics M et Characteristics M et
GOOD (8-10) 2A.1 Model developed internally
2A.2 Numbers of staff adequate at RSL and possibly Railtrack.
CRD the expert though (low good to average)
2A .3 Budget to buy in consultancy resource if needed, always
time and money available for development (low good)
AVERAGE (4-7) 2B.1 Consultantsinitially used — LUL didn’'t buy into it. Now
found that model OK, LUL develop it in the main
2B.2 Numbers of staff adequate. Team of 3 with adeep
understanding and many more with a general understanding
(high average)
2B.3 Maintenance of the QRA may be limited by lack of
available resource
POOR (0-3)
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TABLE C3: Summary for benchmarking of SRM and LUL QRA against Criterion 3

Criterion 3 SRM -8 LUL QRA -6.5
Quality assurance
Quality Characteristics M et Characteristics M et
GOOD (8-10) 3A.1 Roles and responsibilities are clearly defined and required
levels of experience are discussed
3A.2 Supporting documentation very good, someis being
updated (e.g. RPB) although not al (e.g. database report) (low
good)
3A.4 Confident that the checking is OK (low good)
3A.5 QA planisgood
3A.7 Use of database is excellent ensuring good traceability
although not totally filled in
3A.8 All file names reflect the version number
AVERAGE (4-7) 3B.1 Roles and responsihilities are documented athough not in 3B.2 Summary document (LUL QRA 2001) updated at least
sufficient detail yearly — easy to read. General background documentation
supposedly available but not pulled together.
3B.3 Models reviewed independently internally. Two models 3B.3 Reviewed externally in 1995. All updates reviewed by
have been reviewed by external consultancies although not truly LUL and infraco’s. Also some cross reviewing with Railtrack.
independent. Process of review unclear (high average to low Processes involved not clearly documented.
good) 3B.4 Done with internal review. Not documented well.
3B.5 No QA plan as such. Very high level description givenin
SCS8 (low average/poor)
3B.6 Data 3 years old and no evidence of areview process 3B.6 Process documented in Sec. 7.9 of safety case. A safety
however feel that they do intend doing it improvement plan has been mentioned but not clearly
documented.
3B.7 Paper system, not very formal. In the process of creating a
database.
3B.8 Versions of summary document numbered. FT+ files given
out by controlled source but consultants can use wrong versions.
POOR (0-3)
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TABLE C4: Summary for benchmarking of SRM and LUL QRA against Criterion 4

Criterion 4: _ _
Horerd 10 SRM -7 LUL QRA -6
Quality Characteristics M et Characteristics M et
GOOD (8-10) 4A.4Yes 4A.4 Doing a4 year review. Check incidents as they occur.
Look at other independent RA. Have WRA and CRA to check
against. (low good)
4A.5 Approach well documented
AVERAGE (4-7) 4B.1 Brainstorming done but do not know who was involved in 4B.1 Hazard 1D technique described in detail in SCS8.
the process (high average) Reviewed historical data and brought in external experts.
4B.2 Again, do not know who was involved in using the Hazard 4B.2 Used HAZOP but not clear who was involved (high
ID techniques (high average) average)
4B.3 Some affected were consulted 4B.3 Included workers and thought about people with
disabilities. Passenger groups and vulnerable people not
involved.
4B.5 Part of the RSC explains how the QRA has developed over
the last 10 years. Initial process not clearly documented.
4B.6 Abnormal operations and degraded operation considered 4B.6 Human factors inbuilt into HazI D — not initially included,
but not comprehensive and need developing further. added on. Abnormal operations and degraded operation
considered but not comprehensive and need developing further.
POOR (0-3)
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TABLE C5: Summary for benchmarking of SRM and LUL QRA against Criterion 5

Criterion 5: _ i
Model Structure SRM 7'5 LUL QRA 6

Quality CharacteristicsMet Characierisiics Met
GOOD (8-10) 5A.1 Models well structured and logically correct (mostly) (low

good)

5A.5 Model designed to meet the data available, therefore good

5A.6 Good process and documentation therefore confident there
are no significant gaps

5A.5 Goneto alevel that's sensible to reach objectives and
taking account of available data and confidencein it. Use
engineering judgement as well (high average)

AVERAGE (4-7)

5B.2 Modéel not detailed enough to allow all objectives to be met
(average)

5B.3 Gates clearly labelled although not all event tree sequences
clearly labelled (high average)

5B.4 Modelling assumptions (e.g. speed of trains, time of day)
stated although not clearly justified (high average)

5B.7 Modé flexible but local differences would require
substantial effort to include

5B.1 Various mistakesin labelling and logic found but generally
OK

5B.2 Developed to alevel to identify main areas of customer
fatality

5B.3 Some problems with inconsistent labelling and duplicate
names (low average)

5B.4 Assumptions not explicitly stated in SCS8 although it says
that they should be recorded el sewhere — not purpose of SCS8.

5B.6 Do fault schedule stage after Hazl D which is then mapped
onto FT/ET’ s— LUL stated that this is documented.

5B.7 Data changes easy. Structured by line which helps make
other changes easier. Defined in terms of assets therefore only
part of the FT/ET islikely to change (high average)

POOR (0-3)

O XIAN3ddV



Q.

annaax3 Alajes pue yieaH ayi jo Aoushe uy
Ad01LvH0avT AL34dVS ANV HLTV3H

TABLE C6: Summary for benchmarking of SRM and LUL QRA against Criterion 6

Critwion6. | GRM - 7 LUL QRA - 65
Quantification
Quality Characteristics M et Characteristics M et
GOOD (8-10) 6A.1 Use many different sources (documented). Try to
understand what data means. Get engineers to check that datais
being interpreted correctly. Use statistical techniquesif no
suitable data (low good)
6A.2 Database contains all thisinformation
6A.5 N/A 6A.5 N/A
AVERAGE (4-7) 6B.1 Tried hard — identified all possible data sources. Quality of
data questionable and some events assigned a value of zero
(SPADs)
6B.2 Paper database — going to have Access database eventually.
Not convinced all datais referenced. Old original datalikely to
have no justification, although all current datais justified and
fully traceable.
6B.3 Better than a single expert — a structured approach has been 6B.3 Process supposedly documented — values open to challenge
used (high average to low good) (reviewed). Cross check values with other industries.
6B.4 Appear to have used a best estimate approach — relatively 6B.4 Most probable outcome used. Consistent approach but not
consistent but approach not justified fully justified
6B.6 Historical data used which is OK for low consequence/high 6B.6 Data peer reviewed, mostly justified. Tends to be
frequency events historical. Not clearly documented.
POOR (0-3)
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TABLE C7: Summary for benchmarking of SRM and LUL QRA against Criterion 7

Critwion 7. | GRM — 7 LUL QRA -6.5
Analysis
Quality Characteristics M et Characteristics M et

GOOD (8-10) 7A.1 Fairly obvious that a detailed QRA was needed for the 7A.1 Fairly obvious that a detailed QRA was needed for the
high consequence/low frequency events, not clear for the high high consequence/low frequency events, not clear for the high
frequency /low conseguence events but good to use similar frequency /low conseguence events but good to use similar
method for comparison purposes method for comparison purposes
7A.2 Appear to have chosen a decent package in FaultTreet - its 7A.2 Appear to have chosen a decent package in FaultTreet - its
useisjustified. RiskVu isauseful add-on for simplistic useisjustified. RiskVu isauseful add-on for simplistic
sensitivity analyses and risk contribution sensitivity analyses and risk contribution

AVERAGE (4-7) 7B.3 Modelling assumptions appear to be stated but definitely 7B.3 Modelling assumptions may be noted now — not donein
not justified (low average) the past and likely to be no justification (low average)
7B.4 Pitfalls not stated (e.g. partia failures) — may need AEAT 7B.4 Not documented — communicated verbally (low
report average/poor)

POOR (0-3)
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TABLE C8: Summary for benchmarking of SRM and LUL QRA against Criterion 8

ggift's"” 8 SRM -6 LUL QRA -6.5
Quality Characteristics M et Characteristics M et
GOOD (8-10) 8A.3 Results clearly presented in LUL QRA 2001. Shows risk
profiles (low good)
8A.4 The output is flexible. RPB quantifiesrisk to different
groups and different levels of harm. However, vulnerable
subgroups are not included
8A.7 Shows significant risks on LUL infrastructure to customers
and therefore meets objectives
AVERAGE (4-7) 8B.1 Uncertainties not identified, appear to have been glossed 8B.1 Uncertainty not identified — some assumptions stated (low
over. Some assumptions stated (low average) average)
8B.2 RiskVu is used to perform a simple sensitivity analysis. No 8B.2 Say that they do cut set analysis and some form of
rigorous analyses carried out sensitivity analysis — lacks detail. Use RiskVu to give
percentage contributions shown in summary document.
8B.3 Results may be usable for Railtrack but probably not in a 8B.4 Not done for different groups, outside the scope. Don’t
very usable format for the TOCs. RPB Issue 2 helps (high calculate equivalent fatalities but supposedly can convert the
average) risk to this (low average)
8B.5 The largest risks are identified but vulnerable people are 8B.5 The largest risks are identified but vulnerable people are
not not
8B.6 Use equivalent fatalities (takes into account mgjor and 8B.6 Use collective risk —risk of fatality. Doesn’t take account
minor injuries). The collective risk may be weak particularly for of vulnerable people. Not worst case. Takes some account of
vulnerable groups. Take some account of societal risk (F-N societal risk, F-N curve. Fit-for purpose but not best.
curve) (good average)
8B.7 Potential for the results to meet objectives (low average)
POOR (0-3)
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APPENDIX D: LETTER TO RAILWAY GROUP

Dear

HMRI have commissioned the Health and Safety Laboratory (HSL) to review the
Railway Group’s Safety Risk Model (SRM). Part of this review is to examine the
mechanism for roll-out of the SRM to the Railway Group. A questionnaire is

attached, which contains a number of questions to examine the roll-out process.

Please could you complete the attached questionnaire before 27 August 2001. The
tight deadline reflects the need to get an accurate ‘snapshot’ at a particular time.

If you wish to discuss anything, please do not hesitate to get in contact.

I look forward to your reply.

Yours sincerely

Dr Shane Turner

Risk Assessment Section
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APPENDIX E: QUESTIONNAIRE SENT TO RAILWAY GROUP
Questionnaire of the Railways Group’s Safety Risk Model (SRM)

HMRI have commissioned this review of the Railway Group’s Safety Risk Model (SRM).
This questionnaire contains a number of questions concerning your views of the roll-out
process.

Name of organisation:
Contact person (name and title) and contact details (address and phone number):

Details on person completing form (if different from above):

Please answer the following questions and tick the appropriate box if required.
If thereisinsufficient space for your answer, please continue on separate sheet(s) of paper as
necessary.

Q1. What is your understanding concerning the purpose of the SRM?

Q2. How do you imagine the SRM should be used by your organisation in practice?

Q3.  Haveyou received acopy of the Risk Profile Bulletin? vyes O No O

(goto Q4)
If YES:

(i) Do you think the information (for example the risk profiles and risk
contributions) is presented in aformat that allowsit to be used easily?

vyESOnNo O
HEALTH AND SAFETY LABORATORY
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Q4.

Q5.

APPENDIX E

(i)  How do you think the information could be better presented in the Risk Profile
Bulletin to alow the output from the SRM to be more applicable to you?

Have you received any other formal informationonthe SRM?  YES O no O

(9o to Q5)
If YES, please can you provide details.

Have you or your staff attended formal training on the SRM? vyEsOno O

(goto Q6)
If YES:

()  What did the training involve? (Please tick the appropriate box/boxes)

Workshops O
Seminars O
Briefings O
Self teach notes/reports O

Other (please describe)

(i)  What information was presented?

(iii) When wasit held?
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Q6.

Q7.

APPENDIX E

(iv) How many of your staff attended, and what were their roles/responsibilities?

(v) How relevant do you think the training was?

If neither you nor your staff have attended formal training on the SRM, please explain
why.

Have you used the SRM or outputs from the SRM? vyEsOno O

(goto Q8)
If YES:

(i) Atwhat level and in what detail did you use it?

(i)  What have you used it for (e.g. supporting Railway Safety Case; providing risk
assessments; prioritising safety related work; aiding the decision making
process in safety related areas)?
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Q8.

APPENDIX E

(ilf) How did you use the model to take account of local conditions and how do you
link it with the controls?

(iv) How doesthe SRM or output from the SRM interface with your risk
assessment system?

(v)  What isthe position/experience of staff within your organisation who use the
model?

(vi) What isthe specified competence requirement for SRM users?

(vii) If any contractors or non-employees have been (or are about to be)
commissioned to use the SRM on your behalf, how do you (or how will you)
ensure they use the SRM appropriately?

If the SRM has not been used, are you intending to use it in the future?
vyEsOno O
(90to Q9)

HEALTH AND SAFETY LABORATORY

An agency of the Health and Safety Executive

82



APPENDIX E

If YES:

() Exactly how do you intend to use the SRM?

(i)  Which of your staff will use the model (role/responsibilities)?

Qo. Have you requested access to the actual fault tree / event tree models?

vyesONo O
(go to Q10)
If YES:
(i) Wereyou granted access? vyESONo O
(goto Q10)

(i) How was access managed by Railway Safety?

(iii) How did you use the models (provide details of any changes made to the data
and/or structure)?

Q10. Do any employees have specific training or expertisein fault tree and event tree
analysis? vyESONo O
(goto Q11)
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If YES, could you please provide specific details of the numbers, experience and
training of each.

FINALLY:

Q11. What support for your organisation in the use and understanding of the SRM is being
provided by Railway Safety?

Thank you for taking thetimeto fill in thisquestionnaire

Please return the questionnaire to:-
Shane Turner, Health and Safety Laboratory, Broad Lane, Sheffield. S3 7HQ
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